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Abstract. The Internet of Things (IoTs) has been widely applied for
convenient data gathering. Therefore, the security and privacy issues
related to IoT applications attract more and more attentions. Secure
data transmission plays pivotal role of the security of IoT applications.
However, there are still many IoT devices do not support cryptographic
functions due to their constrained resources. Moreover, cryptographic key
storage also becomes a practical security context problem in resource-
constrained devices. In this paper, an IoT-oriented lightweight gateway
system, which is named WB-GWS, is proposed by using white-box cryp-
tography. WB-GWS is designed for the secure data transmission in typ-
ical IoT applications, and reduces the risk of key leakage in the white-
box security context. The performance of WB-GWS is analyzed amongst
different platforms. The experiment results support that WB-GWS can
meet the security requirements of IoT applications with low-rate data
transmission.

Keywords: Iot security - Secure data transmission - Virtual
tunneling - White-box cryptography

1 Introduction

With the rapid development of IoT applications, people are aware of the vital
security and privacy issues of data gathering and transmission [1,19,27,34].
Atzori et al. described the IoT system as a three-layer architectural model which
consists of a perception layer, a network layer, and a layer of services [3]. The
security architecture of the IoT can also be divided into these three layers. Due to
its constrained resources, there are still many IoT systems that cannot support
secure data transmission. The transport layer security can use public key cryp-
tography and symmetric cryptography to ensure its security. Researchers use
SSL/TLS (combination of public key cryptography and symmetric cryptogra-
phy) in combination with HTTP or MQTT to ensure the secure transmission of
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data [22]. Mazen et al. developed a Hybrid End-to-End VPN security approach
by combining the IPSec/IPv6 and OpenSSL security approaches for secure data
transfer for the IoT [18]. However, many IoT devices with constrained resources
are not suitable for using public key cryptography. On the other hand , it is still
challenging that public key cryptography to work with ToT devices [17].

IoT devices are commonly implemented in open access environment, or the
environment cannot to be trusted [17]. Therefore, it could be feasible for hack-
ing the cryptographic key from the devices. For mitigating key exposure and
code-lifting problems in untrusted environments, many white-box cryptography
(WBC) schemes have been proposed [12,24,25,33]. In 2019, Saha et al. used
WBC to increase the security of IoT systems [31]. To the best of our knowledge,
there is little research on WBC in secure data transmission of gateway based
IoT system.

Our Contribution. In this paper, the design and implementation of an IoT-
oriented lightweight gateway system based on white-box cryptography (WB-
GWS) is proposed. WB-GWS is a secure data transmission system designed for
gateway based IoT system. Firstly, a secure data transfer capabilities is provided
for IoT systems that do not support secure data transformation. Secondly, the
problem of insecure key storage on the IoT client is solved by using white-
box cryptographic services. Finally, the performance of WB-GWS is analyzed
amongst different platforms for convincing the practicality of the WB-GWS in
the IoT environment.

Organization. The remainder of this paper is organized as follows. In Sect. 2,
notions and notation that related to WB-GWS are described. Section 3 presents
the design of WB-GWS and its protocols. Section 4 and 5 describe how to manage
nodes in WB-GWS. The security analysis and performance results are given in
Sect. 6 and 7, respectively. Section 8 concludes this paper.

2 Preliminaries

In this section, first the IoT protocols that are related to WB-GWS are briefly
introduced. And then white-box cryptography is recalled. Table1 summarizes
the symbols and acronyms used in this paper.

IoT Transport Layer Protocol. IoT communication protocol can use the tra-
ditional TCP/IP protocol. MQTT, CoAP [4,30], and other protocols designed
for the IoT can also be used [22]. A security layer is added to these protocols to
secure the transmission of data. The Transport Layer Security (TLS) protocol
and its datagram-oriented variant Datagram TLS (DTLS) protocol are the actual
protocols for communication security in IoT applications [2,26]. However, the
current authentication approaches of TLS are confronted with the heavy over-
head and security issues in the resource-constrained IoT scenario. Although the
standardized Internet security protocols have many advantages, typical deploy-
ment scenarios of IoT limit the feasibility of TLS because of highly constrained
devices in low-power and lossy networks [26,29]. The standard TLS protocol not
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Table 1. List of symbols and acronyms.
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WBEnc{-}
WBDec{-}
LUT_Gen{-}
Token_Gen{-}
Virtual . IP_Gen{-}
Tag-Gen{-}
Auth{Tag}
Check{v}
Verify{v}

Free{r}
Add-To_-Reg{v}
Remove_From_Reg{v}
Send_-To AS{m}
Shutdown{s}

White-box encryption

‘White-box decryption

Generate a LUT

Generate download LUT credential
Generate virtual IP address

Generate GCM message authentication code
Data integrity check

Check that the current LUT of v is up to date
Verify the validity of the IoTS-GW v
Release resource r

Add a GN v to the registry

Remove GN v from the registry

Send message m to the application server

Stop the service s

A — B : [type]|m

IoTD;
IoTS—GW
SS—GW
GN

Vi

WBCS
AS

v

Ny

Flag

LUT
token
Virtual 1P
Ver

Tag

Ret

PMsg
CMsg
ID,

rand
release the connection
acknowledgement character
APPy
VPN 4
Stack 5
ethO0 4
tun0 4

A sends the following type of message m to B
REGISTER: a request for registration
REQUEST: a common request

RESPONSE: return information
DOWNLOAD: download the LUT
Concatenation operator

The IoT device

The IoT-side gateway

The server-side gateway

The gateway node IoTS-GW or SS-GW

Set of GN

The white-box cryptography service

The application service

The initialization vector

Nonce sent by v

The flag of IoTS-GW or SS-GW

The white-box look-up table

The credential used to download the LUT
The virtual IP address

Version of the LUT

GCM certification mark

The result of validating or establishing a connection
The plaintext message

The ciphertext message

The identity of v

The random number

The release connection message

The confirmation message

Common application of host A

Application layer VPN implementation of host A
Kernel network protocol stack of host A
Physical network interface card (NIC) of host A
Virtual NIC of host A
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will be implemented in WB-GWS. Instead, WBC is used at the transport layer
for the confidentiality and integrity of the data.

White-Box Cryptography. WBC was first proposed by Chow et al. in SAC
2002 [12], which is also called CEJO framework hereafter. The core idea of CEJO
framework is to transform the round functions into a series of look-up tables
(LUTSs). And secret invertible encodings are used to protect the intermediate
values. Let T denote a LUT, f and g be random bijective mappings. Then the
encoded LUT T” is defined as 7' = go T o f~1, where f~! and g are called the
input and output encodings, respectively. To maintain the functionality of AES
[14], the input and output encodings of consecutive rounds should be constructed
as pairwise invertible mappings. Let an encoded LUT R’ be defined as R’ =
ho Rog~! such that a networked encoding can be depicted as R’ oT' = (ho Ro
g Ho(goTof)y=ho(RoT)o f~L.

The intermediate state of AES can be represented by a byte array such that
the index is ranked from 0 to 15. For each round of AES, AddRoundKey and
SubBytes can be combined into LUT operations called T-box. For a byte x input,
it is computed as follows.

x@l%Hi , i=0---15,r=1---9,

T10 S(a @D ko[i]) € kaolil, i=0---15,

where S denotes the Sbox and k, represents the result of applying ShiftRows to
the byte array of round key. For more details on the implementation of WBC,
please refer to Muir’s tutorial on white-box AES [24].

Although there are many attacks against WBC, such as DCA [11,21], DFA
[15,20], and adaptive side-channel analysis [32], researchers are also designing
new WBC proposals [7,9,10] to resist these attacks. Without losing of generality,
we note that it is assumed that WB-GWS uses a secure WBC implementation.

Virtual Tunnel Technology. Tunneling is a virtual link between networks
that uses the Internet infrastructure to transmit data [35]. The tunneling tech-
nology can be used to transmit protocol data unit (PDU) of different protocols.
And it can also facilitate the transformation of data in the channel, such as
encryption and integrity check. Tunnel protocols include L2TP, IPsec, and SSL
VPN [6,35] etc. The reason why mentioned above tunneling protocols are not
used is that it is difficult to apply WBC to the modification of those protocols.
In this paper, Linux virtual network technology TUN/TAP is used to imple-
ment the tunnel protocol. Whilst a white-box block cipher is used to encrypt
and decrypt data in tunnels.

Without tunneling, the process of sending data from host A to host B is
illustrated by the dotted arrow in Fig. 1.

1. APP4 constructs the packet and sends it to kernel Stack .
2. The packet is sent to ethO4 after Stack, adds the TCP header, IP header
and other processing.
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Fig. 1. The principle of virtual tunnel technology.

eth0 4 sends packet to ethOp over the Internet.
ethOp sends the received packet to Stackpg.
Stackp processes the packet and sends it to APPpg.

When data is transmitted over a virtual tunnel, the data flow of host A and

host B is shown by the solid arrows in Fig. 1.
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. The APP, constructs the packet and sends it to kernel Stack .
. The data processed by Stack 4 is not directly sent to eth04, but forwarded

to tun04.

The VPN y4 listens to tun04 and reads the packets received by tun04.

The VPN4 can reprocess packet, such as data encryption and decryption,
and integrity check. VPN, then writes the processed data to tun04.

The tun04 receives the data and forwards it to Stack,.

The packet is processed by Stack, and sent to ethOy4.

The eth0 4 sends packet to ethOg over the Internet.

The ethOp sends the received packet to Stackp.

The Stackp writes data to tunOp after removing IP and TCP headers.
The VPNpg listens to tunOp and reads the packets received by tun0p.

The VPNp can reprocess packet, such as data encryption and decryption,
and integrity check. VPNp then writes the processed data to tunOp.

The tun0Op receives the packet and forwards it to Stackp.

Stackp processes the packet and sends it to AP Pp.

Although one can directly encrypt and decrypt data and verify the integrity

in the application layer, we use a virtual tunnel that can encrypt and decrypt the
data sent between APP4 and APPpg and verify the integrity without changing
APP4 and APPpg. Therefore, data can be transparently and securely transmit-
ted between A and B.
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3 The Construction of WB-GWS

In this section, the framework of WB-GWS is illustrated and then the protocols
of WB-GWS are demonstrated.

/ CA institution \
—d R
— . —

Internet

loTD Gateway AS

Fig. 2. The architecture of a gateway based IoT system.

3.1 The Framework of WB-GWS

According to the architecture of a gateway based IoT system, a gateway and a
dedicated AS are illustrated in Fig. 2. IoT-side gateway (IoTS-GW) and server-
side gateway (SS-GW) are added to the gateway and AS, respectively. Before the
TIoTS-GW and the SS-GW communicates, a virtual tunnel is established through
Internet. The tunnel is located at the transport layer of the TCP/IP proto-
col family. Furthermore, when data is transmitted through the tunnel, WBC is
used for confidentiality and integrity. This process is transparent to sender and
receiver. Consequently, for managing the LUTs and virtual IP addresses, the
white-box cryptography service (WBCS) was introduced into WB-GWS. WB-
GWS adds IoTS-GW, SS-GW, and WBCS to the original gateway based IoT
system, which is depicted in Fig. 3. Typically, WBCS and SS-GW are deployed in
the same Intranet environment, so the channel between them is secure. Although
WBCS and IoTS-GW use an insecure channel, the LUTs obtained by IoTS-GW
can only be used for encryption and will be replaced periodically. Even if an
attacker obtains a LUT from [oTS-GW, it cannot decrypt the transmitted mes-
sage. The functionalities of each part of WB-GWS are summarized as follows.

e IoTD: IoT devices are the sender of data transmissions, such as temperature
and humidity sensing.
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Fig. 3. The architecture of WB-GWS.

IoTS-GW: Establishes a security tunnel with the SS-GW and encrypts the
data. IoTS-GW is used to collect data generated by IoT devices and send
them to SS-GW.

SS-GW: Establishes a security tunnel with the IoTS-GW and decrypts the
data from the IoTS-GW. SS-GW also transfers its received data to AS. A
SS-GW can communicate with multiple IoTS-GWs simultaneously.
WBCS: Managing LUTs and virtual IP addresses. WBCS is also responsible
for message and client authentications.

AS: The application server for the underlying IoT system.

3.2 The Protocols of WB-GWS

The main process of WB-GWS can be divided into four phases: bootstrap,
WBCS establish, data transmission and release connection.

Bootstrap. This protocol occurs when WB-GWS is initialized or a new GN
requests for registration. This process includes creating virtual IP addresses,
generating LUTSs, and downloading LUT's, which are described in Fig. 4. A formal
definition can be represented in the following steps.

1.

First a request of REGISTER is generated by a gateway node (denoted by
v, and V, represents the gateway nodes set).

WBCS generates a series of data including virtual IP address, LUTSs, token,
and version number, and responds to gateway node with IP address, token,
and version number.

While the response is confirmed, the gateway node will make another request
to WBCS based on the returned token to download the LUTs. We note that
both IoTS-GW and SS-GW need to run the bootstrap protocol with WBCS.

Protocol 1. Bootstrap protocol

Vv € V. (set of GN),
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GN <€— 2.RESPONSE — WBCS
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Q <— 3.DOWNLOAD —>

Fig. 4. The bootstrap phase.

v — WBCS (White-box cryptography server):
REGISTER|| ID, || N,

WBCS : LUT = LUT Gen{ rand }
token = Token_Gen{ID, || rand}
Virtual_IP = Virtual IP_Gen{ID,}
Add_To_Reg{v}

WBCS — v : token || Virtual IP || Ver

v : Check{v}

v — WBCS : DOWNLOAD | token

WBCS Establish. Before data transmission, a virtual channel will be created
between the IoTS-GW and SS-GW with a virtual IP assigned by WBCS. And
then a connection is established over the virtual channel, which is described in
Fig. 5. Device authentication will also be performed during connection establish-
ment. The procedure is described in Protocol 2 and the steps can be described
as follows.

1.

2.

ToTS-GW makes a request for WBCS to obtain the Virtual IP of the server
and the tag to establish the connection.

WBCS generates a tag and returns the tag and Virtual IP of SS-GW to
TIoTS-GW.

ToTS-GW encrypts the tag by using the WBC and random IV, and then sends
the ciphertext, IV, ID to SS-GW.

SS-GW uses WBC and IV to decrypt the ciphertext and sends the plaintext
and ID to WBCS for verification.

WBCS checks whether the plaintext is the same as the authentication code
sent to the IoTS-GW, and returns the verification result to SS-GW.

SS-GW determines the verification result returned by WBCS. And SS-GW
returns the final result to IoTS-GW.
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Fig. 5. The WBCS establish phase.

Protocol 2. WBCS establish protocol
Vv € V, (IoTS-GW set),
v — WBCS : REQUEST || ID, || N,

WBCS : Flag = Flag-Gen{-}

WBCS — v : RESPONSE | Flag || Virtual_IP

v :CMsg=WBEnc{PMsg || IV}

v — SS-GW : REQUEST | ID, | CMsg || IV
SS—-GW : PMsg=WBDec{CMsg | IV}
SS-GW — WBCS : REQUEST | ID, || PMsg
WBCS : Ret = Verify{v}

WBCS — SS—GW : RESPONSE || Ret

SS—GW — v : RESPONSE | Ret

Data Transmission. Data transmission between [oTS-GW and SS-GW takes
place through a secure virtual tunnel that is created in WBCS establish. Dur-
ing communication between IoTS-GW and SS-GW, data will be encrypted and
decrypted using WBC. Whilst message authentication codes are also necessary
for verifying data integrity (Fig. 6).

Protocol 3. Data transmission protocol
10TS—-GW : CMsg = WBEnc{PMsg},
Tag = Tag-Gen{CMsg || IV}
IoTS—GW — SS—-GW : REQUEST || CMsg | Tag || Ver
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Fig. 6. The data transmission phase.

SS—GW : Ret = Auth{Tag}
PMsg =W BDec{CMsg}
SS-GW  — AS : Send To AS{PMsg}
Release Connection. This protocol will take effect under one of the following

circumstances: 1) GN is out of service. 2) IoTS-GW sends a request to release
the connection.

Protocol 4. Release connection protocol
Yv € V., (set of GN),
Case 1: v is out of service.
WBCS : Free{ LUT || Virtual IP }
: Remove_From Reg{ v }
Case 2: [oTS-GW sends a request to release the connection
v — WBCS : REQUEST || release the connection
WBCS — v : RESPONSE || acknowledgement character
v : Shutdown{v}
WBCS : Free{ LUT || Virtual IP }
: Remove_From_Reg{ v }

4 Gateway Addition

WB-GWS supports multiple IoTS-GW nodes. For adding IoTS-GW nodes dur-
ing system initialization, new nodes can also be added while the system is run-
ning. WB-GWS will dynamically assign Virtual_IPs to new nodes, create LUTs,
and add new nodes to the registration list. After new nodes are added success-
fully, they can communicate with SS-GW in the system.

Among the three core parts of WB-GWS, only IoTS-GW supports multi-
node deployment. The SS-GW node and WBCS can run only on a single node.
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To add a new IoTS-GW node to WB-GWS, one should execute the following
steps.

1. Bootstraps a new IoTS-GW node and sends a registration request to WBCS.
2. WBCS assigns virtual IP addresses to IoTS-GW and creates LUTs.

3. IoTS-GW, SS-GW, and WBCS establish connections.

4. The WBCS adds new IoTS-GW node to the registration list.

5 Gateway Removal

To reduce system overhead, one can remove an IoTS-GW node while it is out of
service (Protocol 4). There are two conditions that can trigger a node removal
operation: 1) The WB-GWS will remove IoTS-GW after it is out of service. 2)
When an IoTS-GW node is unnecessary, IoTS-GW can actively send a request
to remove it. When an IoTS-GW node is removed, the virtual IP address and
LUTs of [oTS-GW will be released as well.

6 Security Analysis

IoTS-GW Access Authentication. Device access security is one of the impor-
tant factors of IoT system security. Current IoT security solutions include
standards-based proposals. Among them, the TLS and VPN are the de-facto
protocols for communication security in the IoT. These two protocols support
authentication using the symmetric pre-shared key (PSK) or public-key certifi-
cates. Although PSK based authentication consumes a small amount of com-
puting resources. There exist key scalability and management issues when using
the PSK. Additionally, the PSK established out of band is assailable to attacks
due to restricted security features and uncontrolled deployment environment.
Certificate-based authentication can resolve many problems where specifically
PSK-based solutions fall short, so plenty of IoT systems choose certificates as
the authentication method. However, it also has some problems such as cum-
bersome use and difficult certificate revocation. In IoTS-GW, we assign LUTs
for device access authentication. Only IoTS-GW with a LUT can be successfully
authenticated. The WB-GWS has the same authentication security as PSK in
IoT systems. In addition, the problem of an attacker sending data through a
forged IoTS-GW after acquiring a LUT can be solved by device binding or APP
binding [5,8,28] technology, which is not implemented in this paper.

Security of Data Transmission. In IoT systems using TLS and VPN proto-
cols, the security of data transmission is guaranteed by cryptographic Primitive.
Data is encrypted and integrity checked during data transmission. After data
is encrypted using an encryption algorithm, it is transmitted in ciphertext over
the network. An attacker cannot obtain useful information even after listening
to ciphertext messages, which ensures the confidentiality of data transmission.
Because data is checked for integrity, attackers cannot tamper or manipulate it.
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In other words, even if an attacker modifies to the data, they can be detected.
The WB-GWS also encrypts and verifies the integrity of data. Because of the
secure WBC algorithm used in WB-GWS; it is difficult for an attacker to recover
plaintext from ciphertext. Therefore WB-GWS has the same security of data
transmission as TLS and VPN. Meanwhile, WB-GWS is more flexible and secure
than the traditional black-box mode when the LUT is lost.

Forward Security After GIN Remove or Release. There are forward secu-
rity issues with the pre-sharing key (PSK) mode. After an attacker obtains pre-
sharing key, all the secret messages transmitted using the key are broken. For
ToT systems that use public-key cryptography, a new session key is created for
each session. The attacker obtains the current session key at a certain moment.
Because the key is changed, the attacker cannot decrypt the previous session
information with this key. Therefore, there is no forward security problem in IoT
systems using public-key. WB-GWS takes the following three measures to ensure
forward security. 1) Regularly WB-GWS will update the distributed LUTs. 2)
For GNs that are removed or released, their LUTs become invalid. 3) The LUTs
of each GN can only be used for encryption or decryption, i.e., just like public-
key algorithm.

7 Experiment

In order to verify the performance of WB-GWS, two experiments are imple-
mented separately. The first is the experiment based on temperature and humid-
ity (T/H) sensor system. The other is a performance comparison experiment.
Nevertheless, the data transmission and encryption speeds of WB-GWS are
tested on different platforms.

Table 2. The testbenches of WB-GWS modules.

Module |CPU software
IoTD T/H sensor DHT11 [16] -
TIoTS-GW | ARMv7 Processor rev @1.20 GHz | Linux Raspberry Pi 5.10.17-v7+

SS-GW | Intel (R) Xeon (R) Platinum Linux VM-0-13-centos
8255C CPU @2.50 GHz 3.10.0-1127.19.1.e17.x86_64
WBCS | Intel (R) Xeon (R) Platinum Linux VM-0-13-centos
8255C CPU @2.50 GHz 3.10.0-1127.19.1.e17.x86_64
AS Intel (R) Xeon (R) Platinum Linux VM-0-13-centos

8255C CPU @2.50 GHz 3.10.0-1127.19.1.e17.x86_64
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7.1 The Experiment Base on Temperature and Humidity Sensor
System

In this experiment, the T/H sensor is used as an IoT device. IoTS-GW and
SS-GW are deployed on Raspberry Pi and VM-0-13-centos respectively. The
Table 2 describes the CPU and software of WB-GWS modules. We let the T/H
sensor send T/H data to the AS every 10s. Wireshark [13] was used to capture
the data transmitted between the IoTS-GW and the SS-GW, but the plaintext
of the data could not be seen. Moreover, we kept the WB-GWS running for 30
days and counted the receipts received in the database, and none of the data
was lost.

JMeter [23] is a performance testing tool originally designed primarily for
testing web applications. But it can also be extended to test in other areas. In
this experiment, JMeter is used to test the pressure of the system. System loads
of 50, 100, 200, and 300 requests per second were tested. The test results are
shown in Table 3 (Fig. 7).

Table 3. System pressure test results.

Requests per second | Expected receive | Actual receive | Lost
50 50 50 0
100 100 100 0
150 150 120 30
200 200 120 80
300 300 120 180
3001 --@- expected receive .9
—&- actual receive :
— lost
250 A
—_
()
O 200 A L)
£
>
C 1504
-+
n
S
o 100 A
()
—
50 A
0 B

5'0 1(')0 1%0 2(')0 2.;:0 3(')0
request per second

Fig. 7. System pressure test result.
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According to the performance test results, data loss occurs when the num-
ber of concurrent requests exceeds 100, and the maximum number of concurrent
requests is 120. Due to the limitations of the experimental environment, we did
not conduct experiments in more IoT scenarios. However, through this experi-
ment, we found that WB-GWS can be successfully run in the IoT environment
with low data transfer.

7.2 The Performance Comparison

Transmission rate is one of the most critical evaluation metrics used to measure
the performance of the data transferring in the IoT networks. Firstly, the bench-
mark test of WBC in each platform is done. Secondly, we tested the transfer
rate on different platforms by transferring files from the IoTS-GW to the SS-
GW. The file transfer monitors the average transfer rate for 1000 experiments
by using tools such as Netperf, Iperf. In our experiments, we use Raspberry Pi
3B (ARMv7 Processor rev @1.20 GHz) as IoTS-GW, use different platforms as
SS-GW. The configurations and performance of different platforms are demon-
strated as shown in Table4. In practice, SS-GW will not be deployed on the
Raspberry Pi due to its lack of performance. Therefore the transmission speed
on Raspberry Pi is not given. The result indicates that the bottleneck of trans-
mission speed for WB-GWS is the hardware limitations of Raspberry Pi.

Table 4. The performance of WB-GWS on different platforms.

Platform Configuration Transmission | Encryption
speed speed
(Mbit/s) (Mbit/s)
CPU software
Raspberry Pi | ARMv7 Processor rev Linux Raspberry Pi - 2.48
@1.20 GHz 5.10.17-v74
mac OS Intel Core i5 @1.6 GHz | macOS Big Sur 11.5.2 0.97 20.82
Linux Intel (R) Xeon (R) Linux VM-0-13- centos | 1.32 22.24
Platinum 8255 C CPU | 3.10.0-11
@2.50 GHz 27.19.1.e17.x86_64
Windows Intel (R) Core (TM) Windows 10 20 H2 1.58 52.83
i7-11800 H @2.30 GHz

This paper does not provide a comparative analysis of efficiency with existing
schemes, due to the following reasons. 1) There are few studies on the application
of white-box cryptography to secure data transmission in the IoT, and there is
no mature solutions for the time being. 2) Compared with solutions such as
SSL VPN, this research scheme has too many variables to make an effective
comparison.

8 Conclusions

Device authentication and secure data transmission play a vital role in secure
communication between smart IoT objects. WB-GWS provides a solution for
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secure data transmission in IoT systems by using WBC in combination with
tunneling technology. The proposed solution of WB-GWS can compatible with
legacy IoT systems which have lack of cryptographic function support. Also, it
can manage keys efficiently with the help of WBC. The disadvantage of WB-
GWS is that it is currently only applicable to gateway-based IoT architectures,
not to the architectures where devices can directly connect to cloud services. In
future work, it is challenging to improve the performance of WB-GWS and to
provide a secure WBC instance for the implementation of WB-GWS.
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