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Abstract. Smartphone ownership has increased rapidly over the past
decade, and the smartphone has become a popular technological product
in modern life. The universal wireless communication scheme on smart-
phones leverages electromagnetic wave transmission, where the spectrum
resource becomes scarce in some scenarios. As a supplement to some
face-to-face transmission scenarios, we design an aerial ultrasonic com-
munication scheme. The scheme uses chirp-like signal and BPSK mod-
ulation, convolutional code encoding with ID-classified interleaving, and
pilot method to estimate room impulse response. Through experiments,
the error rate of the ultrasonic communication system designed for mobile
phones can be within 0.001% in 1 m range. The limitations of this scheme
and further research work are discussed as well.

Keywords: Smartphone - Aerial ultrasonic communication

1 Introduction

With smartphones being the most popular personal devices and the platforms
for supporting smart services, the demands for reliable wireless communications
rise rapidly. Communications based on electromagnetic (EM) waves are the main
stream of wireless communications. Various protocols have been developed over
the years to cover short-range and long-range communications, such as Wi-Fi,
Bluetooth, and the latest 5G mobile communications. However, the spectra of
electromagnetic waves are becoming scarce and congested. Under this circum-
stance, exploiting new transmission media and increasing bandwidth efficiency
are two mainstream solutions.
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Underwater navigation and communications have utilized acoustic wave since
the last century [1,2]. Meanwhile, acoustic wave, especially ultrasonic compo-
nent, has an abundant untapped bandwidth capacity in the aerial environment,
but was not yet fully exploited. This work intends to utilise this resource and
design an applicable scheme in face-to-face transmission scenarios. For example,
a customer can get his ticket from the cashier without being in contact in a low-
EM-signal-quality environment by using this scheme. This is particularly useful
under the emergency situations, such as the outbreak of Covid-19 pandemic.
Typically, the transmission rate of this kind of small-data-sized information is
low, but security requirements bring challenges to the communication scheme.

Smartphone ownership has increased rapidly in the past decade, and smart-
phone is expected to become the technological product with the highest owner-
ship rate in modern life. Currently, the most widely used phone-to-phone wire-
less communication systems are based on radio frequency (RF) and infrared (IR)
transmission [3-5]. One significant merit of EM wave is its low decay rate in the
air medium so that EM wave can propagate over a long distance. In addition,
EM wave is transverse wave that has a propagation velocity of approximately
2.9 x 108 m/s, so EM signal under GHz frequency has a long enough wavelength
to pass by small-sized solid barriers [6]. In terms of the acoustic wave, the atten-
uation rate of its propagation in the air is proportional to the wave frequency
[7], which causes trouble to the wideband acoustic communications. Therefore,
the usable bandwidth of EM wave communication is commonly more extensive
than that of acoustic communications, and the data rate of the electromagnetic
wave is higher too.

A critical challenge of the ultrasonic communication arises from wave reflec-
tion, mechanical energy loss, and Doppler shift: the reflection is mostly caused by
multi-path propagation results in significant phase shift; the mechanical energy
loss increases distance loss of sound propagation; the Doppler shift causes fre-
quency deviation. Another significant challenge stems from mobile phones: the
maximum sampling rate of mainstream smartphone is 48 kHz, and the frequency
response capabilities vary widely. These conditions limit the coherent bandwidth,
data rates, and also the transmission distance.

In the existing research on aerial acoustic communication systems, most work
focuses on ultrasonic spectrum for a better signal-to-noise ratio (SNR) [8-12]. A
Dual-In-Dual-Out acoustic communication system using frequency shifting key-
ing (FSK) was proposed in [8]. A multi-channel aerial communication scheme
using distance-selected binary phase shifting keying (BPSK) and binary ampli-
tude shifting keying (BASK) was proposed in [9]. A mesh network structure
based on Multiple Input, Multiple Output (MIMO) acoustic channel communica-
tion was proposed in [10]. The above work [8-10] were implemented on the PC or
the specific-manufactured speaker&microphone platform, where these platforms
all support a higher sampling rate and resolution than the smartphone plat-
form. For research related to the smartphone platform, a low-rate chirp-based
BPSK scheme to realize an up-to-25m communication range was proposed in
[12]. Researchers in [9] pointed out that the aerial ultrasonic phase characteris-
tics change significantly with distance. Inspired by research work in [9,12], we
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have designed a covert aerial ultrasonic communication scheme that leverages
chirp-like signal BPSK with ID-classified interleaving.

The main contributions of this work are summarized as follows: (1) We
have proposed a short-distance covert aerial ultrasonic communication scheme
for phone-to-phone communications; (2) A convolutional code plus ID-classified
interleaving is used; (3) we leverage the phase noise characteristics of aerial ultra-
sonic wave to limit the effective communication range in the indoor environment.

The remainder of the paper is arranged as following: The system design is
described in Sect.2, with emphasis on selection of waveform and modulation
scheme, estimation of room impulse response and its compensation, channel
coding, and receiver design. Extensive experiments and performance evaluation
of various aspects of this communication scheme are conducted and investigated
in Sect. 3. Section4 concludes the paper with discussions of limitations of this
scheme and further research work.

2 System Design

Figure 1 shows a schemetic diagram of the proposed ultrasonic communication
system. The transmitter block has two main parts, the encoder and the modula-
tor respectively. The encoder functions to improve the channel gain via applying
forward-error-checking code and interleaver; the core challenge in encoder block
comes from the trade-off between code rate and channel coding gain. The mod-
ulator block takes challenges in the choice of modulation keying, which requires
to balance the bit rate and bandwidth usage, communication distance and reli-
ability. On the receiver block, the Room Impulse Response (RIR) estimation
block functions to predict the channel state information and then leverage the
predicted channel state model to restore the transmitted signal. The blocks in
the receiver are paired to that in transmitter respectively: decoder matches the
encoder, and demodulator matches the modulator; these blocks in the receiver
perform reverse steps of the transmitter blocks to recover the information.

RIR
estimation
&restore
Binary Modulation 8 . Binary
Information—| Encode — &Reshaping —E(l ————— \|/ [Demodulation— Decode [~ lInformation
TRANSMITTER AIR RECEIVER

Fig. 1. Overview of the acoustic communication system.

2.1 Waveform and Modulation

The sound collection capabilities of current smartphones are limited to sampling
rate of 44.1 kHz on iOS phones or 48 kHz on Android phones. That is equivalent
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to maximum signal frequency of 24 kHz, which means near ultrasonic. In order
to improve the reliability of ultrasonic communications on smartphones, the
chirp based BPSK is applied. Compared with frequency shifting keying used
in [10,12], BPSK is less sensitive to the diversity of non-flat frequency response
and is more suitable for signal modulation between various types of smartphones.
The chirp signal is relatively insensitive to Doppler shift and power-efficiency,
and the system uses a couple of orthogonal chirp-signals, which are noted as up
and down chirps, to spread the frequency band. The expressions of up and down
chirps are given in Eqns. (1) and (2), where s, is the up chirp signal, sqown is
the down chirp signal, fi,, is the lowest frequency bound of the chirp signal,
fhign is the highest frequency bound of the chirp signal, ¢ is the time, Tcpirp is
the duration of the chirp signal.

Sup(t) _ COS[Q’/T(flowt + fhigh - flow tQ)} 0<t< Tchirp (1)
Tehirp
_ fhigh - flow 2
Sdown (t) = COS[27T(fhight — 77_ » t )} 0<t< Tchirp (2)
chirp

Figure 2 demonstrates an example of frame structure to send binary message
‘110100°, which consists of a preamble, guard interval, data payload and trail-
ing bits in sequence from the front to the back. The preamble is a down chirp
modulated signal and is partly reshaped by a Blackman window (Fig.3.(b)),
which is used to synchronize the start position of the signal and channel state
assessment. The guard interval serves as a transition between the load and the
preamble to reduce the influence of inter-symbol interference. The chirp modula-
tion uses up and down chirp to represent the binary ‘1’ and ‘0’ respectively, and
the modulated signal of payload data is fully reshaped by the Blackman window
(Fig.3.(c)). A 2-bit trail bit is modulated by up and down chirps sequentially
and part reshaped, which indicates the ending of the signal sequence.

In the process of demodulation, we use the matched-filter method to com-
pare the received symbol’s correlation coefficient. A Hilbert-transform method is
used to detect the envelope of the correlation function. Demonstrated in Eq. (3),
the matched-filter calculates the likelihood of the received symbol correspond-
ing to its correlation to up and down chirps, and the value of likelihood is
used in the following maximum likelihood (ML) decoder. In Eq. (3), the symbol
likelihood describes the variable that represents the probability of the received
bit to become the Boolean value ‘1’, and the symbols Correlation,pchirp and
Correlationgownchirp describe the normalized correlation corresponding to up
and down chirps respectively.

Correlationypchirp

likelihood = (3)

Correlationgownchirp + Correlationypehirp
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Preamble Guard Interval Data Trail Bit

Fig. 2. Signal frame structure
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Fig. 3. (a). Down chirp signal; (b). Partly reshaped down chirp signal and partial
Blackman window; (c). Fully reshaped down chirp signal and full Blackman window.

2.2 RIR Estimation and Compensation

RIR describes the acoustic channel state between the speaker and receiver. In an
indoor scenario, RIR is typically determined by the environmental factors, which
vary temporally and spatially. In the situation of face-to-face communications,
the relative motion speed between the speaker and receiver is considered to
be low enough compared with airborne sound speed, which means the Doppler
shift can be ignored. Therefore, the RIR is primarily affected by multipath and
shadow fading. In this work, we use a least-square-error method to restore an
approximate RIR model from the received preamble.

The simplified channel model is demonstrated in Fig. 4. The received pream-
ble y[n] can be considered as the superposition of the convolution of transmitted
preamble z[n] with channel frequency response (the room impulse response) h[n]
and additive interference i[n], and the equations of this process can be written
as Eqns. (4), (5). The matrix expression of Eq. (5) can be rewritten as Eq. (6),
and Eq. (7) simplifies Eq. (6) by substituting the z-elements matrix by matrix
A. The error function F that defines the difference between the received pream-
ble and the transmitted preamble is given in Eq. (8), and the square error is
obtained in Eqns. (9) and (10), where o is the variance function of environmen-
tal interference and the superscript 7 denotes the transposition. To minimize
the square error, the partial derivative of the square error function with respect
to variable H is shown in Eq.(11), and the optimal solution can be obtained
when Eq. (11) equals to zero. Finally, we can obtain an approximation of the
RIR model only depending on the transmitted and received preamble accord-
ing to Eq. (12), where the superscript ~! denotes the inverse matrix. Figure5
shows the steps of RIR compensation: the algorithm leverages the Cepstrum
analysis, using the reciprocal of the fast Fourier transform (FFT), to generate
the inverse-RIR filter. The algorithm convolutes the inverse-RIR filter with the
received data signal to restore and compensate the data signal.



A Covert Ultrasonic Phone-to-Phone Communication Scheme 41

Capital letters represents matrix expressions. Inte rference
Lower-case letters represent sample-sequence expressions. I[n]
X H | Y
transmitted preamble received preamble
+
X[N] =— (x * h)[n] () y[n]
RIR

Fig. 4. Simplified channel model.

yln] = z[n] = hln] + iln] (4)
Zm +i[n] (5)
y[0] z[0] x[-1] -+ x[-n] | [A[0] i[0]
y([1] z1]  =z[0] - x[ —n]| |h[1] if1]
o s (6)
yln] zn] x[n —1] -+ z[0] hin] iln]
Y =AH +1 (7)
E=Y —AH -1 (8)
lel> = (Y = AH)(Y — AH)T (9)
le?=YTY — HTATY —YTAH + HTATAH + o (10)
9 o
aglel’ = —2A"Y + 24T AH (11)
= (ATA)1ATY (12)

estimated RIR transfer function
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N
IFFT
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Fig. 5. RIR compensation method.
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2.3 Channel Coding Scheme

Inspired by Wi-Fi forward error check coding in IEEE 802.11, the data trans-
mission system applies a 0.5-code-rate convolutional encoding scheme, including
212 convolutional code (Fig. 6.a) and 216 convolutional code (Fig.6.b). 216 and
212 convolutional codes belong to a single-in-dual-out structure, and 216 con-
volutional code has more delay units than 212 structure. The single-in-dual-out
encoder has two synchronous output ports, generating one information bit and
its corresponding redundant bit. The information bits with corresponding redun-
dant bits are reordered into a one-dimensional bitstream by interleaving. We use
the Matlab function ‘randintrlv’ as the interleaver, the function performs data
permutation according to the rand seed. In this coding scheme, the receiver is
assigned a unique rand seed as its ID, and the receiver can only use it to recover
the information. The decoder uses maximum likelihood (ML) algorithm based on
Viterbi [13] algorithm. Figure 7 shows the theoretical bits error rate performance
bound and coding gain of 212 and 216 structure, and the channel coding scheme
that leverages 216 convolutional code plus interleaver can implement a zero-
error communication under the same condition that the error rate of non-coding
communication is around 1072. Table 1 displays the simulation parameters in
Fig. 7.

output 1

s »out 1

input in | -

output 2 e . out 2

(a) (b)

Fig. 6. (a). 212 convolutional code structure, (b). 216 convolutional code structure.
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Fig. 7. Comparison of different coding schemes in terms of BER performance
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Table 1. Simulation setup

Bit rate 100 bits/s

Frequency band 20~22kHz

Number of random bits | 107

Sampling rate 48000

Channel Gaussian noise channel

2.4 Receiver

The diagram of the process of demodulation and decoding is given in Fig. 8. The
received signal firstly passes through the frame detector to extract the preamble
and trail bit frames. The preamble frame is used to estimate the approximate
RIR model by using the least square error method, and the RIR model is applied
to generate the restore filter to compensate for the data signal. Following the
detection of a preamble, the data sequence is divided into segments correspond-
ing to symbols. Then, the symbol segments pass through the matched-filter to
calculate the corresponding likelihood, and the receiver uses its unique dein-
terleaving seed to deinterleave the matched-filtering result. After deinterleaving,
symbols are decoded by the ML decoder according to likelihood, and the receiver
uses the checksum bits to verify the information.

Preamble Guard Interval Data Trail Bit
1 [ 12 [ o 1 [ o [ o
preamble Detection \‘ l / Trail Bit Detection
RIR estimation . .
——————————> | Signal Restore Filter
Determine Start Frame l
Determine End Frame

R

Matched Filter for Symbol "0"
Deinterleaving ML Decoder Binary Information
Matched Filter for Symbol "1"

Fig. 8. Demodulation and decoding framework.
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3 Experiments

3.1 Experimental Settings for Data Transmission

In our experiments, we tested and measured the error rate via simulating a
scene (Case I in Table2): two people holding smartphones exchange messages
face-to-face, where the message can be a payment information link, QR code,
and hyper-link. The data size of these messages is typically about 1000 bits,
so we used a 1000-bits random binary data as the payload of the transitted
data. We used Matlab R2019a to encode and modulate these data, and convert
the processed data into ‘.wav’ audio format. In the measurement, we used two
smartphones to play and record the transmitted signal, and we used Matlab
R2019a to demodulate and decode the received signal. In addition, we also tested
fixed-point to fixed-point communication as a reference (Case II in Table 2). The

detailed experiment parameters are displayed in Table 2.

Table 2. Experiment parameters

Parameter Value
Common | Room size 5% 3% 2.7m?

Bit rate 100 bits/s

Frequency band 20~22kHz

Preamble 85.3 ms

Guard interval 21 ms

Trail bits 100 ms

Transmitter model

Receiver model

Huawei Honor V20
Huawei Mate 10

Case | Distance 1m, 3m
Data size 1000-bit

Case II | Distance 1m, 1.2m, 1.5m, 3.5m
Data size 100000-bit

3.2 Performance Evaluation

From the results shown in Table 3, we can find that:

1. In the case I, which is a simulated scenario where two people holding smart-
phones use the ultrasonic communication, the average error for a none coding
communication is 0.05% at a distance around 1m, and zero error rate for
two coding cases. This result can be explained: when two people are hold-
ing mobile phones, the speakers and microphones on the two smartphones
are in unpredictable motion, which leads to the incoherence of the channel
stage. Overall, both schemes using channel coding are capable to achieve the

short-distance face-to-face communication.
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Table 3. Experimental result

Case | Coding sheme Distance (m) | Average error rate
I None 0.5-1.5 0.05%
212 + Interleaver | 0.5-1.5 0
216 + Interleaver | 0.5-1.5 0
None 2-4 21.5%
212 + Interleaver | 2—4 48.8%
216 + Interleaver | 2-4 50.1%
11 None 1 0.014%
212 + Interleaver | 1 0
216 + Interleaver | 1 0
None 1.2 0
212 + Interleaver | 1.2 0
216 + Interleaver | 1.2 0
None 1.5 0.023%
212 + Interleaver | 1.5 0
216 + Interleaver | 1.5 0
None 3.5 0.978%
212 + Interleaver | 3.5 0
216 + Interleaver | 3.5 0.001%

45

2. In the case I, all schemes fail to implement a zero-error communication when
the distance is around 3 m. Compared with the same distance condition in the
case II, which tests the fixed-point to fixed-point ultrasonic communication,
the average error rates of the two channel coding schemes are approximately
zero, where the ultrasonic communication quality is much better than that in
the case I. This result can be explained: the current RIR estimation and com-
pensation scheme is only applicable to coherent channels, while the channel
state in the case I is frequently changing due to the motion between speaker
and microphone.

3.3 Distance Loss

To evaluate the distance loss of airborne channel, we play 70 s single-symbol mod-
ulated signal in a 4.8 x 8.8 x 2.7 m?-sized sitting room. Two testing smartphones
are placed on stable supports, which are vertically 0.9m above the ground. We
compare the average power spectral density of the received signals tested at 1m,
5m, and 10 m distance, and we found the linear distance loss for smartphones is
approximately 1dB/m. Based on this estimate, the power density of the signal
transmitted by tested smartphones will touch the noise level at 23 m, where the
signal is undetectable over the distance (Fig.9).
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Fig. 9. Average PSD of modulated signal

3.4 Phase Noise

In the indoor room-sized environment, multi-path propagation causes significant
phase shift that causes confusion in the demodulation of BPSK. Phase degrada-
tion characteristics are significant factors that determine the PSK modulation
quality. To evaluate the characteristics in indoor environments, we conducted a
chirp signal transmission test. Table 4 shows the experiment parameters, and we
used a matched-filter method to evaluate the experimental result.

The convolution of matched-filter and signal outputs the correlation function
between the signal and matched-filter-corresponding symbol. Theoretically, the
matched-filter synchronizes the phase spectrum of the signal and can reshape the
signal into impulse waveform. Under this circumstance, if the phase degradation
is significant, the matched-filtering result will not exhibit an impulse waveform.

Figure 10 demonstrates the matched-filtering result of randomly picked down
chirps symbol from results tested in 1m and 5m. In lm-distance condition,
Fig.10.(a) exhibits a clear impulse in the correlation function of down chirp.
However, in the 5 m-distance condition, Fig. 10.(c) and Fig. 10.(d) do not exhibit
a clear impulse envelope, and two figures both exhibit a low correlation level. This
phenomenon shows that the phase noise increases significantly with distance, and
the Phase Shifting Keying method is difficult to recover information at a long
distance.
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Table 4. Experiment parameters

Parameter Value

Room size 5x3x2.7m?

Down chirp duration | 10 ms

Frequency band 20~22kHz
Data size 1000
Distance 1m, 5m

Transmitter model Huawei Honor V20

Receiver model Huawei Mate 10
—Correlation to Down Chirp @ 1 1 (b) — Correlation to Up Chirp
---Envelope n ---Envelope
Akt - . ‘s gg
T .
° 0
S
(@]
-5ms Oms 5ms -56ms Oms 5ms
(d)
1 —Correlation to Up Chirp
c ---Envelope
S 05
© 03
g o
S
o
-5ms Oms 5ms -6ms Oms 5ms
Time Time

Fig. 10. The correlation functions of the down-chirp signal received at 1m and 5m.
(a). Correlation to down-chirp symbol in 1m-distance condition; (b). Correlation to
up-chirp symbol in 1 m-distance condition; (c). Correlation to down-chirp symbol in
5m-distance condition; (d). Correlation to up-chirp in 5 m-distance condition.

4 Conclusion and Future Work

In conclusion, we have developed a chirp-based BPSK modulation communica-
tion system on the smartphone platform to realize short-distance indoor com-
munication. The implementation of convolutional coding enables the 1 m indoor
data transmission error rate to be within 0.001%. The experiments on a face to
face scenario proved that the work is of practical significance, and the technology
can be applied in short-range communication scenarios such as the exchange of
payment information. However, the current data transmission efficiency is low,
and the system cannot respond to the RIR change in the case of sudden non-line
of sight (NLOS). In further work, we plan to design a real-time RIR estimation
and compensation scheme to improve data transmission stability over longer
distances and take Doppler effect into consideration.
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