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Abstract. Aiming at the problems that the traditional method has long response
time to communication network congestion monitoring and the detection effect
is not ideal, a real-time monitoring method based on cloud computing for
communication network blocking is proposed. Firstly, the communication net-
work monitoring point is established, and the communication data collection
process is completed by the radio-frequency receiver. On this basis, the real-time
traffic calculation of the collected data is performed to determine the existence of
abnormal blocking status in the communication network link, and the precise
positioning of the blocking point is obtained. The information thus generates an
alarm message to obtain a monitoring result. The real-time and accuracy of the
monitoring method are analyzed experimentally. It is found that the monitoring
method can control the delay time within 0.2 s and the monitoring error rate is
low. It can be seen that the monitoring algorithm has high performance.

Keywords: Cloud computing � Telecommunication � Network congestion �
Real-time monitoring

1 Introduction

In the process of communication network construction, there are often various inter-
ferences that affect the performance of the network; if the interference problem is not
cleared, the network optimization work in the network construction is difficult to carry
out. Among these interference problems, blocking interference is a systematic, whole
network and serious interference problem. If it is not solved, network construction will
not be possible. Blocking interference is that when the strong interference signal and
useful signal are added to the receiver at the same time, the nonlinear components of
the receiver link will be saturated, resulting in nonlinear distortion and blocking the
receiver, which is beyond the working range of the amplifier and mixer, making the
receiver unable to demodulate normally, interfering with the work of the receiver,
resulting in the failure to report the bottom noise level of the communication network
normally. When the signal is too strong, the useful signal will also produce amplitude

© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2021
Published by Springer Nature Switzerland AG 2021. All Rights Reserved
S. Liu and L. Xia (Eds.): ADHIP 2020, LNICST 347, pp. 88–97, 2021.
https://doi.org/10.1007/978-3-030-67871-5_9

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-67871-5_9&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-67871-5_9&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-67871-5_9&amp;domain=pdf
https://doi.org/10.1007/978-3-030-67871-5_9


compression, and will block when it is serious. The main reason for blocking is the
nonlinearity of the device, especially the multi-step products of intermodulation and
intermodulation. At the same time, the dynamic range limitation of the receiver will
also cause blocking interference. Blocking will cause the receiver to fail to work
properly, and long-term blocking may also cause permanent performance degradation
of the receiver.

So, how to confirm that blocking interference does occur? There are the following
steps to confirm:

(1) Frequency shift. According to the principle of blocking interference, for the RF
terminal whose filter type is if filter, the strong interference signal can be excluded
from RF reception by frequency shift (changing the center frequency point of RF
reception), so that the signal strength falling into RF reception is less than -
40 dbm. If the RTWP of communication network is reduced, it can be determined
that the interference network is blocked.

(2) Att (VGA) attenuation. For the single-mode station suspected to be jammed, if the
degree of interference is not very serious, ATT or VGA attenuation can be used to
determine whether the communication network is jammed by the interference
signal suppression ability. If in the process of att (VGA) attenuation, the RTWP of
the communication network has a sudden change, it means that the cell is blocked.

(3) Add wave trap. The notch filter (narrow-band filter, also known as band stop
filter) can be customized to attenuate the strong interference signal to a reasonable
degree according to the actual situation on site, so that the total received signal in
the RF reception is lower than the threshold value of blocking interference, so as
to judge whether the disturbed signal network is blocked.

(4) Turn off the interference source. This method is the simplest way to judge. If the
network RTWP returns to normal after the suspected interference source (the
interference signal does not fall into the wireless network receiving), it can prove
that the communication network is blocked. It can be seen from the above content
that for the severity of blocking interference, corresponding solutions can be
adopted: according to the frequency shift, att (VGA) attenuation, the installation
of notch filter, and direct processing of interference source in order. According to
the solution of network congestion, this paper introduces cloud computing tech-
nology to realize the real-time monitoring of communication network congestion.

In general, cloud computing refers to a business computing model. It distributes
computing tasks across resource pools of large numbers of computers, enabling
applications to acquire computing power, storage space, and information services as
needed. In short, it provides on-demand, scalable, and affordable computing services
over the network. Anyone can share and retrieve resources in the world of network
communication. The network uses physical links to connect isolated workstations or
hosts to form a data link for resource sharing and communication purposes [1–3].
Network communication connects various isolated devices through the network, and
realizes communication between people, people and computers, computers and
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computers through information exchange. However, with the complication of infor-
mation in the communication network and the large-scale data volume, some network
problems occur in the communication network, such as communication network
congestion [4]. Communication network congestion is a state of continuous overloaded
network. The network transmission performance is degraded due to the limited
resources of the storage and forwarding nodes.

As far as the architecture of the Internet is concerned, the occurrence of congestion
is an inherent attribute. However, if the blocking condition has a certain persistence,
when the cache space is exhausted, the router only discards the packet to ensure that the
network avoids the lockup condition. Generally speaking, there are many reasons for
the communication network blocking, including the insufficient bandwidth or overload
of the server where the target website is located, the network cable problem, the
existence of a loop in the network, and the like, and eventually the network speed is
slow. In the big environment of cloud computing, in order to maintain the normal
communication of the network and avoid the negative impact of congestion on the
network, some countermeasures need to be taken to maintain the normal operation
order of the communication network.

2 Design of Real-Time Monitoring Method
for Communication Network Blocking

2.1 Set Communication Network Monitoring Point

First, a network monitoring device needs to be set up at a certain node in the network to
obtain performance parameter data of all links related to this node. Therefore, in order
to obtain performance data of all links, it can generally be implemented by setting
network monitoring devices on some switching nodes. Therefore, it is necessary to
consider which nodes are set up with network monitoring devices, and it is possible to
obtain performance data of all links and enable monitoring. The minimum number of
devices. Multiple network monitoring devices can be divided into multiple network
monitoring areas. One network monitoring device can logically belong to multiple
network monitoring areas, that is, multiple network performance monitoring services
for multiple users, thereby reducing the number of devices and reducing construction
costs [5, 6]. This requires reasonable setting of network monitoring points and rational
division and management of network monitoring areas. In order to fully realize the
monitoring function of the monitoring point, the structure of the communication net-
work monitoring point is divided into a local area network part, a server system,
various workstations, a terminal server, a protocol converter and a remote network
device. The structure of the monitoring point is shown in Fig. 1.
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The dual Ethernet LAN device adopts the networking mode of 100M dual Ethernet
to ensure the reliability of the system. The monitoring point is configured with dual
network switches. Each server and workstation are equipped with dual network
interfaces to ensure the failure of any network switch. The following does not affect the
function of the system. Set the two network segments, the internal network segment
and the external network segment through the bridge function of the network switch to
ensure that the data of the internal and external network segments do not interfere with
each other. The function of connecting to the remote LAN is realized through the
router. The dual-master server cluster adopts the server working mode of the dual-
master server cluster, establishes the link between the two servers, and makes the two
servers into a cluster working mode. The two servers are hot backups to each other, and
the system guarantees that it encounters on any one server. The system function is not
affected after the fault.

Add high-performance input and output peripherals such as laser printers to share
with online users. The data of each substation is sent to the central station through the
bridge. Each bridge is configured with a dual network port to realize the connection
with the dual network port [7–9]. At the same time, the dual WAN port is provided to
realize the dual E1 channel of the main and standby, and the automatic switching of the
dual channel is ensured. In addition, a protocol conversion processor is required to
input data from various communication monitoring subsystems of different protocols.

2.2 RF Receiver Collects Communication Network Data

Data collection and storage are the basis for performance monitoring, enabling the
acquisition and storage of raw information. With the RF receiver principle, the RF link
has an adjustable digital attenuator and VGA to ensure sufficient dynamics to meet the
in-band blocking specification. However, if the blocking signal is far from the oper-
ating frequency, it may fall within the proximity of the ADC or other Nyquist sampling
bandwidth and be sampled by the ADC [10]. If the interference frequency is sampled
and falls into the useful signal, causing the in-band signal to alias, the RF and digital
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Fig. 1. Schematic diagram of the monitoring point structure
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filters do not have any suppression of the signal. In this case, an intermediate frequency
filter is needed to prevent the unwanted signals from being digitally sampled. The
structure of the performance monitoring data table is shown in Fig. 2.

The establishment of the above table and the connection to the database in the
controller are implemented by the JDBC interface. Combined with the speed, low cost
and open source of the MySQL database, using JDBC as the interface of MySQL has
become a common usage. JDBC is a standard API for the Java language to interact
with databases. Java applications can access the database directly through this standard
interface. JDBC also supports the ability to access different types of databases in a
uniform manner. Create a real-time performance data collection thread and store the
collected data. The data acquisition and storage implementation relationship module is
mainly divided into three implementation packages: the database connection package
CLOS.sql, the main function is to realize the connection and management functions of
the database; JavaBean package colSto.bean mainly defines the data structure of var-
ious performance data tables. The business operation package cloSto.op mainly com-
pletes the data receiving and storage functions. When the performance monitoring
module obtains the performance parameters, it calls the corresponding class in the
business operation package. Data storage operations to enable distributed storage of
real-time collected data.

delayed

src_switch_id src_port dst_switch_id dst_port latency time

Link throughput

switch_id switch_port bitsPerSecondRx bitsPerSecondTx rxBytes timetxBytes

Packet loss 1

src_switch_id src_port sp_packets dst_port dp_packets timesp_switch_id plr1

Packet loss 2

src_switch_id src_port sp_packets dst_port dp_packets timesp_switch_id plr2

Port Information Statistics

switch_id switch_port rxpackets durationSec timetxpackets rxBytes txBytes

Flow table items

switch_id flowtable_id packetCount idleTimeoutbyteCount durationSec priority

hardTimeout in_port eth_src ipv4_deteth_dst actions time

Fig. 2. Communication data acquisition chain diagram
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2.3 Communication Network Real-Time Flow Calculation

The data traffic collected in the communication network is calculated in real time, and
the real-time computing structure is compared with the maximum storage space and the
maximum load of the bandwidth capacity, and it is verified whether the data traffic can
smoothly reach the specified storage space through the bandwidth for data storage [11–
14]. The calculation formula for the real-time flow calculation of the communication
network is as follows:

Q ¼ min
X
k2Il

FlP
k2Il

Plkylk � Fl
þG

X
l2L
k2Il

Slkylk þ dimlkð ÞþV
X
l2L
k2Il

ClkFlylkð Þ

8>><
>>:

9>>=
>>;

ð1Þ

In formula 1, Fl represents the local data traffic on the communication network link; Q
is the total data traffic; Il represents the candidate link model indicator set of the first
link; Plk represents the model index of the first link selected as Link capacity at k; Slk
represents the candidate route set of the node of the first link; Clk represents the line
variable coefficient when the model index of the first link is selected as k; di is the
length of the first link; mlk represents the communication link I Packet arrival rate; G is
a fixed weighting factor; L is a set of all links in the communication network; the
constraints in Eq. 1 include:

X
k2Sp

xp ¼ 1 8p 2 Pð Þ ð2Þ

X
k2Il

ylk ¼ 1 8l 2 Lð Þ ð3Þ

Where P represents the set of all communication node pairs in the network; xp is the
optimization variable and takes a value of 1 when the route is selected as the com-
munication route with other related node pairs, otherwise 0. Where ylk represents the
optimization variable. When the model index of the first link is selected as k, the value
is 1; otherwise, it is 0; according to the formula, the real-time communication traffic of
a certain link can be obtained, and the maximum limit and bandwidth of the storage
space can be obtained. The maximum limit of capacity is compared to determine the
flow of the flow under normal conditions.

2.4 Abnormal Blocking Recognition and Feature Analysis

In addition to the communication data traffic in the communication network exceeding
the maximum bandwidth of the communication network can cause network congestion,
data anomalies are also another cause of network congestion. Therefore, it is also very
important for the identification of communication network anomalies and system
inspections. In the real-time monitoring of communication network blocking, in order
to realize real-time monitoring of abnormal data nodes, nodes need to be automatically
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patrolled. The node monitoring program reads the IP address of the device from the
database, and sends a PING command periodically and cyclically. Record the returned
result to the working state of the node device. If the returned result times out, the node
device is not working properly. Once the network traffic is abnormal, the IP address
and port distribution will change. If the network configuration error occurs, the original
IP address and the destination IP address will increase, causing the host’s packets to
increase sharply. According to this feature, the network traffic matrix method is used to
analyze the dispersion of traffic distribution characteristics. Suppose the traffic char-
acteristic is A, the total number of samples is B, the number of samples selected is C,
and the number of occurrences of a particular traffic characteristic i is ni. Therefore, the
traffic characteristic sample can be selected as:

F xð Þ ¼ �
XC
i¼1

ni
B

� �
log2

ni
B

� �
ð4Þ

If all the selected samples have the same result, then F xð Þ ¼ 0; if all the selected
samples have a large degree of dispersion, then F xð Þ ¼ log2 C can describe the
abnormal behavior of different flow characteristics, and then perform packet capture
processing.

When the traffic monitoring system captures the transmitted Ethernet frame, it
needs to parse the data packet first, and then extract the related data, and store the
extraction result in the database, which is convenient for real-time analysis of network
abnormal traffic. In order to ensure the accuracy of packet capture, the packet capture
function interacts with the hardware in real time. In order to ensure the accuracy of the
system capture, you need to read the configuration file first; then establish a connection
with the database, register the ODBC data source, use the OpenDataBase() function in
the Python script file to connect to the database; configure the capture driver to create
various types. Timers and threads, real-time monitoring of abnormal traffic using
timers; Finally, create a real-time monitoring server, and call the Bind() function to
obtain the IP address of the monitoring server from the configuration file, thereby
completing the packet capture behavior. The abnormal traffic data packet can be
captured in real time, and the real-time monitoring display function can be added, so
that the user can view the packet capture result in real time, and then locate the
abnormal node.

3 Experiment Analysis

In order to verify the feasibility of the research on the real-time monitoring method of
communication network blocking, experiments were conducted. The 50 sets of data in
a certain period of time are selected as experimental objects, and the experimental data
of the normal state is obtained according to the historical records of previous years, and
standardized processing is performed. First of all, set up the experimental environment.
Because of the limitations of the lab equipment, it is necessary to use the Mininet to
establish a communication network topology in the virtual machine and connect to the
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remote controller to realize the construction of the communication network environ-
ment, and then establish a connection with the remote database for data access. The
real-time monitoring error and communication delay time of the communication net-
work are taken as experimental targets. The traditional monitoring method is compared
with the real-time traffic monitoring of the communication network. The result is used
as the basis for judging the feasibility of the method. The reasons for the communi-
cation delay include monitoring the substation measurement and processing delay, data
transmission delay, information propagation delay, delay generated by the digital
transmission equipment, and delay of the pre-processing of the primary station and the
data uploading server. Through the experiment, the traditional monitoring method and
the designed real-time monitoring method are compared, and the comparison results are
shown in Fig. 3.

The delay time of the communication network blocking method for real-time
monitoring directly reflects the real-time performance of the method. It can be seen
from the comparison of the experimental results in the figure that the communication
delay time of the traditional monitoring method will be extended with the increase of
the data amount. Although there is a clear trend of shortening the delay when the
quantity reaches 280M, the delay time is always higher than 0.3 s. In contrast, the
communication network blocking real-time monitoring method uses the real-time data
acquisition and calculation method, so the experimental results show an ideal delay
result, the delay time is always controlled within 0.2 s, and when the data flow After
more than 250M, it shows a clear downward trend, which fully reflects the real-time
nature of the monitoring method. In addition, the accuracy of the monitoring method
monitoring results is also very important. The results of the alarm information obtained
by the real-time monitoring method designed by the experiment can be accurately
located to the position where the blockage occurs and the blocking value is calculated,
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which is convenient for timely blocking accidents. Processing, it can be seen that the
method has low monitoring error and high accuracy.

In order to further verify the monitoring accuracy of this method, the traditional
method and this method are used to verify the monitoring accuracy. The results are
shown in Table 1.

According to Table 1, the accuracy of data monitoring is different in the monitoring
time. When the monitoring time is 10 min, the accuracy rate of communication net-
work data monitoring of traditional method is 67%, and that of this method is 89%.
When the monitoring time is 50 min, the accuracy rate of communication network data
monitoring of traditional method is 65%, and that of this method is 95%. The average
accuracy rate of traditional method is 68.4%, while that of this method is 68.4%. The
accuracy of communication network data monitoring based on this method is obviously
higher.

4 Conclusion

In summary, in the cloud computing environment, in order to ensure the stability of the
computer communication network operation, it is necessary to ensure that the network
traffic is always in a normal state. Through the real-time monitoring method of a
communication network, the real-time running status of the entire communication
network is grasped, and the blocking problem of the network is detected in time to
facilitate the daily management and maintenance of the network staff. In the design
process of the monitoring method, it is found that although the method has high
monitoring accuracy, the long-term stable operation of the method has yet to be
studied, and a high-performance monitoring method is developed in the future to
support real-time monitoring of the communication network.

Table 1. Monitoring accuracy of communication network data

Monitoring the time/min Monitoring accuracy of communication network
data/%
The traditional method The method of this paper

10 67 89
20 69 96
30 71 93
40 70 92
50 65 95
Mean value 68.4 93
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