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Abstract. The security of cyber physical systems (CPSs) is the premise
of resource sharing in modern industry, which has attracted considerable
attention of researchers. Many effective methods have been proposed to
defend CPSs, among which physical watermark is one prevailing app-
roach which can enhance the replay attack detection capability of CPSs.
In order to make the watermarks work more effective, a novel stochas-
tic event-based feedback physical watermark is proposed in this paper to
detect replay attacks. We formulate first the problem taking into account
the Kalman filter, the linear quadratic Gaussian (LQG) optimal con-
troller and the x? detector. Then, we characterize the LQG performance
loss and the probability of adding a physical watermark in two differ-
ent scenarios: the system operates with and without replay attacks. It is
proved that the probability of adding a watermark signal will increase
when replay attacks exist. Furthermore, we discuss the performance of
the x? detector under the framework of our approach. Finally, numerical
simulations are verified the theoretical results.

Keywords: CPSs security - Stochastic event-based feedback physical
watermark - Replay attacks

1 Introduction

Cyber physical systems integrate distributed networks of smart sensors and com-
putational elements with physical plants, which achieve better efficiency and
productivity than traditional control systems [1]. However, the wide usage of
communication networks may bring many drawbacks in security, such as the
Stuxnet Worm on Iranian centrifuges and the attack on Venezuelan hydropower
stations, leading to a serious depression of the economy or even threaten the
national security. Therefore, it is in an urgent need to model and analyze the
CPSs security.
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Unsurprisingly, the CPSs security has been extensively studied in recent
years. The work [2] has considered two main kinds of attacks, i.e., injection
attacks and denial of service (DoS) attacks. Compared with DoS attacks, the
injection attacks require comprehensive information about the system, making
them more difficult to be detected. Therefore, in the following, we concentrate
on injection attacks, where the attackers alter sensor measurements and affect
date integrity.

Replay attacks are the main classes of injection attacks, which need to replay
the previous sensor measurements for the purpose of deceiving the CPSs. It
should be pointed out that replay attacks have the ability to bypass passive
detection methods in regardless of the knowledge of the system. However, adding
physical watermarks is a particular active detection method, which is helpful
to defend against replay attacks first provided in [3]. According to the work
[3], the authors in work [4] have extended the results by presenting a more
general watermarks scheme, and proposed a Cross-Correlator to detect replay
attacks. In addition, Mo et al. [5] also have designed the correlated physical
watermarks using stationary Gaussian processes. Weerakkody et al. [6] have
focused on the physical watermarks in the presence of data packet dropouts
in the system. In work [7], the authors have been concerned with finding an
algorithm that can generate watermarks to detect replay attacks in the fact
of unknown system parameters. However, the above physical watermarks on
the one hand can detect replay attacks easily, but, on the other hand, they
would like to degrade the control performance to a certain degree. In order to
reduce the loss of control performance, Fang et al. [§] have been interesting in
obtaining a periodic schedule to add watermarks. Besides, the authors [9] have
paid attention to a multiplicative sensor watermarks. Furthermore, Miao et al.
[10,11] have developed a sub-optimal scheme to add watermark signals over a
finite time horizon by resorting to the game theoretic approach.

It is obvious that most of the physical watermarks are closely relevant to
the time evolutions, while few work focuses on event-based physical watermarks.
Also, event-based method is a hot spot and widely used to reduce the communi-
cation cost [12,13]. When the predefined condition is met, the sensor measure-
ments are immediately transmitted to the remote estimator over the wireless
communication network. Therefore, we find that the event scheduler can uti-
lize real-time data and provide more information for decision whether to add a
watermark signal. Motivated by the above, we provide in the paper an event-
based feedback watermark, which, on the one hand, improve the detection rate
subject to replay attacks, and on the other hand, ensure system performance.

In this paper, a novel stochastic event-based feedback physical watermark
is proposed for detecting replay attacks. The system performances are studied
after adding the physical watermarks. In addition, our watermarks are proved
to effectively improve detection rates of x? detector. The main contributions of
this paper can be divided into the following:
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1. We propose a novel stochastic event-based feedback physical watermark, and
prove that the probability of adding a watermark is a constant without replay
attacks. In such scenario, we also investigate the system performance loss.

2. We provide the boundary of the probability of launching a watermark under
replay attacks. We show that the probability of launching a watermark
increases in the case of replay attacks exist.

3. We show the effectiveness of stochastic event-based feedback physical water-
marks for detecting replay attacks.

The rest of this paper is organized as follows: Sect. 2 setup the problem tak-
ing into account the Kalman filter, the LQG controller and the x? detector.
Section 3 proposes a stochastic event-based feedback watermark and character-
izes the system performances without replay attacks. Section 4 shows the validity
of our proposed watermarks under replay attacks. Section5 gives some numer-
ical simulations to show the effectiveness of our watermarks, followed by the
conclusion in Sect. 6.

2 Problem Setup

We introduce a linear time invariant (LTT) system:

ZTip+1 = Az + Bug, + wi, (1)
yr = Czp + vy (2)

where x, ur and yg are the system state, control input and the sensor measure-
ment, respectively. The initial state z¢o ~ N (0, X), while wy and vy, are mutually
independent, wy, and vy, are independent identically distributed (i.i.d.) Gaussian
variables with covariance ) and R, respectively. Furthermore, we assume that

(A, C) is detectable and (A, Q%) is stabilizable.
A Kalman filter is used to provide optimal state estimate of state zy:

Tgj—1 =0, Pyj—1 = X, (3)

Tpy1e = AZgr + Bug, (4)

P = APy AT 4+ Q, (5)

Ky = Pyi—1CT (C Py CT + R, (6)

Tppe = Trjp—1 + Kr(yp — CTpp—1), (7)

Py = Pyj—1 — KpCPyjp—1, (8)

It should be pointed out that the gain K} will converge exponentially if (4, C)

is detectable [14]. Hence, the filter can be expressed as a fixed gain estimator:
pPA Jim Py, K 2 pct(CcpPCt + R, (9)

1k = AT + Bug, (10)
Tk = Tpjk—1 + K(yk — Coppp—1). (11)
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Using %y, generated by the Kalman filter, the controller wants to minimize LQG
cost:

M-1
. 1
J= Jngnoo]E{M[];) (eI Wy + ul Uug)l}, (12)

where W > 0 and U > 0. The optimal control input adopts a steady-state
strategy:
uj, = —(B"SB +U) " 'B"SA#y;, = Liyy, (13)

where S is the unique positive definite matrix satisfies the following Riccati
equation:
S=AT"SA+W — ATSB(BTSB+U)'BTSA. (14)

The cost function in this case becomes a constant:

J = trace(SQ) + trace[(ATSA + W — S)(P — KCP)]. (15)

2.1 x2? Detector

x? detector is very commonly used for anomaly detection in the system [14],
which utilizes the statistical properties of the Kalman filter innovation:

Lemma 1. The innovation z; = y; — CZ;;—1 ~ N (0,2) is a i.i.d. Gaussian
random variable where & = CPCT + R [15].

Let .
I
g= >, AP usn, (16)
i=k— A +1 2

where % is the window size and 7 is the threshold. 7 denotes replay attack
exists and %) is on the contrary. From Lemma 1, it is trivial to show that g
has a x? distribution with m.7 degrees of freedom when the system is operating
normally.

Define the false alarm and detection rate as «y and (g, respectively:

o = Prge > n|5%), Br = Pr(ge > n|74). (17)

2.2 Replay Attack and Physical Watermark

In this paper, we concentrate on replay attack. The malicious entities can record
all sensor measurements and arbitrarily modify them into y,s. We have the
following results from work [4]:

Lemma 2. If & = (A+ BL)(I — KC) is stable
khm Or = ag. (18)
On the contrary, if it is unstable

lim g =1 (19)
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This lemma shows that an attacker can fool the x? detector if and only if
& is stable. Therefore, we assume that <7 is stable in the rest of this article. In
addition, physical watermarks are added to defend against such attacks,

U = uz + ’ykAuk, (20)

where 7, = 1 means adding a physical watermark at time k and v, = 0 is
the opposite, Auy ~ N (0, 2) is the watermark that follows the i.i.d. Gaussian
distribution, and for all %, it is independent of uj;, wy and vg. It is worth noting
that in the existing approaches such as [3,4], the watermark is always added,
i.e., 7x = 1. However, the LQG cost of this approach is too high. In the next
section, we will use a stochastic event-based approach to design .

3 Stochastic Event-Based Feedback Physical Watermarks

It is well known that adding physical watermarks can improve the detection
rate by sacrificing control performances when the system is subject to replay
attacks. However, existing watermarks are added based on time intervals. Since
the watermarks will be added even when the system is under normal operation,
resulting in excessive sacrifice of system performances.

In this section, we propose a stochastic event-based feedback physical water-
mark. To be more specific, at each step k, the computer center produces an i.i.d.
variable (i, which obeys a uniform distribution between [0,1] , and furthermore
compares it with the function ¢y:

k

1
o = eXP{—§ ‘ Z 2 Yz}, (21)
i=k—K+1

where K is the window size and Y > 0. The computer centre chooses to add a
physical watermark if and only if @) < (k. Then 4 is obtained by:

{O, with prob.yg,
Ve =

. (22)
1, with prob.1 — pg.

It should be pointed out that when the system is operating normal, the proba-
bility of adding a physical watermark is a constant. Furthermore, the probability
of adding a watermark 1 — ¢ will increase when replay attacks exist, which will
be proved in the following article.

Furthermore, we add a feedback channel to increase the watermark covariance
(see Fig.1). At present, the watermark can be expressed as f(gx)vrAur where
f(-) : Rt — [0,6]. The bound § is to prevent an excessive watermark signal.
Notably, if Y is large enough and f(gx) = 1, we will obtain the time-based
watermarks.

In the rest of this article, both the J# and K are set to 1. However, it is easy
to extend our results to more general cases by state extension. We first focus
on the situation where the system operates without replay attacks. The next
theorem shows the probability of adding a watermark:
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Fig. 1. System diagram

Theorem 1. In the absence of replay attacks, the probability of adding
mark s a constant

1
=Priyp=1)=1- —— .
g (e =1) Tiv o
Proof.
Pr(ye = 0) = E[pg] =/ erp(zr)dz,
= ;/ ex {—lzTYz tex {—lzT,@_lz tdz
= (27r)m/2|<@|% N P o %kt 2k P 9%k kjaZK
_ 1
I+v2|z’
Thus,
1
Pr =1)=1-—.
(e =1) I+Y 2|

From work [4], we know that

Lemma 3. )
J =J+trace[(U + BTSB)2),

a water-

(23)

(24)

(26)

where J'is the LQG performance after adding a physical watermark at each time

step, and 2 is the watermark covariance.
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Then we can obtain the LQG performance with our watermarks by the fol-
lowing theorem:

Theorem 2. The LQG performance with stochastic event-based feedback phys-
ical watermarks is:

J < J+ AJ, (27)
where AJ = gtrace[(U + BT SB)2], and § = E[f(g0)?]
Proof.
Cou(f(gr)veAur) = E[f(g)* ]2 < E[f(9x)*] 2. (28)
Combining Cov(f(gx)yrAug) with Lemma 3, we complete the proof.

We will verify the effectiveness of detecting replay attacks with our stochastic
event-based feedback physical watermarks in the next section.

4 Detection Performance

We will consider the case where replay attacks exist in the following. According

to the work [3], the attack model can be represented by the following system
dynamics:

1 = ATy + Buj +wyp, (29)

y;c = C‘T;c + ’U;C, ( )

T = Thpp—1 + KWk — 1), (32)

up = Ly, + f(gh) v Auy, (33)

where 7 is the indication variable when the system operate without replay
attacks and Auj ~ N (0, 2). Zj41)x and C%Jrllk can be rewritten:

§3k+1|k = %i'lqk—l + (A+ BL)Ky’k + Bf(g8)vrAuy. (34)
Tyop1pp = ATy 1 + (A+ BL)Kyj, + Bf(g;) 7, Auy. (35)

Let 2|1 — 576\—1 £ (. Then the innovation of Kalman filter when replay attacks
exist can be expressed as:

a __ ./ Py
R =Y — ka\kfl

e AN ki (36)
=2, — C/*¢ = C Y " B(f (g )vidu; — f(g))viAuy),

=0

The next theorem shows the upper bound of E[f(g¢)?] when the replay
attacks exist.
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Theorem 3. Define q(-) = f(-)2. We assume that q(-) is a monotonically
increasing truncation function and the watermark is added at each time step k
when the replay attacks exist, since using this method the E[q(gf)] is the largest,
and the upper bound of Elq(gf)] s ¢ and ¢ > q.

Proof. Tt is worth noted that Au; is independent of f (g?) when j < ¢ and the
vectors of the virtual system for all k. The proof can refer to the proof of Theorem
3 in work [16], so it is omitted here.

The following theorem gives the upper and lower bounds of the probability of
adding a physical watermark when the replay attacks exist.

Theorem 4. The probability of adding a watermark will increase when replay
attacks exist. The bounds of Pr(~y = 1) are given as follows:

Jim Pr(y,=1) <1~ I+Y13f|z (37)
Jm Priye = 1) =7, (38)
where
H =P+ CuCT +CHCT, (39)
M and N are the solutions of the following Lyapunov equations, respectively
M —GB2BT = o A7, (40)
N —GB2BT = g N 7. (41)

Proof. Define Vi £ (1,71, s Yk, Ve)- It can be seen from (36) that when k is
large enough, the expectation of z{ will converge to 0, so 2§ ~ N (0, I (%-1)),
where

k—1
I(Yk-1) = Z + CZ{E[Q(Q?)Vz‘]«dk_i_lBa@BT(%k_i_l)T (42)
i=0
+ Elg(g))v) st BB (or* ) HOT
The probability of not adding a watermark:
Pr(y, =0) =E;5,_, l/R @kp(zfi)dzz’i]
1
=E;5, _, [(ZW)7,L/2|H,€(%_1)|;
(43)

1 1 ~ —1_a a
x/ ea:p{fingYzZ}exp{f§ZgTHk(’Yk—1) 1Zk.}dzk]

=E5,

1
1+ Yﬂk(%ﬂﬁ] .
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Combining (42) and Theorem 3, we have

IIy(Ag—1) =2 &
k—1

(k1) < 2+ CY {gz* " 'B2B" (" 1)" (44)
1=0

4 ddk—i—lBe@BT(dk—i—l)T}CT — .

Then we can acquire that

1
lim Pr(y =0) < —— 45
J, PO L*u+yyﬁ ()
1
lim Pr(y=0)> ———. 46
Jm Prive=0) 2 7oy (46)

which finishes the proof.

In the next theorem, we analyze the performance of the x? detector based on
stochastic event-based feedback physical watermarks. We will show the utility
of our watermarks by proving the improvement in detection rate.

Theorem 5. When the system operates without replay attacks,
Elgr] = m. (47)
When the replay attacks exist,
khlgo Elgr] < m + trace(CT 2 1C.4)
+ trace(CT 271CH), (48)
klirgo Elgx] > m. (49)
Proof. When the system operates without replay attacks, it is trivial to prove
E[zf 27 2] = trace(P ' E(z2l)) = m. (50)
When the replay attacks exist, from (44)

P < klim Cov(zl) < P +CHCT +CNCT. (51)
Hence, we can obtain that

klim E[zfT 27128 = klim trace( P RE(zi28T))
< m+trace(CTP1CM) + trace(CT 271CN), (52)
klim ElzfT 2120 = klim trace(PE(ze28T))

> m. (53)
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5 Numerical Example

In this section, we will demonstrate the effectiveness of stochastic event-based
feedback physical watermarks by comparing with the ordinary watermarks [3].
For simplicity, we analyze the detection of replay attacks on the following system:

11 0
A= {01}3 ch[10]7Q0-8LR1,WI,U1.

0.35 T T T T T

Stochastic Event-based Feedback Watermark
Original Watermark

03[

025

=]
[3%)
T

Asymptotic Bk
o

0.1

0.05 [

O —r I — Il 1 1 Il Il
0 10 20 30 40 50 60 70 80 90 100
Time,k

Fig. 2. Detection rates under replay attacks

The eigenvalues of &/ can be calculated as -0.339 and -0.105. Hence the
system is vulnerable to replay attacks. The window sizes # (the x? detector)
and K (the event trigger) are set to be 5 and f(gx) = \/gr with upper bound
d = 5, which means that the output of the x? detector can be used directly. In
this case, h=m7 =5.

Based on the above parameters, it is easy to get that J = 23.1. In order to
better compare with the original watermarks, we set the LQG cost .J/ the same
as J' = 1.47J, and the detection rates of x? detector for different watermarks
will be displayed. Attackers record the sensor readings from time 1 to time 50
and replay them from time 51 to time 100. In addition, the false alarm rate
ar = 0.001. Each result takes an average of 5000 experiments. Firstly, we set
Y = 1.25271. The covariance of our watermarks 2 = 0.41 and the covariance
of ordinary watermarks 2 = 1.922. It is worth pointing out that we use this form
of Y since the event scheduler can directly use gi. We can know that when using
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Fig. 3. Receiver operating characteristic (ROC) curves

0.25 T

oot on

o AN

02

0.05 [

0 " d I ‘ 1 1 1 1
0 10 20 30 40 50 60 70 80 90 100
Time.k

Fig. 4. Relationship between bound § and asymptotic 5
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the stochastic event-based feedback physical watermarks, the detection rate is
higher under the same performance loss according to Fig.2. Then the ROC
curves for different watermark approaches are drawn in Fig. 3. From Fig.2 and
Fig. 3, it can be immediately concluded that our watermarks are more effective
than the ordinary watermarks.

Finally, we intend to study the impact of the bound §. We set Y = 1.2597 1
and 2 = 0.2 with § = 2,4, 6, respectively. Figure4 shows that a larger § can
improve the detection rate. However, it is also easy to undermine the certainty
of the system.

6 Conclusion

A novel stochastic event-based feedback watermark is proposed in this paper to
defend against replay attacks. Firstly, the probability of adding a watermark and
the LQG performance loss when the system operates without replay attacks are
analyzed. Secondly, the asymptotic upper and lower bounds of the probability
of adding a stochastic event-based feedback watermark in the presence of replay
attacks are discussed, and it is proved that the probability of adding a physical
watermark will increase when replay attacks exist. Furthermore, the utility of
our watermarks is proved by calculating the detection rate of the x2? detector.
Finally, several numerical simulations illustrate that our method is more effec-
tive than the ordinary watermarks. In future work, we will consider parameter
optimization and feedback function design.
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