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Abstract. The increasing adoption and use of IoT devices in smart
home environments have raised concerns around the data security or pri-
vacy of smart home users. Several studies employed traditional machine
learning to address the key security challenge, namely anomaly detec-
tion in IoT devices. Such models, however, require transmitting sensitive
IoT data to a central model for training and validation which introduces
security and performance concerns. In this paper, we propose a federated
learning approach for detecting anomalies in IoT devices. We present
our FedGroup model and algorithms that train and validate local mod-
els based on data from a group of IoT devices. FedGroup also updates
the learning of the central model based on the learning changes that
result from each group of IoT devices, rather than computing the average
learning of each device. Our empirical evaluation of the real IoT dataset
demonstrates the capability of our FedGroup model and anomaly detec-
tion accuracy as the same or better than federated and non-federated
learning models. FedGroup is also more secure and performs well given
all the IoT data are used to train and update the models locally.

Keywords: Internet of Things (IoT) - Anomaly Detection + Federated
Learning - Machine Learning - Privacy - Smart Home

1 Introduction

With the advancement of the Internet technologies, it was predicted that the
number of Internet of Things (IoT) devices in the smart home environment in
2020 would be 7 devices per person [1]. In smart home environments devices
such as sensors, smartphones, and smart TVs are connected to the Internet so
that they can be accessed and monitored remotely. To achieve this, data will be
continuously sensed so that these IoT devices can perform certain functions. For
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example, turning on the air conditioner when the temperature reaches a certain
degree and switching off the TV when there is no one detected watching TV [2].
The significant growth of IoT devices in smart homes has also brought forward
research interests in the very large amount of data that are collected and used to
support different types of intelligent services for smart homes [3]. The collected
data can be used to develop intelligent data-driven models for enhancing the
user’s experience of smart homes.

The connectivity of smart home devices to the Internet and continuous data
sensing brought a number of key challenges to smart home users, including data
privacy and malicious access and control of the sensitive IoT devices. The set-
tings of IoT devices do not take users’ privacy and security as a priority. Such
IoT devices are often vulnerable to network attacks given it’s connected to the
Internet, and these attacks can be pervasive [4]. Such attacks may include access
and transfer of data being sensed by these devices, remotely switching off secu-
rity and monitoring cameras, and opening the doors remotely for unauthorised
home residents. Recent research reported that around 59% of users are con-
cerned about smart devices listening to them without permission and gathering
data without their knowledge [5]. Therefore, it becomes crucial to maintain the
highest levels of privacy and security while these IoT devices are used in smart
homes. To address this challenge, a large amount of research work that employs
Al-based approaches to detect anomalous behaviour in such IoT devices [6-9).
These approaches heavily focus on traditional machine learning models which
also bring new challenges. Such machine learning approaches require transmit-
ting all data sensed from all IoT devices to an external server to train and validate
central anomaly detection models. This can be very expensive and could exhaust
the bandwidth of the network. It also can expose the sensitive data collected from
the IoT devices over the network which makes it vulnerable to cyber-attacks.
The situation would not get better even with encrypting and decrypting the
data as it could add performance overhead.

In this study, we address the anomaly detection problem on IoT devices by
employing a federated learning approach. Federated learning allows the training
of local models based on data sensed from a group of IoT devices within a smart
home. The local models do not need to transmit the raw IoT data, but only
model updates that result from local training. The model (parameter) updates
are then shared with a central model which aggregates the values of the learning
parameters and then sends them back to all local models, so they can update
their learning. Although this federated learning approach addresses the above
data security and performance overhead posed by traditional machine learning
models, it has its unique challenges. In this paper, we address the research ques-
tion: How to design local and central models that work in federated learning
settings, given various IoT devices in smart homes?

Existing federated learning approaches suggest using the overall average to
update the learning parameters shared by all local models. This might not be
practical as it ignores the bias of the local models (each might have different
data with or without anomalies). We propose a new federated learning model
called FedGroup for anomaly detection in smart home environments. We present
algorithms that detail the training process on data collected from a group of IoT
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devices and the process of updating learning parameters in the central model
based on the learning results from each group of IoT devices. Our FedGroup
addresses the bias resulting from averaging all updates from each device.

The main contributions of this paper are:

1. A new federated learning model and algorithms called FedGroup for anomaly
detection on IoT devices. The FedGroup model computes the learning updates
based on parameters from a group of IoT devices.

2. Empirical evaluation of FedGroup on real data collected from various IoT
devices [6-9]. The evaluation also includes a performance analysis of the Fed-
Group against federated learning and non-federated learning models.

The rest of this paper is organised as follows. Section 2 describes related work
in the field of anomaly detection for IoTs. Section 3 presents the dataset used
in this study and the FedGroup model and algorithms proposed in this paper.
Experiments and Results are then presented in Sect.4. Section5 presents key
conclusions and future work.

2 Literature Review

Various traditional machine learning and deep learning approaches have been
utilised to identify attacks on IoT devices. One study by Stojkoska et al. (2017)
[10] suggests that the cloud-centric of holistic IoT-based framework for smart
home environments requires substantial data storage and processing infrastruc-
ture, and the current state is far from efficient. They highlighted that the new
approaches should comprehend the issue of massive data management on the
cloud. Furthermore, future studies also have to investigate different methods
to ensure security since the cloud-based techniques pose an enormous risk of
revealing personal information and data, which are considered as urgent issues.

Past research tended to focus on centralised anomaly detection in which
the cloud collects data from various sources. This raises several issues includ-
ing high communication load and data privacy. Federated Learning (FL) was
proposed with the characteristic of lightweight communicating updates, and it
was proven to successfully predict text input on mobile devices [11]. FL merges
the updates from all the distributed devices thus the calculation on the cloud
was significantly reduced, resulting in improved scalability and lightweight com-
munication [12]. Another study [13] compared the IoT intrusion detection using
different approaches, including centralised, on-device and FL. The efficiency of
FL reached a similar accuracy to the centralised approach. Besides, the study
suggests that FL outperformed the on-device approach as it could take advantage
of the knowledge from others. FL answers significant drawbacks of centralised
ML models that are expensive, computationally difficult, and have low scalability
support.

Mohri et al. (2019) [14] indicated that different clients might be weighted
differently by FL resulting in unfairness. Fairness in this context refers to both
the training data and the training procedures. The study indicates that the
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uniform distribution is not the common distribution in many cases. Therefore,
minimising the anticipated loss concerning the specific distribution is harmful
and might lead to a mismatch with the target. Consequently, the study presented
an agnostic FL framework in which the centralised model is optimised for any
target distribution produced by a mixture of client distributions by utilising data-
dependent Rademacher complexity. However, the optimisation of the single worst
device is limited for a smart environment with numerous IoT devices. In separate
research, Li et al. (2020) [15] concur that unfair distribution of model could
bring disproportionate performance since overall accuracy is high but individual
accuracy is uncertain. The generated model may be biased towards devices with
massive data. Their study developed An enhanced model configured at a more
granular scale to ensure equitable device distribution and maintain the same
overall accuracy.

A study analysis [16] is crucial for understanding ensemble learning (EL) for
network security, and anomaly detection can perform well in results. EL combines
multiple learning models and achieves better prediction results. Furthermore,
an ensemble of models has a stronger resilience in the face of training data
uncertainty. The EL concept has similarity to how FL aggregate the training
results. This opens up an opportunity to incorporate ensemble learning with FL.

As previously shown, many studies showed FL showed better performance
than traditional ML and confirmed the high privacy level of FL. However,
research identifying the attack using FL is still scarce and has not been explored
in depth. Besides, there are issues, for instance, the bias of the distributed models
is averaged to produce the final global model that will cause unfairness. The past
studies neglected the reality that various local models have distinct functionality
and structure. The research gaps in the smart home environments are that past
research failed to address the similarity of network traffic low data patterns of
device models in the same category. The same type of IoT devices have similar
vulnerability structures under similar attacks. Therefore, IoT devices within the
same group should use similar parameters for anomaly detection. While it seems
like a straightforward method to aggregate updates together, the bias in the
training phase arises from the updating of participants’ parameters that differ
from one another and the selection of the average.

3 Methodology

Our study aims to build an anomaly detection to detect whether there are any
attack attempts (Attack Detection). The first section Research Data displays
the network traffic flow data, and attack data are the original input data. Then,
the Research Method shows the details of designing models, and the Experiment
and analysis provide the preparation and evaluation process.

3.1 IoT Datasets

Our dataset was obtained from the UNSW IoT analytics team, consisting of
real-world attacks to assess the privacy and security dangers of IoT devices [6-
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9]. The dataset was collected from 28 unique IoT devices in various categories
and multiple non-IoT devices in the smart environment. There are 30 PACP files
consisting of both attack and benign data in two separate stages. The dataset
was split into two stages: the first stage is between 28/05/2018 and 17/06/2018,
and the second stage is from 24/09/2018 to 26/10/2018. IoT devices are defined
as devices linked to the Internet with application logic and executing TCP /TP
connection. Ten IoT devices in this dataset contain benign and attack traffic
datasets, whereas the others contain only benign data. The datasets used in our
study can be found in Flow and Annotation data', the implementation of our
algorithms and models, and supplementary results and materials can be accessed
from the project repository?”. Therefore, this research focuses on the selected
ten IoT devices with wireless connection to the Internet in four categories listed
in Table 1.

Table 1. IoT devices included in the dataset

TIoT devices

IoT Devices No | MAC Addresses IoT devices Category

IoT Device 0 00:16:6c:ab:6b:88 Samsung Smart Cam | Camera

IoT Device 1 00:17:88:2b:9a:25 Phillip Hue Lightbulb | Energy management
IoT Device 2 44:65:0d:56:cc:d3 Amazon Echo Contollers/Hubs
IoT Device 3 50:¢7:bf:00:56:39 TP-Link Plug Energy management
IoT Device 4 70:ee:50:18:34:43 Netatmo Camera Camera

IoT Device 5 74:c6:3b:29:d7:1d iHome PowerPlug Energy management
IoT Device 6 d0:73:d5:01:83:08 LiFX Bulb Energy management
IoT Device 7 ec:1a:59:79:f4:89 Belkin Switch Energy management
IoT Device 8 ec:1a:59:83:28:11 Belkin Motion Sensor | Energy management
IoT Device 9 F4:F5:D8:8F:0A:3C | Chromcast Ultra Appliances

The network traffic flow data of the ten IoT devices are collected every
minute, marked with activity, and recorded to the ten separate excel network
traffic flow data files. The files contain “Timestamp”, “NoOfFlows”, and a signif-
icant number of attributes of patterns. Several features such as “InternetTcp”,
“InternetUdp”, “LocalTcp”, and “LocalUdp” are the contents of the follow-
ing “From” and “To”, and the contents after “Port” are port numbers (e.g.,
“From###Port##+#Packet”). Since the packet and byte are not closely con-
nected and the sizes of the packets in this dataset vary, we decided to forecast
attacks by including them. Based on the network traffic flow data, it is unknown
which network flow is going to which IoT devices or coming from which IoT
devices. The reasons are that different IoT devices use the same port number
and use different port numbers simultaneously.

! https://iotanalytics.unsw.edu.au/attack-data.
2 https://github.com/BasemSuleiman /ToT_Anomaly_Detection_Smart_Homes.
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The UNSW IoT analytics team designed a set of attacks comparable to real-
world attacks and are particular to several real-world consumer IoT devices. The
tools were created in Python to find susceptible and vulnerable devices on the
local network by running different tests against them. Then, the program per-
forms targeted attacks on IoT devices that are susceptible. The attack condition
includes the start and end time of the attacks, the impact of the attack, and
attack types. When determining the normal behaviour or under the attacks, it
relies on the rules “if (flowtime >= startTime x 1000 and endTime x 1000
>= flowtime, then attack = true”. It is multiplied by 1000 since the times are
recorded in different units: flow time in milliseconds while start time and end
time are not.

3.2 Proposed Approach: FedGroup

FedAvg model accepts the initial model from the central server, training models
on decentralised local device servers, and reports the best performance parame-
ters to the central model [11]. For ML, there is only one step which is a client-
to-server upload step. In contrast with Traditional Machine Learning, FedAvg
sends code to data rather than send data to code. For FL-based learning, there
are four steps in one iteration:

1. A server-to-client broadcast step
2. A local client update step

3. A client-to-server upload step

4. A server update step

While it is simple for FedAvg to summarise all the parameters from local servers
and select the mean as the following round parameter, the main weakness is
the failure to address the similarity of network traffic flow data patterns of the
device models in the same category. Furthermore, the devices in smart homes are
not assigned into different groups based on their similarity. The devices in the
same groups should have similar functionalities and vulnerable risks. The bias
in the training procedure was from the updates of device parameters that are
different from each other and easily choose the average. Imaging the IoT devices
in a smart home are mostly energy management applications such as plugs or
blubs, the parameters of cloud server will bias to the energy management devices
because the numbers of its are more remarkable than other groups.

Therefore, we present FedAvg with group masters called FedGroup that send
parameters to the group master rather than the central server. The group masters
have helped combine devices within the same group and aggregate parameters
depending on the groups. In the central model, there are multiple group masters
then send back the aggregated results to the corresponding participant local
model, which is more efficient for the local model to focus on the information
within the same group.

The product can be grouped into many categories based on features. The
group can be defined based on the category of the IoT devices such as Camera
or Energy management. Apart from that, the group can also be defined by other
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characteristics. If separate groups are based on features, for instance, the smart
door product contains many features to open the door such as app control,
fingerprint recognition, entering the password, scanning an intelligent card or
simple using key unlock. If the smart door is under attack, the central model
will tell which specific part is under attack.

The followings are the steps of FedGroup (Fig 1):

1. Every local model computes training network traffic flow data with all param-
eters and sends the parameters’ best results to the central model;

2. Group master in the central model aggregates the parameters based on the
group;

3. Group master sends back the aggregated results to devices in the correspond-
ing group;

4. Local models update the models with the new parameters.

Central G
Model 0

updated model
to loT devices

parameters to the
central model

e
J

— S — 0

S

0 1 n
Pre-processing | I
X X X
v 1 xn-1 L
ND1GO aneo NDnGi
Network Traffic Best parameters Group Master: Model with
flow data Network of locally trained the average parameters
model based on groups

Aggregate all the parameters Local Model:
based on groups and compute Central Pre-processing & Optimize
the average of each group Model parameters to reach the

best performance

Fig. 1. The architecture of our proposed approach FedGroup

Definition: Using X, to represent the network traffic flow data of the IoT
devices and y,, to represent the prediction target. Network Np,q;: N represents
network, p, means Device n and g; represents Group i. The X, and M,, are
included in Np, ;. During the training, setting the best score S, the best param-
eter B, the average score of the entire model C, and the average parameters of
the entire model A. For each Model M, parameters P = {a, b, ...} means param-
eters such as weights, n_estimator and so on with all possible parameters grid
p = {ap, a1, ...}, {bo, ...}, ... such as n_estimator have parameters 1, 2 and so on.
FE represents the selected parameters grids in the local models after the update
to the central model.
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Algorithm 1. FedGroup: Client Side Learning Algorithm

1:
2:
3:

—_

INPUT: P, E
REQUIRE: X, yn, M
OUTPUT: B and S to Central Server Side Learning : FedAvg with the related
Group Master
SET: Local Model M
/* Fit possible parameters grids and return the best parameters and the best
score*/
for e €E do
Fit P in M with different grid e to train X,, and y,
Test the M to get the accuracy
CALCULATE B and S

: end for

Algorithm 2. FedGroup: Group Master Algorithm

1:
2:
3:
4:

INPUT: B and S of each d

DISPLAY: scores of each groups

OUTPUT: A and C to Central Server Side Learning : FedGroup
CALCULATE A and C based on B and S

Algorithm 3. FedGroup: Central Server Side Learning Algorithm

14:
15:
16:
17:
18:
19:
20:
21:

: INPUT: M, P,p
: OUTPUT: A, C
: /* 1st round: receive the best parameters and best devices from every model, and

calculate the average parameters of each group*/

: for g €G do

for n €N do
Initial: M
Client Side Learning : FedGroup (P, p)
Return B and S of each N
end for
Group Master : FedGroup (B and S of each N)
Return A and C

: end for
: /* 2nd round: send mean parameter to Client Server and return the mean score

and average parameter of mode*/
for g €G do
for n €N do
Client Side Learning : FedGroup (P, A)
Return B and S of each N
end for
Group Master : FedGroup (B and S of each N)
Return A and C
end for
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3.3 Experiment and Analysis

For network traffic flow data of the IoT devices, remove “NoOfFlow” because it
counts the numbers of flow, which is highly correlated to all the other attributes.
Due to the fact that different devices use the same port number and the same
device use different port numbers, there are 253 attributes about bytes of port
number and packages of the port number in total. When capturing the network
behaviour of one device by milliseconds, various port numbers have not been
used. In other words, the NaN data means there is no network behaviour for the
corresponding port number. That is the reason we have missing data. To fill in
the missing data, we assign the most likely value and the global constant to a
particular value of 0. It signifies no network behaviour with zeros packet-level
and zeroes byte-level network traffic flow data at that time point.

To predict whether it is an attack means that there are two options: attack
or non-attack. Implementing Decision Tree, Logistic Regression and Ensemble
Learning as local models on ML, FedAvg, and FedGroup as central models to
attack detection. To avoid overfitting, StratifiedShuffleSplit split the dataset 80%
training and 20% testing dataset. For training data, Stratified 5-Fold Cross-
Validation randomly divides the entire data into five folds, fits four folds to
the model, and validates the model using the remaining fold. Evaluate the 20%
testing data to compute accuracy with an F1 score with a weighted average.
To evaluate the model, the False Positive Rate (FPR) is used to calculate the
probability of falsely rejecting the null hypothesis to measure the accuracy of
the test.

4 Results

This study developed an anomaly detection system by using our proposed model,
called FedGroup as described in the previous section. Table 2 provides the results
summary from various models including Decision Tree, Logistic Regression and
Ensemble Learning as the local model on traditional ML, FedAvg and Fed-
Group to attack detection. EL can merge several models even if the individuals
are weak, and we use it as an initial local training model. Using ML as an initial
model for every IoT device is not always performed as expected because they
are used to solve a specific question or a type of question. For example, logis-
tic regression effectively classifies data into discrete classes by investigating the
connection between a collection of labelled data. However, If the number of fea-
tures is greater than the number of observations, Logistic Regression should not
be utilised. Considering the various performances that sometimes perform good
but sometimes perform not of machine learning models when solving a problem,
ensemble learning joins various contributing models to seek better forecasts.
Firstly, anomaly detection can determine whether there is any attack
attempt. The highest accuracy of 99.91% of attack detection was reached by
the FedGroup model using Ensemble learning as the locally model to train. Sec-
ondly, FL-based learning models performed either similar or better than the tra-
ditional ML models. Considering the anomaly detection problem is a no binary
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Table 2. The accuracy of FedGroup, FedAvg and traditional ML using different models

Algorithms Attack Detection

Local Model Central Model | Accuracy | Running Times (seconds) | FPR
Decision Tree Traditional ML | 99.84% 8524 10.04%
Decision Tree FedAvg 99.85% 154 9.57%
Decision Tree FedGroup 99.87% 154 7.70%
Logistic regression | Traditional ML | 99.76% | 21376 24.48%
Logistic regression | FedAvg 99.77% 2912 20.28%
Logistic regression | Fed Group 99.77% 2999 20.18%
Ensemble learning | Traditional ML | 99.85% | 33940 9.60%
Ensemble learning | FedAvg 99.91% | 2390 9.03%
Ensemble learning | FedGroup 99.91% | 2143 9.43%

classification, while the StratifiedShuffleSplit is used to try to solve the problem
of overfitting, the accuracy of all models is more than 99%. Therefore, FPR is
a more reliable evaluation metric since higher FPR scores indicates higher ratio
of negative events are incorrectly categorised as positive. As shown in Table 2,
the FPRs of FL-based are less than the FPRs of the Traditional ML model
indicating better performance with less overfitting issue.

The running time of FL-based is less than the traditional ML model where the
client slide model spends O(n) and central server takes O(n?). For example, using
Ensemble learning as the local model and FedGroup as the Central Model spends
2143 s seconds which is around 1/16 of time spend on Traditional ML (33940 s)
and 0.9 of time spend on FedAvg (2390s seconds). As a result of lightweight
communication, no central authority, and a decentralised learning model, FL
uses the advantages of locally training data to reduce the running time. Besides,
data safety is guaranteed without sending, communicating or sharing to other
IoT devices or the Internet.

Each smart home has a large amount of IoT devices to make our life more
efficient and easier. If we focus on the differences of FPRs that are larger than
1%, then FPRs of FedGroup are better than FPRs of FedAvg. Different IoT
devices have different vulnerable functions and maybe under different attacks.
Meanwhile, one similar attack may have similar functionality or patterns. When
the central model learns attack types from the same category of IoT devices,
FedGroup is useful to provide parameters of IoT devices within the same group.
Besides combining all the smart environments to build smart cities or industries,
FedGroup can learn all the attack detection and attack type detection based on
group categorisation such as the traffic light group, subway group, and others.

5 Conclusion

In this paper, we introduce a new model called FedGroup model and algorithms
which address the issue of IoT anomaly detection in the smart home environ-
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ments. FedGroup allow training and detecting anomalies based on data col-
lected from group of devices, and thus reduces the vulnerability of the IoT data
transmitted and shared on a central server. We evaluate our FedGroup app-
roach on real dataset collected from various IoT devices in smart-home settings
to detect anomalous behaviour. Based on our experimental results, it can be
concluded that the performance of FedGroup improved in terms of accuracy of
anomaly detection compared to the traditional FedAvg. Furthermore, FedGroup
can address the issue of fairness of the training procedure and can maintain data
privacy, as the values of learning parameters need to be shared with the central
model. Our results also demonstrated that Ensemble Learning as local models
used in our FedGroup achieved the best accuracy, 99.91%.

While our finding has provided the comparison results of different models,
more empirical studies on continuous real-time learning and alternative ways to
ensure the fairness of federated learning need to be conducted to test further
and refine our findings. Besides, expanding the model to other frameworks not
limited to anomaly detection, finding the system cost and how the link instability
of wireless networks affects the model updating are several opportunities for in
future work.
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