)

Check for
updates

REALYST: A C++ Tool for Optimizing
Reachability Probabilities in Stochastic
Hybrid Systems

Joanna Delicaris!®)@®, Jonas Stiibbe'®, Stefan Schupp?®,
and Anne Remke!

L Westfalische Wilhelms-Universitét, 48149 Miinster, Germany
{j oanna.delicaris, jonas.stuebbe,anne. remke}@uni—muenster .de
2 TU Wien, 1040 Wien, Austria
stefan.schupp@tuwien.ac.at

Abstract. This paper presents the open-source C++ tool REALYST for
effectively computing optimal time-bounded reachability probabilities for
subclasses of hybrid automata extended with random clocks. The tool
explicitly resolves the underlying nondeterminism and computes reach-
able state sets exactly. The error of the computed results solely stems
from the multi-dimensional integration. The architecture of REALYST is
extensible and allows to easily integrate other classes of hybrid automata
extended by random clocks. REALYST relies on the HYPRro library to
perform flowpipe construction, and on GSL for multi-dimensional inte-
gration.

Keywords: Tool + (Optimal) reachability probabilities + Stochastic
hybrid automata

1 Introduction

Stochastic hybrid systems (SHS) combine discrete, continuous and stochastic
behavior. Especially in systems which affect humans or where humans are in the
loop, safety is of major importance and formal approaches, such as time-bounded
reachability analysis allow to make validated statements about the safety of a
system. The reachability analysis of SHS poses a diverse set of challenges, rooted
in the combination of discrete-continuous behavior with stochasticity. Nondeter-
minism, which arises naturally e.g., in concurrent systems, is often resolved prob-
abilistically in (purely) stochastic models [1,6,20], and is usually not explicitly
resolved in non-stochastic hybrid systems. Maintaining the discrete and continu-
ous nondeterminism present, e.g., in initial sets, dynamic behavior or time delays
in a stochastic hybrid system, enables us to optimize reachability probabilities,
leading to mazimum and minimum reachability probabilities.
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REALYST is an open-source tool that is specifically designed to optimize dis-
crete and continuous nondeterminism in SHS. The tool is taylored for stochas-
tic variants of subclasses of hybrid automata, namely singular automata with
random clocks (SAR) [22,26] and rectangular automata with random clocks
(RAR) [11]. Currently, REALYST resolves discrete and continuous nondetermin-
ism via maximum prophetic schedulers and computes optimal time-bounded
reachability probabilities. The computations performed in REALYST rely on the
library HYPRO for geometric operations on convex polytopes and the construc-
tion of the reachable state space as a flowpipe [3]. By using the rational number
format GMP, these state sets are guaranteed to be exact. Multi-dimensional inte-
gration is currently done via Monte Carlo VEGAS as provided by GSL [12]
which computes a probability and statistical error for a predefined number of
samples.

We illustrate the capabilities of REALYST on an existing case study [11] with
considerably improved computation times.

Related Work The tool HPNMG [18] is a model checker for hybrid Petri nets with
general transitions (HPnGs) [14], which exhibit discrete and continuous behav-
ior, as well as stochasticity in the form of general transitions modeling random
delays. Earlier work resolved the inherent discrete nondeterminism of HPnGs via
weights [14], and has later been optimized for both prophetic and non-prophetic
schedulers in [21]. FAUST? [27] only supports discrete-time stochastic systems.
Its successor STOCHY [8] then performs quantitative analysis of discrete-time
SHS by constructing abstractions in the form of (interval) Markov decision pro-
cesses (MDPs). The MODEST toolset [16] is a collection of tools for the analysis of
stochastic timed and hybrid systems. Using PROHVER [15] as a backend, MOD-
EST analyses reachability in stochastic hybrid systems with general probability
distributions and (nonlinear) continuous dynamics. It performs a discretization
of the support of continuous stochastic delays and an abstraction for discrete
probabilistic behaviour. Together this results in an overapproximation of the
actual reachability probabilities. PROBREACH [25] provides algorithms to anal-
yse parametric SHS that allow for nonlinear continuous dynamics, where parame-
ters can be random as well as nondeterministic. Here, bounded reachability anal-
ysis is encoded as a first-order logic formula and solved using DREACH [19], which
provides a rigorous enclosure that includes the sought reachability probability.
Recent computations within the ARCH competition [2] show that PROBREACH
is not competitive with REALYST on small examples. UPPAAL [5] offers a
wide range of tools and verification techniques for networks of timed automata.
Stochastic extensions for more expressive models can be evaluated with statis-
tical model checking and optimal strategies can be identified and constructed
using STRATEGO [10] and T1GA [4].
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Outline After introducing the class of models in Sect. 2, the tool is described in
Sect. 3. The evaluation of the case study is presented in Sect. 4 and the paper is
concluded in Sect. 5.

2 Model Classes

Hybrid automata (HA) [3] are a modeling formalism for systems which
exhibit mixed discrete-continuous behavior. A subclass of HA are rectangular
automata [17], where rates and conditions are described via intervals.

z =[1,3]

Fig.1. RAR with random clock r.

Recently, rectangular automata with random clocks (RAR) have been pro-
posed as a stochastic extension for this subclass of HA, where the duration of
random delays is measured explicitly via stopwatches and constraints on the syn-
tax ensure that the resulting probability space is sound. We refer the interested
reader to [11] for a detailed presentation of their syntax and semantic.

REALYST implements the algorithm proposed in [11] to maximize reachabil-
ity probabilities in rectangular automata with random clocks (RAR) for history-
dependent prophetic schedulers. RAR allow for (i) initial nondeterminism in the
choice of the initial state, (ii) time nondeterminism when time can elapse but
also jumps are enabled during the whole flow, and (iii) rate nondeterminism
when continuous variables can evolve with different rates. In addition to these
continuous types of nondeterminism, RAR also contain (iv) discrete nondeter-
minism when different jumps are enabled simultaneously. An example RAR
with random clock r is shown in Fig. 1, see Appendix A for explanation. We use
prophetic schedulers [9] to resolve nondeterminism, which have full information
not only on the history but also on the future expiration times of all random
clocks, as introduced in [22]. While prophetic scheduling may seem unrealistic,
it is well-suited to perform a worst-case analysis, especially when uncontrollable
uncertainties are modeled nondeterministically.
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For a bounded number of jumps, reachability is decidable for non-initialized
rectangular automata (RA) [3]. Hence, forward flowpipe construction computes
exact reachable state-sets, e.g. using convex polytopes as a state-set representa-
tion. Jump-bounded reachability can also be computed for RAR,, when stochas-
ticity is disregarded, i.e., stochastic edges that represent the expiration of a
random delay are interpreted as regular edges without guard. Since it has been
shown that RA can be transformed into singular automata (SA), stopwatch
automata (SWA) and timed automata (TA), respectively [3,17], all of those
model classes can be extended with random clocks, similarly to RAR.

3 The REALYST Tool

We present REALYST, an open source C++ tool available online via
go.unims.de/realyst, for the efficient computation of optimal reachability prob-
abilities in stochastic hybrid automata. Currently, REALYST relies on the state-
space representation in terms of convex polytopes. While this representation is
exact for the classes of hybrid automata that are currently supported by REA-
LYST, the geometric operations are computationally involved. Hence, the tool
architecture is extensible and can easily include other state-space representations
like zonotopes or support functions, in the future [23], as well as more efficient
multi-dimensional integration [28].

This section is further organized as follows: Sect. 3.1 presents the overall pro-
gram flow, Sect. 3.2 the necessary details on backward refinement and integration
and Sect. 3.3 introduces dependendicies and usage parameters.

3.1 Program Flow

Figure 2 illustrates the program flow for a given automaton.
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Fig. 2. Data flow in REALYST.

Initially, a rectangular automaton with random clocks, a time bound %,,, and
a goal specification is given.

The reachabilityAnalysis results in a reach tree up to the time bound ¢y,
where nodes link to state sets represented by convex polytopes. Here, ran-
dom clocks are treated as continuous variables. The computed reachable state
space then contains all possible valuations of the random clocks, regardless
of their distributions’ domain.
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2. The method augmentReachTree augments the reach tree with stochastic
information. Each random delay is modeled as a stochastic edge with a cor-
responding random clock, which is active in the source location of that edge.
This information from the model is embedded in the nodes of the reach tree,
resulting in a stochastic reach tree.

3. Next, selectGoalStates identifies traces of the (stochastic) reach tree that
reach the goal. Each node containing goal states then induces a goal trace
starting from the root of the reach tree, and links to the refined segment,
which results from the intersection of the nodes state set with the goal.

4. The backwardRefinement starts from the refined segments and effectively
computes a scheduler partitioning on the state space regarding their ability
to reach the goal. This results in refined goal traces, which hold a sequence
of convex polytopes representing all states that lead to the goal.

5. Method findIntegrationBounds prepares the obtained state sets for inte-
gration by (i) projection onto the stochastic domain, (ii) adaptation of upper
bounds to incorporate later expiration of random delays, (iii) intersection of
all resulting constraints per trace. For each goal trace, we obtain a (possibly
unbounded) convex polytope that contains all sample values that allow to
follow that trace to the goal. The sample domain is given by the union of
these polytopes.

6. The numericallntegration over the union of polytopes is done via Monte
Carlo VEGAS and results in a optimal reachability probability, as well as a
statistical error and an integration error.

3.2 Backward Refinement and Integration

Backward refinement restricts the reachable state space to the fragment from
which the goal can be reached. This iterative process alternates the computa-
tion of refined segments and intermediate goal segments on all traces in the reach
tree that lead to goal states. A scheduler that stays in the refined segment hence
resolves all continuous nondeterminism, effectively creating a purely stochastic
version of the model. A partioning of the schedulers is then given by each trace
in the refined segments: all schedulers that make similar choices and enable the
same trace in the reach tree belong to the same equivalence class. Note that
backward refinement is only needed if the model contains continuous nondeter-
minism, e.g., in the initial set, dynamics, or time delays. Otherwise, e.g. as in the
urgent version of SAR (c.f. [26]), the backward refinement step can be skipped.

Integration and error. Multidimensional integration over unbounded polytopes is
not possible in general. Hence, we restrict the integration domain by a predefined
integration bound tiny > tmax. This results in a new integration region Pp.x,
computed by intersection of the union of possibly unbounded polytopes with
[0, tine)?. Further, we obtain an overapproximative error:

€oo =1 —/ G(s)ds.
[0, tint]
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Here, G' = [[,. Distr(ry) is the joint probability density function for all random
delays 7, with probability density functions Distr(ry). This error is exact if: (i)
no random clock has ever expired upon reaching the goal set on all traces, or (ii)
the support of all random clocks that have not expired upon reaching the goal is
finite. Otherwise, e,, overapproximates the actual error. Clearly, increasing t;,¢
decreases e,,. REALYST implements Monte Carlo VEGAS for multi-dimensional
integration, which introduces an additional statistical error ey,t, depending on
the number of integration samples. This error is estimated based on the weighted
average of independent samples and provided directly by GSL [12].

VEGAS uses importance sampling and stratified sampling, where a multidi-
mensional weight function is used to concentrate the samples in regions with the
highest peaks. VEGAS suffers from the curse of dimensionality, because it uses
rejection sampling on the bounding bor to obtain samples that are uniformly
distributed over the polytopes.

3.3 Dependencies and Usage

REALYST is designed as a command line tool for Linux and our experiments have
been run on the Windows Subsystem for Linuz. The tool mainly depends on the
libraries HYPRO [24], GSL [12], and GMP [13]. Further dependencies include
SPDLOG (logging), CEREAL (serialization), CLI11 (command line interface), and
GTEST (unit testing) that are automatically fetched during configuration.

For state-set representations (e.g., convex polytopes), as well as reachability
analysis, we rely on HYPRO. By using a rational number format provided by
GMP, the computation of the state sets is guaranteed to be exact. Integration via
Monte Carlo VEGAS with GSL [12] leads to optimal reachability probabilities.

A command-line interface provides the option to analyze programmatically
constructed models with different parameters such as the reachability time
bound, the integration precision, as well as model-specific configurations. The
models are specified in C++ files.!

REALYST can be invoked via ./realyst [0PTIONS] where the major param-
eters in [OPTIONS] are:

-h displays a complete help message with all parameters

-t sets the global timebound ¢,,,x for the reachability analysis

-d sets the bound for the jump depth for all traces

-i sets the considered intergration bound ¢,

-s sets the number of samples for Monte Carlo integration

-b chooses a benchmark, requires further parameters based on choice
-1 allows to choose a logging level

-p enables plotting, requires specifications of which dimensions to plot.

Depending on the chosen benchmark, further sets of parameters may be required.
Apart from compiling the source, a user additionally can access a DOCKER con-
tainer which holds a compiled version.? Once started, the tool will printout the

! See https://go.uni-muenster.de/iozrb for an exemplary model file.
2 https://hub.docker.com/r/realyst /realyst.
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chosen parameter settings as well as the final result, and, depending on the
logging level, further output during the analysis.

4 Evaluation

We recompute results for the case study presented in [11] to illustrate the
improved capabilities of REALYST. The case study models the state of charge
of an e-car (c.f. Appendix B). The model contains random charging and driving
times, as well as a scalable number of detours. In contrast to [11] we consider
uniformly distributed charging and driving times, both following 4(0, 15).

Table 1 shows the results for different model variants evaluated with REA-
LYST and PROHVER [15]. The dimensionality of the variants is given by
K = (|Vargl|, |R|,|Is|), where |Varg| is the number of random delays in the
model, |R| is the number of nodes in the reach tree and |Ig| is the number of
traces leading to the goal set. Using 1-10°, 2-10% and 1 - 107 integration sam-
ples for 0,1,2 detours respectively, REALYST computes maximum reachability
probabilities for all model variants with 0 and 1 detour in less than 2 minutes.

For 2 detours the complexity of the model increases significantly. The com-
putations in REALYST takes less than 45 minutes for the variant singular A and
about 2 hours for rectangular A. In variants AB and ABC with 2 detours, the
size of the state space becomes very large. REALYST is only able to complete
the singular variant of AB, which takes about 13 hours instead of 83 hours as
n [11]. For rectangular AB and both versions of ABC, flowpipe construction does
not terminate anymore for 2 detours.

Table 1. Maximum reachability probabilities for benchmark from [11] with uniformly
distributed charging and driving time, i.e., ¢,d ~ U(0,15). Computation times tcomp
provided for REALYST (R) with error es.: and PROHVER (P). K = (|Varr|, |R|, |Is])-

0 detours 1 detour 2 detours
Var. | A AB ABC A AB ABC A

K (2,8,2) (2,12,3) | (2,16,4) | (5,38,10) |(5,88,19) | (5,167,39) | (8,128,34)
Rectangular | R | pmax | 0.318970 |0.335863 |0.341218 |0.407734 |0.425624 |0.428865 | 0.407632
€stat | 1.193-1072 | 4.363 - 1074 | 5.984 - 107* | 4.031 - 107* | 5.066 - 10~* | 1.636 - 1072 | 4.122.1072
teomp | 0.27s 0.41s 0.55s 8.41s 38.53s 115.09 s 7260.44 s
P | pmax | 0.351074 | 0.367676 |0.371582 |0.625977 | 0.660687 |0.660969 |0.862513
teomp | 568.03 s 1162.00s |1605.56s |9907.90s |21373.98s  38688.62s |23273.99s
Singular R | pmax | 0.319275 0.337199 |0.341095 |0.407481 |0.424928 |0.431253 |0.406 746
€stat | 1.028 - 1072 | 4.216 - 1074 | 4.480 - 107% | 3.948 - 107* | 1.825- 1072 | 1.772- 1072 | 9.040 - 10~ *
teomp | 0.33s 0.41s 0.51s 6.78s 24.67s 61.90s 2643.05s
P | pmax | 0.351074 | 0.367676 |0.371582 |0.623630 |0.643771 |0.652361 |0.862513
teomp | 368.76's 535.77s 674.30s 7869.98s |14334.37s25710.70s | 13688.28 s

Due to more efficient memory allocation in REALYST, the computed results
are on average 10 times faster than in [11]. Note that the impact of the chosen
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distributions on the computation times is negligible. See Appendix C for further
details on computation times. The charging rates in the singular variant equal the
lower bounds of the rectangular interval. Due to the setup of the case study, the
resulting maximum reachability probabilities are almost identical. This serves as
further validation and illustrates the smaller computation times of the singular
variant.

Similar to [11], results are validated by PROHVER and have been recom-
puted for the uniform distribution. While REALYST results are well supported
by the overapproximation computed by PROHVER, computation times of PRO-
HVER are considerably slower. Note that PROHVER is not able to refine its
discretization for 2 detours, resulting in a significant overapproximation.

ATI}MeXperiments have been conducted on a machine equipped with an Intel®
Core  i7 with 1.70 GHz and 64 GiB RAM.

5 Conclusion and Future Work

With REALYST we present a tool that is able to optimize reachability proba-
bilities in different types of SHS, potentially containing discrete and continuous
nondeterminism, as well as stochastic behavior via random delays. The results
of the feasibility study show that REALYST performs very well for up to five
random variables. Reachability probabilities are highly accurate and obtained
fast in comparison to PROHVER.

Future work includes the computation of minimum reachability probabili-
ties, as well the integration of a dedicated analysis for a restricted version of
SAR (c.f. [22]), where prophetic and non-prophetic schedulers are used to com-
pute maximum and minimum reachability probabilites. Furthermore, we aim to
improve scalability via other state set representations and include established
input formats for SHS,, such as the JANT format [7].

Appendix A

Figure 1 illustrates an exemplary RAR with three locations that has two vari-
ables: random clock r and continuous variable z. The model contains initial
nondeterminism in the valuation of x, which can be chosen from the interval
[1,3]. According to the syntax as presented in [11], the random clock r behaves
as a stopwatch and has to be 0 initially.

The evolution of r is always either 1 or 0, since it can be active or inactive. In
the given model, r is only active in location £y. Hence, it evolves with rate 1 in £,
and there is a stochastic transition from ¢y to 5 modelling the expiration of the
random delay. The continuous variable x, however, can evolve with a rate € [1, 2]
in ¢y, which again models nondeterministic behavior. If it reaches a valuation
of 4, location ¢y has to be left, either with the stochastic transition or with the
transition from £y to £1. In ¢1, x is evolving with rate 1 and r is inactive and
hence cannot expire anymore.
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Appendix B

For completeness, we have included Fig. 3 illustrating the RAR model of the case
study evaluated in Sect.4. Note that the figure is taken from [11].

we0,3]] z € [3,8] x € [8,10] =10
) r - \ r - \ —
zel0,2] charging , - charging b charging v 10 full
;ig —>| & € [3,6] > & € [2,5] > & e [1,2] > =0
r=0 x € [0,3] x € [3,8] x € [8,10] z =10
= —— _l_a
C
\
. \ . N\ . N\ —
. d driving | z=0 z=0] detour d
arrival | P | empty | b= 1 »| charge
\ _| ) _—‘4 —

Fig. 3. Car model with detours. Random clock ¢ is active (¢ = 1) in the charging
locations, d is active in locations driving and detour and r is active in location driving.
The state of charge x is restricted to [0, 10] in all locations unless stated otherwise. No
time is spent in location charge due to invariants not shown.

Appendix C

Figure4 shows the computation times of the different model variants, where
rectangular model variants are indicated with R and singular model variants
with S. The computation times are separated for flowpipe construction (step
1), refinement (step 2 and 3), extraction of the sample domain (step 4) and
the multi-dimensional integration (step 5). As the figure illustrates, REALYST is
considerably quicker for all model variants in comparison to the computations
from [11], and especially the flowpipe construction and integration perform much
better.

Note that due for to the absence of peaks in the uniform distribution, VEGAS
is unable to perform importance sampling. This particularly occurred during the
variant singular AB for 2 detours, hence a larger number of integration samples
had to be used in the computation. This resulted in a probability of 0.425 528
with egar = 1.203 - 10799,
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Fig. 4. Computation times for different models and number of detours with REALYST.
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