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Abstract. Internet of Things (IoT) is network based on information carriers such
as the Internet and traditional telecommunications networks, so that all ordinary
physical objects that can be independently addressed can be interconnected. In
the face of the IoT produces a large of time series data, which is very neces-
sary to detect anomaly data. Transformer has proven to be a powerful tool in
several areas, but still has some limitations, such as the prediction accuracy is
not high enough. As the dominant trend of multivariate time series in different
scenarios becomes increasingly evident, it is particularly important to accurately
capture the spatio-temporal features between them. To address these issues, we
propose Dynamic Graph transFormer (DGFormer), an effective Dynamic Graph
Transformer based Anomaly Detection Model for IoT Time Series. We first use
Transformer with anomaly attention mechanism to extract time features. Then, a
dynamic relationship embedding strategy is proposed to capture spatio-temporal
features dynamically and learn the adjacency matrix adaptively. Besides, each
layer of GNN is soft clustered by Diffpooling. Finally, in order to further improve
the detection performance ofmodel, we integrate the traditional autoregressive lin-
ear model with the nonlinear neural network in parallel. The experimental results
show that the proposed model achieves the highest F1-score on three public IoT
datasets, and the F1-score is improved by 19.3% on average.

Keywords: Internet of Things · Anomaly detection · Time series · Transformer ·
Graph neural network

1 Introduction

With the rapid growth of interconnecting devices and sensors in information physical sys-
tems such as autonomous vehicle, intelligent buildings, water treatment and distribution
plants [1], the emergence of the IoT further promotes the application of network phys-
ical systems to various tasks, and it is increasingly necessary to monitor these devices
from attacks, which is particularly important for key infrastructure such as power grids
and communication networks [2]. The IoT can use blockchain, edge computing, deep
learning and other methods to achieve target monitoring, positioning, recognition, user
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privacy safe storage and other functions [3]. Nowadays, the amount of data is increasing
exponentially. Faced with these massive amounts of data, the improvement of the IoT
can greatly promote the future application and development of wireless sensor networks
[4]. Therefore, it is very necessary to perform anomaly detection on the data in monitor-
ing, that is, by analyzing the anomaly patterns of the target monitoring data to detect the
anomaly behavior of the monitoring object. How to accurately and efficiently perform
anomaly detection has also become a hot issue in the field of IoT security [5].

Fig. 1. Typical IoT anomaly detection, with red representing anomaly data and blue representing
normal data.

Anomaly detection, a.k.a. outlier detection, has a wide range of applications in many
fields, including network security, medicine, machine vision, statistics, credit card theft,
and large expenditures [6]. The anomaly detection algorithm mainly learns to detect
anomalies or emit danger signals when anomaly events occur by observing unlabeled
datasets of normal events. As shown in Fig. 1, in real-world IoT environment, detecting
anomalies from IoT sensors is essentially multivariate time series anomaly detection, as
real-time IoT data collected fromvarious sensors are processed and stored inmultivariate
time series. Due to the lack of anomaly labels in the data collected by sensors, and the
unpredictable and diverse nature of anomalies, anomaly detection is often seen as an
unsupervised learning problem. Based on above, we will focus on time series anomaly
detection in an unsupervised environment.

Before machine learning, classic time series algorithms are generally used to statisti-
cal model. However, nowadays, the multivariate time series generated by cyber physics
systems are highly complex and inherently nonlinear. These methods only model the
relationships between sensors and can only capture linear relationships [7]. Therefore,
in recent years, researchers have utilized deep learning-based techniques for anomaly
detection in high-dimensional data, thereby to developmore intelligent and cost-effective
methods to identify anomalies. For example, unsupervised anomaly detection algorithms
such as OCSVM [34], ridge regression [8], RNN [9] and LSTM [37] are used to build
models. These deep learning methods can capture long-term dependencies in time series
data and are suitable for processing time series anomaly data. However, due to the rel-
atively complex internal structure of these models, the training efficiency is very low,
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and the calculation amount is also large and time-consuming. Moreover, they have weak
distribution assumptions about anomaly data and easy to be affected by normal data,
which may lead to the problem of false detection and missing detection. In particular,
the training accuracy of these models is not high enough, and the optimization of model
performance needs to be strengthened. With the further development of deep learning
technology in recent years, Transformer and GNN have achieved a series of important
results in many areas.

Nowadays, New applications of the Transformer self-attention network have been
recognized, published, and successfully used in research areas such as computer vision,
image processing, and natural language processing. Its structure includes self-attention
mechanism, location coding, Add&Normalize, fully connected layer Feed Forward and
other modules. These modules cooperate with each other, can achieve fast parallel oper-
ation by using self-attention mechanism, and can better process time series data and
extract time features. By learning the spatio-temporal representation of graph structure,
GNN can consider both spatial and temporal dimensions of data. Based on above, we
consider combining Transformer with GNN for time series anomaly detection. GNN
have been extensively studied in recent years and have successfully completed difficult
machine learning tasks such as node classification, link prediction, and graph classifi-
cation, due to high expressiveness through message passing in effective learning graph
representation [10]. GNN can learn both temporal and spatial dependencies and dis-
play high-dimensional data with complex relationships, and can be widely used in the
modeling of complex systems. Based on this, GNN can be a promising way to model
multivariate time series data. It takes graph structure data as input. If it is applied to
anomaly detection of multivariate time series, the complex relationships in time series
need to be converted into graphs and learned together with the model.

We propose Dynamic Graph transFormer (DGFormer), an effective Dynamic Graph
Transformer based Anomaly Detection Model for IoT Time Series. First, we design
a novel anomaly attention mechanism and construct an effective Transform model to
extract time features of time series data. To compute the association discrepancy, we ren-
ovate the self-attention mechanism to anomaly attention, which contains a two-branch
structure to model the prior association and series association for each time point respec-
tively. The prior association employs a learnable Gaussian kernel to present the adjacent
concentration inductive bias at each time point, while a series association corresponds to
the self-attention weights learned from the original sequence. The distance between the
two associations at each time point is then calculated to quantify the anomaly criteria.
Besides, a dynamic relational embedding strategy is proposed to capture the spatio-
temporal features of the sequences to improve the timeliness of the model. And then,
GNNmodel is used to realize the spatio-temporal dependence relationship of time series
andmake spatio-temporal prediction better. Finally, in order to further improve the detec-
tion performance of model, and our data have both linear and nonlinear feature parts,
we consider adding an autoregressive linear model AR to extract its linear part to sup-
plement the overall performance other than nonlinear. Experiments on real time series
datasets have been proved the accuracy and effectiveness of the proposed method. These
contributions are summarized as follows:
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• In order to learn the spatio-temporal dependence of time series data, we propose
a Transformer integrated with GNN model to dynamically capture spatio-temporal
features to improve the timeliness of the model.

• We propose a dynamic relationship embedding strategy based on graph structure
learning to adaptively learn the adjacency matrix to simulate potential relationships
in a given time series sample.

• In order to extract the linear feature part of the time series data, we integrate the tradi-
tional autoregressive linear model AR with the nonlinear neural network in parallel,
which further improves the robustness of the model.

• We demonstrate that DGFormer outperforms eight state-of-art baseline methods on
three public IoT time series datasets, with a 19.3% improvement in the model’s
average F1-score.

The related work is introduced in Sect. 2. Section 3 introduces the proposed
DGFormer model. Section 4 evaluates the methodology on real time series datasets.
Section 5 summarizes the work.

2 Related Work

The study of anomaly detection in time series has been carried out for several decades
and is an active research area that is gaining increasing attention in machine learning
and data mining. At the same time, many models for time series anomaly detection are
proposed. Here we mainly introduce our work from two aspects: the statistics-based
method and the deep learning-based method.

2.1 Statistics-Based Method

Traditional statistical methods are mainly used on single-feature time series data, and
most of them are linear methods. Kahya et al. used the statistical methods of Cumulative
Sum (CUSUM) [11] to build the correlation model of time series data to strengthen
the forecasting ability of the US stock exchange and retail industry. Janacek et al. use
Autoregressive Integrated Moving Average (ARIMA) [12] model to predict time series
data. And Chen et al. propose to use isolated forest and elliptical envelope to detect
geochemical anomalies [13]. These methods are good for short-term linear time series
data prediction, but not so good for long-term time series data prediction. As time series
data become more and more multi-dimensional and complex, these methods can no
longer meet the current needs, and deep learning methods have received widespread
attention due to the powerful representation ability of deep neural networks.

2.2 Deep Learning-Based Method

Currently, two popular deep learning models, CNN and RNN, are widely used for
anomaly detection. These models typically use LSTM layers and stacked CNN layers to
extract features from time series, and then apply softmax layers to predict labels. Formore
accurate prediction, complex structures such as the recursive skip layer (LSTNet-S), the
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temporal attention layer (LSTNet-A) [14], and the new temporal pattern attention mech-
anism have been proposed [15]. Park et al. propose the LSTM-VAE model [16], which
adopts the LSTM backbone for time modeling and adopts Variational Auto Encoder
(VAE) for reconstruction. MLSTM-FCN [17] uses LSTM layers and stacked CNN lay-
ers along extruding and exciting blocks to generate potential features. TapNet [18] also
builds the LSTM layer and the stacked CNN layer. Bidirectional Recurrent Neural Net-
work (BiRNN) models [19] improve the prediction accuracy of the model by adding a
direction to the general RNN. Compared with LSTM, Gate Recurrent Unit (GRU) [20]
has only update gates and reset gates, which greatly simplifies the running time of the
model and reduces the complexity of themodel, but its prediction accuracy is close to that
of LSTM. In addition, some deep learning models, including THOC [21] uses recurrent
neural networks (RNN) with jump connections to effectively extract multi-scale time
features from time series, integrate multi-scale time features through hierarchical clus-
tering mechanism, and then detect anomalies through multi-layer distance. GANs [22]
detects anomalies by modeling nonlinear correlations between multiple time series and
performing adversarial regularization. However, the limitations of the above models are
obvious: they assume the same effects between time series variables, so they cannot
model pairwise dependencies between variables explicitly, and the model accuracy is
not high enough [23]. Recent studies show that GNN combined with Transformer can
be an effective method for anomaly detection.

In traditional anomaly detection, Transformer can be used to capture global depen-
dencies and context information of data. By introducing self-attention mechanism in
Transformer, models can focus more on important nodes and edges to capture unusual
patterns and features. While GNN can be used to model relationships and dependencies
between data. Both have their advantages. Graph Transformer [24] provides an example
of how to generalize the Transformer architecture to graphs by introducing the topo-
logical structure properties of graphs in Transformer, so that the model has prior of
structural positions in a high-dimensional space. Use Laplacian eigenvectors as absolute
encoding and calculate attention on the immediate region of each node, rather than on
the entire graph [25]. It combines the core of Transformer (global focus) with the core of
GNN (considering the topological properties of graphs). SAN [26] is similar but com-
putes attention on the full picture, distinguishing between real edges and created edges.
Mialon et al. [27] propose a way to bias self-attention calculations by relative coding via
a kernel on the graph, and then incorporate the location information into Transformer
by selecting a kernel function. Other recent work has attempted to incorporate structural
information into graph Transformer by using GNN to integrate graph structures [28,
29]. All of them explicitly incorporate graph structures to design graph Transformer
architectures that take into account both local and global information.

However, the past methods have always mined the features in time series stati-
cally, ignoring the dynamic evolution of time series. Therefore, we first use Trans-
former with anomaly attention to extract time features [39], and then use graph structure
learning to propose a dynamic relationship embedding strategy to dynamically capture
spatio-temporal features, adaptively learn the adjacency matrix, and finally improve the
timeliness of the entire model.



178 H. He et al.

Fig. 2. DGFormer Framework.

3 Method

We’ll look at the DGFormer model in detail. A diagram of DGFormer is shown in
Fig. 2. The first input is a set of time series X = {x1, x2, ..., xn}, which is a sequence of
measurements in chronological order observed by N sensors working with each other,
usually the time interval between two consecutive measurements is constant, where
xt ∈ RN represents the observation at time t. The whole model is a parallel structure,
that is, the model is processed by nonlinear module and linear module in parallel. In
the nonlinear module, we propose to use an effective Anomaly Transformer model with
anomaly attention module (see Fig. 2(A)) to embed each univariable sequence in X
into the representation vector of time information, and extract the time features. Then
the adjacency matrix is generated adaptively by learning the spatio-temporal features of
dynamically captured sequences through the graph structure (see Fig. 2(B)). Besides,
soft clustering is carried out on each layer of GNN (see Fig. 2(C)) based on the node
Embedding vector byDiffpoolingmodule (see Fig. 2(D)), and deepGNN are established
by Stacking repeatedly. After that, anomaly detection results of nonlinear modules are
output. The linearmodule consists of an autoregressivemodelAR (see Fig. 2(E)). Finally,
the results of these two parts are weighted and summed, and the result output xt is normal
or abnormal.

3.1 Transformer with Anomaly Attention Mechanism

As shown in Fig. 2(A), considering the limitations of traditional Transformer in anomaly
detection, we design an effective Transformer with anomaly attention mechanism [39].
It has the anomaly attention of two branch structures (the upper part of Fig. 2(A)), and
for the prior association, a learnable Gaussian kernel is used to calculate the prior with
respect to the relative time distance. A learnable scaling parameter σ is also used for
Gaussian kernels to adapt prior correlations to various time series patterns. The sequence
association branch learns the association relationship from the original sequence, and
it can adaptively find the most effective association relationship. (1) The module has
shown effective results in practice. The Transformer itself consists of twomainmodules:
anomaly attention block and fully connected layer Feed Forward, which together make
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up the Transformer layer. (2) Stack multiple layers to form Transformer model. The
purpose of this stage is to extract the time features and construct the feature matrix X (i)

as well as to get anomaly attention. The feature matrix for each sequence is as follows:

X (i) = Embed1(xt) ∈ Rn×N (1)

In the anomaly attentionmodule, a learnable Gaussian kernel is first used to calculate
the prior relative to the relative time distance, and then the input node feature X is
projected onto the query (Q), key (K) and value (V ) matrix by linear projection. Assume
that the model contains M layers with length n and input time series X ∈ Rn×N . The
anomaly attention in layer m is:

Pm = Rescale

⎛
⎝

[
1√
2πσi

exp

(
−|j − i|2

2σ 2
i

)]

i,j∈{1,..., n}

⎞
⎠ (2)

Zm = Softmax(
QKT

√
d

) · V (3)

wherel m ∈ {1, ...,M } denotes the output of the mth layer with N mod el channels,
Q,K,V ∈ Rn×N mod el , generates a prior association Pm ∈ Rn×n based on the learn-
ing scale σ ∈ Rn×1, and the ith element σi corresponds to the ith point in time. Its
associated weight with the jth point is calculated by the Gaussian kernelG(|j − i|; σi) =

1√
2πσi

exp

(
−|j−i|2

2σ 2
i

)
w.r.t. the distance |j−i|. In addition, Rescale(·) is used to transform

the associated weights into discrete distributions Pm by partitioning rows. Zm ∈ Rn×n

represents sequence association, and Softmax(·) represents normalization of the atten-
tion force along the last dimension. In order to better control associative learning, a
minimax strategy is proposed. Specifically, the minimization phase is one that drives
a prior association to approximate the sequence association learned from the original
sequence. This process will adapt the prior associations to various time patterns. In the
maximization phase the sequence association is optimized to enlarge the association
difference.

Themodule also uses amulti-head attentionmechanism, and forK heads, the learning

scale is σ ∈ Rn×K. Qk ,Kk ,Vk ∈ Rn× N mod el
K represents the query, key, and value of

the kth head respectively. The outputs

{
Ẑm
k ∈ R

n× N mod el
K

1≤k≤K

}
from the multiple heads is

then connected and the final result Ẑ
m ∈ Rn×N mod el is obtained.and the symmetric

KL difference between prior association and sequence association is used for anomaly
differences, which represents the information gain between these two distributions [30].
Its formula is as follows:

Dis(P,Z;X ) =
[
1

M

M∑
m=1

(
KL

(
Pm
i , : ||Zm

i , :) + KL
(
Zm
i , : ||Pm

i , :))
]

i=1,...N

(4)

where KL (·||·) is the KL divergence calculated between two discrete distributions cor-
responding to each row of Pm and Zm. Dis(P,Z;X ) ∈ Rn×1 is the point-by-point asso-
ciation difference of X with respect to a prior association P and sequence association Z
from multiple layers.
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3.2 Dynamic Graph Learning

The main feature of the latter part is to dynamically capture spatio-temporal features of
time series to generate the adjacency matrix, and then transfer it to the GNN to extract
the attribute information and structure information of the nodes.

In the dynamic graph learning part, a dynamic relationship embedding strategy is
proposed, which considers the dynamic modeling of the spatio-temporal features infor-
mation of datasets. As shown in Fig. 2(B), the time window is mainly used to deal with
data that is continuous in time, andGNNmodel is applied to it for feature learning within
each time window. Then the data of the whole time series is processed by sliding the
time window to capture its dynamic evolution process. Associations between sensors
have been learned through graph structures. Because undirected graphs are symmetric,
they cannot represent asymmetric dependencies and causality between sensors. There-
fore, this paper will use the directed graph connection feature to show the dependencies
between different sensors, use the nodes of the graph to represent the sensors, and use the
edges between the nodes to represent their dependencies. The layer adaptively learns the
adjacency matrix A(i) ∈ RN×N for sequences passing through the Transformer module
to simulate potential relationships in a given time series sample xt . The learned graph
structure (adjacency matrix) A(i) is defined as:

A(i) = Embed2(xt) (5)

We first calculate the similarity matrix between the sample time series, the formula
is as follows:

C(i)
ij = exp(−σ(distance(xi, xj)))

n∑
p=0

exp(−σ(distance(xi, xp)))
(6)

where distance represents distance measurements, such as Euclidean distance, absolute
distance, dynamic time warping, etc. The dynamic adjacency matrix A(i) can then be
calculated as:

A(i) = σ
(
C(i)W1

)
(7)

whereW1 is the learnable model parameter and σ is the activation function. In addition,
in order to improve training efficiency, reduce noise effects, and make the model more
robust, set the threshold value c1 to make the adjacency matrix sparse:

A(i) =
{
A(i)
ij A

(i)
ij ≥c1

0A(i)
ij ≤c1

(8)

Finally, normalization is applied to A(i).

3.3 Graph Neural Network

As shown in Fig. 2(C), the module uses 3 GNN layers (G1, G2, G3) on the input graph
(expressed as X (i), A(i)) to model the spatio-temporal relationship. The GNN layer can



DGFormer 181

integrate spatial dependence and time patterns to embed the features of nodes, and
transform the feature dimensions of nodes into decoding, The formula is as follows:

X (i)
encode

,A(i)
encode

= G3(G2(G1(X
(i),A(i)))) (9)

where i = 1, 2, ..., n,X (i)
encode ∈ Rn×N mod el ,A(i)

encode ∈ Rn×n is composed of graph neural
network layer GNN and batch normalization layer. GNN can be such as GCN, GAT
and GIN, etc. Then, during the pooling phase, GNN is trained using classical Diff-
pool and the soft cluster allocation of nodes at each layer of deep GNN is learned.
As shown in Fig. 2(D), the overall transformation of a pooling layer is shown in
Eq. (9) and the following two equations show the process in the Diffpool layer, where
W2 ∈ RN mod el×NDiffpool is the trainable parameter matrix representing the linear trans-
formation and S (i) ∈ RnDiffpool×n is the distribution matrix representing the projection
from the original node to the pooled node (cluster). X (i)

Diffpool ∈ RnDiffpool×NDiffpool and

A(i)
Diffpool ∈ RnDiffpool×nDiffpool which has less nodes than the input graph, the parameter T

represents inverting the matrix S(i).

X
(i)

Diffpool = σ
(
S(i)X (i)

encodeW2

)
(10)

A
(i)

Diffpool = σ

(
S(i)A(i)

encode

(
S(i)

)T)
(11)

We generate centroids K (i) ∈ RN×nDiffpool×N mod el based on the input graph and then
compute and aggregate the relationship between every batch of centroids and the encoded
graph for assignmentmatrix S(i).We can compute the relationship S(i)

p ∈ RnDiffpool×n(p =
1, 2, ...,N ) and K (i)

p ∈ RnDiffpool×Nmodel(p = 1, 2, ...,N ). We use cosine similarity to
evaluate the relationship between input node embeddings and centroids, followed by a
row normalization deployed in the resulting assignment matrix.

S(i)
p = cos ine

(
K (i)
p ,X (i)

encode

)
(12)

S(i)
p = normalize

(
S(i)
p

)
(13)

Then we concatenate S(i)
p (p = 1, 2, ...,N ) and perform a trainable weighted sum �ϕ

to the concatenated matrix, leading to the final assignment matrix S(i).

S(i) = �ϕ

(
|N |
||

p=1
S(i)
p

)
(14)

After stacking several Diffpool, we can pool the original graph to a single node and
get its graph-level representation vector xfinal, as follows:

x(i)
final = P3

(
P2

(
P1

(
X (i)
encode

)))
(15)
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3.4 Autoregressive Model

As shown in Fig. 2(E), AR model is widely used in time series analysis. As a linear
model, it is easy to understand and implement. It describes the relationship between the
current value and the historical value, and uses the historical time data of the variable to
predict itself. It provides a simple and efficient way to model and predict time series data
using only past observations as independent variables, with no other complex factors to
consider. The four parts of Fig. 2(A,B,C,D), together form a nonlinear module, which
mainly extracts the nonlinear feature part of the data. It makes the output scale of the
neural network insensitive to the input scale, because our data set has both linear feature
parts and nonlinear feature parts. A mixture of linear and nonlinear modules is used as
the final result of DGFormer to enhance the recognition ability of linear features. We
first use the output of the nonlinear module to get the result xfinal ∈ Rn×N mod el , while the
result obtained by the AR part of the linear module is expressed as xAR ∈ Rn×N mod el .
Finally, the weighted sum of the two is used to get the final result X̂t of DGFormer.

The final anomaly score is as follows:

Score(X ) = softmax(−Dis(P,Z;X ))�[‖xt − x̂t‖22]t=1,...,n (16)

where � is element-by-element multiplication.

4 Experiment

The three main points we try to verify in our experimental study are as follows:

(1) Does the DGFormer framework allow us to find anomaly more efficientlythan we
would otherwise? Yes.

(2) What is the influence of dynamic graph structure learning on anomaly detection?
The dynamic adjacency matrix used in our model finally achieves the best result
compared to other adjacency matrices.

(3) Does a hybrid anomaly score provide more information than an anomaly score using
Transformer or GNN alone? Yes.

Table 1. Details of the experimental baseline datasets. #App represents the application of the data
set, #AR represents the proportion of truth value anomalies in the entire data set, and d represents
the dimension.

Datasets #App #Train #Test #AR d

MSL Space 58317 73729 0.105 55

SMAP Space 135183 427617 0.128 25

PSM Server 132481 87841 0.278 25
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Fig. 3. The feature representation for one dimension of MSL, SMAP and PSM datasets.

4.1 Datasets and Experimental Setup

Datasets. Since this paper is based on time series data in IoT, we mainly choose the
practical datasets related to IoT to evaluate our propose DGFormer model: The first is
the two public datasets on the IoT, MSL (Mars Science Laboratory Rover) and SMAP
(Soil Moisture Active and Passive Satellite) [31], contain remote sensing anomaly data
obtained in the Spacecraft Monitoring System Event Surprise Anomaly Emergency
Anomaly (ISA) report. And the dataset PSM(Pool Server Metrics) [32] collected within
multiple application server nodes is also used as a supplementary dataset. Table 1 reports
the statistics for these datasets. Figure 3 describes the one-dimensional feature repre-
sentation of the three datasets. It can be seen that there are significant differences in
feature distribution among them, and also shows that datasets we select have diversity
distribution.

Baseline Model. To fully demonstrate the strength of our model, we compare
DGFormer to the following eight baselines, these include several classic models such as
ALAD, OC-SVM, LSTM, SO_GAAL and USAD, several recent new models such as
TRANAD, Anomaly Transformer and MTAD_GAT.

ALAD: Adversarially Learned Anomaly Detection [33], is implemented using the
PYOD1 library, with hyperparameters set to batch_size = 32, dec_layers = 10, and
dropout_size = 0.2 as a rule of experience.

OC-SVM: One-Class Support Vector Machines [34], is implemented using PYOD1
library, and the hyperparameter is set to kernel = ’rbf’, degree = 3, coef = 0.0.

SO_GAAL: Single-Objective Generative Adversarial Active Learning [35], uses a
mini-max game between a generator and a discriminator that generates adversarial
learning to directly generate information-rich potential outliers.

USAD: UnSupervised Anomaly Detection on Multivariate Time Series [36], Com-
bine autoencoder and adversarial training, the ordinary autoencoder is divided into one
encoder and two decoders. One decoder produces fake data and trains the other decoder
against it to improve its ability to recognize fake data.

LSTM: Long short-term memory [37], is a neural network model used to process
sequence data. It captures long-term dependencies in sequence through gating mech-
anism and memory unit, and can solve problems such as gradient disappearance and
gradient explosion.

1 http://github.com/yzhao062/pyod.

http://github.com/yzhao062/pyod
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MTAD_GAT: MTAD_GAT [38], uses two parallel graph attention layers to learn tim-
ing and feature dependencies between multiple time series, and a reconstruction-based
approach to learn normal data from historical data, in which (VAE) models are used to
detect anomalies by reconstructing probabilities.

Anomaly Transformer: Anomaly Transformer [39], consists of multiple layers over-
lapping anomaly attentionmodules andFeedForwardneural networks, inwhich anomaly
attention has two branches: a prior association branch and a sequence association branch.
Their correlation differences are then calculated to create the final outlier score.

TRANAD: TRANAD [40], consist of Transformer and GAN, uses score based adapta-
tion to achieve multi-modal feature extraction and stability through adversarial training,
and introduces the idea of adversarial training.

Experimental Setup. Experimental details follow Shen et al. [21]. All neural network
models are optimized by using the Adam optimizer, with the initial learning rate set to
10–4. If the anomaly scores of a point in time (Eq. (13)) are greater than some threshold
δ, then we mark the point in time as an anomaly. A threshold of δ is determined so
that r proportion of the data in validation datasets are marked as anomaly. Specifically,
non-overlapping sliding Windows are mainly used to obtain a set of subsequences, and
the size of sliding Windows is fixed at 100. The Transformer with the anomaly attention
have 3 layers, 512 channels to set hidden state, and 8 digits of h. GNN have three layers
with an output dimension of 128, and the number of nodes in the pooling layer is 1.
For the experiment, set r to equal 1%. The hyperparameter λ is set to 3 to weigh the
two parts of the loss function, and the training process is stopped early in 10 periods
with a batch size of 32. All experiments were implemented in Pytorch3.8 using a single
NVIDIA GeForce 930MX GPU.

4.2 Main Result

DGFormer Achieves a Consistent Up-to-Date Level Across All Baseline Model
Tests. In order to measure the effectiveness of various anomaly detection methods,
we use Precision, Recall and the harmonic average of precision and recall (F1-score) as
evaluation indicators. As shown in Table 2, DGFormer achieve 94.92%、98.11% and
96.53% F1-scores on datasets MSL, PSM and SMAP, respectively, which are 20.34%,
18.2% and 19.48% higher on average than other methods. Precision and Recall are con-
sistently up to date across all benchmark models, and we observe that it is compelling to
consider the advantages of transformer’s integration with GNN in time series anomaly
detection. In addition, we plot the F1-score bar chart in Fig. 4 for a complete comparison.
DGFormer has the highest F1-score on all three datasets. This means that is important
for real-world applications.

4.3 Ablation Study

To demonstrate the efficiency of our architecture design, careful ablation studies are
conducted, and the test results measured using F1-score(%) are shown in Table 3.
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Table 2. DGFormer’s quantitative results across three real world datasets. P, R and F1 indicate
Precision, Recall, and F1-score (expressed in%), respectively. The F1-score is a harmonic average
of precision and recall. For these three metrics, a higher value indicates better performance, where
the highest score is highlighted in bold.

Datasets MSL SMAP PSM

Metric P R F1 P R F1 P R F1

ALAD 52.58 95.31 68.06 53.34 59.07 56.17 61.15 93.95 74.08

OCSVM 59.96 90.11 65.41 53.91 59.07 56.37 78.52 90.21 83.96

SO_GAAL 89.94 90.34 61.78 67.28 53.30 59.48 46.25 49.59 47.86

LSTM 85.45 82.50 83.95 89.41 78.13 83.39 76.93 89.64 82.80

USAD 97.95 99.12 88.57 81.39 96.27 89.74 79.62 97.29 76.53

TRANAD 96.15 99.99 94.64 80.43 98.72 89.15 81.50 98.99 95.97

MTAD_GAT 76.23 98.24 86.78 75.16 99.91 85.83 76.28 98.33 81.09

Anomaly
Transformer

98.46 98.33 94.19 93.54 98.18 96.27 95.20 96.89 97.01

DGFormer 98.85 97.59 94.92 94.32 98.89 96.53 97.64 98.58 98.11

Fig. 4. Comparison of F1-score (%) results between DGFormer and partial baseline models on
three datasets using bar charts. The MSL, SMPA and PSM datasets are represented in blue, gray,
and pink columns, respectively. (Color figure online)

The Impact of Embedding Strategies on Anomaly Detection Using Dynamic
Graph. In Table 3, DGFormer-one is a DGFormer framework with an all-in-one adja-
cency matrix. DGFormer-corr is a DGFormer framework with adjacency matrix of cor-
relation coefficients. DGFormer framework has the dynamic adjacency matrix proposed
by us. You can see that different adjacencymatrices can be used in our DGFormer frame-
work. However, the performance of the all-one matrix is slightly worse than that of the
correlation coefficient matrix, and our dynamic matrix achieves the best.

Hybrid Transformer and GNN Have a Higher Average F1-Score Than Other
Combinations. In Table 3,DGFormer-woARmeans that theARcomponent is removed
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Table 3. Ablation results of DGFormer (F1-score (%)). Where, DGFormer-one, DGFormer-corr,
DGFormer-woAR and DGFormer-woDG represent neural network modules with full adjacency
matrix, adjacency matrix with correlation coefficient, no autoregressive module and no dynamic
embedded graph, highest scores are highlighted in bold.

Methods MSL SMAP PSM Avg F1(as %)

DGFormer-one 92.40 96.19 97.68 95.42

DGFormer-corr 92.69 96.50 97.65 95.61

DGFormer-woAR 92.35 95.48 97.29 95.04

DGFormer-woDG 92.82 96.47 97.33 95.54

DGFormer 94.92 96.53 98.11 96.52

from theDGFormermodel, andDGFormer-woDGmeans that the dynamic graph embed-
ding and graph neural network segments are removed from the DGFormer model. The
complete DGFormer obtains the best results in different batchsizes. It shows that all
components contribute to detection performance of the overall model. The performance
of DGFormer-woDG has decreased, which indicates that adding GNN to dynamically
capture temporal features can improve the timeliness of the model. DGFormer-woAR’s
performance degradation is even more pronounced, indicating that AR components play
a crucial role. The reason is that AR is generally robust to scale changes in the data [32].

5 Summary

In this paper, we propose a deep learning framework, Dynamic Graph transFormer
(DGFormer), An Effective Dynamic Graph Transformer based Anomaly Detection
Model for IoT Time Series. It overcomes the defects of traditional Transformer and
GNN, and proposes an effective model to obtain GNN parameters by using Transformer
with anomaly attention mechanism, and dynamically capture timing features by learn-
ing the graph structure. Finally, by parallelizing an autoregressive model AR, a model
with strong interpretability was obtained. DGFormer has achieved state-of-art results
on a detailed set of empirical studies. For future research, there is hope to explore and
design more powerful graph Transformer that can be incorporated into our DGFormer
framework to obtain more expressive performance and further improve the usefulness
of our method.
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