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Abstract. The novel cloud-edge collaborative computing architecture
can provide more efficient and intelligent services close to users. Reli-
able service function chain orchestration among datacenters is critical to
ensuring computing efficiency. In this study, a service orchestration model
is proposed to improve the reliability while reducing cost. The solution
is a federated reinforcement learning framework that shares decision-
making experiences to obtain reliable and effective service orchestration
results between different datacenter environments. The simulation results
demonstrate that the proposed orchestration method reaches conver-
gence faster and has a significant performance in terms of improving
service reliability.
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1 Introduction

With the rapid development of Internet of Things and its corresponding online
applications, analyzing large volumes of geographically distributed data is a
critical issue for data analysts and real-time application decision-making. To
tackle this issue, the computing mode has gradually changed from cloud-centric
to cloud-edge collaboration to cater to real-time data processing requirements.
Cloud service providers deploy multiple edge datacenters in multiple loca-
tions [1]. The key to provide stable computing services is that the service function
chain formed by geo-distributed datacenters is reliable. Subsequently, network
function virtualization (NFV) is proposed to virtualize the large-scale data tasks
as VNF instances that can run on geo-distributed datacenters to provide users
with quick access to their services [2].

Meanwhile, the orchestration based on NFV brings additional reliability
problems [3,4]. Because it is necessary to introduce more complex functions on
the basis of traditional physical nodes to support node virtualization. However,
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due to the objective existence of software defects and other factors, virtual nodes
built on reliable physical nodes may themselves be faulty. Existing research usu-
ally solves the reliability problem through a backup strategy [5] and network
protection strategy [3], but it will bring additional and redundant equipment
overhead. Considering reliability at the beginning of service deployment is a
better solution. Therefore, service orchestration not only needs to consider the
minimization of the orchestration overhead but also the reliability of the service.
This paper establishes the orchestration model to jointly optimize the cost and
service reliability.

To solve optimization and obtain service function chain orchestration deci-
sion, the reinforcement learning method is widely used [6-8]. Because of its
dynamic decision-making adaptability, it can contribute to the reliability of the
service function chain. However, the reinforcement learning model requires inten-
sive interaction with network environment to learn an effective strategy. The
reinforcement learning model in a single datacenter is trained based on the local
data to learn local experience. The independent model only maintains good per-
formance in the specific service and network environment, and cannot adapt
to the environment of multiple datacenters. For geo-distribution datacenters in
different regions, their user groups and user services may slightly overlap. At
the same time, due to different services, there are also differences in the fea-
ture spaces of the datasets between the two datacenters [10,11]. Besides, the
business data of different datacenters may be under the jurisdiction of differ-
ent companies, and it is difficult to collect all business data to train the overall
model. Therefore, service orchestration across datacenters cannot be limited to
local data only. The non-interoperable datacenters are hard to share decision-
making experiences leads to the reinforcement learning model must collect new
training samples and retrain the neural network so that the model can converge
when building a service chain in a new datacenter [9]. This process leads to slow
convergence and poor model performance of the reinforcement learning, mak-
ing it difficult to ensure the effect of service orchestration for geo-distributed
datacenters.

It therefore remains necessary to address the aforementioned challenges to
improve the convergence efficiency and stability of reinforcement learning model
for reliable service orchestration in geo-distributed datacenters. Federated learn-
ing [12] provides a framework for collaborative orchestration for datacenters to
solve the problem of non-sharing of experience between independent models.
Federated learning aggregates the orchestration experience of multiple data cen-
ters, and delivers the aggregated model to each data center. By integrating the
training parameters of reinforcement learning in each datacenter environment,
optimal service orchestration decisions can be obtained.

The main contribution of this paper is as follows: We propose a service func-
tion chain orchestration method to jointly optimize cost and the service relia-
bility for geo-distributed datacenters in the cloud-edge collaborative computing
architecture. First, for the reliability assurance of service function chain orches-
tration in multiple datacenters, we model service function chain orchestration
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problem with both cost function and reliability assessment of service function
chain. Then, for cross-regional multi-datacenter scenarios, we introduce a fed-
erated reinforcement learning framework to obtain the orchestration decision.
This method uses the reinforcement learning model as the training basis and
then obtains the federated reinforcement model by fusing the training param-
eters in different datacenters. The model implemented in the training and new
datacenter environments can achieve convergence faster and obtain the optimal
decision with better service reliability while reducing cost.

The remainder of this paper is organized as follows: Sect.2 provides an
overview of related work into the service function chain orchestration. Section 3
outlines the federated reinforcement learning model for computing datacenters
orchestration. Section4 describes the simulation experiments and analyzes the
performance of the proposed model. In the final section, we provide conclusions
and recommendations for further research.

2 Related Work

In terms of service function chain orchestration, existing studies use different
methods to solve this problem. Dieye et al. [13] modelled service function chain
orchestration as an integer linear programming problem and proposed a cost-
effective active VNF placement and linking algorithm. The algorithm can find the
optimal number of VNFs and their positions to minimise costs while satisfying
QoS. Sang et al. [14] constructed an integer linear programming model to solve
the VNF dynamic placement problem. Yang et al. [15] used a path-based integer
linear programming model to minimise network energy consumption when solv-
ing service orchestration problems. Kar et al. [16] designed a dynamic energy-
saving model with M/M/c queuing network and minimum capacity strategy,
improving machine utilisation and avoiding frequent changes in machine state.
For the placement of service function chains, the authors defined an energy cost
optimisation problem constrained by capacity and proposed a heuristic dynamic
VNF chain placement solution. Varasteh et al. [17] proposed a fast heuristic
framework that can effectively solve the power-aware and delay-constrained VNF
placement and routing problems. Troia et al. [6] studied the application of rein-
forcement learning to perform dynamic SFC quotas in NFV-SDN-enabled metro
core optical networks. The authors constructed a reinforcement learning system
that optimises SFC quotas in multi-layer networks. Quan et al. [18] applied deep
reinforcement learning (DRL) to solve the placement problem of virtual network
function-forwarding graphs and developed a simulation platform based on the
Mininet and containers to demonstrate the advantages of DRL over existing
methods. Pei et al. [19] proposed a VNF placement algorithm (DDQN-VNFPA)
based on a double deep Q-network using deep reinforcement learning technology.
DDQN obtains the best solution from a considerable solution space, and DDQN-
VNFPA places or releases VNF instances (VNFIs) according to threshold-based
policies. This algorithm can improve overall network performance.

All researches above, which face single-agent service orchestration schemes,
propose various optimization goals. However, when the environment changes and
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training data is limited, performing high-quality resource orchestration decisions
is difficult. Multi-agent service orchestration schemes have also been widely dis-
cussed. Shah et al. [7] pointed out that the service function chain orchestration
problem under the constraints of IoT systems can be expressed as a Markov deci-
sion process (MDP). A multi-agent deep reinforcement learning algorithm can
solve the MDP problem, where each agent serves a service function chain. They
proposed two Q-networks in the specific implementation. One Q-network solves
the service function chain placement problem. It generates virtual agent interac-
tions with the environment to receive accumulated rewards and uses the learned
experience to update the policy. The other updates the Q-value by tracking
long-term policy change weight. Liu et al. [8] developed a multi-agent reinforce-
ment learning framework that uses an independent learner-based multi-agent
Q-learning (IL-based MA-Q) algorithm to solve distributed computing offload-
ing problems in Edge Computing. However, none of these methods considers
data security and interfaces protection issues between multiple edge networks.

Federated learning provides a reasonable framework for non-interoperable data
in multi-agent collaborative computing. Huang et al. [10] proposed an extensible
orchestration method based on federated reinforcement learning, which introduces
federated learning into global model training and deep reinforcement learning into
local model training to achieve an extensible services function chain. This method
works as follows: First, this method divides the entire network into regions and
assigns an agent in each region to train a local model of service function chain
orchestration. Then, the cloud specifies an initial pre-trained model and sends it
to each edge datacenter. Afterwards, each agent trains its local model and reports
it to the cloud for global model aggregation through federated learning. Finally, it
places the VNF into the network according to the learned policy. However, these
federated learning training environments are different regions of the same network.
This work is hard to apply in different datacenter environments or a new edge envi-
ronment under the cloud-edge collaboration mode.

3 Proposed Method

In this section, the design proposal for the service function chain orchestra-
tion model is presented. We also describe our federated reinforcement learning
framework to show the principle of the reliable computing service orchestration
method.

3.1 Service Function Chain Orchestration Model

In order to construct the orchestration of service function chains, we model
an orchestration problem. The following definitions are given to describe the
orchestration problem of service function chains.

Definition 1. The physical network G, = (V,, Ep) is composed of a set of phys-
ical nodes V,, and a set of physical links Ep, with physical nodes v € V,, and phys-
ical links e € E,. A physical node represents a physical server carrying virtual
functions, and a physical link is an actual link between physical nodes.
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Definition 2. The virtual network G, = (V,, E,) comprises a virtual node set
V., and virtual link set E,, with virtual node f € V,, and virtual link z € E,. The
virtual node represents a VNF on the service function chain, and the virtual link
represents the logical concatenation relationship between the VINFs.

Definition 3. For service s € S, there is resource mapping gs = (g ,9F).
Where S represents the service set, g¥ represents the mapping V, — Vp of
virtual node set V,, to physical node set Vp, g represents the mapping E, — E,
of virtual link set E, to physical link set E,,.

Definition 4. as_,, represents the act of placing virtual node f to physical node
V, Qf .,y € gV . Similarly, a,_.. represents the act of placing virtual link z to
physical link e, a,_.. € gF.

Definition 5. \ : {\/,\?} represents the VNF placement decision. \] means
to execute a decision of ay_.. A2 means to evecute a decision of a,—..The value
range of A is {0,1}, 1 means to place on a physical node or link, and 0 means
not to place. For YA € II°, II° represents a set of policies that map all virtual
links on service s to physical links.

Under the above definition, the service function chain orchestration problem
can be expressed as follows: the service in the virtual network needs to find an
optimal placement strategy to realize the one-to-one mapping of virtual resources
to physical resources. The optimization goal is improving reliability and reducing
operating costs. We define the calculation methods of cost and reliability as
follows, and give a formalized optimization problem.

Cost=> > M kot D> > Nk (1)
z f

z my

where k, represents the cost of the unit resource on the node x, and k, represents
the cost of the unit resource on the link z.
The reliability of the service defined as rs:

Ts:Hre-HrU (2)

where r. represents the reliability of the physical link e and 7, represents the
reliability of the physical node v. The reliability assessment process of the above
physical links and nodes (r. and r,) can refer to [20].

Based on the above analysis, service function chain orchestration problem
can be formulated as:

max g s
2\ ost

s.t. Y A2 < Cgl(t)
S < Op(t) (3)
f

ZUEVP a’f—"U =1
2ecn, Geme =1
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where 3 is an adjustment coefficient which controls the weight of the reliability
and cost. The first constraint > A? < Cg(t) is the resource constraint on links,

z
CE(t) represents the total resources of physical link e at time ¢. The second
constraint /\5 < Cy(t) is the resource constraint on nodes, Cy (t) represents

the total reéources of the physical node v at time ¢. The third and fourth are
constraints on decision variables. In order to simplify the analysis of the orches-
tration problem, this paper does not consider the backup of resources. At this
time, Zvevp af_,, = 1 means a virtual node can only be mapped to one physical
node; meanwhile, > a,—. = 1 means a virtual link can only be mapped to
one physical link.

After modelling this problem, we build the federated reinforcement learn-
ing solution with the optimization goal of improving reliability and reducing
operating costs in the next two sections.

eckE,

3.2 Reinforcement Learning Model in Single Datacenter

The service function chain orchestration process can be split into the sequential
placement of VNFs, accompanied by the connection of links. The impact of each
VNF placement on the overall service function chain is related to the VNF placed
previously. The reinforcement learning model can obtain the optimal policy by
calculating the reward of each action, which is suitable for solving the step-by-
step orchestration problem of the service function chain.

In order to solve the service function orchestration problem using the rein-
forcement learning model, several essential parts of the reinforcement learning
model need to be defined and analyzed: state, action, reward and target. The
target of service orchestration in this study is to improve service reliability. When
designing the reward function, the reliability and cost factors of the service need
to be considered.

State: S; = {C(t), Frew, Foia} represents the state at time ¢, where C(t) repre-
sents the occupation of physical resources at time ¢, Fe, represents the VNF
node to be placed, and F,;; represents the previously placed VNF node.

Action: A; = {);}represents the action at time ¢, where A\; represents the
placement decision at time t, and X is defined in Definition 5.

Reward Function: Since the optimization objectives of orchestration are to
improve the reliability of services and reduce costs, the reward function is defined
by reliability and cost-benefit under resource-constrained. Then, the reward func-
tion R is presented by Eq. 4:

{5. rex100 G FS A < Cp(t) or M < Ov(t)
z 7

-1, otherwise

R= (4)

The objective of reinforcement learning is to find the optimal policy
7*(A¢|O;), which can obtain the maximum the reward from the initial state



A Reliable Service Function Chain Orchestration Method 179
O, as shown in Eq. 5:

max B[S AtR(S, Ay, Sii1)7] (5)
T =0

In this work, we introduce Q-learning as the basis learner. Because Q-learning
is a model-free reinforcement learning method that learns how to find the optimal
action selection policy through interaction with the environment. An optimal
policy can be found by updating the Q-table, which is the mapping table between
the state-action and the estimated future reward. The update process of Q-table
Q(s¢,ay) is presented by Eq. 6:

Q(st,ar) — Q(se,ar) + ari1 +YQ(se41,a") — Q(s¢, ar)) (6)

where a € {0,1} is the learning factor, v € {0,1} is the discount factor and o
represents the behavior under strategy m. Then the currently selected action is
presented by Eq. 7:

T(st41) = arg max Q(st41,a) (7)

In order to ensure the generalization function of Q-learning and avoid falling
into the local optimum of the result, we generally use the e-greedy method for
action selection. The mechanism selects an optional action uniformly and ran-
domly with a small probability € of exploring and selects the current best action
according to the above formula with a probability of 1 — e.

The reinforcement learning model can obtain the optimal orchestration strat-
egy after training. The limitation of this method is that it relies on a large amount
of training experience, and the orchestration scheme cannot learn quickly in a
new environment. Therefore, we introduce the federated learning model to realize
the sharing of training experience between different datacenter environments.

3.3 Federated Reinforcement Learning Model in Multiple
Datacenters

Service function chain orchestration decisions are learned from the interaction
of the environment and the agent through reinforcement learning. In the cross-
datacenter service orchestration scenario in this paper, a single datacenter has
insufficient experience in orchestrating different types of services in different
network environments, and needs to rely on the business processing experience of
multiple datacenters. However, the business data of different datacenters may be
under the jurisdiction of different companies, and it is difficult to collect training.
Therefore, it is necessary to use the secure fusion of federated learning to achieve
experience sharing and improve the reinforcement learning model proposed in
the previous section. This section will introduce the generation, transfer, and
correction process of federated reinforcement learning models.

After obtaining the reinforcement learning models of different datacenter
environments, a federated reinforcement model is trained through the feder-
ated learning framework. The federated learning framework used in this work
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is shown in Fig. 1. Each participant obtains its reinforcement learning model
after local training. Model parameters are stored in a private Q-table, which is
a map of state-action and reward in reinforcement learning. Q-table information
in different training environments is encrypted and transmitted by homomor-
phic encryption. After the encrypted results are sent to the aggregation server,
model parameters are decrypted and securely aggregated as a federated Q-table.
In each iteration, the aggregation server sends the generated federated learn-
ing model back to each training environment for updating. With the fusion of
local and federal model parameters, multiple datacenters can share decision-
making experiences. In addition to sharing models in the training environment,
our method can also serve as a basis for model training in the new environment
and participating in subsequent training.

Federal model

Each agent network update t

Knowledge fusion
Model B Model C

Model A

I Independent study
1

SIC

o5 63

Environment A Environment B Environment C

L3
Cal

Fig. 1. The proposed federated learning framework.

In the generation process of the federated learning model, the placement
action in the current state depends on the confidence of different datacenters. For
example, in a certain state, the Q-table trained in the environment of datacenter
A evaluates the Q-value of the current action as (5, 4, 4, 5, 6, 5, 5, 5, 5), and
the Q-value in the environment of datacenter B is (3, 1, 10, 2, 2, 1, 1, 2, 10, 1).
Then, it can be considered that datacenter B has higher confidence because of
the more significant variance. However, the comparison by variance ignores the
influence of extreme values. In contrast, information entropy is more suitable
for measuring the uncertainty of information. In this work, we therefore use
information entropy to define confidence.
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For the main-body j, the confidence value under state z is defined as:

o reward;; In
Ty — ™m : m
e reward,; Yo reward,;

reward;

(®)

where n is the number of the main-body, m is the action dimension (the number
of nodes can be selected), reward represents the return value. The confidence
level w,; is defined as shown in Eq.9:

_ (1- ij)
Wej = m 9)

Assuming that there are k states in the reinforcement learning environment,
and the Q-table is a k x m dimensional matrix, the federated model generation
formula is shown in Eq. 10:

T
W11, W12y .-+, Wim

Q=1 Q;- : (10)
=1

Wi1, WE2y -+ - s Wkm

where @); is the main-body j participating in the training Q-table.

After the federated learning model is generated, the aggregation server will
send the model to the training subjects in different environments to ensure the
adaptability of the federated learning model.

The training subjects use Eq. 11 to update the local model so that the local
model can learn more features.

o Qoa + Qi

Qnew: a+t1

(11)
where Q.4 represents the original Q-table, Q,,¢., represents the newly obtained
Q-table, a represents the weight of the original Q-table. The federated model is
sent to the original training environment and new environments to fuse models.
Continue the training of reinforcement learning until the model converges. The
iteration termination condition is defined as the difference between each new and
the original Q-table is less than a pre-set threshold. The calculation by Euclidean
distance is shown as:

HQold - Qnew” = \/(Qold - Qnew)(Qold - Qnew)T < o (12)

In order to prevent leakage of the training data in different environments
the federated learning framework needs to encrypt the Q table of the trained
reinforcement learning. This process can ensure the safety and reliability of the
transmission process as well as the privacy of the training data.

During the parameter transfer process of the federated learning model, we
adopt homomorphic encryption to ensure the security of the model. Homomor-
phic encryption is a classic encryption algorithm. Homomorphic refers to a map
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from an algebraic structure to a similar algebraic structure, which can keep
all relevant structures unchanged. Since the result obtained by decrypting the
homomorphic encrypted ciphertext after specific operations is consistent with
the result obtained by decrypting the ciphertext and then performing specific
operations, it can effectively ensure the confidentiality of data operations in the
federated model fusion stage, so it is very suitable for federated learning sce-
narios. Compared with the method of secure multi-party computing, the data
interaction using homomorphic encryption is less. Therefore, the communication
overhead is less, and the efficiency of model fusion can be improved in federated
learning scenarios that require multi-party participation.

The process of model transmission using homomorphic encryption is as fol-
lows: First, the aggregation server generates a homomorphic encryption public-
private key pair, and distributes the public key to each participant of federated
learning. Second, each participant transmits the calculation result to the aggre-
gation server in the form of homomorphic ciphertext. The aggregation server
performs summary calculations and decrypts the results based on private key
and ciphertext. Finally, the aggregation server send the decrypted results to all
the participants, and the participants update their model parameters according
to the results. So far, the process of aggregation and distribution of a model
based on homomorphic encryption has been completed. This process is repeated
periodically to guarantee the performance of federated learning model. By using
a secure federated fusion algorithm with homomorphic encryption technology in
the model transmission and model fusion stages, participants of different dat-
acenters are prevented from private information leakage at any stage of model
training.

In order to ensure the adaptability of the federated learning model in the
new environment, it is necessary to migrate and correct the obtained federated
learning model to reduce the number of training times required to obtain the
orchestration model in the new environment. Figure 2 shows the basic process
of federated learning model migration and correction. First, the reinforcement
learning models obtained in different training environments are fused to generate
a federated model. Secondly, it is necessary to transfer the federated model
to the original training environment and the new environment. The model in
the training environment is fused with the federated model. The model fusion
method is shown in Eq. (11) in the new environment, the federated model is used
as the pre-trained model. Continue the training of reinforcement learning until
the model converges. In practical applications, the above training and fusion
steps are usually repeated several times.

4 Simulation Analysis

In this section, we describe the design of the experiments and present the analysis
of empirical results.
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Federal model

Training Training Training New
environment 1 environment 2 environment 3 environment

Fig. 2. Model migration and calibration process.

4.1 Design of Simulation Experiment

In order to verify the service orchestration effect of the federated reinforcement
learning model proposed in this paper, it is necessary to design an appropri-
ate simulation environment and orchestration tasks. We took a video analysis
scenario as an example for simulation analysis. There are four VNFs in the
video surveillance service that are placed and linked in the simulated network to
provide users with video surveillance services, namely Motion Analyzer, Video
Processor, Policy Decision and Mobile Proxy.

Three different training environments are designed in simulation, correspond-
ing to different datacenters. Two are training environments with previous orches-
tration experience, and one is a new environment without orchestration experi-
ence. The simulation framework is shown in Fig. 3. The training processes of the
three environments are independent of each other, and only after the federated
reinforcement model is generated will the model information be exchanged.

The training processes of the three environments are independent of each
other, and model information can only be exchanged after the federated rein-
forcement model has been generated. We sets 20 nodes to deploy the service
function chain in each environment. The reliability and VNF load are different
in each node. The cost of placing VNF is proportional to the spatial distance
between nodes. The service function chain is to be arranged by four VNF serial
compositions.

We train the reinforcement learning models in two environments indepen-
dently to simulate the process of obtaining experience in the early stage. After
models converge, training environments have orchestration experiences. The
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Cloud Generating
Control Center. [EIER € federated
m reinforcement
m learning model
Geo-distributed. Generative

Datacenter &. &. &o reinforcement
learning model

Training Training Training
environment 1 environment 2 environment 3

Fig. 3. Simulation framework.

training models are federated through the framework of federated learning. Then
the generated federated model is sent to two training environments and a new
environment for model fusion. We compare the proposed model with commonly
used methods in terms of service reliability, resource overhead and efficiency,
respectively. The VNF in the simulation is set up as a medium OpenStack VM
with 2 vCPUs, 40 GB disk and 4 GB memory.

4.2 Empirical Results

We design three parts of simulation experiment for the service function chain
orchestration method proposed in this paper. First, we analyze the convergence
of the proposed federated reinforcement learning. Second, we verify the effec-
tiveness of the proposed federated reinforcement learning framework in service
function chain orchestration. Third, we verify the performance of the proposed
service function chain orchestration method in jointly optimizing cost and reli-
ability. The following is a detailed analysis of the experimental results.

Figure 4 shows the convergence of algorithm under different values of learning
rate. Learning rate is one of the important hyperparameters in neural networks
that affects the performance of federated reinforcement learning. As shown in
Fig. 4, the model achieves the best performance when the learning rate is set
as 0.01. When learning rate is set smaller as 0.001, The model converges at the
local optimal solution and cannot reach a better reward. When the learning rate
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is set too large as 0.1, the model will skip some of the learning process since the
step size of the neural network exploration will be larger. At this time, the effect
of the model is in an oscillating state, and the convergence performance is not
good. Therefore, in subsequent experiments we set the learning rate to 0.01.

19501
1900+

T 1850

& 18001

1750

—— learning rate 0.1
—— learning rate 0.01

—— learning rate 0.001
17001 o

0 500 1000 1500 2000
Running times (x103)

Fig. 4. Convergence performance of the model.

Figure 5 shows the training process of models in the new environment. The
retrained Q-learning model converges after 800,000 iterations, and our method
converges after 10,000 iterations. In this work, by comparing rewards of models
during different iterations, we can prove that the convergence rate of reinforce-
ment learning will be accelerated under the federated framework due to the
experience of pre-training. In addition, the retrained Q-learning is trained based
on random initialization parameters and local data. Therefore, at the beginning
of the experiment, a low reward is obtained due to lack of experience in orches-
tration. And subsequent training is used to gradually obtain better orchestration
decisions. While the federated reinforcement learning uses a model aggregated
based on the orchestration experience of multiple datacenters. It has a certain
orchestration experience at the beginning of the experiment, so better orches-
tration decisions can be obtained in early stage of training. As the training
progresses, the optimal decision is gradually obtained.

To verify the effectiveness of the proposed federated learning framework in
this work. We compare it with the independently retrained reinforcement learn-
ing model in the new and training environments. The simulation results of reli-
ability and cost are shown in Fig.6 and Fig. 7.

Figure 6 shows the comparison of the learning effects of our method (feder-
ated reinforcement learning model) and the retrained Q-learning model in the
training environment. Regarding service reliability, our method can achieve high
reliability and maintain stability at the beginning of training, while the retrained
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Fig. 5. Comparison of model convergence rates.
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Fig. 6. Comparison of federated learning and reinforcement learning in training envi-
ronment.

Q-learning model needs about 400,000 trainings to achieve high-reliability val-
ues. Regarding resource overhead, our method can consume lower costs, while the
retrained Q-learning model still cannot reach the level that the federated model
can achieve in a limited number of trainings. The reason is that our method
integrates the training parameters of multiple environments, which can avoid a
single environment training falling into local optimum. Generally speaking, the
federated learning framework can achieve higher service reliability and consume
fewer resources for training and decision-making in a training environment.
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Figure 7 shows the comparison of the learning effects of our method and
the retrained Q-learning model in the new environment. The emulation results
show that our method can quickly reach a convergence state regarding training
service reliability. Besides, the service reliability is maintained at a high value
throughout the training process. In terms of resource overhead of the service
function chain, our method can achieve rapid convergence and consume lower
costs. The reason is that our method contains training experience obtained in
other training environments, which achieve faster convergence when completing
similar tasks. In general, our method for training and decision-making in the
new environment can achieve higher service reliability and consume fewer costs.
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Fig. 7. Comparison of federated learning and reinforcement learning in the new envi-
ronment.

To verify the performance of our proposed orchestration method, we select
two greedy algorithms to compare the reliability and costs of service orchestra-
tion: the reliability-first greedy algorithm and the cost-first greedy algorithm.
Table 1 shows experimental metrics in each case, which were statistically ana-
lyzed using average values over the 10 experiments. The best values of metrics
in different cases are highlighted in bold.

Our proposed orchestration method based on federated reinforcement learn-
ing has significant reliability. In comparison with the reliability-first greedy algo-
rithm, our method performs the best service reliability at a lower cost. Cost-first
greedy algorithm leads to the lowest cost, and the overhead of our method is
slightly higher. We can observe that the performance of our proposed method is
better than other two methods, or it is close to the best value of metrics.
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Table 1. Comparison of algorithm effects.

Federated reinforcement | Reliability-first Cost-first greedy
learning model greedy algorithm | algorithm
Service reliability | 0.993 0.991 0.982
Cost 7.038 11.759 7.000

5 Conclusion

In this work, we provide an orchestration method for a reliable service function
chain of datacenters to realize cloud-edge collaborative computing for large-scale
data tasks. Specifically, we have developed an orchestration method based on fed-
erated reinforcement learning for the service function chain, which can improve
the reliability of computing services while reducing cost. The proposed model
is based on federated reinforcement learning. Training subjects in different geo-
distributed datacenters can share training experiences through the aggregation
model in cloud control center. Simulation results show that our proposed method
can obtain a significant service orchestration decision for reliability improvement
and cost reduction.

The computational difficulty will be greatly increased when cloud-edge col-
laborative computing architecture grows in complexity. In future work, we will
explore using deep reinforcement learning models as basis leaners for increasingly
complex business scenarios.
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