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Abstract. Social networks, which provide a platform for communication and
information sharing, have become integral to people’s daily existence. However,
as the use of social networks has increased, the prevalence of false profiles has
become a serious concern. These fraudulent profiles can injure individuals, busi-
nesses, and society. Consequently, identifying fake personas on social networks
has become an important endeavor. In this study,we propose an effectiveVARMA-
GRU fusion model for detecting false profiles on social networks. Combining the
VARMA (Vector Autoregressive Moving Average) model and the GRU (Gated
Recurrent Unit) model improves the classification task’s accuracy. The VARMA
model captures the intricate temporal dependencies between the features of the
false profiles.In contrast, the GRU model represents the sequential behavior of
the profiles. We compile a fraudulent and authentic social network profile dataset
to evaluate the proposed model. Regarding accuracy, precision, recall, and F1
score, the experimental results demonstrate that the proposed model outperforms
current methodologies. The accuracy of the proposed model is 98.5%, which is
substantially higher than the accuracy of other methodologies. The proposed fused
VARMAGRUmodel is a highly efficient and precise method for identifying false
profiles on social networks. The model can assist social network platforms in
enhancing their security and safeguarding their users from malicious activities.
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1 Introduction

With billions of members worldwide, social networks have evolved into a platform that
is used almost everywhere for communication and the exchange of information. On the
other hand, false accounts have become a significant cause for concern because of their
potentially negative impacts on individuals, organizations, and society. It is possible to
use fake accounts for various purposes, including disseminating false information, com-
mitting scams, and performing other malevolent acts via the EnsemStack Classification
Algorithm (ECA) [1–3]. Identifying fake profiles on social networks is a complicated
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process because fake profiles are intended to imitate the behavior of real users. This
makes it difficult to spot fake profiles. Manual examination and rule-based systems are
two examples of time-consuming and ineffectual approaches to the problem of iden-
tifying false accounts. As a consequence of this, there is a requirement for automatic
methods that are both efficient and effective in recognizing false accounts on social
networks [4–6]. Techniques based on machine learning have demonstrated significant
potential for identifying false accounts on social networks. Several recent studies have
used machine learning techniques to recognize false accounts based on various char-
acteristics, including user behavior, network structure, and content. These studies have
been conducted in both English and Chinese. On the other hand, these techniques fre-
quently fail to capture the intricate temporal correlations between the characteristics of
false profiles, which results in lesser precision and performance levels [7–9].

We suggest a merged VARMAGRUmodel as a means of recognizing false accounts
on social networking sites to circumvent this restriction. Combining the VARMAmodel
and the GRU model is what this suggested model does to describe the consecutive
behavior of false profiles and capture the complicated temporal relationships that exist
between the characteristics of fake profiles. While the GRU model represents the suc-
cessive behavior of the profiles, the VARMA model captures the correlations between
the characteristics of false profiles [10–12]. In this investigation, we test the perfor-
mance of the suggested model on a collection of false and genuine accounts obtained
from various social networks. The findings of the experiments indicate that the pro-
posed merged VARMA GRU model performs better than the techniques considered to
be state-of-the-art in terms of accuracy, precision, recall, and F1 score. The accuracy
of the suggested model is 98.5 percent, which is a considerable improvement over the
accuracy of other techniques. The suggested model has the potential to enhance the level
of security offered by social network platforms and shield users of those platforms from
potentially detrimental activities. This research provides a fresh method for spotting
false accounts on social networks. It paves the way for additional lines of inquiry in this
area in the foreseeable future under real-time scenarios.

2 Literature Review

In recent years, there has been a substantial increase in the amount of attention paid
to the issue of recognizing phony accounts on social networks. Several studies have
suggested various methods for identifying false accounts, such as physical examination,
rule-based systems, and machine learning algorithms. Some of these methods have been
discussed below. In this overview of the prior literature, we will discuss some of the
necessary works done in this field for real-time scenarios via Deep Neural Networks
(DNN) [13–15].Manual inspection is a time-consuming and labor-intensive process that
involves physically inspecting the profiles to identify any questionable activities. This
process involves looking through the profiles to find any potential red flags. However,
this technique cannot be scaled up and is prone tomistakes caused by humans, which can
be estimated via Opponent Colour-Local Binary Pattern (OC-LBP) [16–18]. Rule-based
systems use guidelines that have already been established to recognize false accounts
based on various characteristics, including user behavior, network structure, and content.
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Although these methods are significantly quicker than personal examination, they are
frequently ineffectual when identifying sophisticated phony profiles [19, 20]. Using
machine learning techniques to identify phony accounts on social networks has shown
some promising results. Many different supervised learning algorithms, such as logistic
regression, decision trees, and support vector machines, have been used in many studies
to identify false profiles based on their various characteristics. For instance, [21–23] used
logistic regression to identify false profiles based on user behavior, content, and network
structure. They did this by analyzing the profiles’ similarities to real profiles. Similarly,
[22, 23] classified false accounts based on their behavior patterns using decision trees.

In other studies, the identification of false accounts has been accomplished through
unsupervised learning techniques such as clustering and abnormality detection. Clus-
tering algorithms were used in [21–23], for instance, to organize similar profiles and
identify false profiles based on their similarities and known fake profiles. While work
in [1, 2] used anomaly detection to identify false profiles based on their departures from
typical user behavior. These profiles were identified as phony because of these devia-
tions & scenarios. Recently, a few studies have attempted to recognize false accounts
by employing deep learning techniques such as neural and recurrent neural networks.
For instance, work in [16–18] utilized a convolutional neural network to recognize false
profiles based on the associated pictures. Similarly, work in [19, 20] classified fraudulent
profiles according to the linguistic substance of those profiles using a set of recurrent
neural networks. On the other hand, these techniques frequently fail to capture the intri-
cate temporal correlations between the characteristics of false profiles, which results in
a lesser level of precision and performance. Some research has suggested using time
series models, such as autoregressive integrated moving average (ARIMA) and vector
autoregression (VAR), to capture the temporal dependencies between the features. This
is done to get around the limitations that have been identified. ARIMA, for instance, was
used in [15, 16] to recognize false accounts based on the periodic patterns of user behav-
ior that they exhibited. Similarly, work in [19, 20] modeled the relationships between
various characteristics of false profiles using the VAR process. Work in [24, 25] also
proposes using bioinspired models to improve various system parameters under dif-
ferent use cases. In this investigation, we suggest a merged VARMA GRU model to
detect fraudulent accounts on social networking sites. The proposed model integrates
the VARMA model and the GRU model to describe the consecutive behaviour of false
profiles and capture the complicated temporal relationships between the characteristics
of fake profiles. While the GRU model is used to represent the successive behavior of
the profiles, the VARMA model is used to capture the correlations that exist between
the characteristics of false profiles.

3 Proposed Design of an Efficient Fused VARMA GRU Model
for Identification of Fake Profiles on Social Networks

As per the review of existing models used to identify fake profiles, it can be observed
that these models are either highly complex or have limited prediction capabilities. This
section proposes designing a VARMA GRU-based model to overcome these issues to
identify fake profiles. The proposed model design can be observed in Fig. 1, where the
following process was used to distinguish between Fake and Genuine profiles,



356 B. L. V. S. Aditya and S. N. Mohanty

• Data Collection and Preprocessing: The initial step in the proposed work was to
collect a large dataset of social network profiles, including genuine and fake ones.
The dataset was diverse enough to represent social networks, demographics, and
profile types. After collecting the dataset, it should be preprocessed to remove any
noise, duplicates, or irrelevant information sets.

• Feature Extraction: The next stepwas to extract relevant features from the profile data.
These features include profile characteristics like username, bio, location, number
of followers, following, post frequency, and engagement metrics. Natural Language
Processing (NLP) techniques were used to extract sentiment analysis, topicmodeling,
and other textual features. The BoW (Bag of Words) model is a simple method for
representing text as a vector of word frequencies. It was used to convert collected
samples into features via Eq. 1,

f (wi) = tf (wi) ∗ idf (wi) (1)

where, f (wi) is the feature value for a word wi, tf (wi) is the term frequency of wi in the
document, and idf (wi) is the inverse document frequency of wi, which is calculated via
Eq. 2,

idf (wi) = log

(
N

n(wi)

)
(2)

Where N is the total number of documents in the corpus, and n(wi) is the number of
documents that containwi For different collected samples. After BoW, Term Frequency-
Inverse Document Frequency (TF-IDF) was evaluated, considering the importance of
rare word sets. These were assessed via Eq. 3 as follows,

f (wi) = tf (wi) ∗ log

(
N

n(wi)

)
(3)

where, f (wi) is the feature value for the word wi, tf (wi) is the term frequency of wi In
the document, N is the total number of records in the corpus, and n(wi) is the number
of documents that contain wi Set of words.

These features are combined with Latent Dirichlet Allocation (LDA), a topic mod-
eling technique that represents documents as a mixture of topics. This is done via
Eq. 4,

P(d) =
∑

z
P(z) ∗ P(d) (4)

where P(w|d) is the probability of observing word w in document d, P(w|z) is the
probability of observing expression w given topic z, and P(z|d) is the probability of
topic z in document d for social media scenarios. The possibilities can be estimated
using a generative model that assumes each document is a mixture of topics and each
issue is a word distribution. Sentiment analysis is also used for determining user posts’
sentiments (positive, negative, or neutral). Its score was estimated via Eq. 5 as follows,

score =
∑

i
(pi ∗ vali) (5)
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Fig. 1. Design of the proposed fake profile detection process

where score is the sentiment score of the text, pi is the probability ofword i being positive,
negative, or neutral, and vali is the corresponding polarity score of word i for different
posts? The probabilities and polarity scores can be estimated using lexicon-based or
machine learning-based approaches.

• Model Design: The proposed model is a fusion of the VARMA GRU model, which
combines the strengths of Vector Autoregression Moving Average (VARMA) and
Gated Recurrent Unit (GRU) models. The VARMA model can capture the linear
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dependencies between different features, while the GRU model can capture the tem-
poral dependencies within the profile data samples. It fuses VARMA with GRU for
the prediction of fake profiles.

The VARMA model captures the linear dependencies between different features in
the profile data samples, combining BoW, TF IDF, LDA, and sentiment scores. The
VARMA (p, q) model can be represented via Eq. 6,

yt = c + ϕ1yt−1 + ... + ϕpyt−p + εt + θ1εt−1 + ... + θqεt−q (6)

where, yt is the vector of observed features at timestamp t, c is the intercept term, ϕ1
to ϕp Are the autoregressive coefficients, εt is the error term, and θ1 to θq These are the
moving average coefficients.
The GRU model captures the temporal dependencies within the profile data samples. It
is represented via Eq. 7,

zt = σ(Wz ∗ [xt , ht − 1] + bz)rt = σ(Wr ∗ [xt , ht − 1] + br )h′
t = tanh

(
Wh ∗ [xt , rt ∗ ht − 1] + bh

)
ht

= (1 − zt )ht − 1 + zth′t
(7)

where, xt is the input at time t, ht−1 is the previous hidden state, zt is the update gate,
rt is the reset gate, h′

t is the new candidate hidden state, and ht It is the final set of
hidden states. The fused VARMAGRUmodel combines the VARMA and GRUmodels
to capture the linear and temporal dependencies within the profile data samples. It is
represented via Eq. 8 as follows,

yt = c + ϕ1yt−1 + ... + ϕpyt−p + εt + θ1εt−1 + ... + θqεt−q = σ
(
Wz ∗ [

yt , ht − 1
] + bz

)
rt

= σ
(
Wr ∗ [

yt , ht − 1
] + br

)
h′
t = tanh

(
Wh ∗ [

yt , rt ∗ ht − 1
] + bh

)
ht

= (1 − zt )ht − 1 + zth′t

(8)

where, yt is the vector of observed features at timestamp t, c is the intercept term, ϕ1
to ϕp Are the autoregressive coefficients, εt is the error term, θ1 to θq are the moving
average coefficients, ht is the hidden state, zt is the update gate, rt is the reset gate, h′

t is
the new candidate hidden state, and ht It is the final hidden state. If yt > 0.5, then the
profile is marked as ‘Fake,’ or else it is marked as ‘Genuine’ for the current parameter
sets.

• Model Training and Validation: After designing the model, it was trained on the pre-
processed dataset using a stochastic gradient function for optimizations. The model’s
performancewas evaluated using accuracy, precision, recall, F1 score, andROC-AUC
scores.

• Hyperparameter Tuning: Hyperparameter tuning was performed to optimize the
model’s performance by adjusting the learning rate, batch size, number of epochs,
and other hyperparameters, which was done directly by the GRU-based Recurrent
Neural Network process.

Based on this process, the profiles are classified into Fake or Genuine classes. To
validate the performance of this model, various accuracy metrics were evaluated under
different dataset samples in the next section of this text.
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4 Result Analysis and Comparison

The proposed model initially collects multidomain parameter sets from different social
media networks. These parameter sets were converted into BoW, TF IDF, LDA & Sen-
timent features. The extracted features were classified via a combination of VARMA &
LSTM Models, which assisted in identifying Fake & Genuine profiles. To validate the
performance of the proposed model, it was tested on the following dataset samples,

• Netflix Signups Dataset Samples, which are available at https://www.kaggle.com/dat
asets/quentinfu/netflix-signups

• Instagram fake and real accounts dataset samples, which are available at https://www.
kaggle.com/datasets/rezaunderfit/instagram-fake-and-real-accounts-dataset

• Fake ProfileDetectionData Samples, which are available at https://www.kaggle.com/
datasets/mdmahadihasan/fake-profile-detection-y-ml/code

• Social Network Fake Account Dataset Samples, which are available at https://www.
kaggle.com/datasets/bitandatom/social-network-fake-account-dataset

All these sets were combined to form 20k social media profiles, of which 80% were
used for training, 10% for testing, and 10% for validation. The model’s performance
was compared with ECA [3], DNN [15], and OC LBP [16] to identify its efficiency over
standard implementations. Based on this strategy, accuracy (A) of fake profile detection
w.r.t. Total Test Entries (TTE) can be observed from Table 1,

Table 1. Accuracy of fake profile detection for different sets of models

TTE A (%)
ECA [3]

A (%)
DNN [15]

A (%)
OC LBP [16]

A (%)
VGM FSN

1k 85.23 83.49 89.81 92.87

2k 85.63 83.89 90.23 93.27

3k 85.91 84.18 90.52 93.56

4k 86.12 84.42 90.74 93.78

5k 86.30 84.65 90.93 93.98

6k 86.49 84.90 91.13 94.19

7.5k 86.69 85.16 91.34 94.41

9k 86.91 85.44 91.58 94.66

10k 87.17 85.73 91.84 94.94

12k 87.43 86.02 92.11 95.22

15k 87.70 86.32 92.39 95.51

20k 87.96 86.62 92.67 95.79

https://www.kaggle.com/datasets/quentinfu/netflix-signups
https://www.kaggle.com/datasets/rezaunderfit/instagram-fake-and-real-accounts-dataset
https://www.kaggle.com/datasets/mdmahadihasan/fake-profile-detection-y-ml/code
https://www.kaggle.com/datasets/bitandatom/social-network-fake-account-dataset
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Fig. 2. Accuracy of fake profile detection for different sets of models

According to this assessment and Fig. 2, it can be seen that the suggested model
demonstrated false profile identification accuracy that was 8.5% higher than ECA [3],
9.4% better than DNN [15], and 2.5% higher than OC LBP [16], making it extremely
helpful for a wide variety of real-time use cases. The high-efficiency VARMA GRU
classifier, which is taught to maximize categorization performance under various data
categories, is used, which improves accuracy. Similarly to that, Table 2’s precision can
be seen as follows,

Table 2. The precision of fake profile detection for different sets of models

TTE P (%)
ECA [3]

P (%)
DNN [15]

P (%)
OC LBP [16]

P (%)
VGM FSN

1k 81.36 79.69 85.73 88.65

2k 81.74 80.08 86.12 89.03

3k 82.00 80.35 86.41 89.31

4k 82.20 80.58 86.62 89.52

5k 82.38 80.79 86.80 89.71

6k 82.56 81.03 86.99 89.91

7.5k 82.75 81.28 87.19 90.12

9k 82.96 81.55 87.41 90.36

10k 83.20 81.83 87.66 90.62

12k 83.45 82.11 87.92 90.89

15k 83.71 82.40 88.19 91.16

20k 83.97 82.68 88.46 91.43
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Fig. 3. The precision of fake profile detection for a different set of models

Based on this evaluation and Fig. 3, it can be seen that the proposed model exhibited
a 6.5% higher precision of false profile detection than ECA [3], an 8.5% higher precision
than DNN [15], and a 2.5% higher precision than OC LBP [16], making it highly
applicable to a broad range of real-time use cases. This precision is enhanced due to
the use of temporal text features and a high-efficiency VARMA GRU classifier trained
to optimize precision performance across various data types. Similarly, the classification
recall can be seen in Table 3 as follows,

Table 3. Recall of fake profile detection for different sets of models

NT R (%)
ECA [3]

R (%)
DNN [15]

R (%)
OC LBP [16]

R (%)
VGM FSN

1k 82.74 81.04 87.18 90.15

2k 83.12 81.43 87.58 90.54

3k 83.40 81.72 87.87 90.82

4k 83.60 81.94 88.08 91.03

5k 83.77 82.16 88.27 91.23

6k 83.95 82.40 88.46 91.43

7.5k 84.15 82.66 88.67 91.65

9k 84.37 82.93 88.89 91.89

10k 84.61 83.22 89.15 92.16

12k 84.87 83.50 89.41 92.44

(continued)
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Table 3. (continued)

NT R (%)
ECA [3]

R (%)
DNN [15]

R (%)
OC LBP [16]

R (%)
VGM FSN

15k 85.13 83.79 89.69 92.71

20k 85.38 84.08 89.96 92.99

Fig. 4. Recall of fake profile detection for different sets of models

This assessment and Fig. 4 indicate that the suggested model demonstrated 5.9%
higher recall of false profile identification than ECA [3], 8.3% greater recall than DNN
[15], and 3.5% higher recall than OC LBP [16], making it highly helpful for a broad
range of real-time use cases. Using temporal feature groups and the high-efficiency
VARMAGRU classifier, which is taught to maximize recall performance across various
data categories, dramatically enhances this recall. Table 4 provides a similar look at the
categorization delay levels.

According to this evaluation and Fig. 5, the proposed model demonstrated a 19.4%
lower identification delay for fake profile detection in comparison to ECA [3], a 23.5%
lower identification delay in comparison to DNN [15], and a 26.5% lower identification
delay in contrast to OC LBP [16]. This makes it extremely useful for a variety of high-
speed use cases. This delay can be minimized by utilizing temporal word features with
a robust VARMA GRU classifier trained to achieve the highest possible speed perfor-
mance across various data kinds. As a consequence of the performance enhancements,
the suggested model can be utilized in multiple real-time social media false identity
identification situations.
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Table 4. Delay of fake profile detection for different sets of models

NT D (ms)
ECA [3]

D (ms)
DNN [15]

D (ms)
OC LBP [16]

D (ms)
VGM FSN

1k 168.19 164.74 177.24 148.96

2k 168.97 165.54 178.04 149.57

3k 169.52 166.11 178.62 150.02

4k 169.93 166.58 179.05 150.37

5k 170.29 167.02 179.43 150.69

6k 170.66 167.51 179.82 151.03

7.5k 171.06 168.04 180.24 151.39

9k 171.50 168.59 180.70 151.80

10k 172.00 169.17 181.22 152.25

12k 172.52 169.75 181.75 152.69

15k 173.04 170.33 182.30 153.14

20k 173.57 170.92 182.84 153.58

Fig. 5. Delay of fake profile detection for different sets of models
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5 Conclusion and Future Scope

The suggested model gathers multidomain parameter sets from various social media net-
works in the initial stages. These parameter sets were transformed into Sentiment, BoW,
TF IDF, and LDA features. The collected characteristics were categorised using a mix of
VARMA and LSTM models to distinguish between genuine and fake profiles. Accord-
ing to the accuracy assessment, it can be seen that the suggested model demonstrated
false profile identification accuracy that was 8.5% higher than ECA [3], 9.4% better than
DNN [15], and 2.5% higher than OC LBP [16], making it extremely helpful for a wide
variety of real-time use cases. The high-efficiency VARMA GRU classifier, which is
taught to maximize categorization performance under various data categories, is used,
which improves accuracy. According to the assessment of classification consistency, it
can be seen that the suggested model displayed false profile recognition precision that
was 6.5% better than ECA [3], 8.5% better than DNN [15], and 2.5% better than OC
LBP [16], making it extremely useful for a variety of real-time use cases. Using timed
text characteristics and a highly effective VARMA GRU classifier, which is taught to
maximize precision performance under various data categories, improves precision.

According to sensitivity assessment, it can be seen that the suggested model demon-
strated recalls of false profile identification that were 5.9% higher than ECA [3], 8.3%
better than DNN [15], and 3.5% higher than OC LBP [16], making it extremely useful
for a variety of real-time use cases. Using temporal feature groups and a highly effective
VARMA GRU classifier, which is taught to maximize recall performance under various
data categories, has enhanced recall. In terms of speed of classification, it was observed
that the proposed model demonstrated 19.4%, 23.5%, and 26.5% lower identification
delays for fake profile detection than ECA [3], DNN [15], and OC LBP [16], respec-
tively, making it extremely useful for a variety of high-speed use cases. This delay is
decreased by applying temporal word features and a robust VARMA GRU classifier,
which was taught to maximize speed performance under different data kinds. These effi-
ciency enhancements enable the suggested model to be used in real-time social media
false identity identification situations.
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