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Abstract. In an era where connectivity is ubiquitous and data flows ceaselessly,
Edge IoT (Internet of Things) systems have emerged as a pivotal technological
paradigm poised to revolutionize the way we interact with the digital world. As
the proliferation of IoT devices continues unabated, the traditional cloud-centric
model for data processing and decision-making faces significant challenges. Edge
IoT systems, by shifting computational intelligence closer to the data source, offer
a compelling solution to these challenges, promising greater efficiency, lower
latency, and enhanced real-time decision-making capabilities. On the other hand,
the convergence of edge computing, artificial intelligence (Al), and the Internet of
Things (IoT) has ushered in a new era of intelligent systems with transformative
potential across various domains. This includes the development of edge com-
puting infrastructure, Al models optimized for edge deployment, and IoT device
architectures that support real-time data processing and analysis. This paper pro-
poses a comprehensive review on Edge computing, Al, and IoT integration for
intelligent systems. We focus on the concept of Edge-Al and its potential applica-
tions in real-time processing for Internet of Things. The paper introduces Edge-1A
technology, explores commonly used networking and messaging protocols in IoT,
and discusses the opportunities and challenges of Edge-IA and IoT in various
industries, including agriculture and healthcare.

Keywords: Internet of things - Edge computing - Artificial intelligence -
Edge-Al

1 Introduction

In recent years, the Internet of Things (IoT) has become one of the most important
technologies of the 21st century. [oT is a revolutionary concept that involves connecting
everyday objects and devices to the internet, allowing them to collect and exchange
data, communicate with each other, and be remotely controlled. IoT transforms ordinary
items, such as appliances, vehicles, wearables, and industrial machines, into “smart”
devices capable of sensing, transmitting, and acting upon data. This interconnected
network of devices and sensors provides real-time information, enhances automation,
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improves efficiency, and enables data-driven decision-making across various sectors,
including home automation, healthcare, transportation, agriculture, and industry [1].
IoT represents a significant shift in how we interact with our surroundings, offering new
possibilities for convenience, productivity, and innovation while also raising challenges
related to data security, privacy, and scalability.

Edge computing is a distributed computing paradigm that brings computational pro-
cessing and data storage closer to the source of data generation, typically at the’edge”
of a network or IoT devices, rather than relying on centralized cloud data centers. This
approach reduces latency, enhances real-time processing, and conserves bandwidth by
processing data locally or in nearby edge servers [2]. Edge computing is essential for
applications requiring low latency, such as autonomous vehicles, industrial automation,
and IoT devices, enabling faster responses and improved efficiency. It complements
cloud computing by decentralizing computing resources, allowing for more efficient
and responsive data processing in various domains. We can result that this reduces
latency, enhances data privacy, and conserves bandwidth by processing and analyzing
data locally or in nearby edge nodes.

Artificial Intelligence (Al) is a multidisciplinary field of computer science focused
on creating machines and computer systems that can perform tasks that typically require
human intelligence. For this, Al encompasses machine learning and deep learning tech-
niques that enable computers to perform tasks that typically require human intelligence,
such as learning from data, making decisions, recognizing patterns, and natural language
understanding [3].

Edge Al (or intelligent Edge) appeared in a desire to integrate artificial intelligence
as close as possible to sensors or connected objects (IoT). The advantages are multiple:
absence of prerequisites for permanent internet connectivity, data confidentiality, reduc-
tion of latency. To achieve the expected results, Edge Al makes it possible to move part
of the computing flow directly into the connected objects, and therefore to minimize the
use of the cloud for the tasks related to the processing.

In essence, Edge Al empowers devices and sensors to become”smart” by running
Al algorithms locally, enabling quicker decision-making and reducing the need for con-
stant internet connectivity. It finds applications in various fields, including autonomous
vehicles, smart cities, healthcare, and industrial automation, where low latency and real-
time processing are critical [4]. Edge Al is at the forefront of innovation, addressing the
demands of our increasingly connected and data-driven world while raising challenges
related to resource constraints, security, and scalability.

In this paper, we provide a holistic view of the convergence of Edge Al and IoT,
offering insights into its architectural foundations, diverse applications, ongoing chal-
lenges, and promising future directions. The keys contributions of this paper are listed
as bellow:

e Overview of IoT, Edge Computing, and Artificial Intelligence (AI) paradigms.
Particular.

e Summary of related work on the motivations for using Edge computing and Edge-IoT
systems for real-time monitoring.

e Overview on networking and communication protocols for Edge-IoT systems.
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e Description of the concept and architecture of Edge-IA technology by focusing on
its applications in connected health and smart agriculture.

e Discussion of the security challenges and future directions in Edge-Al on IoT
Environment.

The remainder of this paper is organized as follows: In Sect. 2, we introduce the
motivation for using Edge computing and summarise related work on edge computing for
real-time Internet of things applications. In Sect. 3, we present an example architecture
for Edge computing-assisted intelligent IoT systems and integration protocols. Then,
in Sect. 4, we discuss the concept and opportunities of Edge-IA technology and also
present a architecture and application areas in connected health and smart agriculture.
In Sect. 5, we discuss security challenges and future directions. Finally, in Sect. 6 we
conclude by showing the benefits that Edge-IA brings to intelligent systems.

2 Background

2.1 Motivation for Using Edge Computing

The growth of internet of Things has led to increased demand for data processing and
analysis, which introduced the development of new computing models, such as edge
computing, which focuses on bringing processing and data closer together, storing end-
user data to reduce latency, improve performance, and relieve computing demand on
centralized data centers. Data processing and analysis at the network edge helps improve
the performance of IoT networks and provide real-time services to users.

Traditional cloud computing architectures, while powerful and versatile, are not
always equipped to meet the demands of real-time IoT applications. The latency associ-
ated with data transit to centralized cloud servers (as well as bandwidth limitations) can
hinder the very essence of IoT: immediate, contextual responsiveness. To overcome these
limitations, a paradigm shift is underway, which brings computation closer to the data
source and therefore to the edge of the network [5]. Edge Computing is the transformative
solution to the real-time challenges posed by IoT. Indeed, Edge-based IoT deployments
must be managed, efficiently, effectively, and automatically. IoT applications that involve
endpoints, edge computing and fog are complex to manage.

2.2 Edge Computing for Real-Time Internet of Things Applications

The IoT real-time monitoring market is expanding quickly in many IoT innovative
applications, including smart logistics, smart farms, environmental monitoring, intelli-
gent transportation, and smart power grids; that to the rapid development of sensors,
GPS position sensors, RFID tags and readers, smart objects, and other IoT sensing
technologies.

By the year 2025, 50 billion devices will be online, according to new research.
These Internet of Things (IoT) sensing devices are data generators that continuously
provide fresh perception data, offering enormous potential for real-time monitoring and
intelligent application across numerous industries.
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Processing the data from IoT monitoring is much more difficult. Redesign-
ing the monitoring system’s architecture will enable real-time data processing and
responsiveness.

To enable real-time performance, the IoT monitoring system must continuously
evaluate data as it comes in and improve its insight and decision-making capabilities to
support sophisticated business logic [6].

Many research works have shown that edge computing can improve the performance
of IoT networks and provide real-time services. They highlight the benefits of edge
computing for various intelligent applications.

Authors in [5] discuses edge computing for Internet of Things (IoT) applications. It
examines how edge computing can improve the performance of IoT networks, particu-
larly latency, by improving computing and storage capabilities, and providing real-time
services to users. The paper presents a comprehensive review of edge computing archi-
tectures for 10T, classifying them by architecture and comparing their performance in
terms of network latency, compute capacity, and storage space. The authors also examine
the security issues associated with these approaches, as well as the advantages and dis-
advantages of edge computing for IoT. In conclusion, the paper highlights the potential
benefits of edge computing for various smart applications, including smart grids, smart
cities, and smart transportation.

Paper [7] discusses the challenges of storing and processing the enormous amount of
data generated by IoT devices, as their resources are limited. It explains that while cloud
computing can be used to handle some of these resource issues, it can also introduce
latency in time-critical IoT applications. This paper also highlights the limitations of
Edge-computing architectures (ECAs)-IoT and proposes solutions to overcome these
limitations. It outlines various IoT implementations in the edge computing domain and
suggests four distinct scenarios for using IoT implementations with ECAs-IoT. Addition-
ally, the document discusses the concepts of edge computing, implementation strategies,
and edge intelligence. It provides a taxonomy for IoT applications based on different
criteria and compares fog computing to cloud computing.

The universal complex event processing (CEP) mechanism for IoT real-time mon-
itoring is proposed in [8]. It Proposes a formalized hierarchical complex event model
including raw event, simple event and complex event, which reduces the complexity
of event modeling. The approach allows for flexible, complicated events to be defined
by programming using sophisticated time and space semantics. The proposed system
is installed at the network edge between cloud-based apps Two application case stud-
ies of IoT monitoring for fruit transportation and city road manhole cover status are
implemented based on the CEP system to highlight our proposed complex event model.

3 Edge-IoT Architecture and Protocols for Intelligent Systems

3.1 Edge-IoT Architecture for Intelligent Systems

Edge computing addresses the requirements of IoT applications on three categories, such
as communication, computation and storage [5].

Communication: with the assistance of Edge computing, the performance in terms of
bandwidth utilization, latency, device power consumption and packet data overhead that
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affect transmission time are reduced. Then considerably, the network performance is
improved to meet the latency sensitive [oT applications.

Computation: in the Edge-IoT architecture, the computation follows the Edge cloud
combination mode. The computation will be offloaded to the Edge servers thus relieving
the cloud servers. Therefore, the speed and efficiency of the network in terms of resource
utilization will be guaranteed.

Storage: the number of devices connected to the IoT is increasing and producing huge
amounts of data. Previously, to be processed, all this data was at centralized cloud servers.
This severely affected the user experience. The migration of all data collected by IoT
devices to Edge storage servers solves this problem. Edge computing uses load balancing
technology across different nodes, which would improve the quality of service.

The following Fig. 1 shows an example of a three-layer intelligent systems architec-
ture assisted by IoT and Edge computing. However, note that the Edge-IoT architecture
can change depending on the problem it wants to solve for an IoT application [7].

101100 O,
21101000 O1x.
1101100 0117

CLOUD DATA CENTER

INTERNET OF THINGS

Fig. 1. IoT-Edge architecture from [9]

However, in-depth studies of this new computing model have shown that traditional
non-IA techniques have limitations in improving the performance of Edge computing.
With the successful application of Al in various fields, Edge computing researchers are
beginning to turn their attention to Al, in particular machine learning, a branch of Al
that has gained popularity over the last few decades.

3.2 Edge-IoT Protocols for Intelligent Systems

The Edge-IoT system is a heterogeneous network that includes different devices that
may have different communication, data processing and storage platforms, networks
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and transmission power. These objects are connected by networking and communica-

tion protocols, allowing them to communicate and cooperate with each other to share
information. These protocols represent the backbone of the IoT, they specify the data

exchange format, data encoding, object addressing schemes as well as data packet rout-

ing [10]. Sequence control, flow control and retransmission of lost packets are also part of

their functionality. In the Edge-1oT system, several protocols of different types are used.
However, the best technology for our IoT use cases means that we need to accurately

weigh the criteria in terms of range, bandwidth, QoS, security, power consumption, and

network management.

The Tables 1 and 2 provide an overview of the most commonly used networking and

messaging protocols.

Table 1. Overview of the most commonly networking protocols

Protocols Frequency Datarate | Range Topology Service
Zigbee [11] 2,4 GHz 250 kbps | 10-100 m Mesh, Star | Home
automation
BLE [12] 2,4 GHz 1 Mbps 100 m Star, Bus Small
appliances
WIFI [13] 5 GHz 1 Gb 100 m Star, Mesh | Home
NFC [14] 13,56 MHz 420 kbps |20 cm P2P Payment
system
LoRaWAN [15] |125kHz 50 kbps 5-20 km Star Smart city
5G [16] 30-300 GHz |50 Gbps | Several kms | Star Virtual reality
applications

Table 2. Overview of the most commonly messaging protocols

Application Restful Trans. Layer Architecture Security QoS

protocols protocol

AMQP [17] |No TCP Pub-Sub SSL Yes

CoAP [18] Yes UDP Pub-Sub DTLS Yes
Reg-Res

MQTT [19] |No TCP Pub-Sub SSL Yes

DDS [20] Yes UDP/ TCP Pub-Sub DTLS, TLS, DDS Yes
Reg-Res Security
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4 Advanced Edge-Al for Convergent Services and Applications

4.1 Edge-AI Concepts and Opportunities

Concepts: intelligent Edge refers to the combination of Edge Computing and Artificial
Intelligence techniques. In simple terms, the Intelligent Edge will enable Al-based pro-
cessing algorithms to be run at the heart of the devices that are part of the Edge Computing
network, using a reasonable internet connection. Everything happens in the device: col-
lection, storage and Al-based processing. This results in extremely short response times
of a few milliseconds. The information arrives in real time with unparalleled accuracy,
since the algorithms will have refined the raw data. Even today, the majority of heavy
computing is done in the cloud and requires large computing capacities. The Intelligent
Edge will move some of the computational processing flow directly into the devices, to
reduce the use of the cloud significantly. With this type of device, all data can be stored
before being sent to a remote site for further analysis, if required. These intelligent
devices, thanks to the availability of sensor data in the field, can interact autonomously
without interaction with the central site.

Opportunities. Edge Al has huge potential. Here is a non-exhaustive list of the
advantages that can be derived from this technology:

e Ease of management: Edge-Al enabled devices are easy to use because the objects
are completely autonomous.

e Reduced latency: The Al will not be subject to congestion problems because it is as
close as possible to the objects.

e Deployment “in the field”: Edge-Al lends itself by definition very well to IoT uses,
but also in all mobile devices, starting with autonomous cars.

e Reduced costs: Bandwidth and data exchange costs are reduced because the amount
of data transmitted is minimal.

e Security and confidentiality: Edge-Al makes it possible to filter the data to be uploaded
to the cloud if necessary. Only the desired information is transmitted, after being
anonymized for example. Data confidentiality and the protection of privacy are two
major issues to which Edge-Al can provide a solution, since this approach completely
reverses the paradigm compared with Al in the Cloud, which requires systematic
transmission of all the data before it is analyzed by the Al

The following Fig. 2 shows an example of a three-layer intelligent systems architec-
ture assisted by IoT and Edge-IA. The layers of the architecture are identical to those of
the Edge computing architecture with the exception of the edge-intelligent layer where
we will find the artificial intelligence algorithms. Here, IoT devices represent the end
users of the architecture.

e TheIoT layer: this is the first layer and includes sensors, RFID devices and actuators
for collecting information such as temperature, humidity, location, air quality and
movement. Once the information has been collected, it is transmitted to the Edge
layer via a secure wireless connection. This layer requires the use of standardized
plug-and-play mechanisms for configuring heterogeneous objects. IoT mega-data is
created at this layer.
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e The Intelligent-Edge layer: this layer lies between the IoT device layer and the
cloud layer. It consists of edge-intelligent devices for the collection, storage, artificial
intelligence-based processing and real-time analysis of data from intelligent devices
and its transmission to the cloud using wireless transmission technologies such as
5G, Sigfox, LoRa-WAN, NB-IoT [21, 22] etc. This layer also plays a role in securing
data transmission. Indeed, features such as tamper detection, encryption and others
can be implemented at the edge-intelligent device level, preventing malicious attacks
against [oT devices and securing user data to the cloud [23].

e The Cloud layer: this layer comprises servers dedicated to storage and data process-
ing. It therefore hosts the data from the edge-intelligent layer, for in-depth processing.
The Cloud layer gives IoT application programmers the means to work with hetero-
geneous objects without having to rely on a specific hardware platform. It is also
responsible for service management (Fig. 2).

loT Intelligent Edge Cloud

Fig. 2. Intelligent edge architecture.

4.2 Edge-Al and IoT for Connected Health

‘When healthcare professionals are faced with life-and-death decisions, the quality of the
information available to them is critical. More accurate information and real-time access
mean better decisions. Thanks to the power of the Internet of Things (IoT) and advanced
Al, connected healthcare systems will be able to deliver real-time data to providers and
enable more efficient care delivery.

Edge intelligence allows data to be processed and analyzed in real time without
having to send it to a central server such as the cloud [4]. This can be very useful in
healthcare facilities, where data needs to be analyzed quickly and securely.

One of the benefits of advanced Al in medical data is its ability to detect anomalies
[24]. This can help healthcare staff to quickly identify potential health problems, take
appropriate action and make more informed decisions about patient care.

The use of advanced Al can also improve the efficiency of healthcare systems. Real-
time analysis of data can enable healthcare providers to reduce waiting times and improve
patient outcomes [25]. Edge intelligence can also be used to automate the scheduling of
appointments or the management of medical records.
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As the amount of data generated by healthcare facilities increases, so does the risk
of data breaches and unauthorized access. Edge Al is emerging as a potential solution to
this problem, offering the potential to guarantee data confidentiality and security [26].

Edge intelligence is ideal for healthcare facilities because it enables data to be ana-
lyzed without leaving the facility’s secure network. With data maintained on site, the
risk of data breaches and unauthorized access can be reduced. In addition, it enables
healthcare organizations to ensure that they comply with the requirements of various
privacy laws, such as HIPAA (Health Insurance Portability and Accountability Act)
[27]. Advanced Al can be beneficial in identifying and reporting privacy breaches [28].
This allows healthcare facilities to take steps or actions before a breach occurs.

The potential for advanced intelligence to improve data security in the healthcare
sector is clear. As the healthcare sector continues to evolve, advanced Al can become
an indispensable tool for protecting patient data.

4.3 Edge-AlI and IoT for Intelligent Agriculture

Edge-Al and IoT-based smart farming refers to the use of advanced Al and the Internet
of Things (IoT) to improve efficiency and productivity in the agricultural industry.

Today, the use of Al techniques is playing an important role in the development
of precision agriculture [29]. Predictive crop models can be designed. They take into
account different production factors such as: climate; soil condition; seed condition;
water supply; disease risk, etc. By taking all these factors into account when designing
the model, it is easier to adjust any of the elements to optimize yield.

In irrigation management [30], for example, IoT can be used to monitor and control
crop irrigation in real time. Sensors could be placed in fields to measure soil moisture,
temperature and other key factors, helping to determine the optimum time for irrigation
and avoid wasting water. Advanced computing combined with artificial intelligence will
enable the data collected by the sensors to be processed and analyzed locally in real
time. Personalized irrigation strategies can then be recommended for each plot based on
soil and crop characteristics. This enables efficient and sustainable farming practices to
be put in place.

Another benefit of advanced Al in agriculture is its ability to improve animal welfare
[31]. Using wearable sensors, farmers will be able to monitor the health and well-being
of their livestock in real time. Edge-IA devices will analyze the data from these sensors
to detect early signs of disease. This will allow farmers to intervene before problems
arise or worsen. This will improve animal welfare, reduce the use of antibiotics and
increase productivity.

The ability to optimize crop yields and reduce waste is another key benefit of using
advanced Al in agriculture [29]. Indeed, the analysis of data from soil sensors, weather
stations and satellite images by Edge-IA devices will be able to provide farmers with
real-time information about the health and needs of their crops. This information can
then be used to make informed decisions about irrigation, fertilization and pest control,
so that crops receive the precise amount of resources they need to thrive. This can lead
to increased crop yields, reduced resource consumption and minimized environmental
impact.
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Overall, Edge-IA and IoT will revolutionize the agricultural sector. By enabling
real-time agricultural data processing and decision-making at the source of collection,
Edge-IA and IoT will help optimize crop yields, improve livestock management and
promote sustainable farming practices. With a growing global population to feed, Edge-
IA and IoT will be key to meeting agricultural challenges and ensuring a sustainable
future for all.

5 Challenges and Future Direction

Edge computing is made up of peer-to-peer systems, wireless networks, etc. and the
adoption of a complete system is required to manage the system as a whole. The security
and confidentiality of a distributed system is a real challenge.

During data processing at the edge, user data can be processed, putting their sensitive
information at risk. Authentication of gateway nodes is one of the security issues in edge
computing. Each edge node is managed differently. It is therefore difficult to implement
a common security method everywhere.

Another challenge is the security of data sharing and transmission processes. Multiple
devices need to work together to perform many tasks, and data needs to be shared
securely. Data storage is provided by various third-party suppliers, and their storage
devices spread over several sites also increase the risk of attack, for two reasons. Firstly,
the data is separated into several slices and stored in different places. It is therefore easy
to store incorrect data or to lose it. This makes it difficult to guarantee data integrity.
Secondly, data downloaded to storage can be modified by malicious users, leading to
confidentiality problems and data leaks.

It would be preferable to use local pre-processing, which could mask private
information and reduce the amount of data transmitted.

In some cases, encryption could be used to protect privacy. However, before learning
or inference tasks can be performed, the encrypted data must be decrypted. This requires
an increase in the amount of essential computation. To meet this challenge, the authors
[32] propose the use of homomorphic encryption, which allows the training or inference
task to be performed directly on encrypted data.

Looking forward, the future of Edge Al and IoT appears incredibly promising. The
rapid advancements in hardware, such as powerful yet energy-efficient microprocessors,
are driving the development of more complex Al models that can be deployed at the edge.
Additionally, the proliferation of 5G networks will significantly enhance the capabilities
of Edge Al and IoT, enabling seamless connectivity and faster data transmission.

Moving on the future, it is crucial to address the challenges associated with these
technologies, such as security vulnerabilities, data privacy concerns, and ethical consid-
erations. Collaboration between academia, industry, and policymakers will be vital in
creating robust frameworks and standards that ensure the responsible development and
deployment of Edge Al and IoT solutions.
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6 Conclusion

In the ever-evolving landscape of technology, the fusion of Edge Al and Internet of
Things (IoT) has emerged as a transformative force, revolutionizing the way intelligent
systems are designed, deployed, and experienced. Throughout this research paper, we
have delved into the intricate realms of these cutting-edge technologies, exploring their
architectures, applications, and future perspectives.

In conclusion, the synergy between Edge Al and IoT is reshaping the landscape
of intelligent systems, bringing us closer to a future where machines are not just
smart but also contextually aware and responsive. Embracing the full potential of these
technologies demands continuous research, innovation, and collaboration.

The fusion of Edge Al and IoT has given rise to sophisticated architectures that bridge
the gap between the physical and digital worlds. Edge computing, with its decentralized
approach, enables real-time data processing and analysis at the edge devices, reducing
latency and enhancing efficiency. Incorporating Edge Al technologies into agriculture
holds the promise of transforming the industry into a more sustainable, efficient, and
resilient sector.
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