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Abstract. Being widely adopted by an increasingly rich array of clas-
sification tasks in different industries, image classifiers based on deep
neural networks (DNNs) have successfully helped boost business effi-
ciency and reduce costs. To protect the intellectual property (IP) of
DNN classifiers, a blind-watermarking-based technique that opens “back-
doors” through image steganography has been proposed. However, it is
yet to explore whether this approach can effectively protect DNN mod-
els under practical settings where malicious attacks may be launched
against it. In this paper, we study the feasibility and effectiveness of this
previously proposed blind-watermarking-based DNN classifier protection
technique from the security perspective (Our code is available at https://
github.com/ByGary/Security-of-IP-Protection-Frameworks.). We first
show that, IP protection offered by the original algorithm, when trained
with 256 × 256 images, can easily be evaded due to obvious visibility
issue. Adapting the original approach by replacing its steganalyzer with
watermark extraction algorithm and revising the overall training strat-
egy, we are able to mitigate the visibility issue. Furthermore, we evaluate
our improved approaches under three simple yet practical attacks, i.e.,
evasion attacks, spoofing attacks, and robustness attacks. Our evalua-
tion results reveal that further security enhancements are indispensable
for the practical applications of the examined blind-watermarking-based
DNN image classifier protection scheme, providing a set of guidelines and
precautions to facilitate improved protection of intellectual property of
DNN classifiers.

Keywords: Blind watermarking · Intellectual property protection ·
Image steganography · Watermark extraction · Steganalysis · Evasion
attacks · Spoofing attacks · Robustness attacks

1 Introduction

As deep-learning-based image classification techniques continue to make excit-
ing progress in miscellaneous application domains, ranging from medical image
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Fig. 1. A business case for DNN image classifiers where the right to use (also known
as possession [15]) and ownership must be carefully distinguished.

recognition [11,12] to COVID-19 prevention [26], abuses of the copyrights of
trained deep neural network (DNN) image classifiers have become a major con-
cern hindering their widespread adoption [9,19]. With the growing complexity of
DNN image classifiers (e.g., in terms of model size and architectural complexity
[16]), time and computational resources dedicated to the training and fine-tuning
of DNN models have been increasing rapidly. Consequently, copyright infringe-
ment targeting DNN image classifiers will result in an ever-growing loss to their
legal owners, necessitating the development of techniques that protect the intel-
lectual property (IP) of these classifiers.

In many practical applications of DNN image classifiers, drawing a distinc-
tion between the right to use (sometimes termed possession) and ownership is
inevitable. Figure 1 depicts a business case [15] where two companies A and B,
one specialized in the design and implementation of DNN models while the other
serving as a domain expert, work collaboratively to develop a DNN image classi-
fier for profit. Company A may choose to lease its newly developed DNN image
classifier to Company B under some contract clearly specifying the terms and
scope of use. For instance, Company A may require that the model should only
be used by Company B and should never be transferred to other companies with-
out its explicit consent. Company B, while serving its customers for profit with
the leased model, will report bugs to Company A, share newly acquired domain
knowledge, and/or get feature/model upgrades from Company A. Oftentimes,
Company A, as the developer (and ownership holder) of the DNN image clas-
sifier, may be unaware of the fact that his/her model, shipped and/or deployed
without proper protection, can get stolen by adversaries through exploiting var-
ious mechanisms, such as electromagnetic side channel attacks [6] and model
extraction attacks [10]. It is also possible that a certain malicious insider at Com-
pany B secretly shares the DNN image classifier with other companies, which
violates the terms of use set by Company A. Without proper protection mecha-
nisms in place, it is hard for Company A to detect/prove such violations, which
will result in not only a loss to Company A but also a discouraging business
atmosphere for other companies specialized in DNN model development.

To protect the copyrights of DNN image classifiers, an IP protection technique
based on blind image watermarking is proposed in [19], which opens “backdoors”
in the DNN image classifiers and enables model owners to externally verify their
ownership. For instance, Company A in Fig. 2 can leverage this technique to train
a DNN image classifier and then ship it to Company B. When a certain company
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Fig. 2. External ownership/copyright verification enabled by image-watermarking-
based techniques (e.g., ACSAC19 [19]) for DNN image classifiers.

other than Company B is suspected of illegally exploiting the DNN image clas-
sifier, Company A may externally verify whether an unmodified version of the
model is being abused by sending image classification requests that can trigger
the “backdoors” and verifying whether the embedded “backdoors” are indeed acti-
vated. However, this technique has not been thoroughly studied from the security
perspective in practical context. The original version of this technique [19] will be
called “ACSAC19” throughout this paper. In this paper, we re-examine the per-
formance of ACSAC19, an end-to-end IP protection technique proposed in [19]
and propose necessary enhancements to mitigate ACSAC19’s visibility issue so
that the external ownership verification operations can better evade the scrutiny
of infringers. Furthermore, security analyses are conducted on our enhanced blind-
watermarking-based IP protection techniques for DNN image classifiers, revealing
the applicability and practicality issues of this DNN IP protection paradigm. The
contributions of this paper can be summarized as follows:

– Evaluation of a blind-watermarking-based IP protection technique (i.e.,
ACSAC19 [19]) for DNN image classifiers on a more practically-sized image
dataset. In contrast to the experiments conducted in [19] mainly on the
CIFAR-10 dataset [18] consisting of tiny (32× 32) images, we further evaluate
ACSAC19 on the mini-ImageNet dataset [21,30] consisting of more realistic
256 × 256 images. Our results show that the ACSAC19 approach [19] does
not perform well in terms of invisibility on Mini-ImageNet, which may lead to
evasion attacks that can easily be launched by infringers (e.g., through visual
inspection).

– Proposal of two enhanced versions of ACSAC19 that mitigate (in)visibility
issue on mini-ImageNet. Two enhanced versions of ACSAC19, namely end-
to-end model with watermark extraction (termed “E2E-Extraction” approach
throughout this paper) and two-phase host model fine-tuning (called “Two-
Phase” approach throughout this paper), are proposed and evaluated. Our
evaluation results show that the enhanced versions can mitigate the visibility
issue, making it more practical for DNN image classifiers to adopt blind-
image-watermarking-based IP protection techniques such as ACSAC19 [19].
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– A preliminary security analysis of blind-watermarking-based IP protection for
DNN image classifiers based on our enhanced versions of ACSAC19. Assum-
ing that attackers may be able to gain access to miscellaneous sensitive infor-
mation in the blind-watermarking-based IP protection process, we study
whether our enhanced IP protection techniques, i.e., E2E-Extraction and
Two-Phase approaches, are vulnerable to evasion attacks, spoofing attacks,
and robustness attacks. Our analyses identify critical information that must
be kept secret from adversaries and generate useful guidelines on how the
blind-watermarking-based IP protection paradigm, such as ACSAC19 and
our enhanced versions, should be utilized in practical applications to protect
the copyrights of DNN image classifiers.

2 Related Work

2.1 Protecting Deep Neural Network (DNN) Models from
Copyright Infringements

As the business value of deep neural network (DNN) models continues to be sub-
stantiated by various successful applications ranging from medical image recog-
nition [11,12] to COVID-19 prevention [26], concerns on abuses of licensed DNN
models have become a major issue, which not only undermines the business
model of the artificial intelligence (AI) industry but discourages technological
innovations as well [15]. To protect the copyrights of DNN models, intellec-
tual property (IP) protection techniques have been proposed in recent years
[35] for DNN models of different forms and objectives. For instance, the blind-
watermarking-based IP protection method proposed in [19] is designed for DNN
image classifiers. For DNN models that generate images as outputs (e.g., for tasks
such as image segmentation), an IP protection framework utilizing watermarks
encrypted by secret keys is proposed in [31]. To protect speech-to-text deep
recurrent neural network models, a watermarking approach based on adversarial
examples is devised in [24] to facilitate external verification of model owner-
ship in a black-box manner. In [37], different types of watermarks are compared
in the context of blind-watermarking-based DNN model protection. Recently,
deep watermarking technique is applied to protect low-level image processing
tasks (e.g., DNN backbones that automatically extract image features) against
student-teacher learning [38]. In addition to IP protection through embedding
watermarks into the data samples, other mechanisms, such as fingerprinting the
classification boundaries of DNN models [8], embedding serial numbers to pre-
vent unauthorized uses of models [29], deliberately rearranging DNN model’s
weights chaotically [20], and quantifying the similarities between victim and
surrogate models [9], have been devised.

As IP protection methods for DNN models continue to improve and prolifer-
ate, security properties of these methods and possible attacks on them begin to
draw the attention of both AI and security research communities. In [3], removal
attacks on black-box backdoor watermarks protecting DNN model copyrights are
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Fig. 3. The original end-to-end blind-watermarking-based IP protection method for
DNN image classifiers proposed in [19]. Note that this technique is termed “ACSAC19”
throughout this paper.

reported, and successful watermark removal attacks on CIFAR-10 are demon-
strated while maintaining sufficient host task performance (e.g., above 80% on
CIFAR-10). Among recent studies on the security of blind-watermarking-based
IP protection, ambiguity attacks, in which an adversary forges counterfeit water-
marked images to undermine the reliability of the external ownership verifica-
tion results, have shown to be a major issue. It is found in [13] that ambigu-
ity attacks pose serious threats to existing DNN watermarking methods, and
an enhanced watermarking strategy is proposed, which enables the protected
models to reject counterfeit watermarked images. Meanwhile, the IP protection
of generative adversarial networks (GANs) with possible presence of ambiguity
attacks is also studied in [23].

Although blind-watermarking-based IP protection is recently studied exten-
sively by the AI and security research communities, we observe that many of the
existing results (e.g., [3,13,19,23,27,37]) are primarily obtained using the CIFAR-
10 dataset [18], which contains 32 × 32 images that seem to be overly small for
both whole-image steganography and realistic image classification applications. It
is hence necessary to further evaluate the performance of IP protection techniques
for DNN models on datasets with more realistically sized images.

In this paper, we focus our attention on the IP protection of DNN image classi-
fiers using the ACSAC19 method [19] in practical contexts from the security per-
spective. Figure 3 presents the ACSAC19 method originally proposed in [19]. In
the ACSAC19 method, whole-image steganography, which embeds secret images
into cover images as blind watermarks, is leveraged to generate stego images (also
known as “trigger” images) that will be presented to the host DNN image classi-
fier to verify ownership. During the end-to-end training process of the ACSAC19
approach, the steganalyzer detects whether images presented to the host model
contain blind watermarks or not, interacting with the steganography module to
ensure invisibility of the watermarks. The host DNN is the target model to be
protected, and ACSAC19’s end-to-end method trains the host DNN in such a
way that it will generate correct classification outputs for regular images and pro-
duce ownership verification outputs for the stego images. In ACSAC19, the own-
ership verification outputs are random numbers associated with individual stego
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images. Note that both the host DNN image classifier and the steganalyzer inter-
act with the blind watermarking module throughout the end-to-end training pro-
cess, which strives to generate stego images that can evade the scrutiny of the
steganalyzer while being correctly recognized by the host DNN image classifier as
“trigger” images. Although satisfactory IP protection performance is achieved on
CIFAR-10, we note that the ACSAC19 approach has not been thoroughly exam-
ined in practical settings from the security perspective.

2.2 Whole-Image Steganography and Steganalysis

Whole-image steganography [28] refers to the process of hiding a secret image
into a cover image so that it is visually hard to tell whether an arbitrary image
is a stego image (i.e., image containing a blind watermark) or not. In contrast to
conventional message steganography algorithms based on the least-significant-
bit (LSB) approach [22], whole-image steganography naturally requires a larger
information hiding capacity, and deep-learning-based approaches typically out-
perform conventional methods. In [4,5], a set of convolutional neural networks
(CNNs) are combined into an end-to-end model to achieve large capacity infor-
mation hiding required by whole-image steganography. In [25], a CNN-based
encoder-decoder network is designed to embed secret images as blind watermarks
into cover images. Recently, HiNet [17] leverages invertible neural network (INN)
architecture, discrete wavelet transform (DWT), and inverse DWT (IDWT) to
construct a whole-image steganography model that outperforms peer models in
terms of secret image recovery. We note that deep-learning-based whole-image
steganography algorithms typically offer a pair of models, one for hiding the
secret images and the other for extracting them.

In contrast to blind-watermarking-based IP protection for DNN models, deep-
learning-based steganography algorithms (e.g., [4,17,25]) are all evaluated on real-
istic image datasets such as ImageNet. To facilitate practical applications of exist-
ing IP protection techniques in production systems based on DNN image classi-
fiers, it is necessary to re-examine their feasibility and performance on realistic
datasets with images of reasonable sizes. Furthermore, it has been well understood
that it is generally hard for image steganography to balance among invisibility,
security, information hiding capacity, and robustness [4,28]. Therefore, it is also
important to further evaluate existing blind-watermarking-based IP protection
techniques from the perspective of steganography algorithm performance.

The security of a steganography algorithm refers to how hard it is to detect
that a certain secret image is embedded, and the detector is known as a ste-
ganalysis algorithm (or a steganalyzer). Proposed in [34] and evaluated in [33],
XuNet consists of a group of CNNs and can effectively tell whether some secret
is hidden in a given image. In [36], the YeNet steganalyzer is proposed to directly
learn hierarchical representations of images using CNNs. In addition, to thor-
oughly examine “noise residuals” where secret information may be embedded,
SRNet [7] is proposed to construct deep residual network and detect previously
suppressed stego signals. In [32], a CNN-based steganalyzer for content-adaptive
image steganography in the spatial domain is proposed. We note that the various
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Fig. 4. End-to-end training of the original ACSAC19 method [19]. Note that all the
performance results are obtained on the validation set throughout training and that
the host model is ResNet-18.

steganalyzers developed by the security research community may be exploited
by adversaries to deter model owners from externally verifying their ownership.
Hence, it is important to investigate whether such tools can be exploited and to
what extent existing blind-watermarking-based IP protection approaches based
on image steganography can be jeopardized.

3 Enhancing a Blind-Watermarking-Based IP Protection
Technique (ACSAC19) for DNN Image Classifiers

3.1 Re-examining the Original End-to-End Blind-Watermarking
Method (ACSAC19) for DNN Image Classifier Protection

In this section, we re-examine the steganography performance of the ACSAC19
approach [19] on the mini-ImageNet dataset [21,30]. We use the authors’ imple-
mentation [39]. The host model to be protected is ResNet-18 [14], which is also
used in the evaluation of ACSAC19 in [19].

Experiment Settings. To evaluate ACSAC on a more practically sized image
dataset, we construct the mini-ImageNet dataset without downsizing the images
using an open-source tool [21]. The resultant min-ImageNet dataset includes
60, 000 256 × 256 images, evenly drawn from 100 classes (i.e., 600 images per
class in our 256 × 256 image dataset). We perform a 8 : 1 : 1 split on the
dataset, with 80% of that images dedicated to training, 10% for validation, and
the remaining 10% for testing. We note that the same dataset split will be applied
to other experiments throughout this paper.

We closely follow the ACSAC19 training process outlined in [19] and imple-
mented in [39]. Figure 4 depicts the training process and shows that all three mod-
ules of ACSAC19, namely the host model, the steganography algorithm, and the
steganalyzer, are trained until convergence. At the end of the training process, the
accuracy of the ownership verification task for the host model settles above 92%
on the testing set, while the performance of ResNet-18 (i.e., the image classifica-
tion task) does not obviously deteriorate. Although this result is consistent with
those reported in [19], we observe that ACSAC19 does not visually perform well on
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Fig. 5. Visual defects generated by the ACSAC19 approach [19] on the mini-ImageNet
dataset. Note that secret images (i.e., watermarks) are randomly selected from mini-
ImageNet.

mini-ImageNet: Fig. 5 includes a set of cover images and the corresponding stego
images generated by ACSAC19 trained on mini-ImageNet. Despite the deploy-
ment of a steganalyzer to enhance steganography invisibility, the steganography
module of ACSAC19 trained on mini-ImageNet does not perform well in terms of
(in)visibility. All stego images in Fig. 5 contain obvious visual defects. Take the
leftmost image pair in Fig. 5 as an example. The facial part of the male singer
in the cover image does not include obvious defects, whereas the corresponding
part in the stego image contains evident defects that may alert an image inspec-
tor (e.g., the copyright infringer). Such a visibility issue significantly undermines
ACSAC19’s main objective of blind-watermarking-based IP protection, i.e., exter-
nal ownership verification: Let us consider the ACSAC19 approach illustrated in
Fig. 3. If the stego images generated by the blind-watermarking algorithm, which
have been properly learned by the host DNN during end-to-end training, can eas-
ily be visually discerned from regular image samples, external ownership verifica-
tion relying on the outputs of the protected host DNN becomes infeasible. When
the model owner presents the stego images generated by ACSAC19, the copyright
infringers can easily pick them out through visual inspection, leading to the fail-
ure of external ownership verification. Therefore, for the ACSAC19 approach to be
useful in realistic image classification applications with images larger than those
in CIFAR-10, our results suggest that further enhancements to it are required to
at least mitigate this issue of watermark detectability.

3.2 Enhancing a Blind-Watermarking-Based IP Protection
Technique (ACSAC19) for DNN Image Classifiers

To address the detectability issue of the ACSAC19 method [19], we propose two
alternative approaches, i.e., an enhanced end-to-end with watermark extraction
(called the “E2E-Extraction” method) and a two-phase host fine-tuning approach
(termed the “Two-Phase” method).

End-to-End Blind-Watermarking IP Protection with Secret Image
Extraction. One of our enhancements still leverages the end-to-end training
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Fig. 6. End-to-end training of the proposed E2E-Extraction IP protection approach.
Note that all the performance results are obtained on the validation set throughout
training and that the host model is ResNet-18.

method presented in [19] and illustrated in Fig. 3 but replaces the pair of steganog-
raphy algorithm and steganalyzer with the a pair of steganography algorithm
and the corresponding secret image extraction algorithm. We call this enhanced
version of ACSAC19 the E2E-Extraction approach. Note that the end-to-end
training strategy as well as loss function in E2E-Extraction remain the same as
ACSAC19 [39].

The rationale behind the E2E-Extraction approach is that the steganalysis
in ACSAC19, which gives a binary output about whether some secret is hidden
in a given image, may converge much earlier than the steganography algorithm,
leading to (in)visibility/detectability issue. The steganography algorithm must
strive to achieve two goals: On the one hand, it must not hide the secret images
too well. Otherwise, the host model may not be able to associate the stego
images with ownership verification labels. On the other hand, it should hide
the secret images well enough so that the steganalyzer is not able to recognize
them with high probability. ACSAC19 was able to achieve such a balance on
CIFAR-10, but it fails to do so on more practically sized datasets, such as mini-
ImageNet. This is substantiated by Fig. 4b, which shows that the steganalyzer
(i.e., the discriminator) is able to converge after the first few epochs. During these
epochs, Fig. 4b shows that all three modules of ACSAC19, i.e., the steganography
algorithm, the host DNN image classifier, and the steganalyzer, actively interact
with each other. However, as the steganalyzer converges, the loss function design
of ACSAC19 does not demand it to further interact with the other two modules.
As shown in both Fig. 4a and b, the steganography algorithm and the host
model further interact toward convergence till around the 40th epoch, and the
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Fig. 7. Sample secret, cover, and stego images of the E2E-Extraction and Two-Phase
approaches. Note that the “Difference x5” image, which is often used to help quickly
detect blind watermarks, is generated by taking the difference between the cover and
the stego images and then multiplying the results by 5.

steganalyzer does not effectively participate in this process after the first few
epochs. As a result, the steganalyzer hardly provides further useful feedback to
the steganography algorithm, which leads to visibility issue (see Fig. 5).

Unlike the steganalyzer of ACSAC19 which is designed to function as a pair
with the steganography algorithm in ACSAC19, existing watermark (or secret
image) extraction algorithms, on the other hand, have been trained together
with the corresponding steganography algorithms as pairs in prior work (e.g.,
[4,5,17,25]. Since the ACSAC19 approach employs the steganalyzer with the
steganography algorithm to form an generative adversarial subnetwork [19], our
E2E-Extraction approach essentially pushes the adversarial training idea further
by letting a more specialized model capable of extracting the embedded secrets
interact with the steganography module.

To evaluate the performance of our proposed E2E-Extraction technique, we
choose the pair of steganography and watermark extraction algorithms proposed
in [25] and follow the end-to-end training procedures outlined in [38]. The set-
tings of our experiment are the same as those described in Sect. 3.1. Figure 6
summarizes the performance of the three components (i.e., the steganography
module, the host DNN image classifier, and the stego image extractor) in our
E2E-Extraction technique on the validation set throughout the training process.
As shown in Fig. 6c, stego images (i.e., “backdoor” images embedded into the
host model through end-to-end training) can effectively “trigger” ownership ver-
ification outputs at the host model, achieving satisfactory verification accuracy
(i.e., “trigger accuracy” in Fig. 6c). It can be observed that all three components
are able to converge and achieve satisfactory performance at the end of the
training process and that the ownership verification accuracy stays above 95%
most of the time. Compared to the ACSAC19 approach, both the steganography
algorithm (see Fig. 6a) and the host model (see Fig. 6b and c) interact with the
other modules more actively (and thus more fluctuations), leading to improved
visual quality of the stego images.

Figure 7a shows two group of images used and generated by the steganography
algorithm we use in E2E-Extraction training. It can be observed that the stego
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Fig. 8. Performance of the proposed Two-Phase IP protection approach. Note that all
the performance results are obtained on the validation set throughout the respective
training phases.

images indeed have better visual quality. In contrast to the ACSAC19 approach
[19,39] trained on mini-ImageNet, our proposed enhancement effectively miti-
gates the issue of watermark detectability and are hence better-suited for protect-
ing copyrights of DNN image classifiers. However, it should be noted that visual
defects still exist and that a careful inspector (or a copyright infringer exploiting
the widely used “different×5” approach) might still be able to identify images sent
by the model owner for the purpose of external ownership verification.

Two-Phase Approach with Host Image Classifier Fine-Tuning. The
other enhanced IP protection technique we propose is constructed as follows:
First, the host DNN image classifier is trained separately to ensure that it offers
satisfactory performance on its main task (i.e., image classification). Meanwhile,
we choose a pair of steganography algorithm and secret image extraction algo-
rithm, which can be regarded as our proposed alternatives to the steganography
and steganalysis algorithms in ACSAC19 (see Fig. 3). Next, a set of images are
randomly selected from the mini-ImageNet dataset to form the cover image set
and secret image set. The steganography algorithm and the corresponding water-
mark extraction algorithm are then trained together using the cover and secret
image sets. Using the trained steganography algorithm, we generate a third image
set, which is the stego image set. Finally, we mix the stego image set with the
training set of the host model and fine-tune the host model in such a way that,
in addition to generating correct classification outputs for regular images, stego
images will be recognized and proper ownership verification outputs will be gen-
erated. This approach is call Two-Phase approach because it virtually involves
two phases, namely the preparation phase and the host fine-tuning phase. In
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the preparation phase, the host model as well as the pair of steganography and
watermark extraction algorithms are trained separately. In the host fine-tuning
phase, we further train the host model with the stego images (i.e., host model
“backdoor” images) to enable external ownership verification while maintaining
its performance on the main task.

To evaluate the performance of our proposed Two-Phase approach, we use the
same experiment settings as described in Sect. 3.1. The steganography and water-
mark extraction algorithm pair remains to be the one proposed in [25] and the
host classifier is still ResNet-18. Figure 8 summarizes the performance results of
the major components of our Two-Phase method: As shown in Fig. 8a, the trained
steganography and stego image extraction algorithms perform satisfactorily well.
Since the watermark extractor achieves stego image extraction performance (i.e.,
“watermark PSNR” in Fig. 8a) of more than 26 dB (the extracted watermark
images have acceptably good visual quality as reported in [25] at this PSNR level),
it can be leveraged to further prove ownership of the host model: After external
ownership verification is successfully conducted (i.e., the queried host model gen-
erates the expected ownership verification outputs), the model owner can further
extract the blind watermarks to prove ownership, possibly in front of a jury or
notary. We also note that the host model performance on the main task (i.e., image
classification) reported throughout this paper (e.g., see Figs. 6b and 8b) is reason-
able according to [1,2]. Note that the Two-Phase approach trains the steganogra-
phy algorithm and the watermark extraction algorithm as a pair in the prepa-
ration phase, whereas the host model is independently trained during this phase.
As shown in Fig. 8a, the peak signal-to-noise ratios (PSNR) for both the steganog-
raphy algorithm and the watermark extractor are sufficiently high after about 70
epochs. However, since the host model does not interact with the pair of steganog-
raphy algorithm and watermark extractor during the preparation phase, it host
model fine-tuning task requires more epochs because the steganography algorithm
and the watermark extractor are able to collaboratively train each other to an
extent that can be challenging for the host model. In fact, the Two-Phase app-
roach requires careful selection of hyperparameters such as learning rate, which
leads to a longer model development cycle.

Figure 7b shows the images used and generated by the steganography algo-
rithm we use in the Two-Phase training process. It can be observed that, though

Fig. 9. The overall scheme for a preliminary security analysis of our enhanced blind-
watermarking-based IP protection techniques of DNN image classifiers.
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the colors of the stego images are slightly distorted, both stego image samples have
better visual quality. In contrast to the ACSAC19 approach [19,39], our two-phase
approach can also alleviate the issue of watermark detectability, making it more
suitable for the protection of DNN classifier copyrights. It should be noted that, in
practical applications of IP protection of DNN image classifiers, the original cover
images may not be presented to the host model at all, so the copyright infringers
will not be able to tell whether the stego images contain obvious color distortion.
In fact, if the copyright infringers do not have access to the cover images, it will
also be hard for them to conduct the “difference×5” operation.

4 A Preliminary Security Analysis of Our Enhanced
Blind-Watermarking-Based IP Protection Techniques
for DNN Image Classifiers

To facilitate applications of blind-watermarking-based IP protection in practi-
cal image classification systems, further analysis of its security performance on
realistic image datasets (e.g., mini-ImageNet) is of urgent necessity. We consider
the application scenarios illustrated in Fig. 9: The model owner leverages some
blind-watermarking-based IP protection technique (e.g., E2E-Extraction or Two-
Phase approach introduced in Sect. 3) to protect his/her newly developed DNN
image classifier. The classifier is then delivered to a service provider, who agrees
to utilize it within the constraints specified by a certain license or contract.
However, it is possible that a certain insider may purposely leak the model,
and the service provider himself/herself may also violate the license/contract
terms and abuse the model (e.g., providing services to a competitor of the model
owner). When the model owner becomes aware of a potential violation of the
license/contract terms, he/she can pretend to be a customer requesting (illegal)
model service from the service provider. Leveraging the stego images generated
during the training process that opens “backdoors” to the host model through
blind watermarking, the model owner can externally verify model ownership,
allowing him/her to take further actions and protect his/her copyright.

Attacks on Blind-Watermarking-Based IP Protection. However, to
ensure the effectiveness and reliability of the blind-watermarking-based IP pro-
tection paradigm, we note that its security properties under various attacks,
should be carefully examined. As depicted in Fig. 9, our preliminary analysis
proposes that the following three types of attacks should be considered when
the security of blind-watermarking-based IP protection of DNN image classifiers
is examined:

– Evasion attacks. This attack may be launched by the service provider who
abuses the protected host model. Suppose that visual inspection and/or a ste-
ganalyzer may be employed by the service provider to examine every image
samples passed to his/her copy of the host model. If a stego image is identified,
the service provider can simply reject the corresponding request and do not
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pass the detected stego image to the host model. In this way, external owner-
ship verification must be repeated for multiple times and may eventually fail
if the attacker’s steganalyzer is strong enough.

– Spoofing attacks. This attack is similar to the ambiguity attack described
in Sect. 2.1 and is realized by an external attacker sending counterfeit stego
images to the user’s copy of the host model for ownership verification. The
counterfeit stego images are produced by the attacker. Evidently, the more
is learned about the steganography algorithm employed by the model devel-
oper, the better the counterfeit stego images can be. This attack may be
launched to serve one of the following purposes: On the one hand, if the
attack succeeds in falsely claiming ownership of the user’s copy of the host
model, he/she may gain illegal financial benefits. On the other hand, even
if the attack is detected, possibly via other measures such as verifying the
identity of the attacker, the reliability of the external ownership verification
enabled by blind-watermarking-based IP protection is undermined.

– Robustness attacks. Steganography algorithms are susceptible to robustness
attacks [28]. For instance, the watermark extractor may fail if the stego images
are severely distorted during transmission. Consequently, IP protection based
on blind image watermarking should also be evaluated against robustness
attacks: The service provider who abuses the host model may choose to add
noise or distort all the images sent to his/her copy of the host model, in hope
that such image manipulations will cause the steganography system to fail
while exploiting the typically better robustness of the main task of the host
model.

Assumptions on Attacker’s Capabilities. In addition to the types of possi-
ble attacks that may be launched in practical settings, our preliminary security
analysis also takes the attacker’s capabilities into account:

– Naive external attackers. A naive attacker external to the model owner’s
realm (see Fig. 9) does not have access to much detail about how the blind-
watermarking-based IP protection mechanism is constructed and trained. We
assume that such an attacker may be able to learn about the fact that a certain
blind watermarking technique is adopted to protect the intellectual property
of the host DNN image classifier he/she obtains. However, such an attacker
does not know the exact steganography algorithm employed by the model
owner.

– Sophisticated external attackers. A sophisticated attacker external to the
model owner’s realm (see Fig. 9) may conduct reconnaissance and eventu-
ally learn about certain information on the design and training strategy of
the blind-watermarking-based IP protection method. For instance, it is likely
that such an attacker is able to find out the name of the steganography algo-
rithm utilized by the model owner in IP-protecting training of the host model.
It is also likely that such an attacker is able to get hold of a subset of the
secret images used by the model owner (e.g., by analyzing external ownership
verification requests previously issues by the model owner). However, it is
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generally hard for such an external attacker to gain access to the weights of
the trained steganography algorithm.

– Malicious insiders. An insider, or a sophisticated attacker assisted by an
malicious insider within the model owner’s realm (see Fig. 9), may be able to
obtain the trained version of the steganography algorithm and the watermark
extractor. For steganography algorithms, it is also possible to obtain their
weights by obtaining the dataset used in the training process [28].

In the remainder of this paper, we will conduct our preliminary security anal-
ysis and examine the security performance of E2E-Extraction and Two-Phase
approaches, which will both help AI practitioners better assess the applicability
of blind-watermarking-based IP protection and reveal how existing IP protection
techniques may be further improved.

5 Launching Evasion Attacks on Blind-Watermarking-
Based Image Classifier Protection Techniques

Assuming that a copyright infringer will at least visually inspect the images sub-
mitted to his/her copy of the host model, We evaluate the security performance
of our proposed E2E-Extraction and Two-Phase techniques, which have been
shown to exhibit satisfactory invisibility performance. We choose two steganog-
raphy algorithms and their corresponding stego image extraction algorithms pro-
posed in [4,25] to implement our E2E-Extraction and Two-Phase IP protection
mechanisms. In the remainder of this paper, the steganography algorithm in [25]
is called the “Encoder-Decoder” (En2D) model in our experiments, while the
steganography algorithm in [4] is called “GglNet”.

Observing the fact that our Two-Phase approach generates stego images
with better invisibility, we first study its security performance under evasion
attacks. Our experiments are conducted as follows: First, we set the learning
rate for the En2D model to 10−3 and the batch size to 30. Four random seeds,

Table 1. Security performance of the proposed Two-Phase approach under evasion
attacks launched by naive and sophisticated external attackers. The higher the detec-
tion/evasion rate, the easier it is for an attacker to evade external ownership verifica-
tion.

Attacker
Type

Steganalyzer
Attacker 

Steganography
Algorithm

Model Owner
Steganography

Algorithm

Detection/Evasion Rate
Without Dataset 

Overlaps
With Dataset Overlaps

Designed Actual Designed Actual

Naïve 
External 
Attackers

SRNet
GglNet En2D-2022 86.30% 58.83% 85.55% 56.12%

En2D-2022 GglNet 81.00% 47.08% 82.45% 49.29%

YeNet
GglNet En2D-2022 77.65% 34.42% 76.5% 40.38%

En2D-2022 GglNet 91.15% 28.12% 87.60% 44.33%

Sophisticated 
External 
Attackers

SRNet
En2D-1211 En2D-2022 83.00% 49.54% 84.70% 48.83%
En2D-204 En2D-2022 99.70% 47.88% 86.45% 49.67%
En2D-109 En2D-2022 67.85% 50.83% 67.05% 52.88%

YeNet
En2D-1211 En2D-2022 91.75% 46.29% 92.05% 53.46%
En2D-204 En2D-2022 91.30% 44.96% 90.50% 51.25%
En2D-109 En2D-2022 72.90% 67.92% 75.85% 76.67%
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i.e., 2022, 1211, 204 and 109, are chosen to train four different versions of the
En2D steganography algorithm until convergence, and we name them En2D-
2022, En2D-1211, En2D-204, and En2D-109, respectively. As for GglNet, we set
its learning rate to 10−4 and the batch size to 20. A random seed of 2022 is cho-
sen. For both steganography algorithms, we use the widely-used mean-squared-
error (MSE) loss function and the Adam optimizer. The stego image extractors
are trained in pairs with the corresponding steganography algorithms. The host
model (i.e., ResNet-18) is also optimized for its main task at this phase. Next,
we complete the host model fine-tuning step for ownership verification using
the stego images generated by different steganography algorithms. To launch
evasion attacks, we choose two deep-learning-based steganalyzers, i.e., SRNet
[7] and YeNet [36]. To simulate different assumptions on attacker’s capabilities,
we separately train new steganography models and leverage them to generate
datasets for the steganalyzers, which are trained in three different manners:

– Independently training a steganography algorithm with or without coincidental
dataset overlaps. In this case, we assume that evasion attacks are launched
by a naive external attacker, who does not know the exact steganography
algorithm used in the IP-protecting training process. In our experiments, such
attacks are simulated by evasion attacks implemented with steganography
algorithms different from the one used by the model owner. We note, however,
since our images are drawn from the publicly available mini-ImageNet dataset,
we also consider the scenarios where a small portion (<5%) of the images
randomly selected by the attacker coincides with the secret and cover images
selected by the model owner.

– Training the same steganography algorithm without sharing any model weights
and/or parameters. In this case, we assume that evasion attacks are launched
by sophisticated external attackers. In our experiments, such attacks are sim-
ulated by evasion attacks implemented using the same steganography algo-
rithm as the model owner, but with a different random seed (and hence dif-
ferent model weights at convergence).

– Training the same steganography algorithms with the same data sets. In this
case, evasion attacks are launched by a malicious insider. In our experiments,
we train the steganalyzers using exactly the same datasets (i.e., cover, secret,
and stego image sets) as the model owner.

Table 2. Security performance (detection/evasion rates) of the proposed E2E-
Extraction and Two-Phase methods under evasion attacks launched by malicious insid-
ers. The higher the detection/evasion rate, the easier it is for an attacker to evade
external ownership verification.

Steganalyzer
Attacker

Steganography 
Algorithm

Model Owner
Steganography 

Algorithm
E2E-Extraction Two-Phase Approach

SRNet En2D-2022 En2D-2022 100% 97.44% 
YeNet En2D-2022 En2D-2022 100% 89.31% 
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Table 1 summarizes the security performance of our Two-Phase technique
under evasion attacks launched by external attackers. Note that the “designed”
column reports the steganalyzers’ performance of detecting stego images on the
testing sets prepared by the attackers. However, since external attackers are not
able to learn about internal details of the steganography algorithms used by the
model owner, the actual detection is significantly lower. Table 1 suggests that
an external attacker can launch evasion attacks to raise the barrier to external
ownership verification: Even for the naive attacker launching evasion attacks with
En2D-2022 and YeNet, the model owner must, with a non-negligible probability,
prepare more watermarked images to successfully claim copyrights. However,
the number of stego images for external ownership verification is fixed once the
Two-Phase approach completes training. Even though it is still possible to utilize
the steganography algorithm in the Two-Phase approach to generate new stego
images, we note that these newly generated images have not been presented
to the host image classifier for fine-tuning and the chance of failure to verify
ownership is higher with these stego images.

Since coincidental overlaps are rare in practical applications (where the model
owner may not disclose his/her private secret and cover image sets at all), we
can also observe that coincidental overlaps of secret and cover image sets do not
help much in boosting the detection rate in an evasion attack. This also suggests
that knowledge about the internals of the steganography algorithm employed by
the model owner can only be derived from the stego image set (an observation
in consistence with the results and discussion in [28,33,34,36]), which should
be kept secret by the model owner. It should also be noted that the actual
detection rate achieved by the sophisticated external attackers is above 44%.
If such an attacker colludes with other compromised service providers using the
same host model to collect stego images sent by the model owner, evasion attacks
will help these adversaries exhaust the stego image set more quickly. Security
performance of the E2E-Extraction approach under evasion attacks launched
by external attackers exhibits characteristics similar to those of the Two-Phase
method. We will report detailed results in a separate technical report due to
space constraints.

We then examine the security performance of both enhanced methods
under evasion attacks launched by a malicious insider. Table 2 summarizes our

Table 3. Security performance (success rates of external ownership verification) of the
proposed E2E-Extraction and Two-Phase methods under spoofing attacks (Orange:
attacks launched by an insider; Blue: attacks launched by naive external attackers;
White: attacks launched by sophisticated external attackers.).

IP Protection 
Framework

Owner’s
Attacker’s       

En2D-109 En2D-204 En2D-1211 En2D-2022 GglNet

Two-Phase

En2D-109 99.6667% 1.3333% 99.6667% 99.7500% 2.5417%

En2D-204 3.0833% 99.2083% 3.2917% 3.7083% 47.7500%

En2D-1211 98.6250% 4.6667% 99.2917% 99.4167% 0.5833%

En2D-2022 98.1667% 5.6667% 98.7500% 99.3333% 0.5000%

GglNet 2.3333% 59.6250% 2.2917% 2.2917% 88.5417%

E2E-Extraction
En2D-2022 (JPG) 0.4167% 7.4167% 0.4167% 0.4583% 2.3750%

En2D-2022 (MAT) 0.6667% 14.9583% 0.8333% 0.5417% 7.2083%
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evaluation results and shows that it is possible for a malicious insider to evade
most ownership verification attempts of the model owner. Therefore, in addi-
tion to securing the one-to-one correspondence between secret image and model
owner [13,35], it is also necessary to ensure that success rate of evasion attacks
should be kept reasonably low. Special care must be taken to protect steganogra-
phy algorithms (especially the model weights) trained with the E2E-Extraction
or Two-Phase approach from insider attackers, which can help prevent significant
loss to the model owner and keep the IP protection mechanism reliable.

6 Launching Spoofing Attacks on Blind-Watermarking-
Based Image Classifier Protection Techniques

As revealed in Sect. 5 and in [13], the host DNN image classifier in our E2E-
Extraction and Two-Phase approaches are trained to recognize stego images pre-
pared and presented by the model owner. In the experiments in Sect. 5, we have
also trained the host model on the ownership verification task while maintaining
their performance on the main task. To evaluate the security performance of our
proposed enhancements to ACSAC19 under spoofing attacks, we train multiple
steganography algorithms independently from the blind-watermarking-based IP
protection training process.

Table 3 presents the rates at which counterfeit stego images generated by
an attacker are confused by the host DNN model with genuine stego images
generated by the model owner. The values with a blue background are obtained
under attacks initiated by a naive external attacker. Although the spoofing attack
may opportunistically succeed, it is in general hard for a naive attacker to train
a steganography algorithm with output stego images that are easily confused
with those prepared by the model owner.

The values marked with an orange background are obtained under the
assumption that the attacks are launched by a malicious insider. We note that,
although such attacks can easily succeed, the resources required to collect a suf-
ficiently large portion (e.g., >90%) of the model owner’s stego image set can
be prohibitively expensive. The values in Table 3 with a white background are
obtained assuming that spoofing attacks are launched by a sophisticated exter-
nal attacker. Obviously, it is possible that a malicious insider or a sophisticated
external attacker can compromise the Two-Phase approach (e.g., the external
attacker can train multiple steganography algorithms and see whether one of
them can give a relatively high success rate of ownership verification). Hence,
even a sophisticated external attacker, who is outside the model owner’s realm,
may be able to falsely claim model ownership and/or undermine the credibility
of blind-watermarking-based IP protection.

Moreover, we note that an attacker can invest further on a particular steganog-
raphy algorithm to opportunistically boost the success rate of spoofing attacks.
Take the En2D models as an example. If the sophisticated attacker is able to con-
firm that some version of the En2D model is used by the model owner during
IP-protecting training, then he/she can train a series of En2D models and try to
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Fig. 10. Spoofing attacks launched by an external attacker who is able to obtain a
subset of the model owner’s secret images. Note that En2D-1211 is employed by the
model owner, and the attacker attempts to launch spoofing attacks with En2D-109 and
En2D204.

find out the combination of model versions offering high success rate for spoofing
attacks. Such knowledge can be reused to attack multiple host models protected
by the Two-Phase or E2E-Extraction approach. As shown in Table 3, the attacker
do not need to find the exact version of the En2D model (or obtain the stego
image set used by the model owner). If En2D-109 is employed by the model owner,
the attacker implementing En2D-1211 or En2D-2022 will be able to successfully
launch spoofing attacks. Therefore, in practical applications of our enhanced ver-
sions of ACSAC19, it is necessary for the model owner to conduct similar exper-
iments in advance and verify that the steganography algorithm he/she chooses
offers a sufficiently high degree of security under possible spoofing attacks.

Finally, Fig. 10 depicts how an external attacker with access to a subset of
the model owner’s secret images may be able to work out a plan to falsely claim
model ownership. As shown in this figure, the attacker may not get a high success
rate if he/she starts with En2D-204. However, if the attacker is patient enough to
try multiple random seeds, it is possible that he eventually finds En2D-109, which
is good enough for the purpose of spoofing attacks. Due to space constraints,
further visual results will be reported in a separate technical report.

7 Launching Robustness Attacks on Blind-
Watermarking-Based Image Classifier Protection
Techniques

In practical applications of DNN image classifiers, additive noise may be intro-
duced during transmission. Evidently, additive noise will impact not only the
ownership verification task but the main task of the host model as well. In this
paper, we launch robustness attacks on our proposed E2E-Extraction and Two-
Phase techniques while ensuring the that performance of the main task does
not obviously deteriorate. We choose to examine such a configuration because
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Table 4. Performance (success rates) of the ownership verification task of the proposed
E2E-Extraction and Two-Phase approaches under robustness attacks.

IP Protection 
Framework

Steganography-Host
Pair Gaussian Noise Salt & Pepper 

Noise Noiseless

Two-Phase 
Approach 

En2D-109-ResNet18 84.8750% 96.7083% 99.6667% 

En2D-204-ResNet18 87.9167% 98.6250% 99.2083% 

En2D-1211-ResNet18 85.4583% 98.5417% 99.2917% 

En2D-2022-ResNet18 93.2500% 98.9167% 99.3333% 

GglNet-ResNet18 70.9167% 85.2917% 88.5417% 
E2E-Extraction En2D-2022-ResNet18 80.0417% 83.2917% 87.6667% 

in practical settings, the attacker (i.e., the copyright infringer abusing the pro-
tected host DNN image classifier) would like to launch robustness attacks both
to invalidate external ownership verification tests issued by the model owner and
to utilize the host DNN classifier for profit.

In our experiments examining the impacts of robustness attacks, we assume
that robustness attacks are launched by a naive external attacker. Although
malicious insiders or sophisticated external attackers may also exploit robust-
ness attacks, our assumption is reasonable because robustness attacks present a
relatively low technical barrier: The attacker does not need to be an expert on
whole-image steganography, so it is more practical for a naive external attackers
to first consider such attacks.

Table 5 shows that both Gaussian noise (with a mean of 30, a standard devia-
tion of 15 for 8-bit pixels) and salt & pepper noise (with 1, 200 points per image)
will slightly deteriorate the performance of the main task. Meanwhile, as shown
in Table 4, Gaussian noise is able to further deteriorate host model performance
on the ownership verification tasks.

Based on these observations, we argue that for more sophisticated host mod-
els (e.g., ResNet-101), more noise can be added to all the input images to the
host model by the external attackers (because the host model will have more
representative power than the steganography module, and thus more likely to
remain robust). To enforce blind-watermarking-based IP protection, the impacts
of robustness attackers must be properly addressed in further enhancements.

Table 5. Performance (classification accuracy) of the main task of the proposed E2E-
Extraction and Two-Phase approaches under robustness attacks.

IP Protection  
Framework Steganography-Host Pair Gaussian Noise Salt & Pepper Noise Noiseless

Two-Phase 
Approach

En2D-109-ResNet18 64.8667% 61.9833% 68.9167% 

En2D-204-ResNet18 64.2333% 61.4167% 68.0333% 

En2D-1211-ResNet18 64.9000% 61.7667% 68.8833% 

En2D-2022-ResNet18 63.3167% 60.8000% 67.2167% 

GglNet-ResNet18 63.1000% 59.4667% 66.7000% 

E2D-Extraction En2D-2022-ResNet18 45.7833% 45.1167% 50.5667% 
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In addition, a combination of robustness attack and evasion attack (see Fig. 9)
may exhaust the stego images prepared for ownership verification, significantly
undermining the practicality and applicability of the blind-watermarking-based
IP protection paradigm. To address this issue, it may be necessary to investigate
a blind-watermarking-based IP protection technique that works equally well on
new stego images generated by the model owner after the host model is trained,
watermarked and shipped.

8 Conclusion and Future Work

In this paper, we re-examine the performance of blind-watermarking-based
IP protection for DNN image classifiers on the more practical mini-ImageNet
dataset and propose two enhanced IP protection techniques, which are evaluated
from the security perspective. We find that existing blind-watermarking-based
IP protection is still susceptible to various attacks, and the benefits of external
ownership verification may be undermined or exploited. As our future work, we
will further examine possible defenses against the attacks reported in this paper
and further evaluate our proposed techniques in production systems.
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