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Abstract. The security and privacy protection of smart grid data exchanged
over the open and public wireless communication channels is critical yet chal-
lenging in this environment. Conventionally, public key cryptography, group
signatures, blind signatures, identity based schemes and elliptic curve cryp-
tography could provide the much needed security and privacy. However, all
these techniques either lack some smart grid security requirements or have
intensive communication, storage and computation overheads. This obviously
renders them inefficient for resource-constrained smart grid network devices. In
this paper, an anonymous key agreement and authentication protocol to address
some of these challenges is proposed. The simulation results showed that the
proposed protocol is the most efficient in terms of bandwidth and computation
requirements. It also required relatively less memory space during its entire
execution than some of the related protocols. Further, it is demonstrated that it
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offers both backward and forward key secrecy, anonymity, and is robust against
impersonation, session hijacking, privileged insider, side-channels, packet
replays, packet injection and privacy leaks attacks.

Keywords: Ephemerals � Mutual authentication � Nonce � Privacy leaks �
Security � Session keys � Smart grids

1 Introduction

The inability of the conventional power grid to accurately control power transmission
from power generators to users owing to operation center’s lack of real time electricity
consumption report [1] has led to the deployment of smart grids. The smart grids ride
on internet of things (IoT) and offer intelligent generation, transmission and distribution
of electricity. In so doing, smart grids enhance flexibility, efficiency, reliability and
quality of energy delivered by power networks [2]. As a typical Indus-trial Internet of
Things (IIoT) category, these grid systems offer dynamic electric power consumption
adjustments based on users’ needs. However, since the communication between utility
service providers (USPs) and smart meters (SMs) is over the open public wireless
networks, the transmitted data is vulnerable to numerous security and privacy attacks
[3]. The connection of power grids to cyber networks offers advanced control and
monitoring at the expense of cyber attacks [4]. Authors in [5] identify Home area
networks (HANs) as the most susceptible smart grid components owing to lack of
direct control by utilities. Consequently, device authentication needs to be deployed to
enhance the security of these networks.

Authors in [6] point out that poor protection of the smart grid network may lead to
intrusions that can bring down the entire network. Although security plays a crucial
role here, the conventional security goals of integrity, confidentiality and authentication
are not enough in this environment. For instance, privacy of the electricity consumption
report needs to be assured [7]. Although security is meant to ensure that entities
authenticate themselves before any data exchange [8], data leakages in smart grids has
surged [9]. Since these real-time power consumption reports are associated with users’
privacy such as economic status and lifestyle, robust protection is required. Authors in
[10] have identified mutual authentication before the transmission of any sensitive data
as being key for trusting identities within the smart grid. Through this authentication,
the SMs and USPs verify each others’ identity after which they negotiate a secret
session key for data protection over insecure channels [10].

Unfortunately, authentication protocols based on the conventional public-key
infrastructure (PKI) are computationally intensive and hence not ideal for resource con-
strained smart grid systems and other IoT devices within this network [11]. Schemes
based on certificate authority (CA) that issue certificates to devices exhibit high
communication costs. Although the current identity based approaches eliminate cer-
tificate management problems, the real identities of the communicating entities must be
revealed during verification. Ring signatures and blind signatures can address the
identity leakage problem [12] but these signatures render the tracing of smart grid
malicious entities very cumbersome. In addition, they incur high computation and
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communication overheads [13]. Although group signature based authentication ad-
dress this traceability problem, it has high computation and communication over-heads.

It is evident that despite the development of many authentication schemes for the
smart grid environment, robust security and privacy protection still present some
challenges [14]. As authors in [15] point out, although the current cryptographic
protocols were designed to enable secure communication over the smart grid network,
most of them do not offer flexible key management and anonymity. As such, the
identified security, performance and privacy issues need to be addressed. The contri-
butions of this paper are as follows:

I. We develop a protocol based on pseudo-identities for both smart meter and
utility service provider so as to offer strong anonymity

II. The session keys are dynamically derived from random nonces for every
authentication process to preserve backward and forward key secrecy

III. The stored user specific parameters are XOR-masked followed by one way
hashing operations to thwart side-channel attacks.

IV. Using both Dolev–Yao and Canetti-Krawczyk models, we show that the pro-
posed protocol offers protection from typical smart grid attacks such as message
injection and replays.

The rest of this paper is organized as follows: Sect. 2 presents a discussion on
related work while Sect. 3 elaborates on the deployed system model. On the other
hand, Sect. 4 presents simulations results together with evaluations of the developed
protocol. Finally, Sect. 5 concludes this paper and gives future direction in this
research domain.

2 Related Work

Smart grid security and privacy has attracted much interest in both industry and aca-
demia, leading to the development of many schemes. For instance, authors in [16]
develop a scheme for session negotiation but its bilinear pairing operations led to high
computational costs. Elliptic curve cryptography (ECC) based identity-based key
establishment protocol has been presented in [17] for smart grids but which resulted to
high computation overheads at the SM side. In addition, the schemes in [16] and [17]
fail to offer privacy protection during the key agreement and authentication process.
Authors in [18] proposed a scheme which transmitted the SM real identity over the
insecure channels and hence compromised SM anonymity. Therefore, the authors in
[19] introduced an anonymous key agreement protocol, but which never offered mutual
authentication since the SM does not validate the utility control. An efficient identity-
based anonymous authentication scheme has been presented in [20], which fails to
consider key management of communicating entities. On the other hand, a key man-
agement and authentication protocol in [21] does not provide device anonymity and
revocation.

A protocol for conditional anonymity and dynamic participation using group and
blind signatures was presented in [22] while authors in [23] have introduced a privacy
preserving technique using group signatures. In addition, attribute certificates and ring

Anonymous Key Agreement and Mutual Authentication Protocol for Smart Grids 327



signature based privacy protection approach has been presented in [24]. However, the
schemes in [22–24] are computationally intensive due to the usage of group and rings
signatures. On the other hand, a key distribution scheme has been presented in [25], but
which is vulnerable to secret leakage attacks and does not offer session key security.
ECC based key establishment protocol has been developed in [26] while authors in [27]
have proposed a novel device authentication protocol. However, both schemes in [26]
and [27]employ PKI which is computationally intensive for smart grid devices.

The protocol developed in [28] for smart grid key management is susceptible to
man-in-the-middle (MitM) attacks while the scheme presented in [29] for secure key
distribution is susceptible to impersonation attacks. Authors in [30] have presented a
bilinear pairings based mutual authentication protocol in the smart grid environment
but which is vulnerable to tracking and impersonation attacks. An authentication
scheme based on bilinear maps was developed in [31] to address these issues, but it has
high computational overheads. On their part, authors in [32] presented an ECC based
scheme for SM anonymity, but which is still susceptible to ephemeral secret key
leakages. A three-factor user authentication protocol has been presented in [33], which
fails to offer flexible revocation of malicious SMs.

The anonymous authentication and key agreement approach in [34] employs time-
stamps, which renders it vulnerable to de-synchronization attacks and the neighbor-
hood area network gateway (NANG) need to store numerous symmetric keys for
various HANs gateways. Authors in [35] present ECC based privacy protection pro-
tocol, which experienced low computation costs while authors in [36] have developed
ECC-based authentication protocol, which does not offer secure mutual authentication
and is still vulnerable to impersonation and session key disclosure attacks. Moreover,
the protocols in [25] and [30] fail to achieve smart grid security requirements while the
techniques in [31–33] and [35] are computationally intensive due to elliptic curve point
multiplication operations. Consequently, privacy protection under low computation
operations during authentication process still remains challenging.

3 System Model

The current smart grid authentication and key agreement protocols have been observed
to be susceptible to numerous security, performance and privacy challenges. Lack of
anonymity and untraceability are some of the SM security requirements not considered
in most of these protocols. In terms of performance, PKI based techniques have been
observed to be computationally intensive. Although ECC based techniques offer
anonymous authentication and key agreement at lower computation costs than PKI
based approaches, most of these schemes incorporate bilinear pairing operations which
are time-consuming. Consequently, the attainment of robust security and privacy in a
smart grid environment at lower communication and computation costs still presents
some challenges. As such, we propose a lightweight key agreement and authentication
protocol based on only pseudo-identities, ephemerals, XOR and hashing operations.
For these operations, the following definitions hold:
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Definition 1: For a secure hash function h(.): (a) given input message ʑ of arbitrary
length, the message digest of fixed length output h(ʑ) can be generated (b) given ʧ, it is
cumbersome to compute ʑ = h−1(ʧ) (c) given ʑ, it is computationally infeasible to find
ʑ’ 6¼ ʑ such that h(ʑ’) = h(ʑ).

Definition 2: In the Dolev–Yao model, adversary Ʊ: (a) can be valid but malicious
user (b) is able to control the open communication medium hence can modify, inter-
cept, insert or erase transmitted messages (c) can obtain secrets stored in the smart
device (SD) upon successful access of the SD through side-channel attacks (d) is a
probabilistic polynomial time adversary and hence can guess low entropy passwords
and other identity data within polynomial time (e) can physically capture and extract
sensitive data stored in any smart meter within a smart grid since they are not tamper
proof (f) cannot compromise the registration authority since it is fully trusted.

Definition 3: In the Canetti and Krawczyk’s (CK) adversary model, adversary Ʊ has
all Dolev–Yao model capabilities, and in addition is able to compromise ephemeral
information such as session-specific states and keys.

Definition 4: Based on the one-time pad theorem, any value XORed with a random
value yields a random output.

As illustrated in Fig. 1, the smart grid network model consists of three entities
communicating over the insecure internet. The smart meter (SM) and the utility ser-
vice provider (USP) communicate with each other via the Trusted Authority (TA),
where the two first register before they are issued with security tokens to enable them
mutually authenticate each other and establish a session key.

Since the exchanged power consumption reports are over the public internet, the
security features pursued in this paper include anonymity, untraceability, mutual
authentication, session key security, backward and forward secrecy and robustness
against impersonation, side-channel, packet replay, session hijack, privileged insider,
and packet injection attacks. Table 1 gives the notations used in this paper and their
brief descriptions.

Fig. 1. Smart grid-utility service provider model
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The proposed protocol comprised of three major phases which included parameter
setting, registration and mutual authentication.

Parameter Setting and Registration: During these phases, the TA registers both the
SM and USP upon which unique pseudo-identities ƙ and ȡ are assigned to each of them
(step 1). Afterwards, the TA buffers these parameters in the respective devices. As
shown in Fig. 2, for the SM to receive power management services from the USP, the
TA generates nonces ƞ and Ǭ for it (step 2) before computing security parameters Ɍ, w,
and Ħ (step 3) for subsequent authentication. Then, the TA stores {ƞ, Ɍ} in its

repository before transmitting { , Ħ, Ǭ} to the SM (step 4). Upon receipt of these
parameters, SM computes security parameter ƛ (step 5) and buffers the security set { ,
Ħ, ƛ} for subsequent authentication. Similarly, the USP’s attempt to offer power
management services to the SM triggers the TA to retrieve security set {Ɍ, ƞ} from its
memory to calculate security tokens ƺ and w (step 6) before sending the set {ƺ, Ɍ} to
the USP (step 7). Afterwards, the USP calculates security tokens 1 (step 8) before
buffering security tokens {ƺ, Ɍ}. This marks the end parameter setting and device
registration and the onset of mutual authentication as shown in Fig. 3.

Table 1. Notations

Notation Description

ȡ USP center pseudo-identity
ƙ SM pseudo-identity
ƞi, Ǭi, , Ƈ Nonces
U TA’s master key
ß, ƀ, Ƃ SM authentication request messages
ƥ, ƪ, ɠ USP authentication messages
Ȥ Session key
⊕ XOR operator
|| Concatenation operator

Fig. 2. Parameter setting and device registration
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SM-USP Mutual Authentication: The authentication session is initiated by having the
SM compute security tokens Ǭ, Ɍ, w and Ħ* (step 1). Then security token Ħ* is
validated against Ħ such that if they are not similar, the authentication is aborted (step
2). However, if they are similar, then the SM proceeds to generate nonce before
deriving authentication messages {ß, ƀ, Ƃ} (step 3).

This is followed by the transmission of authentication request message triplet
{ß, ƀ, Ƃ} to the USP (step 4). Upon receipt of this triplet, the USP retrieves tokens
{1, Ɍ} from its buffer to re-compute w, , and Ɍ* (step 5) before validating Ɍ* against
Ɍ. If these two security parameters are dissimilar, authentication is aborted (step 6),
otherwise token Ƃ* is re-computed (step 7) and validated against Ƃ such that is they are
dissimilar, the authentication session is aborted (step 8).

However, if the two are similar, the USP proceeds with the generation of nonce Ƈ
for the computation of security parameters triplet {ƥ, ƪ, ɠ} in step 9. In step 10,
authentication messages triplet {ƥ, ƪ, ɠ} is transmitted to the SM. Upon receiving this
triplet, the SM re-computes Ƈ*, ƺ*, Ȥ* and ɠ* (step 11) before validating ɠ* against ɠ
such that if they are dissimilar, authentication is aborted (step 12). However, if they are
similar, the SM and USP can trust one another and commence packet exchanges.
Figure 4 presents the message flow in the proposed protocol.

Fig. 3. SM-USP mutual authentication
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As shown in Fig. 4, the TA controls the registration phase of both the SM and
USP. After this registration, the SM and USP exchange a number of authentication
messages. At the end of the successful mutual authentication process, some trust level is
established between the SM and USP and hence they can commence payload exchanges.

4 Results and Discussion

The proposed protocol was simulated using NS2 2.35 network simulator running on
Ubuntu 14.04 LTS platform. The simulation environment consisted of smart meters,
the utility service provider and trusted authority. Table 2 presents the parameters that
were deployed during the simulation process.

Fig. 4. Proposed message exchanges

Table 2. Simulation parameters

Parameter Description

Maximum number of SMs 50
Maximum SM transmission range 100 m
Number of USPs 1
Number of TAs 1
MAC protocol IEEE 802.11
Platform Ubuntu 14.04 LTS
Routing protocol DSDV
Simulation duration 2000 s
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As shown in Table 2, the maximum number of smart meter devices was 50 with
each of them having a maximum transmission range of 100 m. On the other hand, there
was only one utility service provider and one trusted authority. The media access
control layer protocol was IEEE 802.11 while the routing protocol was Destination-
Sequenced Distance Vector (DSDV). The simulations were executed for the duration of
2000 s.

In this section, performance of the proposed protocol is evaluated using commu-
nication overheads, computation overheads and space complexity. On the other hand,
the security of the proposed protocol is evaluated using both Dolev–Yao (DY) and
Canetti- Krawczyk (CK) models, which are widely utilized to prove the features of
interactive cryptographic protocols. Section 4.1 describes the security analysis of the
proposed protocol while Sect. 4.2 discusses the performance evaluation of this
protocol.

4.1 Security Analysis

In both DY and CK models, network communications are assumed to occur over
insecure channels and none of the communicating entity is trustable. Under adversarial
properties in Definitions 2 and 3, the proposed protocol was evaluated against
impersonation, side-channel, packet replays, packet injection and privacy leaks attacks
as illustrated below. These attack models fairly represented all the assumptions of both
DY and CK security evaluation models.

Impersonation Attacks: in this attack, it is assumed that an adversary is capable of
physically capturing the smart meter and eavesdropping all the transmitted packets. For
any successful impersonation, an attacker must generate valid authentication requests
{ß, ƀ, Ƃ} and receive valid authentication responses {ƥ, ƪ, ɠ}. However, the compu-
tation of these messages incorporates random nonces and Ƈ, which are infeasible to
guess correctly. Moreover, an attacker does not possess secret parameter w nor is the
correct computation of session key Ȥ possible due to the one way-hashing operation of
the random nonces.

Side-Channel Attacks: suppose that an attacker has physical access to the smart meter
and is able to extract a set of secrets { , Ħ, ƛ} stored in its memory. Due to the usage of
XOR masking followed by one way hashing operation, user specific security param-
eters {ƙ, Ǭ, w} cannot be obtained from the memory extracted contents.

Packet Replay Attacks: in the proposed protocol, the freshness of transmitted messages
is validated using {Ƃ, Ƃ*, ɠ, ɠ*}. Consequently, an attacker is unable to resend pre-
viously sent messages due to frequent updating of all sent messages for every
authentication session.

Session Hijack Attacks: suppose that an adversary attempts to compute session key Ȥ
to facilitate this attack. Any such successful session computation requires correct
calculation of a set of authentication messages {ß, ƀ, Ƃ}. However, these authentica-
tion messages incorporate random nonce and secret security parameter w which are
unavailable to the attacker nor can they be computed accurately due to their stochastic
nature. As such, this attack will fail.
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Privileged Insider Attacks: in this attack, it is assumed that some entity at the USP is
able to retrieve a set of parameters {Ɍ, ƺ, 1} needed to authenticate the smart meter.
However, since these parameters cannot yield specific smart meter pseudo-identity ƙ
and security parameter w, this attack fails. This is because the set {ƙ, w} can only be
computed using correct nonce and ȡ, which are unavailable to the privileges insider
entity.

Packet Injection Attacks: the aim of this attack is to interrupt successful mutual
authentication between the smart meter and the USP through the injection of bogus
packets. However, upon receipt of authentication request message set {ß, ƀ, Ƃ} from
the smart meter, the USP validates message Ƃ* using Ƃ. In addition, the smart meter
also validates the USP upon receipt of {ƥ, ƪ, ɠ} using ɠ* and ɠ. It is after the successful
authentication that any messages can be exchanged between the SM and USP and
hence this attack will fail.

Privacy Leaks Attacks: in the proposed protocol, the entire authentication process
makes use of pseudo-identities for both the smart meter and USP which are further
masked through XOR operations before being hashed. As such, it is infeasible for
attackers to capture the real identities of the SM or USP.

The security features of proposed protocol are then compared with those of the
schemes in [25, 30] and [36] as shown in Table 3.

Based on Table 3, it is evident that the proposed protocol offers all the security
features followed by the protocol in [30] which lacked protection against DoS. On the
other hand, the schemes in [25] and [36] lacked three security features each.

4.2 Performance Evaluation

The initial simulations that were executed encompassed the analysis of the end-to-end
(E2E) latencies and throughput of the proposed protocol. Thereafter, the size of the
exchanged messages, the time it took to compute the security tokens needed for session
key agreement and mutual authentication, and the memory storage space required for
the full execution of the proposed protocol are compared with other related schemes.

Table 3. Security features comparisons

Security feature [25] [30] [36] Proposed

Impersonation Yes Yes No Yes
Packet replays Yes Yes No Yes
Privileged insider No Yes Yes Yes
MitM Yes Yes Yes Yes
Session hijacking No Yes No Yes
Privacy leaks Yes Yes Yes Yes
Forward key secrecy Yes Yes Yes Yes
DoS protection No No Yes Yes
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E2E: to analyze the E2E delay characteristics of the proposed protocol, the average time
taken to route packets from the source to the destination was measured for different SMs
densities as shown in Fig. 5 (a) below. It is evident that there is a general increase in E2E
delays as the number of smart meters were increased from an initial value of 1 to a
maximum value of 50. This is attributed to the surging number of messages exchanged
among the TA, SM and USP for high SMs densities. As such, congestion crops in within
the network which causes some processing delays at the endpoints.

Throughput: to determine the throughput of the proposed protocol, the number of bits
conveyed within the network per unit time was measured. To accomplish this, the
number of smart meters was increased from 1 to a maximum of 50 as the number of
bits transferred was measured. The results obtained are shown in Fig. 5 (b), from which
it can be seen that as the number of smart meters in the network increases, there is a
corresponding increase in the network throughput. This is because the surge in the
number of smart meters implies an increase in the number of exchanged packets within
the network. As such, the network throughput for 50 smart meters was higher com-
pared with the throughput for a single smart meter.

Computation Costs: based on values in [37], during mutual authentication, ECC point
multiplication Tm, ECC point addition Ta, hashing Th, bilinear operation Tb, expo-
nentiation Te, and symmetric encryption or decryption Te/d operations are normally
executed, which take 2.226 ms, 0.0288 ms, 0.0023 ms, 5.811 ms, 3.85 ms, 0.0046 ms
respectively. However, considering Fig. 2 and Fig. 3, the proposed protocol executed
only 16 one way hashing operations and therefore its cumulative computation cost is
0.0368 ms as shown in Table 4.

(a) (b) 

Fig. 5. (a) E2E variations (b) Throughput variations

Table 4. Computation costs comparisons

Protocol Computation costs (ms)

[25] 30.4796
[30] 34.9273
[36] 8.9316
Proposed 0.0368
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On the other hand, the schemes in [25, 30] and [36] take 30.4796 ms, 34.9273 ms
and 8.9316 ms respectively. It is evident that our protocol had the least computation
costs owing to its lightweight XOR and hashing operations. On the other hand, the
scheme in [25] required 5Tm, 2Te, 2Tb, and 12Th operations while the protocol in [30]
needs 7Tm, 2Te, 2Tb, and 10Th operations. On the other hand, the scheme in [36]
requires only 4Tm and 12 Th operations.

Communication Costs: many of the exchanged parameters during authentication
include device identities, timestamps, hashes, random nonces and ECC cryptosystem
parameters whose sizes are 160 bits, 32 bits, 160 bits, 160 bits and 320 bits respec-
tively. In the proposed protocol, the messages exchanged during the mutual authen-
tication process included {ß, ƀ, Ƃ} and {ƥ, ƪ, ɠ} which required 480 bits. This value
was then compared with those of the schemes in [25, 30] and [36] as shown in Table 5.

It is evident from Table 5 that the schemes in [25, 30] and [36] require 1408 bits,
1920 bits and 1376 bits respectively. These values were very high compared with the
exchanged bits in the proposed protocol, as evidenced in Fig. 6.

In the proposed protocol, only two sets of messages were exchanged between the
USP and SM during the authentication process. However, all these other schemes
required three sets of messages to be exchanged. As such, our protocol is the most
efficient in terms of bandwidth requirements.

Table 5. Communication costs comparisons

Protocol Communication costs (bits)

[25] 1408
[30] 1920
[36] 1376
Proposed 480

Fig. 6. Communication costs comparisons
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Space complexity: a typical authentication protocol needs to store the public key
cryptosystem parameters, random nonces, timestamps, hashes and device identity,
which occupy 40 bytes, 20 bytes, 4 bytes, 20 bytes and 20 bytes respectively. In the
proposed protocol, only message sets { , Ħ, ƛ} and {Ɍ, ƺ, w} required storage at the
SM and USP respectively. Here, the storage requirements for = Ħ = ƛ = 20 byes
hence the total space complexity for { , Ħ, ƛ} is 60 bytes. Similarly, Ɍ = ƺ = w = 20
bytes and hence message {Ɍ, ƺ, w} requires 60 bytes. Consequently, the cumulative
storage requirement for the proposed protocol is 120 bytes as shown in Table 6.

On the other hand, the scheme in [25] required 40 bytes at the SM and 40 bytes at
the USP, the scheme in [30] needed 80 bytes on the SM and 80 bytes on the USP while
the protocol in [36] required 40 bytes on both the SM and USP. As such, the space
complexities for protocols in [25, 30] and [36] are 80 bytes, 160 bytes and 80 bytes
respectively, as shown in Fig. 7.

Based on the graphs in Fig. 7, the proposed protocol had slightly higher space
storage requirements than protocols in [25] and [36]. Although our scheme had higher
space complexities than these schemes, it offers superior security features as shown in
Table 3 above.

Table 6. Space complexity comparisons

Protocol Storage costs (bytes)
SM USP Cumulative

[25] 40 40 80
[30] 80 80 160
[36] 40 40 80
Proposed 60 60 120

Fig. 7. Space complexity comparisons
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5 Conclusion and Future Work

Smart grid privacy and security has been noted to be challenging owing to the resource
constrained nature of smart grid components. The bilinear pairing operations and
elliptic curve point multiplication operations in ECC, certificate distribution and
maintenance of revocation lists in PKI, signature signing and verification are all
intensive in terms of the exchanged messages and the processing time involved. On the
other hand, identity based schemes leads to the revelation of smart grid entities’ real
identities to the verifiers during authentication. Consequently, deploying conventional
ECC, PKI, signature, and identity based schemes results in high communication and
computation overheads or privacy leaks. The proposed protocol mutually authenticated
the smart meters to the USP at lower communication and computation costs. It also
required relatively low storage costs and was demonstrated to be robust against many
of the conventional smart grid security and privacy attacks. Future work lies in the
formal verification of the security features of this protocol and its evaluation using
other metrics that were not within the scope of this paper.
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