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Abstract. Wireless channels that are widely adopted between
autonomous vehicles are vulnerable to eavesdropping or interferences, so
that attacks on cybersecurity may lead to serious consequences, such as
losing control of vehicles. In particular, the cryptographic methods used
for information security rely on the strict privacy of keys, which is often
difficult to guarantee in a wireless environment. This paper proposes a
context-bound cybersecurity framework, which protects communication
from eavesdroppers by encrypting critical data with a dynamic context
among vehicles. The context is synchronized among vehicles through
a progressive encoding method, which makes it difficult for third par-
ties to learn the entire context by eavesdropping through the channels,
especially in the case of mobility. The normal vehicles may extract a
security key from the context to encrypt and decrypt key data, but it is
impossible or overwhelmingly expensive for the third parties to decode
the data transmitted due to the lack of the context. Besides, the pro-
posed framework also provides a promising way to resist the upcoming
quantum computers, because it will become more and more difficult for
third parties to collect the complete context as the context continues to
update.

Keywords: Cybersecurity + Context - Vehicle networks -
Cryptography

1 Introduction

With the development of 5G and Internet of Things(IoT), the boundaries of com-
munication are increasingly blurred, making data-secure sharing face unprece-
dented challenges, including message cracking [35], data leakage, data tampering,
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integrity sabotage, unauthorized access, etc. [16,25,29]. As one of the important
application scenarios in IoT, autonomous driving has intensely high require-
ments for data security, and consequently faces the same dilemma. Especially,
autonomous vehicles take wireless signal as the main access carrier, which makes
the data transmission process face various threats of attack, such as channel
monitoring, information content tampering, counterfeiting, man-in-the-middle
forwarding, blocking and replaying [3,11,25,32].

Researches on secure communication can be divided into two categories: phys-
ical layer security and network layer cryptography. To approach the secrecy
capacity, the former requires a wiretap code whose length is infinite [21], which
limits its practical application. In contrast, the latter has no such restriction.
Related technologies [32] mainly protect data security by integrating various
security cryptography algorithms into data distribution, routing and storage
procedures. According to the implementation method, the secure cryptography
algorithm can be divided into public key cryptography, symmetric cryptogra-
phy, anti-quantum cryptography, chaotic cryptography, quantum cryptography,
lattice-based cryptography, etc. [8,10,27,30,33]. However, with the development
of quantum computers [4], traditional security cryptography methods, such as
RSA, are in danger of being cracked. Although post-quantum cryptography [14]
has the potential to resist quantum computer attacks, it requires a lot of com-
putational overhead [8,14], which is arduous to apply in a vehicle network with
limited computing power [20]. Besides, from a mathematical point of view, most
of the existing mainstream security cryptography methods are essentially based
on computational complexity problems, and their effectiveness depends only on
the privacy of the key [28]. Once the key is cracked or compromised, the com-
munication is no longer secure. Moreover, there are great key exposure risks in
the process of key generation, distribution and use due to the emergence of side-
channel attacks [7,18,19], cold boot attacks [15], etc. Especially, in the scenario
of virtual car platoons, many cars and devices are connected to the network, so
that the distribution and management of keys are extremely challenging [4,9,12].

In order to solve those security problems, we propose a context-bound cyber-
security framework (CBCF) for vehicle networking scenarios, which is inspired
by the application of blockchain technology that chains records for immutable
transactions [17,24]. The main idea to bind the coding process to a cybersecu-
rity context that is a chained structure of private information shared between
the source and the sink. The mobility of vehicles brings huge dynamics to the
communication process, making it virtually impossible or extremely expensive
for a third party to completely grasp the communication context, so that the
possibility of key exposure is greatly reduced. On the contrary, through progres-
sive coding, the members of a vehicle network can synchronize the context in
time, so as to use the correct key to encrypt or decrypt messages. In essence,
the framework utilizes the difficulty of the third party in grasping the whole
context to overcome the key exposure problem, and further provide support for
cybersecurity in the vehicle network.
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Our main contributions are summarized as follows:

— We propose a context-bound cybersecurity framework that can be extended in
multiple ways to solve the key exposure problem and protect the data security
in vehicle networks by dynamically binding the cybersecurity context.

— Two typical implementations of the proposed framework are given as iterative
functions. Besides, we demonstrate how to use the progressive coding method
to synchronize the context between source and sink vehicles, and a theoretical
analysis for the performance of these two implementations is also provided.

— We conducted experiments to illustrate the ciphering and deciphering process
of our framework in vehicle networks. The results show that the ciphertext has
good randomness and statistical correlation characteristics with the plaintext.

The rest of the paper is structured as follows. Section 2 presents the system
model and introduces the basic idea. In Sect. 3, two typical implementations of
context-bound cybersecurity framework are given, whose cybersecurity and per-
formance are also analyzed. Section 4 simulates the encrypted communication pro-
cess in vehicle networks, and evaluates the statistical characteristics of plaintext
and ciphertext. Section 5 discusses the framework’s resistance to attacks, scalabil-
ity, and it’s relationship with blockchain. Finally, Sect. 6 concludes the paper.

2 Proposed Context-Bound Cybersecurity Framework

In this section, we first describe the system model and then propose the context-
bound cybersecurity framework for vehicle networks.

2.1 Typical Vehicle Networking Scenarios

We consider the problem of encrypted communication in the cross roads scenario,
as shown in Fig. 1. This model consists of three major components: Road Side
Unit(RSU), vehicles equipped with On Board Unit(OBU) and eavesdroppers.

— RSU: When two of the vehicles cannot communicate directly due to problems
such as distance or channel quality, the RSU will serve as a relay node to
help them maintain the continuity of the communication process. In order to
provide promising services and avoid channel congestion, RSUs are usually
deployed at intersections or on roads with heavy traffic [2].

— Vehicles: Vehicles can be regarded as high-speed mobile nodes equipped with
OBUs, which makes them capable of communicating with other vehicles [36]. In
a vehicle network, every vehicle will establish context-bound security channels
with each of the others to maintain the synchronization of information inside
the network, and resist third-party eavesdropping attacks at the meanwhile.

— Eavesdroppers: Fig. 1 demonstrates two types of eavesdropper, mobile vehicle
eavesdropper I, and roadside fixed eavesdropper E,. The former can eaves-
drop on the communication messages of other vehicles during the movement,
while the latter can only intercept an exceedingly small part of the messages
briefly beside the road.
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Fig. 1. Encrypted communication in vehicle networking scenarios

2.2 The Main Idea

As shown in Fig. 1, each communication process consists of a source vehicle, a
dynamic wireless channel, and a sink vehicle, in which the source sends a series
of messages to the sink through the channel. The typical solution is to encrypt
the transmitted message by employing a symmetric encryption method, such
as AES, with a series of privacy keys that may be distributed by public key
cryptography, such as RSA, or physical layer key generations. However, keys
may be leaked to eavesdroppers due to various attacks or algorithm limitations.
Once the keys are compromised, any messages encoded with these keys are no
longer secure to eavesdroppers.

In order to overcome these problems, the main idea is to bind the encrypt-
ing and decrypting process to a cybersecurity context. As shown in Fig. 2, the
cybersecurity context is constructed by collecting various private random infor-
mation, such as keys, shared by both parties. For an eavesdropper, it is much
harder to master the dynamic context than to steal a single key, so the security
level of the cryptosystem is greatly improved.

To simplify the presentation, we assume that the channel is error-free, reliable
and orderly. We call the cybersecurity context as Sink Anchor (SA), because the
context represents some kind of information that should only be fully accessible
between the sink and the source. The message sequence is represented as a series
of variables <xg, x1, ..., x;_1, ;, ...>, where x; is called a Sink-Anchoring Coding
unit (abbreviated as a SAC unit), denoted by x; € A. Sink Anchor (SA) is
denoted by ¢ € ¥. The encoding process at the source and the decoding process
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Fig. 2. Comparison between the proposed scheme and the state-of-the-art version of
physical layer key generation methods

at the sink can be expressed as a pair of function <f : UxA — A, g: UxA — A>,
where the encoder is

F(@Wi, ) — my (1)
and decoder is
9(i, m;) — x; (2)

in which x; and m; are plaintext and ciphertext, respectively.
We declare that an effective CBCF scheme shall possess the following char-
acteristics.

1. The SA, ¢; € ¥, is a slice of common information shared by the source and
the sink.

2. There is a pair of efficient encoding and decoding functions, <f(),g()>, so
that g(v;, f(hi,x;)) = x; holds, for any given z; € A.

3. Any third party cannot or has to pay an unacceptable price to decode x;, even
if it has the opportunity to intercept quiet a few or all of the ciphertexts.

4. Any third party cannot or has to pay an unacceptable price to know the
content of ;.

Note that we assume that <f(),g()> can be publicly known by a third party,
but it should be impossible or extremely arduous to know the contents of SA.
Feature 1 defines that the essence of the anchor is information. Feature 2 requires
the SA be used for efficiently encoding and decoding. Feature 3 emphasizes that
the third party should be unable to decipher the message. Feature 4 requires a
third party to be unable to crack the SA to support for Feature 3.

In short, the two parties of the communication maintain a context based on
some kind of shared information between them to control the coding process, as
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shown in Fig. 2. Due to the constant movement of vehicles and continuous inter-
action between them, the context is always changing, so it’s extremely arduous
for the eavesdropper to obtain the complete context, consequently, the current
message is prevented from being cracked by introducing information integrity
problems.

3 Two Typical Implementations of Context-Bound
Cybersecurity Framework

Although all kinds of information, such as moving trajectory, topology, recip-
rocal channel characteristics and historical communication messages, that are
privately shared between the source and the sink can be utilized for construct-
ing the SA, we focus on historical communication messages here for brevity.

Here, we propose two typical implementations of context-bound cybersecu-
rity framework: AES(Advanced Encryption Standard) enhanced Sink-Anchoring
Coding (ASAC) and Pseudo-random generator based Sink-Anchoring Coding
(PSAC).

3.1 Iterative Function

For z;, we define its SA 1); as the result of an iterative function ¢ : ¥ x A — A
based on some historical messages. Equation (3) and Eq. (4) below represent the
iterative formulas of ASAC mode and PSAC mode, respectively:

e ASAC mode:

Vi = Y(Yio1,Ti-1)

_ {AEskey(¢i1 ©xi1) Rpey(¥) >R 3)
wi—l Rkey(*) <R
e PSAC mode:
i = P(i—1,Ti-1)
_ { ('l/)i—l +xi-1 D (Rseed(*) X 22)) MOD 2* Rseed(*) Z E (4)
o wi—l Rseed(*) < R

where R, (*) is a pseudo-random sequence generator function, defined as R,, :
A — [0,1), and it is assumed that the generator function implementation can
be public, with only the random number seed to be private to the eavesdropper.
For the sake of uniformity, we refer to o as the initial parameter of the SA. R
represents the average sampling rate and can be set to a pseudo-random sequence
or constant. As an example, R = 0.1 indicates that about 90% of the historical
messages (historical SAC units) are used in the calculation of ;.

The ASAC mode is implemented based on the one-way function AE Sk, (),
which is the encoding function of AES. AESk.,(x) means using AES to encrypt
x based on key (Note: only encryption operation is needed, no decryption opera-
tion), and Rpe, () indicates that the AES key is used as the random number seed
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of pseudo-random sequence generator function (if the length does not match, fill
or truncate it). In addition, the PSAC mode is based on the pseudorandom
sequence generator function, while M OD is a modulo operation to ensure the
length of 1; is equal to that of SAC unit, and the role of z;_1 ® (Rseed(*) X 27)
is to randomly flip 2;_1 by using Rseed(*).

3.2 Communicating Process
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Fig. 3. Sequence diagram of context-bound cybersecurity framework
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Figure 3 gives the sequence diagram of both ASAC mode and PSAC mode.
At first, a pair of source and sink synchronizes the initial SA and such a syn-
chronization process should be protected by a key exchange mechanism, such
as public key cryptography or quantum cryptography, so that the third party
cannot know the SA. After starting the communication, the source and sink
update the SA according to the same iterative function (i.e., ASAC or PSAC).
Since the SA is privately shared between the source and the sink, f() and g()
can utilize the SA to construct a key for encryption and decryption of messages,
respectively. Specifically, the source encrypt SAC unit one by one with the con-
stantly updated SA through encryption algorithm f(), while the sink utilizes the
corresponding SA through decryption algorithm ¢() to decrypt received cipher-
texts. For simplicity, we adopt XOR operation for implementing f() and g() ()
as follows:

f(hiyzi) =i & — my (5)
g(Wi,mi) = &m; — x; (6)
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where @ is a XOR operator, satisfying 0 0=0; 001 =1;100=1; 141 =0,
i.e., same as 0, different as 1.

A simple way to understand cybersecurity is to think of the key cracking
process as solving equations. For a third party who is assumed to have eaves-
dropped k ciphertext units, <m;_g, Mm—k+1, ..., Mi—1>, a brute force decipher-
ing is equivalent to solving the following system of equations.

Vi—kt1 © Ti—pt1 = My—g41
V(Vie kg1, Timkg1) © Timky2 = Mi—ky2

, m
V(.. (Vikt1, Tickt1)-)s Tim1) B T = My

Note that the equation system (7) consists of k equations, but involves a total
of k + 1 unknown variables, i.e. {t;_g41,Ti k+1,Ti—k+2, .-, Ti}, SO it cannot
be solved directly in general, unless there is a special correlation among these
equations that can be explored. When £ is equal to i41, it is corresponding to the
case that the third party has eavesdropped all historical ciphertexts. Under the
assumption that the initial SA is unknown, it is also impossible to directly solve
the equation system, as the number of unknown variables is still more than the
number of equations. For more rigorous theoretical analysis on the cybersecurity,
please refer to Sect. 3.4.

3.3 The Necessity of Pseudo-random Generator Function

If a true random number generator is used, the same seed cannot lead to the
same sequence, then the source and the sink will not be able to construct feasible
encoding and decoding functions, which violates the feature 2 of CBCF scheme.

From Eq. (3) and Eq. (4), it can be seen that the role of pseudo-random gener-
ator function in PSAC mode is mainly in three aspects: initializing SA, selecting
historical messages, and randomly flipping x;_; by bit. In ASAC mode, there
are only two effects of pseudo-random function: initializing SA and selecting
historical messages. Using a pseudo-random generator function R, (*) to select
historical messages brings the following advantages:

1. From the perspective of staying security from eavesdroppers. First of all,
when the initial parameter « of R, (x) is unknown to the third party, all
historical messages have to be collected since it is impossible to know what
historical messages are used for constructing v;, which may trigger difficulties
in collection or storage. Secondly, even if the eavesdropper collects all the
historical messages, it will not be able to crack the current ciphertext m;
without «, because it cannot know which messages are used to construct
1;. Finally, if the eavesdropper does not collect all the messages from the
beginning, it will fail to crack the ciphertext because it cannot master all the
messages satisfying R, (x) > R, even if the eavesdropper learns o by cracking
R, () after the communication has started for a period of time.
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2. From the perspective of the performance of encryption and decryption at
the source and the sink. The source and the sink invariably generate the
same pseudo-random number sequence, and only need to update the SA for
messages satisfying R, (*) > R. When R approaches 0, the sink anchor will
be updated for almost every message, thus achieving a similar ”one-time pad”
effect [13]. When R > 0, the calculation frequency will be reduced and thus
the computing resources are saved.

3.4 Analysis of Cybersecurity

In order to simplify the analysis, we only consider the situation of passive eaves-
dropping, i.e., eavesdroppers will not interfere with the transmission of messages,
so that no message-authentication code (MAC) is needed.

Min-entropy is widely used in modern cryptography for evaluating the guess-
ing probability of a key in the worst case, so it provides another perspective for
understanding the cybersecrity. For a random variable X, its min-entropy of is
defined as [1]

def

Hoo(X) = —logy(max PrX = z]) (8)
€T—
where x <+ X means the operation of sampling a random z according to X.
Given two independent random variables, X and Y, it can be proven that

Hoo(X @Y) > max(Hoo(X)aHoo(Y)) (9)
and

Ho(X+Y) MOD 27%) >
maz(Hs(X MOD 27), Hoo(Y MOD 2%)) (10)

where maz() is a function that returns the larger value from the two inputs. For
simplicity, we assume that the one way function AESk.,() is entropy-preserving
in an ideal case, i.e., Ho(AESkey(X)) = Hoo(X). Then, for ASAC mode, we
have,

Hoo (i) =2 maa(Hoo (vi-1), Hoo(2i-1), Hoo (Key)) (11)

Thus, during the update process of the SA, the min-entropy is always increas-
ing until its value reaches the absolute maximum limit for z-bit keys. That is to
say, the update process of the SA makes it more difficult for eavesdroppers to
guess the SA. Therefore, by taking the SA as keys for encryption and decryption,
the cybersecurity is indeed enhanced by the ASAC mode.

Likewise, we can draw the same conclusion for the PSAC mode.

3.5 Theoretical Analysis of Performance

In the PSAC mode, each update process of SA includes at most one addition,
XOR, multiplication, and modulo operation, so the computational time com-
plexity is O(1). In the ASAC mode, each update process of SA only adds an
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XOR operation to the standard AES encryption operation, therefore its com-
putational time complexity can still be considered as O(1). In terms of space
complexity, both the source and sink need to maintain a record of SA, and
determine whether to update it every time a message is sent or received. The
input of computation process is ;1 and x;_1 while the output is ;. Since
there is no need to save earlier historical messages, the storage space overhead
is O(1). After encoding, the ciphertext and the plaintext are of equal length,
so the additional communication overhead of the protocol is O(0). In contrast,
for the eavesdropper, the theoretical computational time complexity of cracking
plaintext from the ciphertext is infinite if the initial parameter « is unknown,
because the equation system (7) cannot be solved directly unless all historical
messages are intercepted and stored.

4 Experiments and Analyses

In order to evaluate the proposed framework, we implemented the scenario, as
shown in Fig. 1, and then analyzed the statistical characteristics of plaintext and
ciphertext.

4.1 Ciphering and Deciphering in Vehicle Networks

We simulated a vehicle network based on multicast and TCP connections for
internal interaction, where each vehicle establishes communication with other
vehicles centered on itself. Here, we focus on the communication process of one
vehicle V in a vehicle network consisting of n vehicles, and we use V;(i = 1, ..., s—
1,84 1,...,n) to represent the remaining vehicles, as shown in Fig. 4.

The vehicles firstly synchronize the initial SA parameter « by using public
key encryption, then establish context-bound secure channels with initialized
SA. The whole process can be divided into four steps:

— Step A: V; generates a pair of RSA keys locally and then sends the public
key to the remaining vehicles as a multicast source. After receiving the public
key, vehicle V; will establish a TCP channel with V.

— Step B: V; generates an initial SA parameter « locally, which will be encrypted
with the received RSA public key and then synchronized to V; latter. After
Vs decrypting the encrypted parameter « with local RSA private key, both
parties will initialize SA according to a.

— Step C: After SA is initialized, V; will encrypt messages with SA and send
them to V, through the TCP connection, while V, decrypts using the syn-
chronized SA.

— Step D: Each message transmission will lead to the update of SA according
to the iteration function, and both parties will iteratively update SA with
the same algorithm (ASAC is used as an example here) in the subsequent
communication process.
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Fig. 4. An example of ciphering and deciphering process (z = 128)

For the iteration and communication with different vehicles, V5 will handle them
in a multi-threaded manner. Besides, as it can be seen in Fig. 4, even if the same
message is sent continuously, the ciphertext obtained is completely different due
to the update of SA, which is benificial for the security of user data.

4.2 Distribution and Randomness of Ciphertext

In order to study the statistical characteristics of the encrypted messages under
the proposed cybersecurity framework, we use linear sequence, constant sequence
and random sequence as plaintext, which are encrypted in ASAC and PSAC
modes, respectively, so as to explore the distribution of the ciphertext. For com-
parison, we uniformly set the random number seed to 1, the binary length of
the coding unit to 128, the average sampling rate R to 0.1, and each sequence
contains 1000 coding units.

The results are shown in Fig. 5, where Fig. 5(a) represents the distribution of
plaintext, Fig. 5(b) represents the distribution of ciphertext in ASAC mode, and
Fig. 5(c) represents the distribution of ciphertext in PSAC mode. It can be seen
that regardless of the type and serial number of the plaintext, the corresponding
ciphertext is evenly distributed in the range of [0,2% — 1] whether in ASAC or
PSAC mode, reflecting outstanding statistical distribution characteristics. Even
at the worst case, assuming that the third party has the opportunity to know
the initial parameter o of SA, the only case it can crack the ciphertext is that
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Fig. 5. Distribution of plaintext and ciphertext

it collects and stores all the ciphertexts before getting «, which is usually not
possible for third parties with relatively limited capabilities.

Further, the randomness of ciphertext is also tested. Since the ciphertext is
used to ensure the security of information, and any non-random features will
reduce the difficulty for third parties to crack the message, the randomness of
ciphertext is crucial [22]. For testing, we use the linear sequence generated above
as plaintext (1000 coding units), then encrypt it in ASAC mode and PSAC mode,
respectively. For the obtained ciphertext, we use a few different algorithms from
the NIST public-domain test suite to calculate the p — value of it [23,31], which
is an index used to evaluate the randomness of bit sequence, and the sequence is
considered to be random when p — value > 0.01 (For a detailed representation
of the tests and definitions of p — value, interested readers can refer to [31]).
The results are shown in Table 1, in which we can see that the ciphertext we
obtained has a good performance in terms of randomness, which further ensures
the effectiveness of our framework.
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Table 1. Results from randomness tests on ciphertext

Test P-value (ASAC) | P-value (PSAC)
DFT test 0.7953 0.3316
Longest run 0.2724 0.7328
Maurer’s test 0.3722 0.9793
Non-overlapping | 1.0000 1.0000

4.3 Correlation Between Plaintext and Ciphertext

To study the correlation between plaintext and ciphertext, we use random
sequence, linearly increasing sequence and linearly decreasing sequence as plain-
text respectively to get ciphertext, and then calculate the corresponding Pearson
correlation coefficient [5]. The results are shown in Fig. 6.

We use the same seed 1 for pseudo-random generator to produce randomly
distributed plaintext sequences, the linear increasing sequence and the linear
decreasing sequence. These linear sequences take values uniformly on [0, 2% — 1],
and the range of the coding unit length z is varying in [32, 512], incremented by 32
each time. Figure 6(a) demonstrates the plaintext distribution of three sequences
when z = 512, where each sequence contains 1000 coding units. Figure 6(b)
demonstrates the correlation between plaintext and ciphertext under different
coding unit lengths in ASAC mode, and Fig. 6(c) demonstrates the correlation
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— Random sequence

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Pearson correlation coefficient

32 64 96 128 160 192 224 256 208 320 352 364 416 448 430 512
Bit length of code unit(z)

(a) Distribution of plaintext (b) Correlation in ASAC mode

Linear increasing sequence
0071 — Linear decreasing sequence
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Pearson correlation coefficient

32 64 96 128 160 192 224 256 288 320 352 384 416 448 480 512
Bit length of code unit(z)

(c) Correlation in PSAC mode

Fig. 6. Correlation between plaintext and ciphertext
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in PSAC mode. The Pearson correlation coefficient in Fig. 6(b) and Fig. 6(c)
represent the linear correlation between plaintext and ciphertext, where 1 is
indicative of a positive correlation and —1 is indicative of a negative correlation.
It can be seen that the correlation coefficients between plaintext and ciphertext
of the three different sequences are all within the range of [—0.09, +0.09], which
manifests that the encryption result is not sensitive to different values of z,
and reflects outstanding statistical correlation characteristics of the proposed
framework.

5 Discussions

5.1 Resistance to Attacks

From the perspective of attack games common to cryptographic systems, the
quintessential types of attack fall into four categories, including ciphertext-only
attacks, known ciphertext attacks, chosen plaintext attacks, and chosen cipher-
text attacks [6]. These attacks assume that the ciphertext relies only on the
key, consequently, the focus is on attacking the key. However, the encoding
and decoding process of our context-bound cybersecurity framework rely on
the dynamic context, which means it naturally has the advantage of resisting
such attacks. Furthermore, the proposed framework can resist third-party’s ret-
rospective attacks on communication fragments. In a retroactive attack, if the
third-party cannot crack the message in a timely manner, the interested com-
munication segment can be stored and decrypted when the conditions are met.
As an example, the eavesdropper can wait for the future quantum computer
to decrypt messages that was captured 10 years ago. Encryption methods such
as DES, AES, and RSA all face this type of risk. In contrast, our framework
makes the decryption process not only require the initial parameter of SA, but
also historical messages, which will force the third-party to have the ability
to continuously monitor the channel, collect data and store complete historical
messages in addition to powerful computing capabilities, so the cost is extremely
great.

5.2 Extensions

As mentioned above, the method of constructing context is not limited to his-
torical messages. As an example, some reciprocal channel characteristics in the
vehicle network also provide context information shared between the source
and sink, thus can be utilized for our framework. Currently, the fifth genera-
tion (5G) telecommunications techniques [34], such as massive multiple-input-
multiple-output (MIMO), millimeter wave (mmWave), and non-orthogonal mul-
tiple access (NOMA), have been widely explored for physical-layer key genera-
tion, but each key is used only once and discarded, resulting in a waste of a large
number of precious keys. By weaving these keys into the context, our scheme
provides an elegant way to resist key exposure for these methods. One approach
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is replacing z;_1 in Eq. (3) and Eq. (4) with reciprocal channel parameters, then
the framework no longer depends on historical messages, but on the channel
parameters.

In addition, in Sect. 2.2, we assumed that the channel is error-free, reliable,
and not out of order, but the real networking environment may be unreliable or
does not need to be absolutely reliable. For instance, audio and video transmis-
sion have certain tolerance to channel errors.

To this end, other variations of ASAC and PSAC can be considered, as shown
in Fig. 7. We can use Automatic Repeat-reQuest (ARQ) to get an error-free, reli-
able, and not out of order channel. If ARQ is not available, by replacing x; 1 in
Eq. (3) and Eq. (4) with fixed values, two weakened modes are obtained: Weak-
ASAC mode and Weak-PSAC mode. These weakened modes can be applied
to unreliable transmission environment, though some protocol enhancements,
e.g., embedding message-authentication codes (MAC), may be needed to han-
dle packet loss and out of order. Therefore, combining with various modes, it
is possible to apply our framework to all protocol layers of the vehicle network,
including physical layer, link layer, network (IP) layer, transport layer, applica-
tion layer, etc.

5.3 Relationship with Blockchain

A blockchain is typically an ordered and growing list of blocks that are linked
using cryptography. Each block contains a cryptographic hash of the previous
block, a timestamp, and transaction data. Essentially, it is a decentralized dis-
tributed ledger database where each member independently stores a copy of
the blockchain and updates it synchronously [26]. Our framework uses a similar
idea of chain, but the context is only shared between legitimate communication
peers, i.e., the source and the sink. We take messages and SA as the content of
block and carefully designed iterative function as the chain-relationship between
blocks to establish a context that is stored in a distributed manner and updated
synchronously between the two parties in communication. In natrue, we con-
structed a dynamic key that changes with the context for message encryption
and decryption, so that the risk of key exposure can be overcomed.

Does not rely on ARQ,
Could be combined with ARQ, Suitable for unidirectional, unreliable
Suitable for reliable transmission transmission

ASAC mode
Context-bound —

cybersecurity Based on reciprocal channel information,

framework Suitable for unidirectional, unreliable
transmission
Derivative
PSAC mode Channel-ASAC mode

™~

Derivative ™\ Channel-PSAC mode

Weakened Weak-ASAC mode

\'

Weak-PSAC mode

Fig. 7. Six typical modes based on context-bound cybersecurity framework
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6 Conclusion

In this paper, we propose a context-bound cybersecurity framework to solve the
data security problem in vehicle networking scenarios. By binding the message
encryption to the context information in the communication process, it is impos-
sible or extremely hard for third parties to crack the message from the channel
or relay. On the basis of the proposed framework, this paper offers two typical
implementations in combination with AES and pseudo-random generator: ASAC
and PSAC. By experimenting on communication process in a vehicle network
consisting of several cars, the simulation results demonstrate that the proposed
framework has outstanding statistical correlation and distribution characteris-
tics. The context-bound cybersecurity framework greatly reduces the risk of key
exposure by utilizing the mobility of vehicles, thus offers a solution to simplify
the technology implementation of mobile user privacy protection and data secu-
rity sharing. Our approach also provides a promising way to resist the upcoming
quantum computers, because it will become more and more difficult for third
parties to collect the complete context as the context continues to update.

Besides, we only considered the situation of passive eavesdropping and
assumed that the channel is error-free, reliable, and not out of order. The real
networking environment may be unreliable or does not need to be absolutely
reliable. Moreover, the eavesdropper may actively interfere with the transmis-
sion process of the communication by modifying, deleting, inserting, or replaying
the message transmission. Thus, some protocol enhancements, e.g., embedding
message-authentication codes (MAC), may be needed. These issues need further
efforts invested.
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