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Abstract. The ever-increasing amount and variety of malware on the
Internet have presented significant challenges to the interconnected net-
work community. The emergence of unseen malware variants has resulted
in a different distribution of features and labels in the training and test-
ing datasets. For widely used machine learning-based detection meth-
ods, the issue of dataset shift will render the trained model ineffective in
the face of new data. However, it is a laborious and tedious undertak-
ing whether relearning features to describe new data or collecting large
amounts of labeled samples to retrain the classifiers. To address these
problems, this paper proposes TransNet, a framework based on deep
transfer learning for unseen malware variants detection. We first convert
the raw traffic represented by sessions containing data from all layers of
the OSI model into fixed-size RGB images through data preprocessing.
Afterward, based on the ResNet-50 model pre-trained on the ImageNet,
we replace Batch Normalization with Transferable Normalization as the
normalization layer to construct our deep transfer learning model. In this
way, our approach leverages deep learning to avoid the problem of tradi-
tional machine learning in relying on expert knowledge and uses transfer
learning to address the issue of domain shift. We test the effectiveness of
different methods with a thorough set of experiments. TransNet achieves
95.89% accuracy and 96.09% F-measure on two public datasets from
the real-world environment, which is higher than comparative methods.
Meantime, our method ranks first on all ten subtasks, showing that it
can detect unseen malware variants with stable and excellent perfor-
mance. Moreover, the distribution discrepancy computed by our method
is much smaller than other approaches, which illustrates that our method
successfully reduces the shift of data distributions.

Keywords: Deep transfer learning · Unseen malware variants
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1 Introduction

Malicious software (malware), which is the tool for launching cyber attacks, poses
great threats to military, government, and industrial production. Network traffic
analysis plays an important role in addressing the issue of detecting malware [1,2]
and is widely used in Intrusion Detection System (IDS) and advanced firewalls
[3,4]. Over the years, including Advanced Persistent Threat (APT) activities and
attacks using zero-day vulnerabilities, more and more cyber attacks have evaded
detection by making use of the variation and obfuscation of malware [5]. Those
variants have taken a toll on the enterprises, e.g., GandCrab that is a variant of
ransomware has made 2 billion dollars in one and a half years [6]. Conventional
signature-based detection methods are limited to known samples and patterns in
the database, so they cannot handle the increasingly sophisticated and diverse
malware variants [7]. Therefore, building a novel detection system in a rapidly
changing network is essential to weaken the critical challenges that malware
variants pose to detection systems.

In recent years, machine learning techniques have been applied to detect
malware for improving the detection rate. On the one hand, data-driven super-
vised learning models rely on large quantities of labeled data, and their results
depend on known samples in the training set [8,9]. Once the malicious samples
change behavior, the detection rate of the trained classifiers will drop dramati-
cally, making it impossible to detect malware variants effectively. As a result, it
needs recollecting new data to retrain the detection model for accommodating
these changes. However, labeled data are often costly to obtain in the real world,
especially malicious network traffic, as it represents a tiny small percentage of
traffic. On the other hand, unsupervised learning detection methods divide the
samples into distinct clusters based on the similarity among them. They can
detect new threats, but lots of false alerts limit their practical usefulness [10,11].
Similar to signature-based methods, traditional machine learning approaches fail
to detect unseen threats. Consequently, it is necessary to find out an effective
method for understanding and identifying malware variants.

The problem of changing malicious behavior between known malware sam-
ples and unseen variants can be solved by domain adaptation (transfer learning).
According to the concept of transfer learning, samples in the source domain are
considered as already known and labeled, while samples in the target domain
are unlabeled and different from those in the source domain. By transferring
the knowledge learned from the source domain to the target domain, the task of
detecting unseen malware variants is completed. Recently, several papers have
focused on utilizing transfer learning to solve the issue of detecting malware
variants. For example, Bartos et al. learned domain-invariant statistical feature
representation computed from the network traffic to detect unseen malware vari-
ants [12]. Li et al. studied a novel method to identify malware variants based
on adaptive regularization transfer learning [13]. Zhao et al. proposed a feature-
based heterogeneous transfer learning approach HeTL [14] and a hierarchical
transfer learning algorithm with clustering enhancement CeHTL [15] to detect
unseen variants of attacks. However, the above methods are the combination
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of traditional machine learning technology and transfer learning. Conventional
machine learning techniques are limited in their ability to process natural data
in their raw form, as these methods rely on considerable domain expertise to
build a system that could detect patterns in the input [16]. Not only are these
methods time-consuming and labor-intensive, but they are also not as effective.
Meanwhile, with the deployment of TLS 1.3 and ESNI (Encrypted Server Name
Indication), some features in the traditional machine learning methods are no
longer applicable to the fully encrypted traffic analysis. On the contrary, instead
of extracting manually designed features from traffic data, with the help of multi-
ple processing layers, deep learning methods can learn the very complex function
to automatically convert the raw input into representations at a higher and more
abstract level. Hence, methods of combining deep learning with transfer learning
are considered to achieve more satisfactory results.

In the field of network traffic classification, one type of commonly used trans-
fer learning-based approach is to use the models pre-trained on the ImageNet [17]
as feature extractors [18,19]. It freezes the convolutional layers of deep neural
networks and adapts the last layer to the particular task. In this way, the struc-
ture and parameters of pre-trained models are transferred to new tasks, reducing
the computational cost of training from scratch while taking advantage of the
knowledge that pre-trained models bring. However, such methods do not fur-
ther consider the variability of data distribution between datasets, so they still
cannot effectively address the issue of detecting unseen malware variants.

In this paper, we propose TransNet, a framework based on deep transfer
learning to detect unseen malware variants. In the procedure of data preprocess-
ing, we first divide malicious traffic and benign traffic into sessions containing
data from all layers of the OSI model, and then do traffic anonymization and
remove duplicated files. Afterward, we convert the first 900 bytes of data from
each session into fixed-size RGB images. Based on the ResNet-50 [20] model
pre-trained on the ImageNet, we use Transferable Normalization [21] to replace
Batch Normalization [22] as the normalization layer to form our deep transfer
learning model. Finally, these RGB images are used as input of the model to
generate the results. The experiments show that our framework TransNet can
detect unseen malware variants with superior performance and smaller distribu-
tion discrepancy than comparative methods.

In conclusion, the main contributions of our work are briefly summarized as
follows:

1. We present a framework based on deep transfer learning for detecting unseen
malware variants. It combines deep learning with transfer learning to solve
the problem of different data distribution between datasets. It leverages the
powerful representation ability of deep neural networks and uses knowledge
learned from other domains to make decisions about tasks in new domains. In
this way, our method avoids the problem of relying on expert knowledge for
feature extraction in traditional machine learning methods and dramatically
reduces the cost of manually labeling large amounts of data, enabling it to
respond to emerging malware in a relatively short time.
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2. Our method is based on the ResNet-50 model pre-trained on the ImageNet,
which not only utilizes well-established architecture and parameters but also
avoids the computational cost of training from scratch. The decision that uses
Transferable Normalization to replace Batch Normalization as the normaliza-
tion layer has improved the transferability of deep neural networks without
increasing additional overhead.

3. Our method achieves 95.89% accuracy and 96.09% F-measure on public
datasets from the real-world environment, which is higher than comparison
methods. Even though other methods yield good results on the particular
subtasks, our method ranks first on all ten subtasks with stable and excellent
performance, which shows the superiority of our method in detecting unseen
malware variants. Furthermore, MMD (Maximum Mean Discrepancy) of our
method is much smaller than other methods on four typical subtasks, which
suggests that our method successfully reduces the shift of data distributions.

The rest of this paper is organized as follows. We summarize related work
in Sect. 2 and review background knowledge in Sect. 3. In Sect. 4, we describe
our deep transfer learning framework. We discuss the experiments in detail and
analyze the results in Sect. 5. Finally, we conclude this paper in Sect. 6.

2 Related Work

The issue of detecting unseen malware variants has become a popular topic
in recent years. A great effort has been devoted to applying different methods
to detect the growing number of variants in the constantly changing network
environment. In this section, we retrospect the most relevant work to our method
in two parts.

2.1 Conventional Methods for Malware Detection

Traditionally, signature-based methods [7,23] find the threats through the pre-
defined signatures extracted from known samples in the database, which means
they cannot be effective against novel attacks. Recently, machine learning tech-
nology has played a major role in the task of malware detection. They are mainly
divided into two parts, namely supervised models [8,9] and unsupervised meth-
ods [10,11]. The models based on supervised learning train data-driven classifiers
to distinguish malware from the benign samples. New data that are different from
the training set will cause the accuracy of the already trained models to decrease.
Unsupervised methods divide the samples into different clusters according to the
similarity of behavior. They can detect unseen threats, but the high false alarm
rate is unbearable in practice. Conventional machine learning-based methods
have the same drawback as signature-based methods in that they work poorly
in the face of new threats. The increasing number of malware variants has grown
up to be a bottleneck in the development of detection systems.
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2.2 Transfer Learning for Unseen Malware Detection

Transfer Learning, a novel machine learning technology, aims to build effective
learners that can leverage the knowledge of rich labeled data from the source
domain and transfer it to the target domain short of labeled data for reduc-
ing the shift in data distributions across different domains [24]. Even if transfer
learning approaches are widely used in the tasks of computer vision and nat-
ural language processing, few studies have utilized them to address the issue
of unseen malware detection. In recent papers, Bartos et al. [12] proposed a
domain-invariant representation to detect previously unseen malware and behav-
ior changes. The optimization method represented network traffic through the
combination of invariant histograms of feature values and feature differences. Li
et al. [13] thought it was not enough for knowledge transfer if only considered
minimizing the difference between marginal distribution of different domains.
Compared to [12], they studied a novel approach to detect unseen variants based
on adaptive regularization transfer learning, which could reduce the marginal dis-
tribution and conditional distribution between the source and target domains.
Zhao et al. proposed HeTL [14] and CeHTL [15] to solve the problem of unknown
network attacks detection, respectively. The former method could find optimized
representations for both training and testing data by transforming them into a
common latent space via the spectral transformation where the difference of
distributions could be reduced. The method CeHTL was proposed to make up
for the shortcoming that the performance of HeTL depended on manual pre-
settings of hyper-parameters. It was a hierarchical transfer learning algorithm
with clustering enhancement, which could cluster the source and target domains
and compute the relevance between them.

3 Background

In this section, to better understand the research in this paper, we review the
relevant background knowledge. Firstly, we list the definitions related to transfer
learning. We then introduce the processing steps of Batch Normalization that
has a strong ability to accelerate network training. Finally, we compare Transfer-
able Normalization and Batch Normalization, showing the changes made by the
former to improve the transferability of the normalization layer. Table 1 summa-
rizes the notations used in this paper and their corresponding descriptions.

3.1 Definition

In this part, we introduce the definitions related to transfer learning, including
the “domain”, the “task”, and domain adaptation.

Definition 1 (Domain). A domain D consists of two components: a feature
space X and a marginal probability distribution P(x), i.e., D = {X , P(x)}, where
x ∈ X [25].
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Table 1. Notations used in our paper and their corresponding descriptions

Notation Description Notation Description

Ds the source domain Dt the target domain

X feature space P marginal probability distribution

Ts the source task Tt the target task

Y label space f predictive function

Q conditional probability distribution B mini-batch

k channel n size of mini-batch

μ mean σ2 variance

x̂ normalized value γ the scaling parameter

β the shift parameter d the domain distance

l size of channel α distance-based probability

In general, if the source domain Ds and the target domain Dt are different,
then they may have different feature spaces or different marginal probability
distributions, i.e., Xs �= Xt ∨ Ps (xs) �= Pt (xt) [26].

Definition 2 (Task). Given a specific domain, D = {X , P(x)}, a task T is
composed of two components: a label space Y and an objective predictive function
f(x), i.e., T = {Y, f(x)}. From the probabilistic viewpoint, f(x) = Q(y|x) can
be considered as the conditional probability distribution, where y ∈ Y, and y is
the corresponding label of an instance x [25].

In general, if the source task Ts and the target task Tt are different, then they
may have different label spaces or different conditional probability distributions,
i.e., Ys �= Yt ∨ Qs (ys|xs) �= Qt (yt|xt) [26].

Definition 3 (Domain Adaptation). Given a labeled source domain Ds =
{(x1, y1) , . . . , (xn, yn)} and an unlabeled target domain Dt = {xn+1, . . . ,xn+m},
where xi is an instance and yi is the corresponding label, the goal of domain
adaptation is to utilize the knowledge learned from the source domain Ds and
the source task Ts for generating a target predictive function ft : xt �→ yt on
the target domain Dt with low error rate, under the assumptions of Xs = Xt,
Ys = Yt, Ps (xs) �= Pt (xt), and Qs (ys|xs) �= Qt (yt|xt) [13].

3.2 Batch Normalization (BN)

Based on the known practice that the network training converges faster if its
inputs are whitened [27], Batch Normalization [22] was designed to accelerate
the training of deep neural networks. It transforms the inputs of each layer to
have zero means and unit variances, and then scales and shifts them with a
pair of learnable parameters to restore the representation power of the network.
To reduce the expensive computation cost of fully whitening the inputs of each
layer, it makes two necessary simplifications: normalize each scalar feature inde-
pendently in each mini-batch. Specifically, in a mini-batch B of size n, for a layer
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with l-dimensional input x =
(
x(1) . . . x(l)

)
, it focuses on a particular dimension

(channel) x(k), which has n values in this channel k. The first is that it calculates
two statistics: the expectation μ(k) and the variance σ2(k) for the channel k using
the training data in a mini-batch B:

μ(k) =
1
n

n∑

i=1

x
(k)
i , (1)

σ2(k) =
1
n

n∑

i=1

(
x

(k)
i − μ(k)

)2

. (2)

It then utilizes the statistics to normalize the inputs of every layer to have the
mean of 0 and the variance of 1. The formula is shown as follows:

x̂(k) =
x(k) − μ(k)

√
σ2(k) + ε

, (3)

where ε is a constant added to the mini-batch variance for numerical stability.
The second step is to learn two trainable parameters for scaling and shifting
the normalized value of the channel k to represent the identity transform and
preserve the network capacity:

y(k) = γx̂(k) + β ≡ BNγ,β

(
x(k)

)
, (4)

where BNγ,β

(
x(k)

)
: x(k) → y(k) is the Batch Normalization Transform.

There is no doubt that Batch Normalization has made outstanding con-
tributions in accelerating network training. However, without considering the
difference between the training data and testing data, BN combines them into
a single batch to feed as the input of the normalization layer. The represen-
tations of data that are following different distributions share the expectation
and the variance, which is unsuitable due to the phenomenon known as dataset
shift [28]. Additionally, all channels are given the same importance in BN, which
is unreasonable in the case of domain adaptation since some channels are more
transferable than the others. Therefore, the transferability of BN needs to be
improved.

3.3 Transferable Normalization (TransNorm)

In order to overcome the aforesaid shortcomings of Batch Normalization when
applied to domain adaptation, Transferable Normalization [21] (TransNorm) was
proposed to improve the transferability of deep neural networks. To bridge dif-
ferent domains in domain adaptation, comparing with BN, TransNorm changes
the shared mean and variance to domain-specific mean and variance, and assigns
different weights to the channels according to the difference of transferability. In
this part, we introduce the processing procedure of TransNorm in three steps:
domain-specific mean and variance, domain-shared learnable parameters, and
domain adaptive weights.
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In each BN layer, the inputs coming from the source and target domains are
combined into a single batch to calculate the mean and variance. However, due
to dataset shift, there exists a significant difference in data distribution across
two domains, leading to having different basic statistics between the source and
target domains. Instead of straightforwardly sharing the mean and the variance,
TransNorm separately calculates domain-specific statistics of each channel: the
source statistics μs, σ2

s and the target statistics μt, σ2
t as follows (let us focus on

the particular channel k and omit k for clarity):

μs =
1
ns

ns∑

i=1

xi, σ2
s =

1
ns

ns∑

i=1

(xi − μs)
2
, (5)

μt =
1
nt

nt∑

j=1

xj , σ2
t =

1
nt

nt∑

j=1

(xj − μt)
2
, (6)

where ns and nt correspond to the mini-batch size in the source and target
domains, respectively. After that, the means and the variances are used to nor-
malize the inputs of each normalization layer independently for each domain:

x̂s =
xs − μs√

σ2
s + ε

, x̂t =
xt − μt√

σ2
t + ε

, (7)

where ε is a constant added to the mini-batch variance for numerical stability. In
this way, the representations from the source and target domains are separately
normalized to have the mean of 0 and the variance of 1.

With consideration of simply normalizing each channel of a layer may change
what the layer can represent, BN learns a pair of parameters γ and β to scale and
shift the normalized values for ensuring the transformation inserted in the net-
work can preserve the representation ability of the network. TransNorm retains
the capability of this part of BN, and scales and shifts the normalized values of
each normalization layer with domain-shared parameters for different domains:

ws = γx̂s + β, wt = γx̂t + β. (8)

Both domain-specific basic statistics and domain-shared learnable param-
eters treat all channels equally. However, in the context of different channels
extract different aspects from the input, the information existing in some aspects
is more transferable than the others, resulting in differences in the transferabil-
ity of different channels. Therefore, in the field of domain adaptation, we need
to consider the difference in channel transferability further. To accomplish this,
TransNorm reuses the basic statistics from the source and target domains: μs,
σ2

s and μt, σ2
t to select the channels that are more transferable. For each channel

k, TransNorm calculates the distance across domains d(k) as follows:

d(k) =

∣
∣
∣
∣
∣

μ
(k)
s√

σ2
s(k) + ε

− μ
(k)
t√

σ2
t (k) + ε

∣
∣
∣
∣
∣
, k = 1, 2, . . . , l, (9)
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where l is the size of channels within each TransNorm layer. For enhancing the
understandability and applicability of the method, TransNorm utilizes Student t-
distribution [29] to convert the channel-wise distances to probabilities. It assigns
different weights to the channels according to the transferability calculated by
the distance-based probability α(k):

α(k) =
l
(
1 + d(k)

)−1

∑l
m=1

(
1 + d(m)

)−1 , k = 1, 2, . . . , l, (10)

where l is the number of channels. In doing so, the channels that are more
transferable are assigned with higher weights, improving the transferability of
the normalization layer for domain adaptation. Finally, to avoid overly penaliz-
ing the channels that are less transferable, TransNorm introduces the residual
mechanism to combine the normalized values of Eq. (8) with the transferability-
weighted one to generate the output of each normalization layer:

ys = (1 + α)ws, yt = (1 + α)wt. (11)

We visually show the differences between Batch Normalization and Trans-
ferable Normalization in Fig. 1. Based on BN, the changes made by TransNorm
to improve the transferability are reflected in the following two aspects: the first
is that TransNorm normalizes the representations from the source and target
domains separately, instead of mixing the inputs across domains into a single
batch for normalizing like BN. The second is that TransNorm reuses the basic
statistics from different domains to calculate the transferability for each channel
to select those more transferable channels, making sure the similar patterns are
shareable across domains.

Fig. 1. The processing procedure of Batch Normalization is shown in (a). The process-
ing procedure of Transferable Normalization is presented in (b).
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4 Design of Framework

In this section, we discuss the design of our framework based on deep transfer
learning for unseen malware variants detection. The framework is composed of
two crucial components: data preprocessing and deep transfer learning model.
As the input of the data preprocessing module, the raw traffic of malware vari-
ants and benign applications is converted to images in RGB format. We use
Transferable Normalization to replace Batch Normalization in the ResNet-50
model pre-trained on the ImageNet for forming a classification model based on
deep transfer learning. The model learns the representations of different types of
traffic from the RGB images generated in the previous step, and then produces
the final classification results. The architecture of our framework is shown in
Fig. 2.

Fig. 2. The architecture of our framework TransNet.

4.1 Data Preprocessing

In the initial stage of data preprocessing, we first need to determine the way
of representation for traffic. The flow and the session are commonly used units
for traffic splitting in the field of network traffic classification. A flow is a set
of packets with the same 5-tuple. The 5-tuple is composed of source IP, source
port, destination IP, destination port, and transport layer protocol. Moreover,
a session consists of bidirectional flows between two communication hosts. Gen-
erally speaking, bidirectional flows contain more interactive information than
unidirectional flows. Meanwhile, the representations generated by the data from
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all layers of the OSI model have more comprehensive traffic features than those
from the application layer. Thus, we select the session as the unit for traffic
splitting and reserve the data coming from all layers of the OSI model.

As shown in Fig. 2, to convert raw traffic into RGB images with a size of
300 * 300, we need to go through three steps: traffic segmentation, traffic clean-
ing, and image generation. In the first step, we split raw traffic to large numbers
of sessions containing data from all layers of the OSI model. The input and
output data formats of this step are packet capture files (pcap). In the stage of
traffic cleaning, we first conduct traffic anonymization, that is, randomize MAC
addresses in the data link layer and IP addresses in the IP layer. We then remove
duplicate files generated by packets with the same content for avoiding biases in
the training of deep learning models. In the final step, we first extract the first
900 bytes of data from each session and convert them into RGB images of size
30 * 30. Each byte of original data represents a pixel. If the size of a session is
larger than 900 bytes, it is adjusted to 900 bytes. If the size of a session is smaller
than 900 bytes, the 0×00 is added in the end to complement it to 900 bytes.
There are two ways to expand on why the first 900 bytes of a session are used.
The first is to meet the input size of the deep learning model and to make the
method more lightweight for processing the raw data. The second is that during
the initial phase of the session, the communicating parties exchange important
information, such as communication parameters, which contains important fea-
tures that we need to focus on, while the application data transmitted afterward
is less important by comparison. A similar operation occurs in the papers [18,30]
that are related to malware classification. This choice applies to both the traffic
of malware variants and the traffic of benign applications. To meet the input
data size of deep transfer learning model to be used next, we copy 100 copies
of each image of size 30 * 30 and arrange them separately into images of size
300 * 300.

4.2 Deep Transfer Learning Model

Deep neural networks allow computational models that are composed of mul-
tiple processing layers to learn representations of data with multiple levels of
abstraction, and these methods have dramatically improved the state-of-the-art
in a wide range of tasks, such as image classification, object detection, and other
challenging fields [16]. In recent years, many researchers have proposed numerous
deep learning models and made unremitting efforts to improve the performance
of the methods. Taking the classic image classification task, ILSVRC (ImageNet
Large Scale Visual Recognition Challenge), as an example, different deep neural
networks were trained on the ImageNet [17] to reduce the classification error
rate, e.g., AlexNet [31], VGG [32], and ResNet [20]. Impressed by the powerful
representation capability of deep neural networks, the researchers focusing on
network traffic classification utilize them to promote the improvement of per-
formance. In general, the more complex structure the model has, the better
performance the model can achieve on a dataset. Meantime, the models pre-
trained on large datasets have configured structure and parameters, avoiding
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the cost caused by training from scratch. In our method, after making a trade
off between the performance of models and the computational cost of training,
we choose the ResNet-50 model pre-trained on the ImageNet as our basic deep
learning model.

The purpose of combining deep learning models with transfer learning is
to leverage the deep neural networks for cross-domain representation learning.
We delve into the architecture design of deep neural networks and use Trans-
ferable Normalization (TransNorm) successfully applied in computer vision for
reference. TransNorm, which is a more transferable normalization technique,
fully considers the difference in data distributions between the source and tar-
get domains. Meanwhile, it will not bring additional computational cost and
change other network modules. As marked with red boxes in Fig. 2, based on
the ResNet-50 model pre-trained on the ImageNet, we propose our deep transfer
learning model by leveraging Transferable Normalization as the normalization
layer to replace existing Batch Normalization. Our framework can bridge the
source and target domains, which will also be confirmed in the experiments. As
shown in Fig. 2, the RGB images after being resized and cropped are used as the
input of our deep transfer learning model to produce the final results.

5 Evaluation

In this section, we evaluate our method on the real-world datasets. Firstly, we
introduce the components of two public datasets used in our experiments and
describe the experimental setup. We then construct a series of comparison exper-
iments with different approaches and discuss the corresponding results. The
results support the advantage of our deep transfer learning-based method in
detecting unseen malware variants with superior performance over comparative
methods.

5.1 Dataset and Experimental Setup

In our experiments, we are based on pcap files to carry on the study of malware
variants detection from the perspective of network traffic. We use two public
datasets for evaluating different methods, where the malicious traffic comes from
Malware Capture Facility Project (MCFP) [33], and the benign traffic is com-
posed of data from USTC-TFC2016 [30]. The MCFP is a research project of CTU
(Czech Technical University) aiming to collect different kinds of malicious traffic
from the real-world network environment. We choose malicious traffic generated
by ten types of malware variants from it, including traffic of common categories
of malware such as trojan, botnet, and virus. The benign traffic in the USTC-
TFC2016 dataset consists of the traffic generated by different classes of normal
applications, e.g., data transfer tools, instant messaging applications, email com-
munication systems, databases, and games. As mentioned in Sect. 4.1, we utilize
sessions to describe the raw traffic in the aforementioned public datasets. After
the data preprocessing, we convert the first 900 bytes of each session into RGB
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images with a size of 300*300. The RGB images are the input of the deep trans-
fer learning model, and their number is equal to the number of sessions. Table 2
illustrates a general view of datasets used in our experiments.

Table 2. A general view of datasets used in our experiments

Malicious Traffic Category Sessions Benign Traffic Category Sessions

MCFP Cridex 7373 USTC-TFC2016 BitTorrent 7517

Geodo 9213 Facetime 6000

Htbot 5730 FTP 15000

Miuref 6066 Gmail 8629

Neris 7603 MySQL 15000

Nsis-ay 5462 Outlook 7524

Shifu 8671 Skype 6321

Tinba 7654 SMB 9733

Virut 7448 Weibo 9988

Zeus 9873 WorldOfWarcraft 7883

In terms of the experimental setup, the training and testing data contain
malicious traffic generated by different malware variants, in other words, for
each subtask, we select nine malware variants as a part of training data and
another malware variant to be part of testing data. For example, we choose
malware variants other than Cridex as part of training data, and Cridex as
part of testing data. The purpose of this experimental design is to simulate the
scenario of detecting unseen threats created by malware developers for evading
current detection methods and systems. Meanwhile, the benign traffic in the
training and testing data is also different.

5.2 Basic Result

According to the experimental setup, the evaluation process of each method
is divided into ten subtasks. The purpose of every subtask is to utilize nine
malware variants to discover another novel variant. As mentioned in the intro-
duction, some features in the methods of combining traditional machine learning
technology and transfer learning are no longer suitable for the analysis of fully
encrypted traffic. Therefore, in the comparison experiments, to ensure the com-
parability of methods, we select three pre-trained models commonly used in the
studies related to network traffic classification, such as AlexNet, VGG19 bn, and
ResNet-50, as the comparative methods. All methods are implemented based on
PyTorch. The methods using pre-trained models are model-based transfer learn-
ing methods. Table 3 and Table 4 show the accuracy and F-measure of different
approaches in the task of detecting unseen malware variants, respectively.

First of all, our method TransNet has achieved the best results among the
approaches, with the accuracy of 95.89% and the F-measure of 96.09%. After-
ward, the comparison of the average value of indicators of three pre-trained
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Table 3. Accuracy (%) on our dataset for unseen malware variants detection

Method Subtask

Cridex Geodo Htbot Miuref Neris Nsis-ay Shifu Tinba Virut Zeus Avg

AlexNet 71.30 82.10 71.22 80.23 75.54 63.47 74.40 74.26 71.11 66.95 73.06

VGG19 bn 87.75 85.64 88.72 77.02 79.21 71.38 83.66 91.56 87.39 93.36 84.57

ResNet-50 90.49 90.38 90.70 91.62 83.51 65.39 92.32 92.16 79.84 85.94 86.24

TransNet 96.35 90.90 95.50 95.63 97.58 89.86 99.68 96.11 99.99 97.29 95.89

Table 4. F-measure (%) on our dataset for unseen malware variants detection

Method Subtask

Cridex Geodo Htbot Miuref Neris Nsis-ay Shifu Tinba Virut Zeus Avg

AlexNet 68.63 78.40 71.97 80.71 74.51 63.50 67.91 69.82 68.95 60.64 70.50

VGG19 bn 87.84 85.73 89.08 72.10 78.06 64.09 83.73 91.68 87.41 92.85 83.26

ResNet-50 90.64 90.27 91.29 92.19 83.35 57.48 92.13 92.26 76.88 85.98 85.25

TransNet 96.49 90.35 96.10 96.13 97.66 90.96 99.68 96.19 99.99 97.34 96.09

models, AlexNet, VGG19 bn, and ResNet-50, supports the experienced judg-
ment that the increase in model complexity brings the improvement of per-
formance. Although some comparison methods have achieved good results on
particular subtasks, e.g., VGG19 bn has the accuracy of 93.36% when used to
detect Zeus, but our method ranks first on all subtasks with stable and excellent
performance. Our method is achieved by replacing Batch Normalization in the
ResNet-50 pre-trained model with Transferable Normalization. The results of
these two methods shown in the tables illustrate that TransNorm improves the
transferability of deep neural networks. Specifically, TransNorm calculates the
basic statistical information of different domains separately and assigns different
weights to channels according to the transferability of them. The results show
that our method is capable of detecting unseen malware variants at a superior
performance. It can relieve the challenge caused by continually increasing mal-
ware in the real-world environment through reducing time cost and labor cost
of manually labeling data.

5.3 Further Analysis

MMD (Maximum Mean Discrepancy) [34] is proposed as a criterion for com-
paring different distributions based on the Reproducing Kernel Hilbert Space
(RKHS). It is a measure of the cross-domain discrepancy of distributions, which
is commonly used in domain adaptation. According to the results in Table 3,
among the ten subtasks, our method has the most significant performance gap
with the second-ranked method on Neris and Nsis-ay, while our method has
the smallest performance gap with the second-ranked method on Geodo and
Tinba. Therefore, we compute MMD on the above four subtasks with features
of AlexNet,VGG19 bn, ResNet-50, and TransNet. Figure 3 shows the results of
MMD calculated by different methods on each subtask.
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Fig. 3. The results of MMD calculated by different methods on four subtasks.

As shown in Fig. 3, we observe that MMD using TransNet features (our
method) is much smaller than MMD using features of other methods, which
suggests that TransNet features can close the cross-domain gap more effectively.
Meanwhile, the MMD values of TransNet features in Neris and Tinba are smaller
than those in Nsis-ay and Geodo, which explains better accuracy of TransNet on
the subtasks of detecting Neris and Tinba. Furthermore, compared to the differ-
ence of MMD computed by TransNet and other methods on Geodo and Tinba,
the MMD values of TransNet on Neris and Nsis-ay differ more significantly from
those of other methods, which exactly corresponds to the degree of difference in
performance between our method and the second-ranked method in the above
four subtasks.

6 Conclusion

In this paper, we present a framework using deep transfer learning, namely
TransNet, for unseen malware variants detection. We use data preprocessing to
convert the raw traffic into RGB images as the input of our deep transfer learning
model. Faced with the problem of identifying unseen malware variants, we delve
into the architecture of deep neural networks and find that the operation of the
normalization layer needs to take into account the variability of data distribution
between different datasets. Consequently, to construct our deep transfer learning
model, we replace the Batch Normalization in the ResNet-50 model pre-trained
on the ImageNet with Transferable Normalization to improve the transferabil-
ity of deep neural networks. We test different methods by simulating scenarios
where the testing set contains different malware variants from the training set.
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Our method achieves 95.89% accuracy and 96.09% F-measure on the public
datasets from the real-world environment, which is higher than comparative
methods. Meanwhile, our method ranks first on all ten subtasks with stable and
excellent performance. The above two points show that our method can detect
unseen malware variants. Furthermore, MMD of TransNet is much smaller than
MMD of other approaches, which validates that our method successfully reduces
the shift of distributions through more transferable representations. When new
traffic emerges, instead of re-collecting large amounts of labeled data or learning
novel representations, our framework achieves labeling and detecting malicious
traffic generated by unseen malware variants with the help of the original trained
model and analysis of the distribution of different datasets. In future work, we
will conduct a more extensive analysis to discover more malware variants, such
as malicious Windows PE (Portable Executable) files and malicious Android
APK (Android application package) files. Meanwhile, we will explore the issue
of unbalanced data between malicious traffic and benign traffic to improve the
possibility of applying our method to the real-world environment.
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