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Abstract. Traditional datamining techniques are difficult to be directly applied to
wireless sensor networks because of the multidimensional and multilayered char-
acteristics of wireless sensor networks. Based on the theory of edge computing,
the framework of distributed data mining workflow in wireless sensor networks
is optimized, and the flow of distributed data mining in wireless sensor networks
is demonstrated. Finally, the design requirements of data mining methods are
realized.
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1 Introduction

Due to the large scale and random deployment of WSN, the communication environ-
ment, limited energy supply and high failure rate are often impaired, which makesWSN
knowledge mining face many severe challenges. A lot of dynamic data will be generated
in sensor network applications. In order to ensure the operation effect of the network, the
edge computation is used to analyze the network data and extract the knowledge, and the
real-time stream data is mined. Therefore, the development of wireless sensor network
data mining technology, is essentially to promote the development of real-time intelli-
gent wireless sensor networks. In the literature [6], some scholars put forward a method
of integrated feature clustering, which uses matrix representation and convolutional neu-
ral network to extract and fuse features, and uses multi-source data structure combined
with missing data interpolation method to achieve high accuracy of data mining. In the
literature [7], aiming at the data processing of soil, two data mining algorithms, mul-
tiple adaptive regression and gene expression programming, are proposed to construct
a data model, train the data model and collect features, thus realizing the deep mining
of complex data. Traditional data mining can not be directly applied to wireless sensor
networks because of its centralization, heavy computation and emphasis on transaction
data processing. Therefore, this paper proposes a real-time stream data mining method
based on edge computing for wireless sensor networks. By analyzing the data character-
istics of wireless sensor networks, the frequent itemsets of data sets are obtained, the data
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management architecture is constructed by using sensor nodes, the data is compressed to
reduce the traffic, and the data mining process is optimized by using the edge computing
theory.

2 Real-Time Streaming Data Mining Method for Wireless Sensor
Networks

2.1 Composition of Wireless Sensor Network Real-Time Streaming Data
Structure

Real-time stream data feature mining in wireless sensor networks is to extract
application-oriented, acceptable and accurate data models and patterns from the con-
tinuous and fast data streams in sensor networks. In the process of data mining, the
data can not be stored and must be processed in time. Data mining algorithm must be
effective and fast processing of high-speed data. Traditional data mining algorithms are
good at processing and analyzing static datasets, but not suitable for processing large,
high dimensional and distributed data generated by wireless sensor networks. Based on
this, we first classify the features of real-time stream data in wireless sensor networks
as follows (Table 1):

Table 1. Characteristics of real-time streaming data in wireless sensor networks

Name Traditional data Wireless sensor network data

Processing architecture Focus Distribution

Data type Static state Dynamic

Memory usage Unlimited Restricted

Processing time Unlimited Restricted

Computing power High Low

Energy Unlimited Limited

Data stream Static Successive

Data length Limited Infinite

Response time Non real time Real time

Update rate Low high

Number of scans Many times Single time

Data mining is based on the features of different classes of data. The task of real-
time stream frequent patterns mining in wireless sensor networks is mainly carried out
under the condition of limited computing and storage resources. According to the min-
ing results, we mine the maximal frequent itemsets, closed frequent itemsets, complete
frequent itemsets and Twk frequent itemsets for real-time stream data in wireless sen-
sor networks. Furthermore, the random mining algorithm in frequency range based on
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relative error count can divide theWSN data into probability-based approximation algo-
rithm and deterministic error interval approximation algorithm. The networking style of
wireless sensor networks is shown in the following figure (Fig. 1):
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Fig. 1. Composition of wireless sensor networks

Based on the above structure, the sensor node of wireless sensor network is a micro-
embedded system. In different application background, the composition of the sensor
node is different (Fig. 2).
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Fig. 2. Sensor node data feature processing module

The sensor unit is responsible for data acquisition, and the processing unit is respon-
sible for data processing and controlling the whole node. In the frequent pattern mining
of stream data, we can use the timeliness of stream data and the drift of stream center to
combine the two models of landmark window and time attenuation. The technology of
frequent pattern mining is mainly based on a dynamic system to form the overall pattern
support number, and then calculate the frequency of patterns in the landmark window
according to the time attenuation model. The algorithm has high mining precision, low
memory cost, and can meet the requirements of high speed stream data processing, and
can adapt to different number of transactions, different services and different average
length of potential frequent pattern stream data mining.
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2.2 Stream Data Mining Association Rule Algorithm Optimization

Stream data mining is to mine the arriving data stream according to a certain sequence,
which is different from the mining of static data association rules in that the stream data
is high-speed, continuous and without boundary. The unique characteristics of stream
data bring a series of problems to the data mining and analysis, so as to identify the
effective patterns in the mining cycle more quickly and efficiently. In order to improve
the computational efficiency, 1 frequent itemset is proposed to approximate the difference
between two datasets. The following formulas are given.

error(D, S) = |L1(S) − L1(D)| + |L1(D) − L1(S)|
|L1(S)| + |L1(D)| (1)

In the above algorithm, L data feature set, S data difference, D data interference coeffi-
cient. The algorithm for further calculating the degree of difference caused by missing
frequent itemsets is:

S = (L(S) − L(D)| + |L(D) − L(S)D

+ (MMS) − M (D)| + |M (D) − M (S)|
− (0L(D) ∩ M (S)|) + (0M (D) ∩ L(S)D) (2)

Further optimize the process for calculating the differences in available data mining as
follows:

error(D, S) =

k∑

i=1
|Li(S) − Li(D)| + |Li(D) − Li(S)|

k∑

i=1
|Li(S)| + |Li(D)|

(3)

Each node can collect M kinds of attribute data in N times. This node with multiple
sensing elements is called a multimode node. The data monitored by Atr, the i attribute
of the sensor node, is a N-long time sequence, s = (sx), where s represents the data
collected by the i attribute at j time. The raw data on the sensor is thus abstracted into a
matrix:
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[
t0, t1, · · · tN−1

]
(4)

Based on the above algorithm, the mining algorithm is re-run to extract association rules,
so as to improve themining efficiency and reduce themining cost as far as possible under
the limited system resources, and effectively scan the original data set once, and then
make an incremental update with the saved results of the previous scan in the next
periodic scan, and obtain the frequent itemsets near the support of the adjacent original
data set to participate in the estimation of the variation degree of the two data sets, so as
to determine whether it is necessary to run the mining algorithm to extract data patterns.
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2.3 Implementation of Streaming Data Mining in Wireless Sensor Networks

Wireless sensor network is a kind of data network focusing on the transmission of a
large amount of monitoring information. Users need data information rather than hard-
ware devices or sensors themselves. Because of the characteristics of sensor nodes, the
research concept of wireless sensor network is quite different from that of traditional
information network devices only focusing on data transmission in basic design. There-
fore, effective integrated management and operation of the data in the network become
the core research technology for optimizing and improving the performance of wireless
sensor networks.Wireless sensor networks usually focus on the monitoring data of inter-
est, and take sensor nodes collecting data as the original stream or source of sampling
data. Because all nodes build the whole network as the data transmission space or a
large amount of data storage base, it can be said that the whole wireless sensor network
is the bulk collation and integrated management of the sampled data. The main task
and function of wireless sensor nodes are responsible for the sensing, internal storage,
interrogation and data mining of the monitoring data, and separate the logical sensing
map of the collected data in the monitoring environment from the physical reality of the
network, and give the logical transmission structure of the query to the users. Of course,
the effective management and processing of the network data from the beginning to the
end of the integrated processing of the network through thewhole network, the following
steps are needed to improve the efficiency of the overall network management of the
sensor network. The following steps are needed to consider the overall data (Fig. 3).
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Fig. 3. Data management architecture

In the process of data management, we should consider the transmission path, redun-
dant data and query optimization. Generally, the omni-directional management of data
should include obtaining effective information, storing effective data, querying a large
amount of stored information, mining deep data and the whole system management
technology. The data management of wireless sensor networks is mainly located in the
network layer and application layer in the longitudinal network architecture. The main
task of the network layer is to provide sampling data and process the original data, and
send the final data results to the application layer. Data mining technology is the key part
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of all data processing. The intuitive definition is to extract or mine the useful “knowl-
edge” from the redundant and repetitive sampled data, and use intelligent method to
extract data model. Because the energy of sensor nodes and the whole sensor network
is limited, we need to process a large number of data in the process of data transfer.
Compression of the data at the sensor nodes and transmission of the compressed results
can reduce the communication volume of the sensor network and prolong the lifetime
of the network (Fig. 4).
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Fig. 4. Optimization of flow data mining steps in wireless sensor networks

We can define perceptual data as a relational database because of the temporal or
spatial correlation of perceptual data collected in wireless sensor networks. Then we can
mine the data in this relational database, and data mining is to mine the meaningful data
contained in many information. Because there is a certain degree of correlation between
the data, such as sampled data in a similar or identical point in time, the correlation can
be eliminated to the greatest extent by some transformations; but after the adoption of
some transformations, the loss of the original data and the error between the predicted
data and the original data may sometimes occur, and such compression is called lossy
compression. At present, there are many methods to compress the data, but the essence
of which is reversible lossless compression and irreversible lossy compression. Data
compression is at the cost of certain quality loss, and the quality loss is within the range
of error allowed by the condition (Fig. 5).
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Fig. 5. Data compression processing step optimization

For the correlation of observation data, the approximate data can be obtained by
constructing a suitable mathematical model of time series, so that the data amount is
less than that of the original time series. Set the sampling data as:

ξ = ((t1, d1), (t2, d2),L, (tu, dw)) (5)

Secondly, the recursive curve of data feature fitting is given. The function takes t and d in
the sampling data sequence as independent variable and dependent variable respectively.

d = α + βt + ξ, ξ ∼
(
0, δ2

)
(6)

The least square method is used to fit the above data features linearly, and the data stream
features are estimated as follows:

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

α′ = 1/n
n∑

i=1
di −

(

1/n
n∑

i=1
ti

)

β ′

β ′ =
[

n∑

i=1
tidi − 1

n

(
n∑

i=1
ti

)(
n∑

i=1
di

)]

/

[
n∑

i=1
t2i − 1

n

(
n∑

i=1
ti

)2
] (7)

Further, the characteristic regression equations of data are obtained.

d̂ = α′ + β ′t (8)

In order to solve the problem of energy consumption in data transmission, an effective
data stream management framework is proposed, which aims to process data from dif-
ferent types of systems, aggregate any different and abnormal data streams, and further
mine the anomaly feature data of data nodes. According to the initial cluster population
valueM collected from the data model, the individual characteristics of the optimal pop-
ulation are judged. If the number of cluster features collected is j, the dynamic adjustment
range numerical algorithm for abnormal data is:

ζ = d̂λ
⋂

j − 1/
(U − M ) (9)

Based on the above algorithm, the difference node numeric operators of anomaly data
are globally optimized and clustered. In order to speed up the convergence rate of data
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mining, it is necessary to carry out iterative processing of the above algorithms. Because
the automatic data node anomaly mining method is relatively complex and a complete
process, the process of data mining is usually relatively cumbersome, time-consuming
and prone to bias. Therefore, the process of data mining of anomaly characteristics is
optimized as follows (Fig. 6):
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Fig. 6. Abnormal feature data mining procedure

In order to reduce the complexity of data mining to the greatest extent, the steps of
anomaly feature data mining are further improved as follows:

1. Randomly collect the characteristic values of data nodes of the security resource
pool.

2. Mining the internal and external characteristic data information of the collected data.
3. Further analyzing and transforming the characteristic data, establishing correspond-

ing analysis models, and establishing corresponding SDN data centers.
4. Combine the feature data and SDN data center detection values to achieve automatic

mining, obtain and output the mined data feature values.
5. The error Min value is given, then the data meeting the Min value is approximately

compressed, and finally the compressed time series is decompressed to obtain the
approximate prediction data, thus prolonging the network life cycle and realizing
the data feature mining goal.

3 Analysis of Experimental Results

UsingMatlab 7.0 as the simulation platform for simulation analysis. In order to verify the
practicability of real-time stream data mining in wireless sensor networks based on edge
computing, the following comparative experiments are designed. Two computers with
the same configuration were used as the experimental object, in which the experimental
group was loaded with deep mining method and the control group was loaded with
SDN marking principle. A network device with high running stability is selected as the
monitoring subject, and the changes of the influence parameters of the experimental
group and the control group are recorded respectively.
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In order to ensure the rationality of the experimental results, the experimental
environment and parameters are set.

The hardware running environment for the experiment was Pentium- Core R980 @
2.3 GHz dual core CPU, 64 GB memory hard disk.

Experimental software environment: Windows - XP VC+ system, C++ language.
The data of wireless sensor network is collected randomly, and the object is 4200. In

order to ensure the efficiency of the experiment, it is always in the range of 18.24–20.04.
In this case, the exception data is categorized and analyzed as follows (Table 2):

Table 2. Characteristics of streaming data in wireless sensor networks

Attribute category Name

SOL Back, land, neptune, smurf

STN ftp_write, guess_passwd, imap, multi

R2L Lpsweep, namp, portsweehop, phf

ROTP overflow, loadmodule, perl, spy

In the above experimental environment, the experimental parameters are further
standardized. Randomly selected feature mining data shall be set up, and the local den-
sity characteristic values, sparse characteristic values, support intrusion data flow and
other relevant standard parameters of abnormal data shall be regulated, as shown in the
following table (Table 3):

Table 3. Data stream standard parameters

Hierarchy Characteristic value of local
density

Support Pattern (%) Numerical simulation of
sparsity characteristics

A 0.6 5 {d} 18

B 0.9 1 {e, f} 12

C 0.4 2 {a, c} 35

A 0.7 8 {l, e, k} 19

B 0.5 4 {d, l} 25

C 0.8 3 {d, g, t} 34

In the above experimental parameters and environment comparedwith the traditional
method and the actual effect of this method, and record the detection results for subse-
quent analysis and research. By human intervention, the method of large data mining
is changed, and the detailed picture of the change of experimental parameters is drawn
according to the form of the specified parameters in the control host. Take 60 min as
monitoring time, record the change of the total amount of data mining in big data node
after using the method of experiment group and control group respectively (Fig. 7).
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Fig. 7. Data mining load aggregate comparison chart

In the above figure, the actual value level of the column segment is used for data
mining,while the curve segment only reflects the basic trend of the physical quantity. The
total amount of data mining in the experimental group and the control group increased
first and then decreased, but the extreme value of the experimental group was close to
30T, far higher than the extreme value of 19T. Therefore, the data mining effect of this
method is better, and more data information can be mined in the same time. In summary,
with the application of deep mining method, the total amount of node organization
data mining does appear to be on the rise. Furthermore, it reflects the changes of the
transmission rate of big data matching paths in the experimental group and the control
group during the monitoring time of 60 min (Table 4).

Table 4. Experimental group data mining rates

Monitoring time
/(min)

Transmission speed
/(T/s)

Average value
/(T/s)

Changing trend

5 9.6 10.7

10 9.9 Rise

15 10.3 Rise

20 10.7 Rise

25 11.2 Rise

30 11.8 Rise

35 11.8 Stable

40 11.5 Decline

45 11.0 Decline

50 10.6 Decline

55 10.2 Decline

60 9.8 Decline
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Analysis table shows that with the increase of monitoring time, the data mining rate
of the experimental group keeps increasing, stable and decreasing trend, the maximum
level reaches 11.8 T/s, and can keep steady state for 5 min (Table 5).

Table 5. Data mining rate of control group

Monitoring time/(min) Transmission speed/(T/s) Average value/(T/s) Changing trend

5 4.2 4.9

10 5.6 Rise

15 4.2 Decline

20 5.7 Rise

25 4.3 Decline

30 5.5 Rise

35 4.4 Decline

40 5.6 Rise

45 4.1 Decline

50 5.4 Rise

55 4.3 Decline

60 5.2 Rise

The global maximum value is only 5.7 T/s, which is much lower than the extreme
value level of the experimental group, and this value can not maintain a stable state for
a long time. This shows that under the application of this method, the data mining rate
is higher, and the high efficiency can be maintained for a certain period of time, which
has better performance than the traditional method. In summary, the edge computation-
based wireless sensor network real-time stream data mining method has high practical
value, data mining effect is significantly better than the traditional method.

4 Closing Remarks

In wireless sensor networks, sensor nodes will produce a large number of data, which
have the characteristics of fast arrival, real-time update and so on, is a typical stream
data. The application of stream data mining technology in many fields is more and
more extensive, whichmakes communication and computer functionmore powerful and
can provide better services for users. This paper analyzes and compares the main data
mining technologies in wireless sensor networks, and proposes a workflow framework
for streaming data mining in wireless sensor networks. The processing flow of WSN
stream data mining is explained clearly, and the global pattern can be obtained by the
deeper mining of local pattern.With the maturity of wireless sensor network technology,
sensor sensing data will be increasingly rich.
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