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Abstract. As many users join the smart grid system, energy companies
need user energy data to manage and improve energy delivery. However,
while enjoying the services provided by energy companies, the energy
data submitted by users may lead to the risk of privacy leakage. To
solve this problem, this paper proposes a privacy-preserving scheme for
smart grid based on blockchain and multi-receiver encryption (PPBME).
The scheme utilizes lightweight multi-receiver encryption, blockchain,
and smart contract technologies to solve the problem of privacy leakage
when user data are shared. Also, our PPBME construction employs off-
chain storage technology to improve the scalability of the blockchain, so
that reducing the storage pressure of the blockchain. This paper also pro-
poses a compensation mechanism for the loss of user privacy. According
to the security analysis and computational cost analysis, our PPBME
scheme is efficient and secure in supporting smart grid applications.

Keywords: Smart grid - Blockchain - Lightweight - Multi-receiver
encryption - Off-chain storage

1 Introduction

Nowadays, as people pay attention to renewable energy power generation, there
is an urgent need for an intelligent system that evaluates and prices electricity in
real-time, which cannot be offered by the classic power distribution system. The
smart grid was introduced in the early 2000s s to integrate the two-way com-
munication infrastructure into the traditional power grid [12], which provides
functions such as digital communication between users and suppliers, and mon-
itoring, updating, and reliable distribution of electrical energy for smart meters.
It is necessary to provide security mechanism on user data [3].
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With the popularization of smart grids and smart home appliances, the data
generated and transmitted in smart grids has grown tremendously. Regarding
companies responsible for supplying and transmitting electricity, the data col-
lected by smart meters can help them improve system performance and enhance
the user experience. Nevertheless, users want a great service experience without
their privacy being gained by any entity other than the company they trust [18].
Also, the information transmission between smart meters and service providers
faces security and privacy challenges [24]. In the process of data sharing, how
to protect the privacy, security and verifiability of user energy data is a prob-
lem that smart grids need to solve. Tampering with energy data may mislead
service providers and lead to financial losses. In addition, the adversary’s long-
term analysis of energy data may reveal the user’s daily behavior, leading to the
leakage of user privacy.

1.1 Owur Contributions

To address the privacy and security problems of energy data sharing in smart
grid, this paper proposes a privacy-preserving scheme based on blockchain and
multi-receiver encryption (PPBME). User data includes the usage data of var-
ious types of energy for a period of time, which may contain the user’s private
information. These data are required for the service providers to adjust resource
allocation and regulate prices. Since in the process of data sharing over the pub-
lic network, user energy data may subject to common known attacks such as
eavesdropping and tampering, our PPBME construction is designed to ensure
the confidentiality and integrity of the data by utilizing blockchain and data
encryption technologies. PPBME also employs off-chain storage technology to
store the original data in the cloud. The blockchain stores the relevant creden-
tials for data usage, thereby improving the scalability of the blockchain. Due to
the limit computing power of smart meters, the encryption scheme of PPBME in
data sharing uses lightweight multi-receiver encryption, which can better achieve
fine-grained access control. In order to incentivize users to share their private
energy data, the smart contracts are used to generate contract accounts, and
service providers will compensate users for privacy leakage by paying to the
contract accounts.

The security analysis demonstrates that the proposed PPBME construction
can protect the privacy and security of user energy data, as well as resist tradi-
tional attacks. Theoretical and experimental analysis show that the computing
cost of the proposed PPBME construction is significantly reduced compared
with related solutions.

1.2 Related Works

To address the privacy protection issues of communications between suppliers
and users in smart grids, many cryptographic schemes have been proposed. Ding
et al. [4] presented an efficient metering data aggregation scheme, which sup-
ports batch verification of collectors and power service providers, and ensures
the privacy and integrity of metering data. Chen et al. [2] proposed a privacy
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protection scheme based on the certificateless aggregate signcryption technology,
where masking random numbers are used to hide the consumption data of users.
Wei et al. [14] presented to apply the blind signature to smart grid to achieve
conditional anonymity so that malicious users can be identified. Li et al. [16]
further proposed a scheme using conditional anonymous group blind signatures
to protect data privacy in smart grids. Yu et al. [25] proposed an EC-ElGamal
encryption supporting double trapdoor decryption in smart grid to ensure data
privacy.

Due to the limited computing power of smart meter, many studies have
proposed lightweight algorithms to protect data privacy at the smart meter side.
Liu et al. [17] proposed a lightweight authentication communication scheme,
which uses XOR operation to encrypt data and Lagrangian interpolation for
identity authentication. However, the XOR operation does not provide sufficient
security, so some schemes have been proposed to improve the security of their
scheme while ensuring data privacy with only lightweight operations.

Zhang et al. [26] designed a lightweight anonymous authentication key agree-
ment scheme for smart meters and service providers, which simultaneously real-
izes authentication and key sharing. Moghadam et al. [5] established a low-cost
and secure two-way handshake communication using an ECC-based authenti-
cation and key exchange protocol. Gope et al. [8,9] used a physically unclon-
able function (PUF) to provide a smart meter-to-service provider authenticated
key exchange protocol. The difference is that [9] solves the security problem of
the modeling attack faced by [8]. Cao et al. [1] also used PUF to implement a
lightweight privacy-preserving authentication data collection scheme. The exper-
iments show that this scheme has high efficiency and low communication cost.

As an emerging technology, blockchain has the advantages of decentraliza-
tion, data immutability, and traceability. Zhang et al. [27] used blockchain to
realize secure signing of multi-party electronic contracts. Their scheme also uses
an identity-based encryption algorithm to ensure the confidentiality of the con-
tract and fairness in signing contracts. Wen et al. [23] constructed a blockchain
supervision framework in a multi-party environment, which uses a double-chain
structure to supervise the data in the blockchain. Blockchain technology can also
be employed to realize privacy-preserving and verifiable billing in smart grid sys-
tems [28]. Gao et al. [7] proposed using blockchain technology to monitor smart
grid, which can ensure user data privacy and transparently provide users with
electricity consumption details. Gai et al. [6] adopted consortium chains to pro-
tect the privacy of energy transactions in smart grids.

However, the scalability of the blockchain is still a problem to be considered.
If the storage space of all nodes is used to store data, the vast data redundancy
will cause a significant burden on the blockchain nodes. Wang et al. [21] pro-
posed an on-chain and off-chain coordination management system based on a
consortium blockchain. In this system, the blockchain only stores the hash value
and response records of the data, while a large amount of raw data is stored in
an off-chain database. Wang et al. [22] designed a blockchain-based smart grid
data sharing scheme, which provides immutability and transparency through
cloud and blockchain as off-chain storage space and authentication platform,
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respectively. Although off-chain storage can solve the blockchain scalability prob-
lem, the security provided by on-chain storage cannot be replaced entirely. For
example, there is no guarantee that data stored off-chain has not been tampered
with.

2 Preliminaries

2.1 Blockchain

Blockchain is a peer-to-peer network technology for building and maintaining
a distributed ledger or database of records [20]. Participants in the blockchain
need to be verified by a specific consensus mechanism before uploading data to
the blockchain for storage. The data blocks on the blockchain are linked in the
chronological order of their respective generation in the form of chains and are
copied and stored on different nodes. It has the characteristics of decentraliza-
tion, immutability, and so on. With these characteristics, blockchain can ensure
the reliability of recorded data.

Smart contract was first proposed by Nick Szabo [19] in 1994, which is essen-
tially a piece of software code on the blockchain. It usually runs in a virtual
environment, and the application can interact with the smart contract through
the virtual machine’s interface. The smart contract will strictly execute this code
to complete the operations defined by the code.

2.2 Mathematical Difficulties on Elliptic Curves

Discrete Logarithm (DL) Problem. Let G be an elliptic curve group of
prime order ¢, and P be a generator of G. Given a tuple (z,zP) with unknown
x € Z;, computing z is difficult in any polynomial algorithm.

Decision Diffie-Hellman (DDH) Problem. Let G be an elliptic curve group
of prime order ¢, and P be a generator of G. Given X = P and Y = yP with
unknown z,y € Z;, determining whether () = zyP € G holds is difficult in any
polynomial algorithm.

3 System Model and Security Requirements

This section presents the system model of PPBME and summarizes its security
requirements.

3.1 System Model

As shown in Fig. 1, a PPBME system consists of five types of entities, namely,
key generation center (KGC), smart meter (SM), energy company (EC), cloud
and blockchain (BC).
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Fig. 1. System model of PPBME.

— KGC: KGC is a trusted third party that is mainly responsible for generating
and distributing members’ public and private keys.

— SM: The smart meter belongs to the sender in the system, which has the
ability to collect energy data from various household energy-consuming appli-
ances, is responsible for generating data information, and can generate cipher-
text using the recipients’ identities and public keys. Also, each smart meter
can create a contract account AC, so that all nodes in the blockchain can
access to pay privacy compensation.

— EC: The energy company belongs to the receiver in the system and is an
energy service provider in the smart grid. This entity hopes to obtain the
data collected by the user’s smart meter to improve service quality and reduce
costs. It can decrypt the ciphertext with its private key. By paying for con-
tract accounts, energy companies can compensate users for privacy loss when
sharing data.

— Cloud: The cloud is responsible for storing user energy data in encrypted
form, and providing cloud storage services for users to store data off-chain to
improve system efficiency.

— BC: The blockchain is responsible for storing data such as the transaction
between SM and EC. Note that the original data is not stored on blockchain.
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3.2 Security Requirements

The PPBME system is a system based on blockchain and multi-receiver encryp-
tion technology, which can ensure the privacy of user data during data sharing.
It needs to satisfy the following requirements.

— Privacy of user data: Before data sharing, SM will store user energy data
on the public cloud. Only two entities, the SM and the service provider who
purchased the data, during data sharing, can access the user energy data
stored on the cloud. No entity can tamper or falsify the stored data.

— Resist denial and fraud attacks: During data sharing between smart meter
and the service provider, service providers cannot deny or refuse to pay for
data purchases.

— Resist replay attacks: No malicious entity can obtain some confidential infor-
mation by replaying the data tuples transmitted between the smart meter
and the service provider.

— Resist privileged-insider attack: When other entities apply to KGC for keys,
malicious users inside KGC cannot infer the private key of any entity based
on the data tuples sent or received in the secure channel at this stage.

— Access control: Unauthorized service providers cannot obtain user energy data
in any way.

3.3 System Framework

A PPBME construction consists of eight procedures, namely, Setup, KeyGengc,
KeyGengyr, OffChainSto, TransApp, TransPro, MulEnc, and Dec.

~ Setup(1*) — 2: The system setup procedure is executed by KGC, which
takes the security parameter 1* as input and outputs the system public
parameters (2.

- KeyGengc(2,ID;) — (pki, ski,drc,, Xgc;): The key generation procedure
of EC is executed by KGC, which takes the system public parameters {2 and
EC’s identity ID; as input, and outputs the public-private key pair (pk;, sk;)
and signing key pair (dgc,, Xgc,) for EC.

- KeyGensm (2, IDgsnr) — (dsar, Xsar): The key generation procedure of SM
is executed by KGC, which takes the system public parameters 2 and SM’s
identity IDgps as input and outputs the signing key pair (dgpyr, Xsar) for
SM.

— OffChainSto(f2, M) — (k,CK, site, D): Off-chain storage procedure is exe-
cuted by SM, which takes the system public parameters {2 and user energy
data M as input and outputs symmetric key k, ciphertext CK of data M
under symmetric key k, the storage transaction D and the storage location
site.

— TransApp(f2, ID;, contract;) — (Y;,0): The transaction application pro-
cedure is executed by EC and SM. EC takes the system public parameter
2, EC’s identity ID; and purchase contract contract; as input, outputs the
transaction request data Y;, and sends Y; to SM. SM takes the system public
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parameter {2 and the transaction request data Y; of EC as input and outputs
transaction data O.

— TransPro(£2,0) — ({L;},, AC, 6com): The transaction processing proce-
dure is executed by SM, which takes the system public parameters {2 and
transaction data O as input. SM initiates a smart contract through the trans-
action data O, and the smart contract creates the transaction {L;}? ; of both
parties. When all nodes successfully verify the transaction through the con-
sensus algorithm, the transaction will be recorded in the blockchain. At the
same time, SM creates a contract account AC that all nodes in the blockchain
can access. EC pays enough contract currency to contract account AC as
“compensation”, AC closes the payment channel, changes the status of the
contract account, and returns a payment completion flag d.opm,-

— MulEnc(2,{ID;}}_,,{pki}?_1,k) — CT: The multi-receiver encryption
procedure is executed by SM, which takes the system public parameters (2,
symmetric key k, the identities of all participant ECs {ID;}? , and their pub-
lic keys {pk;}}_, as input and outputs the ciphertext C'T" under the symmetric
key k and a multi-receiver encryption scheme.

— Dec(2,CT, site, pk;, sk;) — (k,M): The decryption procedure is executed
by EC, which takes the system public parameters (2, ciphertext CT, EC’s
public-private key pair (pk;, sk;) and the data storage location site in the
cloud as input. The EC decrypts the ciphertext CT using the multi-receiver
encryption scheme to obtain the symmetric key k, then finds the storage
transaction D according to the storage location site in the cloud, and finally
decrypts the ciphertext CK in D with the symmetric key k to obtain the
user energy data M.

A correct PPBME construction should satisfy the following conditions: If all
participants faithfully follow the procedures, then

— Each EC can successfully validate the key pair generated by KGC.
— Each EC can successfully decrypt the ciphertext generated by SM.

4 PPBME Construction

This section introduces a PPBME construction.

4.1 System Initialization

Setup. KGC takes the security parameter 1% as input and outputs
»,¢, E,G,G,, Gy, P,Q, where p, g are two distinct prime integers, I is an ellip-
tic curve defined on F},, G is the additive group on the elliptic curve F, G, is a
subgroup of G with prime order p, G4 is a subgroup of G' with prime order g,
P € Gy, is a generator of G, and @) € G is a generator of Gj,.
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KGC chooses a random integer z € Z; as the master private key, and cal-
culates Py, = x - P as the corresponding public key. KGC selects five collision-
resistant hash functions H; : {0,1}* — Z7 for i = 1,2,3, Hy : {0,1}* — Z7 and
Hs : {0,1}* — {0,1}"1, where Iy, 5 are determined by the security parameter \.
KGC chooses a secure multi-receiver encryption algorithm I, a secure symmet-
ric encryption scheme IT = (KeyGen, Enc, Dec) (e.g., AES) and a function F'(-)
that maps from point to value [13]. KGC publishes the system public parameters
= {])7q,E‘,G,C;p,Gq,P7 Ppub7Q,H1,HQ,H3,H4,H5,I, H, F,ll,lg}.

KeyGengc. Each EC; randomly selects an integer ¢; € Z;, and calculates
T,=t;-P

Then, EC; sends dataset set; = {T;,1D;} to KGC, where ID; is EC;’s identity.

KGC computes the encryption and signing keys for EC; according to the
dataset set; and the system parameters (2. KGC randomly selects integers
Ti,Vi € Zy, dpc, € Z,, calculates

Ri=nmr;-P
Vi=wvi-T;
Xec, =dgc, - Q
b; = Hyi(Rs||Vi[|1D;)
¢i =r; + bz (mod p)

and sends the dataset sets = {R;,V;, ¢;, vs,dgc,, XEc, } to EC; through a secure
channel.
After receiving the dataset seto, E'C; first verifies it by checking the following
equality
?
R + Hi(R;|VillIDi) Ppuy = ¢; - P (1)
If it holds, sets is valid, and then EC; calculates u; = t; - v;. Thus, the public

key of EC; is pk; = (R;,V;), and the private key is sk; = (¢;,u;). At the same
time, FEC; obtains the public-private key pair (dgc,, Xpc,) for signing.

KeyGengys. Similarly, SM applies to KGC for a pair of signing keys, sends the
SM’s identity IDgps to KGC.
KGC randomly selects an integer dsys € Z;, calculates

Xsyv =dsy - Q

and sends the dataset sety = {dgnr, Xsnr} to SM through a secure channel.
Therefore, SM obtains the public-private key pair (dsar, Xsar) for signing.
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4.2 Off-Chain Storage

With the secure symmetric encryption scheme II, SM generates the symmetric
key k, and encrypts the user energy data M to obtain ciphertext C K as follows.

k — II.KeyGen(1*)
CK = II.Enci(M)

SM generates current timestamp 73, selects a random integer a € Z;, and
calculates a signature tuple ¢y = (A, B) as follows.
A=F(a-Q) (mod q)
B =a— H4(CKH’T1) . dSM (mod q)

SM outputs a storage transaction D = {CK,71,5sp }. Then, SM stores D on
the public cloud and records the data storage location site.
4.3 Transaction Processing

TransApp. Each EC; generates a purchase contract contract; and current
timestamp 73 ;, selects a random integer a; € Z;, and calculates a signature
tuple ogc; = (Ai, B;) as follows.

A;=F(a;-Q) (mod q)
B; = a; — Hy(contract;|| T2, | ID;|| X ec,) - dec, (mod q)

EC; sends a request data Y; to SM, where
Y; = (contract;, T2, 1 Di, Xpc,, 0pC,i)

After receiving the request data Y;, SM first checks whether 7,5, — 72, < €
holds, where 7,,,,, is the current time, and ¢ is the maximum transmission delay.
Then, if SM approves the purchase contract of EC;, it returns an approval
response and generates a timestamp 73. Next, SM selects a random integer
@ € Zy, and calculates a signature tuple Gsn = (A, B) as follows.

A=F(i-Q) (mod q)
B=i— Hy((Y1,Ya, -, Y)|Tsl| Xsar) - dsar - (mod q)

Then, SM outputs the transaction data O, where

O: <Yl75/27"' 7Yrbv7é7XSMa&SM>
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TransPro. SM initiates a smart contract through O, as shown in Algorithm 1.
The smart contract verifies the signature in O as follows

2

F(B-Q+ Ha((Y1, Y2, , Yo) | Tl Xsar) - Xsar) = A (2)
and, for each Y;, checks the signature as follows.
F(Bi -Q+ H4(C0ntracti‘|7§7i||IDi‘|XEC,i) . XECi,) ; A; (3)

If all are satisfied, the transaction L; between EC; and SM is constructed and
recorded in the blockchain. At the same time, a contract account AC is created,
and all nodes in the blockchain can access the contract account.

Algorithm 1. Create Transaction and Contract Accounts
Input: O = (Y1,Y2, -+, Yy, 73, Xsm, 0sm)
Output: L;; AC;0com

1: if Time.now() — 73 < & Then
: Verify (Y1,Ya, -, Y,||T3]| Xsm) = Verxg,, (Gsm) is true
: end if
Tirans < Time.now(); value = 0; status = 1
While i <n do
1:=1+1
Verify (contract;||72:||IDil| Xec,) = Verx e, (0pc,:) is true Then
: Ly (}/1, Ualuecontracti s Ttrans)

9: AC « (value, status)
10: p «— AC.getpayment()
11: AC.updata(value = value + p)
12: if Time.now() — Tirans < € Then
13: L; completed
14: Verify value > > valuecontract; is true Then
15: Receive dcom from Blockchain
16: if Verify dcom = true Then
17: AC.updata(status = 0)
18: end if

S I A S

EC; synchronizes blockchain data and detects the status of contract account
AC. EC; needs to pay the purchase amount in the purchase contract contract; to
the contract account AC. After AC receives the purchase amount, it determines
whether the amount is sufficient. If satisfied, it changes the status of the AC and
returns a payment completion flag d.om .

4.4 Data Sharing

SM synchronizes blockchain data and checks the status and identity of the con-
tract account AC. When all ECs have executed the contract, the SM encrypts
the symmetric key k using a multi-receiver encryption scheme.
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MulEnc. With the identities {ID;}"; of {EC;}?, and their public keys
{pki}?_;, SM encrypts the symmetric key k, and shares the ciphertext and
cloud storage address with participating ECs as follows. SM randomly chooses
w € {0,1}2, and computes
s = Hy(kl|w)
S=s-P
For each EC;, SM calculates

bi = Hy(Ri[|Vi[|1D;)
Ui =5 (Ri +biPpup + Vi)
pi = Hs (Ui || 1Di]| Rq[| Vi)
randomly chooses an integer e € Z7, and computes a polynomial f (y) with

degree n as follows.

n

f@)=][w—-m)+e (modp)

i=1
Next, SM calculates
7= (klw)®e
C = Hs5(S|le) ® Hs (k|lw)
and uploads ciphertext CT = (S, f,~,C) and the data storage location site to
blockchain.

Dec. After EC; obtains {CT, site} from the blockchain, it finds the cloud stor-
age transaction D through site. Then, EC; verifies the timestamp on the trans-
action D, and checks the following equality

F(B-Q+ Hi(CK|T) - Xour) = A (4)

If it holds, it indicates that D is a storage transaction created by SM; otherwise,
D is an invalid transaction. After EC; has successfully verified the signature,
EC; computes
Ull = (ci—i—ui) .S
pi = Hs(UJ[|1Ds]| R | Vi) (5)
e= f(u;) (mod p)

and checks the following equality
Hs(e @) = Hy(Slle) & C (6)

If it is not satisfied, the decryption process aborts; otherwise, EC; outputs the
symmetric key k.
EC; decrypts the ciphertext CK in D and outputs the SM energy data M
as follows.
M = II.Dec,(CK)
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Theorem 1. The proposed PPBME construction is correct.

Proof. To prove the correctness of the proposed PPBME construction, it is nec-
essary to prove that the Eqgs. (1)—(6) are satisfied.
For the dataset sets issued by KGC, equality (1) satisfies as follow:

Ri + Hy(Ri||Vi||ID;) Ppus
=r;- P+ Hi(R;||Vi||ID;)x - P
= (ri + Hi(Ri||Vi[| I Ds)x) - P
=c¢; - P

For the signature Ggp; from SM, equality (2) satisfies as follow:

F(B-Q+ Hy((Y1,Y2, -+, Vo) Tl Xsnr) - Xsar)
=F((@d - Hi(V1,Ya, -+, Yy) ~dsnr) - Q
+ Hy (Y1, Y2, Vo) T3 Xsmr) - Xsmr)
=Fa-Q)
= A

The Egs. (3) and (4) can be proved similar to the Eq. (2)

In order to decrypt the energy data M from ciphertext CK, the Eq.(5)
satisfies as follow:

Ul =(c; +u;) - S

(ci+u;)-s-P

s-(¢;- P+wu;-P)

s-((ri +bx)-P+1t;-v; - P)
s (ri-P+bx-P+uv-Tp)
=s-(Ri +b;Ppuy + Vi) = U;

For U; calculated by SM and U] calculated by EC;, we have

f(i) = fF(H3(Ui[ID;[|Ri||V;)) = e (mod p)

and
f(ui) = f(Hs(U{[|ID;||R;||Vi)) = e (mod p)

Therefore, k|jw = e @ 7, which means EC can correctly decrypt the symmetric
key k and further decrypt ciphertext CK.

In order to verify the correctness of the ciphertext CT decryption, the Eq. (6)
satisfies as follow:

Hs(e © ) = Hs(k|lw) = Hs(S[le) & C
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5 System Security Analysis

This section analyzes the security and performance of the proposed PPBME
construction.

Theorem 2. Suppose the symmetric encryption scheme II is secure. In the
PPBME construction proposed in this paper, any entity (including the cloud)
except the key owner cannot obtain or infer the original data stored on the cloud.
Also, the key owner cannot maliciously modify the data stored in the cloud.

Proof. In the off-chain storage phase of PPBME, only SM with the symmetric
key k can decrypt the ciphertext stored in the cloud. Only by obtaining the
symmetric key k and the data storage location site can the attacker decrypt the
private data through the decryption algorithm IT. Decg(+). At the same time, SM
needs to sign the ciphertext and the current timestamp and store them in the
cloud together. If the encryption party maliciously modifies the data, it will be
detected and traced in time.

Theorem 3. In the proposed PPBME construction, the transaction application
and processing between SM and EC can effectively resist denial and fraud attacks.

Proof. In PPBME, transaction processing between EC and SM is performed
by smart contracts in a prescribed manner. EC’s transaction and data usage
are publicly recorded in the blockchain ledger, which means EC cannot deny or
refuse to pay compensation. If the EC has fraudulent or false transactions, the
real identity of EC will be discovered and traced. Therefore, the PPBME system
proposed in this paper can effectively resist denial and fraud attacks.

Theorem 4. The proposed PPBME construction is resistant to replay attacks.
Any adversary cannot extract some valuable information by replaying the request
data Y or transaction data O transmitted between EC and SM.

Proof. The PPBME construction is proposed in a synchronous environment, and
the massages between EC and SM are processed with the current timestamp.
Thus, any adversary cannot efficiently perform replay attacks on the system. If
the adversary tries to launch a replay attack by pretending to be a participant,
when the smart contract creates transaction information and contract accounts,
it will detect whether there are old messages through the timestamp attached
to the messages.

Theorem 5. The proposed PPBME construction can resist the privileged
insider attack.

Proof. In the KeyGen phase, the internal attacker may know the dataset sets =
{R;, Vi, ci,v;} sent by KGC to EC. However, it cannot obtain r;, v;,t; and the
master private key z if the DL assumption holds in probabilistic polynomial
time. Also, the attacker cannot obtain u; in EC’s private key sk; = (¢;,u;),
without knowing t¢; and v;. Thus, the PPBME construction can resist privileged
insider attacks.
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6 Comparison and Analysis

In this section, we compare the proposed PPBME scheme with the ones proposed
by Kumar et al. [15], He et al. [11], and Guan et al. [10] in terms of security,
functional characteristics, and computational cost.

6.1 Comparison on Security and Functionality Features

In Tablel, the schemes in [10,11,15] and our PPBME scheme are compared
under five attributes such as simulated attack, denial and fraud attacks, replay
attack, privileged insider attack and access control. The analysis shows that
only our PPBME scheme can resist all these attacks and support access control
mechanism, thus, our PPBME construction is more secure than other related
schemes in [10,11,15].

Table 1. Security and functional features.

Properties [15] | [11] | [10]  PPBME scheme
Simulated attack Yes | Yes | Yes | Yes
Denial and fraud attacks | No | No | Yes | Yes
Replay attack Yes | No | No | Yes
Privileged insider attack | — | Yes | Yes | Yes
Access control No | Yes | Yes | Yes

In Kumar et al.’s scheme [15], a session key is generated for each pair of
participants in the smart grid who wish to trade to ensure the confidentiality
of the communication between two parties. Their scheme also uses timestamps
to prevent replay attacks. However, this scheme does not support supervision
on transaction party and allow the trusted third party to register for the two
parties, thus, malicious users may conduct fake transactions, or launch denial
and fraud attacks. Also, in one-to-many transactions, the scheme of Kumar et
al. [15] cannot achieve access control well.

He et al.’s scheme [11] achieves system privacy protection through a multi-
receiver encryption scheme, where the original data was directly encrypted and
transmitted. For big data, it would be a major problem for devices with limited
computational resources such as smart meters. Also, their scheme cannot resist
denial and fraud attacks among users.

Guan et al.’s scheme [10] provides users with fine-grained access control
through ciphertext-policy attribute-based encryption (CP-ABE). The service
provider can determine whether the data is the one to be purchased through an
access policy verification. However, their scheme is designed in bilinear groups,
which seriously decreases the efficiency of data encryption and decryption.

The PPBME scheme proposed in this paper can solve the shortcomings
of [10,11,15]. Our PPBME scheme uses the blockchain to store transaction
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information and smart contracts to control the completion of transactions, pre-
venting the appearance of fraudulent or false transactions by participants and
effectively resisting denial and fraud attacks. Also, we consider the scalability
of the blockchain and store the encrypted data on the public cloud for off-chain
storage. During transaction processing, the smart contract will authenticate the
transaction parties and the transaction content to ensure that the transaction is
valid, prevent the simulated attack and replay attack, and protect the security
of transactions. Moreover, our PPBME scheme uses lightweight multi-receiver
encryption technology to achieve access control and data privacy protection dur-
ing transmission. Therefore, our PPBME scheme provides more security protec-
tion mechanisms than related one in smart grid.

6.2 Theoretical Analysis

As shown in Table 2, we analyze and compare the computing cost of our PPBME
construction and the schemes in [10,11,15], where Gy, G5 are multiplicative
cyclic groups, and G is additive groups on nonsingular elliptic curves.

Suppose n ECs are wishing to obtain energy data from SM. In order to
achieve energy data sharing, Kumar et al.’s scheme [15] requires SM to perform
3n multiplication operations on G, 5n hash operations, 3n symmetric encryp-
tion operations and n XOR encryption operations. Therefore, the transaction
and encryption time on the SM side is 3nT, _» + 5nTyn + 3nTEpc/pec + Nl sc-

The EC side needs to implement 5 multiplication operations on G, 8 hash opera-
tions, one XOR operation and 3 symmetric encryption operations. Therefore, the
transaction and decryption time on EC side is 5T & +8Typ+2Tsc+3Tgne/Dec-

In He et al.’s scheme [11], the SM side needs to perform 3n+ 1 multiplication
operations on G, n addition operations on é, 4n 4+ 2 hash operations, n XOR
encryption operation and one symmetric encryption operation. Therefore, the
transaction and encryption time on SM side is (3n + 1)T,  _» +nT, ,, & +
(4n+2)Typ +nTsc + Tgne/pec- The EC side needs to implement 3 multiplication
operations on G’, 7 hash operations, two XOR, operations and one symmetric
encryption operation. Therefore, the transaction and decryption time on EC
side is 3Tsm—é + TTgn + 2T + TEnc/Dec-

In Guan et al.’s scheme [10], the SM side needs to perform n + 2 expo-
nentiation operations on (1, one bilinear pair matching operation and two
exponentiations on Gs. Therefore, the transaction and encryption time on
SM side is (n 4+ 2)Tewp—cy + Top + 2Teap—c,. EC side needs to implement
2n + 3 bilinear pairing operations, n exponentiation operations on G, one
exponentiation operation on G, one hash operation and one ECDSA sign-
ing operation. Therefore, the transaction and decryption time on EC side is
(Qn + 3)pr + nTezprg + Temprl + Tgh + Tsig'
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Table 2. Calculation cost comparison.

Schemes Smart meter side Service provision side
[15] K| — 2 g + Ton
K> | 2nT,,,_ &+ 3nTen +nTEne/pec + nTse T,,_&+4Tgn + Tpne/Dec
K3 |nT,,, &+ 2nTyn + 2nTene/Dec 2T, _a +2Tenc/pec + 3Tgn + Tse
[1 1] Kl T5771—G
Ko |(3n+ 1T, _a+4nTyn +nT, ;o +nTse —
K3 | 2T4n + Tene/Dee 2T, ¢+ TTgn + 2Tsc + Tene/Dec
[10] K| — Tgn + Tiig
Ky | (n+ 2)Teap—c, —
K3 | Typ + 2Teap—c, (2n + 3)Typ + nTeap—Gy +Texp-c,
PPBME scheme | K | — 2T, e+ Tga_c + Ton
K2 | Tene/pec + 2T5iq Tsig
K3 | (2n+ 1T, _a+2nT, 4 a+2n+3)Ton + 2T | T,,,_¢ + 3Tgn + 2Tsc +TEnc/pec + Toer

Notes: K;: System initialization, Ks: Off-chain storage and data processing, K3: Data
sharing. Tp,: Bilinear mapping time (e : G1 X G1 — G2), Texp—c,: Exponentiation
operation time on group Gi, Tezp—as,: Exponentlatlon operation time on group Ge,
T,,,_a: Multiplication operation time of group G, T wad—c: Addition operation time
of group G, Tyn: Hash operation time, Ts.: XOR operation time, Tepnc/pec: Symmet-
ric encryption/decryption time, Ts;q: ECDSA signature operation time, Tyer: ECDSA

authentication operation time.

In our PPBME scheme, the SM side needs to perform 2n + 1 multiplication
operations on G‘, 2n addition operations on G, 2n+ 3 hash operations, two XOR,
encryption operations, one symmetric encryption operation and two ECDSA
signing operations. Therefore, the transaction and encryption time on SM side is
@Cn+1)T,, _a42nT, .- G+(2n—|—3) gh—|—2Téc—|—TEm/Dec—|—2Tug EC side needs to
implement 3 multiplication operations on &, one addition operation on G, 4 hash
operations, two XOR operations, one ECDSA signing operation, one ECDSA
verification operation and one symmetric encryption operation. Therefore, the
transaction and decryption time on EC side is 3T, et T gact4Tgn+2Tsc+
Tsig + Tyer + TEnc/Dec'

6.3 Experimental Analysis

In this section, we evaluated the experimental performance of the proposed
PPBME construction in an environment with a quad-core Xeon processor, 16G
memory, and the 2021.3.3 version of the Goland software. The PBC and Crypto
libraries are used to support crypto operations, where the elliptic curve is of
Type E (y® = 2%+ ax +b) such that ¢ and the element size in G are all 256 bits,
and the encryption algorithm is AES-256-CBC. All hash functions are SHA-256.
The experimental results of key operations are summarized in Table3. Accord-
ing to Table 2 and Table 3, it is easy to get the running time at the smart meter
side and the service provider side of these schemes, which are shown in Table 4.
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Table 3. Running time of key operations.

Notations | Runtime (milliseconds)

Top 28.353

Tewp—c, | 1.352

Tewp—cy | 1.725

T, & | 2806
T,0ac | 0016
Tyn 0.002
Tse 0.001
TEnc/Dec | 0.042
Teig 2.945
Tyer 5.871

Table 4. Running time (milliseconds).

Scheme Smart meter side | Service provider side
Kumar et al. [15] | 8.555n 14.174
He et al. [11] 8.443n + 2.852 8.476
Guan et al. [10] 1.352n + 34.507 | 58.431n + 89.358
PPBME scheme | 5.648n + 8.746 17.302
n=10
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Fig. 2. Time cost at smart meter side.
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We evaluated the time spent at the smart meter side of the proposed PPBME
scheme in the system initialization phase, off-chain storage phase, transaction
processing phase, and data sharing phase when the number of service providers
n = 10,20, 30, respectively, which are shown in Fig.2. These results are con-
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sistent with those in Table4. Therefore, the proposed PPBME scheme enjoys
higher efficiency than other related schemes.

7 Conclusion

In order to solve the privacy leakage problem caused by data sharing in smart grid
systems, this paper proposed a privacy protection system based on blockchain
and multi-receiver encryption. The elliptic curve encryption and off-chain stor-
age technologies are used to improve the system’s efficiency in processing data.
Before data sharing, energy companies deposit the compensation to the con-
tract account to compensate for the leakage of user data in the future. Users
can achieve control access on energy data for energy companies through smart
meters with a multi-recipient encryption technology. The security and perfor-
mance analysis showed that the proposed PPBME construction is secure and
efficient.
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