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Abstract. With the development of fifth generation (5G) technology,
mobile edge computing (MEC) is becoming an essential architecture
which is envisioned as a cloud extension version. MEC system can push
the resources from cloud side to edge side, aiming to solve many compu-
tation intensive problems. The task offloading policy is vital and has an
important influence on MEC system. Meanwhile, privacy leakage may
occur during the task offloading period which may degrade MEC sys-
tem performance. The attention on these issues is lack according to
existing works. Inspired by this, we present a privacy-preserving aware
Multi-Armed Bandits based task allocation algorithm, Privacy Upper
Confidence Bound (pUCB), to find a balance between the privacy pre-
serving and the efficiency of task processing. In addition, we take regret
analysis of the proposed algorithm. The extensive simulation results show
that pUCB scheme can achieve a higher optimal rate, a lower lock rate
and less total time cost comparing with traditional Multi-arm bandits
(MAB) based algorithm.

Keywords: Mobile Edge Computing (MEC) · Privacy Preserving ·
Multi-armed Bandits (MAB)

1 Introduction

With the development of the 5G, communication among individuals is becom-
ing more frequency all over the world. Cloud computing has been unable to
meet the requirements of task computing or transmission under certain circum-
stances. MEC [1] has been presented to address these issues, which can bring
storage and computation resources closer to edge devices. Computation task will
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be offloaded to edge device, which can reduce delay. Due to the limited computing
resources of edge devices, the servers are unable to provide unlimited compu-
tational offload services for all tasks among edge devices. Therefore, designing
an effective task offloading mechanism and maximizing system performance are
challenging issues.

Multi-armed bandits (MAB) framework is wildly used in decision making
area which provide a solution of the above issues. In [1], coexisting users are
becoming research targets and decentralized task offloading strategies DEBO is
proposed to achieve a close-to-optimal performance in MEC system. In [2] and
[3], online learning policies based on adversary MAB framework are proposed
to deal with peer and flows competition. In [4], MAB based SAGE algorithm is
proposed to offer a better performance under different quality of service require-
ments (QoS). In [5], virtual machines or servers in abundance are used to execute
edge computing tasks and Multi-Agent MAB based CB-UCB and DB-UCB are
proposed to minimize task computing delay. In [6], an MAB based algorithm is
proposed to deal with the uncertainty of MEC system considering energy-efficient
and delay-sensitive for a dynamic environment MEC system.

Wang et al. [7] and Gong et al. [8] proposed a novel location-privacy aware
service migration scheme and privacy aware online task assignment for MEC.
They jointly consider migration cost, user-perceived delay, and the risk of loca-
tion privacy leakage for making service migration decisions, which is formulated
as an MDP process. However, they did not consider differentiated service for
MEC. How could we design an efficient resource optimization mechanism for
differentiated service MEC when considering privacy preserving, and how could
we guarantee the optimal task offloading strategy perform better?

To answer these questions, we present a privacy-preserving aware MAB based
algorithm for differentiated service MEC, privacy UCB, which can reach a bal-
ance between protecting privacy and task processing efficiency. The contributions
of this article are shown as follows:

– We propose an MAB based algorithm for differentiated service (difference
type of task like video.mp4 or document.txt) MEC, whose goal are maximiz-
ing the resource usage in MEC system and considering privacy preserving at
the same time. In proposed scheme, we characterize the delay in task process-
ing of different task types from three computation models: local computation,
edge computation and cloud computation. To the best of our knowledge, this
scheme is the first work combining MAB algorithms and privacy protecting
in differentiated service.

– For privacy preserving in task allocation, we define accumulated privacy quan-
tity (APQ) to quantitative privacy, which aims to reduce the risk of personal
privacy leakage. And then, we formulate the optimization problem based on
traditional algorithms in differentiated service MEC system. In addition, we
take regret analysis of the Privacy Upper Confidence Bound.

– We conduct extensive experiments to evaluate the performance of the pro-
posed scheme. In the simulation results, the proposed algorithm can achieve
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Fig. 1. Traditional MEC System Model

a higher optimal rate, a lower lock rate and total time cost comparing with
existing traditional MAB based algorithms.

2 System Model and Problem Formulation

In this section, we firstly introduce our multi-servers computing system based
on MEC system. Then we define the delay model for a single task processed by
the system. Finally, we propose pUCB for differentiated service in MEC.

2.1 System Model and Useful Notions

In this paper, we consider an MEC system, in where the servers are divided into
two categories: N edge servers and one cloud servers indexed by {S1, S2, . . . , SN}
where S1 represents the cloud server and the remaining elements represents
the edge servers. We hold a plenty of local devices (LDs) could be denoted by
{u1, u2, . . . , uI} and a finite round horizon {1, 2, . . . , t, . . . , T}. The system con-
tains three parts: local devices, edge servers (ES) and one cloud server (CS),
which are shown in Fig. 1. Firstly, to simulate reality, LD will generate tasks
with random type (task type will be defined later) and size. A task is a com-
mand for transmission or handle different types of files or projects. Tasks will
be offloaded to a selected server by some strategies where the task can only be
computed on edge side, cloud side or local side. Delay-sensitive computing tasks
have high requirement on response time, but task size is usually small. There-
fore, we assume that a task can be processed before LD moving to another cell
MEC system.

2.2 Task Generation

Before considering the privacy quantity, we formulate the overall delay for a
task execution process based on the proposed model. For each ui task will be
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generated in each round. Task in each round can be defined as a tuple:

hθ
i,t =

(
μθ

i,t, r
θ
i,t, τ

θ
i,t

)
(1)

where μθ
i,t represents the size of task, rθ

i,t represents the size of result (usually
the returned result size is much smaller than the task size) and τθ

i,t represents
the time deadline of current task. θ is the type of the task and, for simplicity, in
our system, θ ∈ { document, voice, video }.

Once a task has been generated, it should be processed and get feedback.
According to the MEC model, we assume that each local device will choose a
method to handle the task independently. In this section, we introduce three
kinds of computing patterns that can be selected by the local device: local com-
puting pattern, edge computing pattern and cloud computing pattern.

Local Compute Pattern (LCP). Under LCP, the task will be processed by
local CPU and get the feedback. So, the delay dθ

i,t,local can be defined as follow:

dθ
i,t,local =

μθ
i,t

vlocal
(2)

where vlocal represents the maximum computing speed of the current LD. For
example, dvoice

1,2,local represents the delay of the task that generated by the first LD
in this network in round 2 processing under LCP pattern and the type of task
is voice.

Edge Computing Pattern (ECP). Under ECP the tasks will be offloaded
to edge servers and the overall process contains three steps: task upload, task
execution and result feedback. Task upload delay dθ

i→n,t and transmission rate
ratei→n can be written as:

dθ
i→n,t =

μθ
i,t

ratei→n
, n �= 1 (3)

ratei→n = W log2 (1 + SNRi→n), n �= 1 (4)

where SNRi→n represents signal to noise ratio and W represents the channel
bandwidth. After receiving tasks, edge server starts the task execution process.
Task execution delay can be written as:

dθ
i,n,t =

μθ
i,t

vn
(5)

where vn represents the stander capacity of edge server n (bit/sec). Comparing
to the cloud server, the capacity of edge server is not strong as cloud server. So
the actual capacity of edge server might fluctuate around vn.

In the end, edge server needs to transmit the result back to the user. So, the
download delay from edge server to the local device dθ

n→i,t and the transmission
rate raten→i can be written as:

dθ
n→i,t =

rθ
i,t

raten→i
, n �= 1 (6)
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So, the task delay under ECP can be defined as follows:

dθ
ECP = dθ

i→n,t + dθ
i,n,t + dθ

n→i,t (7)

Cloud Computing Pattern (CCP). Under CCP, the task will be offload to
CS and the overall process contain three steps as same as the ECP: task upload,
task execution and result feedback.

The task uploading delay can be written as:

dθ
i→1,t =

μθ
i,t

ratei→1
(8)

Due to the long distance between LDs and cloud servers, the signal to noise
SNRi→1 might fluctuate up and down according to the instant network envi-
ronment.

We assume that the CS is the first server among the server group. After
receiving tasks, CS starts the task execution process. Task execution delay can
be written as:

dθ
i,1,t =

μθ
i,t

ratei,1
(9)

where v1 represents the capacity of the cloud server.
After finishing the tasks, CS needs to give out feedback. So, the download

delay can be written as:

dθ
1→i,t =

μθ
i,t

rate1→i
(10)

So, the task delay under CCP, can be defined as follows:

dθ
CCP = dθ

i→1,t + dθ
i,1,t + dθ

1→i,t (11)

Pattern Selection Vector. A task can only be processed by one computing
pattern. So, the pattern selection vector πt can be written as:

πt ∈ {πlocal, πedge, πcloud} (12)

where πlocal =
[
1 0 0

]
represents LCP, πedge =

[
0 1 0

]
represents ECP and

πcloud =
[
0 0 1

]
represents CCP. In addition, the task delay vector can be

written as:
Dθ

i,t =
[
dθ

LCP dθ
ECP dθ

CCP

]
(13)

therefore, the total delay for a task can be written as:

πt

[
Dθ

i,t

]T
(14)

where [·]T represents the vector transpose.

Quantity of Privacy and Problem Formulation. The protection of privacy
is an essential problem in today’s digital society, and it is also an important index
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to measure the quality of algorithms and the overall system. In our system, due
to the limited computing resources, it is impossible to deploy the high security
encryption algorithm on both user side and server side. Therefore, it is necessary
to control the frequency of task uploading to the ES and CS. The risk of privacy
leakage is closely bound up with the times of task uploading.

In general, malicious monitors can obtain user (users are LDs in this paper)
information from their unloading habits and task unloading probability through
illegal ways. Because of the homogeneity of the edge local area network, if the
malicious monitor finds a security hole within the system, it is convenient to
duplicate the illegal behavior to the whole edge network. Through the combina-
tion of these two means, it can be more accurate to identify whether the target
user is in the current network, the crime cost is low, and the profit is large.

Therefore, only if we quantify the privacy, we can protect user information.
The privacy quantity qθ

i,t can be written as:

qθ
i,t = ln

pθ
i,t

p̄θ
(15)

where pθ
i,t represents the probability of LD i uploading the task in round t and

p̄θ is the average probability to upload the θ task within MEC system.
If qθ

i,t > 0, it means that the task processing method selected by the user has
strong personal habit characteristics which is easy to disclose personal privacy.
Otherwise, if qθ

i,t < 0, it means that current task processing method is universal-
ity which helps to reduce the accumulated privacy quantity and reduce the risk
of personal privacy leakage. Then the Accumulated Privacy Quantity (APQ) of
current LD can be written as:

Qi =
T∑

t=1

(
1 − πtπ

T
local

)
qθ
i,t (16)

As a result, the final problem for a single LD can be defined as follows:

P1 : minimize
I∑

i=1

T∑

t=1

πt

[
Dθ

i,t

]T
,∀θ (17)

s.t.πt ∈ {πlocal, πedge, πcloud} (17a)
Qi < Qtarget (17b)

Dθ
i,t < τθ

i,t (17c)

n ∈ [1, N ] (17d)
t ∈ [1, T ] (17e)

Constraint 1 implies that the task offload approach is limited in three pat-
terns: LCP, ECP, CCP. Based on realistic considerations, constraint 2 and 3 are
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Fig. 2. Traditional MEC System Model

protections on privacy and delay respectively. Constraint 4 and 5 implies that
the number of edge server and round horizon are finite. Focused on a normal
LD, we need to minimize its total time cost and APQ. Self-locking will occur
once the task overtimes to complete and the APQ surpasses its target.

3 Algorithm and Regret Analysis

It is evident that the optimization problem P1 mentioned in section two is easy
to solve if we know the key information e.g., server capability, upload-download
link state and system resource utilization. However, all this information is not
available in advance, and it is infeasible to achieve the optimization in P1 if we
result from uncertainty of backhaul information.

We exploit an MAB framework to find a solution to deal with such incomplete
priori information situation, which is shown in Algorithm 1. In the MEC system,
each user generates different kinds of tasks anytime and anywhere. After each
task uploading decisions, the algorithm observe the reward (the shorter time
took, the bigger reward got). The size and type of tasks cannot be determined,
but the server for processing tasks can be selected, called Action. The collection
of actions is called the Action Pool. Hence, the MEC system can learn the dis-
tribution from empirical information and determine action selection. We denote
A = {a1, . . . , aE , al, ac} as the action pool where a1 ∼ aE represents ECP, al

represents the LCP and ac represents the CCP. Inputting such an action pool,
we can get the fastest task processing action. Different from classic UCB1 algo-
rithm, in lines 6∼8, it is designed to solve privacy protection problem. According
to the definition of quantity of privacy, malicious monitor could only get the reg-
ular pattern (often upload some specific type of tasks) of task offloading but not
the actual information. Therefore, we can use privacy preserving function to
add a misleading task type to protect the regular pattern. As shown in Fig. 2,
privacy preserving function could be defined followed confidentiality principle
which means the function could totally follow random rule. In our paper, we
set the privacy preserving function as follow: set the most common type (the
smallest type uploading probability difference between users and the system) as
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Algorithm 1. Privacy-UCB algorithm
Input:

An Action pool with K actions;
1: Try each action am ∈ A in action pool at first;
2: for t = K + 1 : T do
3: Estimate the optimistic bound from previous training;
4: am = am +

√
2 ln t
ωm

;
am denote the average delay;
ωm denote the number of times of action m has been chosen;

5: Try action am = min am,for all am ∈ A
6: if Qi,t ≥ εQtarget then
7: According to the privacy preserving function, add a different type of task as

enclosure to mislead the malicious monitors;
8: end if
9: if Dθ

i,t < τθ
i,t then

10: Update am = am +
(Dθ

i,t−am)
ωm+1

;
11: Update ωm = ωm + 1;
12: Update Qi = Qi + Qt

13: end if
14: end for

the misleading enclosure for the most exposed type (the biggest type uploading
probability difference between users and the system) of tasks where the proba-
bilities are known. Others are totally random.

Then, we discuss the complexity of the Algorithm 1. Firstly, to initialize the
action pool, we need to take an K times iteration, therefore, the complexity of
initial part is O(K). For the exploration part, the complexity is related to the
action number K which is also O(K). The complexity of main loop, including
privacy protection and delay calculation program, is O(N-K). So, the whole
complexity of Algorithm 1 is O(N).

Useful Notation and Regret Analysis. Denote E [·] as expectation and
P{·} as probability. Denote K as the number of actions. The time cost of each
action obey different distributions and according to the MEC system, we denote
P1, . . . ,PK as the choosing probability for each actions. Denote Gi (n) as the
number of times action i has been choose by LD during its first n tasks and μ∗

as the shortest time cost under best strategy. Then the regret comparing to the
best strategy could defined as:

μ∗n − μj

K∑

j=1

E [Gi (n)] (18)

Denote dt,s =
√

2 ln t/s as the confidence radius distance and Δi = |μi − μ∗| as
the regret of a single round.
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Theorem 1. The average choosing number of Gi (n) of the proposed scheme is
limited by an upper bound, which is expressed:

Gi (n) ≤ 8 ln n

Δ2
i

+ 1 +
π2

3
(19)

where n represents the number of tasks.

Proof. We first introduce Chernoff-Hoeffding Inequality. [9] Let X1, . . . ,Xn

be the random variables with common range [0, 1], E [Xt|X1, . . . ,Xt−1] = μ and
Sn = X1 + . . . + Xn. Then for all a > 0:

P{Sn ≥ nμ + a} ≤ e−2a2/n (20)

P{Sn ≤ nμ − a} ≤ e−2a2/n (21)
Precisely, for each t ≥ 1 we bound the indicator function of It = i as follows.

Let φ be an arbitrary positive integer.

Gi (n) = 1 +
n∑

t=K+1

{Tt = i}

≤ φ +
n∑

t=K+1

{Tt = i, Ti (t − 1) ≥ φ}

≤ φ +
n∑

t=K+1

{X∗
T ∗(t−1) − dt−1 ≤ Xi,Ti(t−1) + dt−1, Ti (t − 1) ≥ φ}

≤ φ +
n∑

t=K+1

{ min
0<r<t

X
∗
r + dt−1,r ≤ max

φ<s<t
Xi,s + dt−1,s}

≤ φ +
∞∑

t=1

t−1∑

r=1

t−1∑

s=φ

{X∗
r + dt,r ≤ Xi,s + dt,s}

(22)

Then, at least one of the following must hold:

X
∗
r ≤ μ∗ − dt,r

Xi,s ≥ μi + dt,s

μ∗ < μi + 2dt,s

(23)

Then according to the Chernoff-Hoeffding Inequality:

P{X∗
r ≤ μ∗ − dt,r} ≤ e−4 ln t = t−4 (24)

P{X∗
r ≥ μ∗ + dt,s} ≤ e−4 ln t = t−4 (25)

For φ = (8 ln n) /Δ∗
i , μ∗ < μi + 2dt,s is false. Therefore, we have

r > (8 ln n) (26)

Gi (n) ≤ 8 ln n

Δ2
i

+ 1 +
π2

3
(27)

which concludes the proof.
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4 Performance Evaluation

In this part, we evaluate the performance of the proposed scheme. The parame-
ters are set as shown in Table 1 and Table 2.

Table 1. Simulation parameters setting for different traffic types.

Type Offloading probability Qi

Voice 0.342 +0.2
Voice 0.342 +0.3
Voice 0.342 –0.05

Table 2. Simulation parameters setting.

Parameter Value

Local device CPU frequency 2 GHz
Clock cycles required to process a one-bit task 50 clock cycles
Channel bandwidth 1 MHz
SNR between local device and edge server SNRi→n 220 − 1

SNR between local device and cloud server SNRi→1 220 − 1

Task size 1MB ∼ 100 MB
Number of edge server 11
Task processing capacity of edge server 10 MB ∼ 30MB
Eps-Greedy algorithm 0.4

Optimal rate is the ratio of optimal choosing tasks to overall tasks.

Locking rate is the ratio of device locking number to total number of LD which
is set to 100 in our experiments.

The task number is 300, task size is 30MB, the device capacity = 2.0GHz, the
epsilon is 0.4, the temperature of SoftMax algorithm is 0.1 and the number of
devices is 100. We suppose that there is no privacy concerning limited (QTarget
is big enough to ensure device-locking will never happen) if privacy bound is not
a variable.

From Fig. 3 (1), the performance of Epsilon-greedy algorithm converges at
around 50 tasks which is the fastest one. However, the optimal rate is bad com-
pared with others. SoftMax algorithm converges at around 75 tasks and the
optimal rate is better than the previous one. pUCB algorithm and UCB1 algo-
rithm almost have the same performance. Although they converge slowly around
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Fig. 3. Optimal rate vs different variables. (1) with task number; (2) with device capac-
ity; (3) with privacy bound; (4) with task size.

100 tasks, but the optimal rate is the best. From Fig. 3 (2), the device capacity
has little effect to the optimal rate. In this test, we take the average number of
10 repeated experiments as final report for each CPU frequency. No matter how
strong or sick of the CPU performance, local capacity is far less than the server
capacity. Therefore, choosing local computing will be a low priority action. The
situation of privacy bound and task size is similar with device capacity. From
Fig. 3 (3) and Fig. 3 (4), we can confirm the low correlation between optimal rate
and these two variables because task size and privacy bound will not influence
the capacity of arms directly.

In Fig. 4, it is the most appropriate one to show the difference between pUCB
and other traditional MAB algorithms. As we can see, with the increasing of task
number, the privacy preserving function plays its due rule. The device lock rate
increases rapidly for all algorithms expect pUCB. Combining with the previ-
ous test, the desired effect is achieved by using pUCB. The followings are two
supplementary trials of the previous one which come to the same conclusion. In
Fig. 4 (2) and Fig. 4 (2), device lock rate of pUCB remains zero as the privacy
bound increasing and of other three algorithms decline gradually from 100 per-
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Fig. 4. Device locking rate vs different variables. (1) with task number; (2) with privacy
bound.

Fig. 5. Total time cost vs different variables. (1) with task number (2) with device
capacity; (3) with privacy bound; (4) with task size.

cent to zero. This means, in most cases, pUCB algorithm is a better strategy to
acclimatize device to the MEC system.

In Fig. 5 (1), it is a direct confirmation of the previous hypothesis. The
time difference required for completion of 300 tasks is 250 s between pUCB and
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Epsilon-Greedy (eps = 0.4). We can get the data from the test “total time cost
vs device capacity” that the time cost of using Epsilon-Greedy (eps=0.4) algo-
rithm is around 1900 s which is the same with the number in test “total time cost
vs task number”. In addition, according to the test “total time cost vs privacy
bound”, if QTarget is big enough to make sure that the device will not lock, the
time cost still remains stable and according to the test “total time cost vs task
size”, it is easy to draw the conclusion that the time cost will grow linearly as
the task size growing. From the last four test, we verify pUCB algorithm can get
a balance between privacy preserving and algorithm performance in time saving
dimension.

5 Conclusion

In this paper, we propose an MAB based algorithm for differentiated service
MEC, whose goal is maximizing the resource usage to the MEC system with
considering privacy preserving. In proposed scheme, we exploit accumulated pri-
vacy quantity (APQ) to characterize task privacy in task allocation algorithm
and we prove the regret convergence of the proposed algorithm with an upper
bound. We conduct extensive experiments to evaluate the performance of the
proposed scheme, and the simulation results show that the proposed algorithm
can achieve a higher optimal rate, a lower lock rate and total time cost compared
with existing works.
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