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Abstract. Vehicle manufacturers are installing a large number of Elec-
tronic Control Units (ECU) inside vehicles. ECUs communicate among
themselves via a Controller Area Network (CAN) to ensure better user
experience and safety. CAN is considered as a de facto standard for
efficient communication of an embedded control system network. How-
ever, it does not have sufficient built-in security features. The major
challenges of securing CAN are that the hardware of the ECUs have
limited computational power and the size of a CAN message is small. In
this paper, a lightweight security solution, LaaCan is designed to secure
CAN communication by adopting the Authenticated Encryption with
Associated Data (AEAD) approach. The architecture ensures confiden-
tiality, integrity, and authenticity of data transmission. The experimen-
tal results show that the delay of LaaCan can be reduced depending on
hardware configurations. We consider it lightweight since it adds a low
overhead regardless of performing encryption and authentication. We
evaluate LaaCan using four metrics: communication overhead, network
traffic load, cost of deployment, and compatibility with CAN specifica-
tion. The evaluation results show that the proposed architecture keeps
the network traffic unchanged, has low deployment cost, and is highly
compatible with the specification of the protocol.

Keywords: CAN bus - In-vehicle network security - AEAD

1 Introduction

Vehicles were considered as mechanical machines before the introduction of soft-
ware inside them. Components such as engines, brakes, and gears were assembled
into a car in coherence with the principle of mechanics. Yet, the limited accu-
racy of mechanics led to undetectable failures, and vehicle safety was in threat.
The automotive industry moved towards the adaption of digital electronics and
software controls in the vehicle to improve the scenario. Manufacturers started
installing electronic sensors in vehicles for driving safety and assistance. The
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automotive industry introduced Electronic Control Unit (ECU) in 1970 to col-
lect information from the sensors and control the mechanical components. An
ECU can request another ECU for its sensor information to make a collective
decision. These ECUs form an in-vehicle network to communicate with each
other. For in-vehicle communications, the most widely used medium is the Con-
troller Area Network (CAN).

With the revolution of ECUs, new features are added to vehicles to enable
them to make intelligent decisions. These features provide autonomous driving
support as well as safety and convenience to users. However, they expose the pre-
viously isolated vehicle system to cyberspace, which introduces the opportunity
of cyberattacks. These attacks endanger the privacy and safety of a vehicle.

Attacks try to control vehicle functionalities illegally. ECUs are responsible
to control these functionalities and they communicate via a CAN bus. There-
fore, these attacks highly relate to CAN communications and the security of
these communications must be a concern. The two most significant purposes of
CAN development were to reduce the wiring complexity and cost. At that time,
the security of communication between vehicular components was not a concern
as a vehicle was a closed system without communications with other devices or
vehicles. Hence, the automotive engineers implemented CAN following the con-
cept of broadcast-based serial communication. As a result, any ECU connected
to the network can read or send messages.

In-Vehicle Infotainment (IVI) system is connected to the CAN bus. It
increases the security risks as IVI connects external devices through the wire-
less medium such as Bluetooth and Wi-Fi. There are third-party applications
available for IVI to provide entertainment and navigation services [18]. Besides,
third party dongles can be plugged into the OBD-II diagnostic port to monitor
the status of vehicle systems such as the engine and transmission. These don-
gles connect to smartphones via Bluetooth. A malicious application installed on
a phone that is connected to the OBD-II dongle can help the attacker to read
the network traffic [33]. The reverse engineering of recorded communication may
lead to an attack. The lack of confidentiality, integrity, and authenticity features
in the CAN protocol are the reasons for these attacks.

In this paper, we design LaaCan, a security architecture that implements a
lightweight authenticated encryption based on a pre-shared secret key to assure
confidentiality, integrity, and authenticity. Authenticated encryption ensures the
privacy and authentication of data. It is implemented by adopting Authenti-
cated Encryption with Additional Data (AEAD) cipher. To find the best appli-
cable AEAD cipher in CAN, we explore five AEAD-based ciphers and the anal-
ysis shows that ChaCha20-Poly1305 has the best credibility in low powered
ECUs. ChaCha20-Poly1305 authenticates data using Message Authentication
Code (MAC) that has to be transmitted with the message. The CRC field in
CAN frame is used for error detection and error detection is part of data integrity
process [23]. Since LaaCan ensures data integrity, we replace the CRC data with
MAC that helps to maintain unchanged network traffic and low overhead. The
experimental results show that LaaCan provides strong security with low com-
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Table 1. Standard CAN frame description.

Field Length | Description

Start of frame | 1 bit Indicates the beginning of a frame

Arbitration 12 bits | Contains the type and priority of
the message

Control 6 bits |Includes the length of the data
Data 64 bits | Holds the transmitted data
CRC 16 bits | Cyclic redundancy check field used

for detecting error of the
transmitted data

ACK 2 bits | Acknowledges reception of valid
CAN messages
EOF 7 bits | Specify the end of the frame

munication overhead and protects the network from the most common form of
attacks. The evaluation results show that LaaCan does not have any effect on
network traffic load, has low deployment cost, and is highly compatible.

The remainder of the paper is organized as follows. In Sect. 2, we provide an
overview of CAN protocol and discuss the related work by providing a classifi-
cation of existing solutions. Section 3 presents the design of LaaCan. The imple-
mentation details and evaluation results are described in Sect.4. We conclude
the paper in Sect.5 with a discussion on limitations and future work.

2 Related Work

In this section, we discuss the existing CAN security solutions. Here, we compare
and contrast LaaCan with the related work qualitatively. Before presenting the
related work, we briefly discuss the Controller Area Network (CAN). CAN is a
multi-master broadcast-based bus system with a bandwidth up to 1 Mbit/s. It
is widely used for embedded system communication as it is efficient and cost-
effective. In standard CAN protocol, broadcast messages do not contain any
receiver information [7]. Therefore, adding and removing nodes is easier. Table 1
describes each field of a CAN message.

Considering the different implementation techniques of security countermea-
sures, we present the related work as a classification of existing security solutions.
We classify the security measures in terms of security enforcement procedures.
Figure 1 depicts the classification. The communication is primarily secured by
adopting cryptographic architecture and intrusion detection systems (IDS) or
both. The cryptographic architectures mostly involve different ways of encryp-
tion and authentication mechanisms to secure network transmission from adver-
saries. A number of works in this category are discussed in the following subsec-
tions. In contrast, the IDS learn the predefined activities and policies to detect



218 S. A. A. Hridoy and M. Zulkernine

CAN
Security
Techniques

C : ik Tntrusion
I‘yt(?grap 1 Detection
Architecture S
ystems
Distributed Centralized Behavior-
based

Authenticated
Encryption

based

Knowledge-’

J,

‘ Encryption

Authentication Authentication

Fig. 1. Classification of CAN security solutions.

and report any malicious activity. The existing IDS of in-vehicle networks can
be categorized into behavior-based and knowledge-based techniques [16]. For the
sake of space limitation and relevance, we do not discuss the IDS further.

2.1 Distributed Approach

In the distributed cryptographic architecture, security features are implemented
inside ECUs and there is no need for a central authority. Although an ECU
gets compromised by adversaries, they cannot control the full network. The
distributed methods can be further divided into three categories: encryption,
authentication, and encrypted-authentication. The encryption-based approaches
involve data encryption for security purposes; however, it does not include an
authentication mechanism. On the other hand, authentication-based approaches
only authenticate data. These approaches lack confidentiality as they do not
encrypt data. The authenticated encryption approaches encrypt and authenti-
cate data. Though it may require more processing time, authenticated encryption
provides strong security. We present the related work for each category in the
following paragraphs.

Distributed Encryption. CANTrack [14] only encrypts the message using the
message counter to prevent the replay attacks. It does not include any authenti-
cation mechanism. All ECUs maintain a message counter for each message type
and use the counters as encryption keys.

Distributed Authentication. VeCure [32] introduces trust-based grouping of
ECUs along with Message Authentication Code (MAC) for authentication pur-
poses. It divides ECUs into two groups. ECUs with external interfaces such as
OBD-II and infotainment system are assigned to low-trust group. The other
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ECUs with no external interfaces are assigned to high-trust group. Authentica-
tion is only performed for the communication of high-trust ECUs. They share a
common secret key to generate MAC. MAC is transmitted using an extra mes-
sage, which increases network traffic and message processing time. LaaCan does
not affect the network traffic as no additional message is used for MAC trans-
mission. Herrewege et al. [31] uses HMAC (Hash-based Message Authentication
Code) to generate the message authentication code using shared secret keys.
CAN+ [35] is used to share secret keys as it allows additional 120 bits to be
attached to a frame. Each message type has a unique secret key, and all secret
keys are stored in the participating ECUs. Therefore, compromising of an ECU
can reveal all secret keys. Though we use a shared secret key, LaaCan ensures
message freshness by involving a counter. The message freshness value makes
it harder for attackers when the secret key is compromised as attackers need
to keep track of freshness value. LiBrA-CAN [15] authenticates messages using
Mixed-Message Authentication Codes (M-MACs). It divides the ECUs into mul-
tiple small groups. Each group of ECUs share a secret key. The authentication is
performed by employing a helper ECU to compute MAC. Both the sender and
the helper computes MAC partially. The receiver ECU performs authentication
by merging the partially generated MAC. LiBra-CAN has high communication
overhead and uses CAN+ [35], which is not well recognized. Therefore, it is not
compatible with the standard CAN.

Distributed Authenticated Encryption. Woo et al. [33] assure data confidentiality,
integrity, and authenticity based on MAC. The MAC is transmitted using both
the extended ID field and the CRC field. Thus, the payload of the network stays
unchanged after the initial key distribution. However, a widely used standard
SAE J1939 [17] uses the extended ID field to transmit Parameter Group Number
(PGN). Hence, reserving extended id field for MAC excludes existing standards.
LASAN [22] ensures three security features as well. A centralized security mod-
ule authorizes all the general ECUs. AES-128 is used in Cipher Block Chaining
(CBC) mode. AES requires hardware support and resource constraint ECUs do
not have hardware acceleration support for cryptography [11]. Also, the installa-
tion of a central ECU brings hardware change, which increases the deployment
cost. LaaCan does not require any hardware support and is adaptable by soft-
ware updates. TOUCAN [8] assures confidentiality, integrity, and authenticity.
It also applies AES-128 for data encryption, and Chaskey [20] for MAC com-
putation. The data payload is reduced to 40bits to fit 24-bit MAC. However,
reducing the size of payload makes it incompatible to existing designed proto-
cols that make use of the full length of the payload. Alam et al. [5] introduce
identity-based access control for ECU authorization. The symmetric key cryp-
tography and digital signature are applied to assure confidentiality, integrity,
and authenticity. The symmetric keys are shared using elliptic curve-based Pub-
lic Key Encryption (PKE). Though digital signature ensures non-repudiation,
it is slow. LaaCan falls in the category of distributed authenticated encryption.
The AES cryptographic algorithm is used by [33] and [8]. AES consumes more
resources and requires hardware support to reduce the processing delay. Thus,
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AES is not suitable for resource-constrained ECUs. Besides, we avoid using the
extended id field to transmit authentication code to assure backward compatibil-
ity. We also refrain from reducing payload size, which makes LaaCan adaptable
to existing implementations.

2.2 Centralized Approach

In a centralized cryptographic architecture, data is authenticated by central
ECU. There is no involvement of encryption in a centralized approach. Although
these approaches may involve some processing in participant ECUs related to
authentication code generation, the authentication process is served by the cen-
tral ECU. CaCAN [25] installs a monitor ECU in the bus. The monitor ECU
compares both the received and calculated MAC for message authentication.
TCAN [9] authenticates based on the physical location of the ECU in the net-
work. Two dedicated node repeater and monitor are used to identify the physical
location of ECUs from the message reception time difference. Although TCAN
authenticates the messages using the physical location, it involves cryptography
for the communication between the general ECUs and the monitor in the ini-
tialization phase. CaCAN [25] and TCAN [9] lack confidentiality as messages
are not encrypted. Moreover, installing dedicated ECUs for authentication is
expensive and not adaptable to already manufactured vehicles. Also, they are
vulnerable to man-in-the-middle (MITM) attacks.

3 LaaCan Design

In the preceding section, we discussed existing CAN security solutions and their
shortcomings. Among the different approaches of cryptographic implementa-
tions, only the distributed authenticated encryption architecture is capable of
ensuring confidentiality, integrity, and authenticity. Intrusion detection systems
highly depend on the trained model, which is heavy computation for resource
constraint devices. Considering the limited resources of ECUs and the conse-
quences of in-vehicle security attacks, we design a lightweight security solution
by adopting distributed authenticated encryption architecture.

In this section, the architecture of LaaCan is presented. Since a security
architecture should be integrable with the existing standards, the design is ana-
lyzed to verify the compliance with standard CAN and AUTOSAR [1]. Later,
the design challenges and solution options are explained.

3.1 Authenticated Encryption Design

We propose a lightweight authentication architecture for CAN communication.
We implement Authenticated Encryption with Associated Data (AEAD) scheme
as it is capable of ensuring confidentiality, integrity, and authenticity. We iden-
tify available AEAD schemes used in industry and compare the performance to
determine the best fit in CAN protocol. The experimental analysis shows that
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Fig. 2. Design of the authenticated encryption.

among five widely used AEAD algorithms, ChaCha20-Poly1305 has the best
performance based on the communication overhead and security measures.

Figure2 shows the architecture of LaaCan. AEAD requires four inputs: a
secret key, nonce, plain text, and additional data. The secret key has to be
random. The nonce is used to keep the keystream unique for each operation.
Both the sender and the receiver have to know the secret key and nonce. The
outputs of AEAD are ciphertext and MAC. The ciphertext is privacy protected
plain text, and MAC is a tag to ensure data accuracy.

In the first phase, the message is encrypted using the ChaCha20 stream cipher
to assure confidentiality. For encryption, ChaCha20 generates a block using the
key block, nonce, and constant characters. Then, it splits the block to form a
matrix and runs 20 rounds of alteration between cells. Each round performs
four quarter-rounds to process both column and diagonal values. Every quarter-
round involves bit operations of add, XOR, and rotate. After the 20 rounds,
the matrix is serialized to generate a keystream block. The ChaCha20 performs
XOR operation with plain text to generate ciphertext [24]. The keystream block
generation process does not involve the plain text. Therefore, it is possible to
generate a keystream block earlier to reduce the encryption process delay. After
sending a message, a keystream is generated for the next message, which is
referred to as a forward key generation. Thus, during the encryption of the
next message, the keystream block will be ready to XOR with plain text. Since
the forward keystream generation is performed, a keystream block is generated
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during initialization for the first message. Forward keystream generation reduces
the delay by 15% 16 MHz micro-controllers for each message transmission.

The message authentication is necessary to ensure authenticity and integrity.
The authentication scheme generates MAC to achieve message authentication.
However, each CAN message has an identifier, and alteration of it is considered
as an attack. As a result, the authentication of the message identifier is nec-
essary. AEAD provides authentication for associated data. Hence, we feed the
message identifier as additional data to AEAD. We use the message counter as
the nonce, which gives freshness to the secret key. The ECUs have non-volatile
storage to store system and user data [34]. The freshness value can be stored
in the non-volatile storage so that it can be retained in each run. Since CAN
is a broadcast-based protocol, all the ECUs receive all transmitted data in the
network. Therefore, it is not required to attach the counter with a transmit-
ted message. Besides, CAN protocol has a message filtering feature, which uses
the identifiers for filtering. Therefore, we do not encrypt the message identifier.
However, if the identifier is altered during the transmission, the authentication
fails.

Due to the limited payload, CAN protocol cannot accommodate additional
data bits in the message. Message encryption using ChaCha20 does not increase
the length of the encrypted message. However, MAC has to be transmitted to the
receiver to complete the authentication process. Wang et al. [32] used an extra
message to carry MAC. Additional message transmission increases the traffic of
the network. It also increases the delay in message processing as the receiver has
to wait for the MAC. Moreover, no other ECU can communicate between the
transmission of the original message and MAC. CAN protocol uses a 15-bit CRC
field for error detection of transmitted data. Since LaaCan ensures the integrity
of data and error detection is part of data integrity [23], we use the CRC field
to attach a 15-bit authentication code. Two existing work [10,33] demonstrated
a similar approach of using the CRC field to transmit MAC and showed the
feasibility of the solution.

We follow the distributed approach of ensuring security where the network
traffic is encrypted and authenticated by all the ECUs. MAC is generated and
appended to the message by a sender ECU. There is no need for a central ECU,
which allows integrating the solution to existing vehicles with software updates
only. Furthermore, LaaCan does not transmit any extra message for security
purposes. It does not involve any modified version of the standard protocol also.
Therefore, it is feasible to integrate it with the standard CAN protocol as well
as standards widely implemented, such as SAE J1939 [17].

3.2 Design Requirement Analysis

To make LaaCan adaptable with the existing systems and standards, we identify
two major design requirements: standard CAN and AUTOSAR compliant. The
analysis of the design requirements is discussed in the next paragraphs.
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Table 2. AUTOSAR profile of LaaCan.

Parameter Configuration value
Algorithm ChaCha20-Poly1305
Length of Freshness Value (parameter 0 bit
SecOCFreshnessValueLength)

Length of Truncated Freshness Value 0 bit

(parameter SecOCFreshnessValueTxLength)

Length of Truncated MAC (parameter 15 bits
SecOCAuthInfoTxLength)

Standard CAN Compatibility

The CAN protocol is standardized under ISO (International Organization for
Standardization) 11898-1 [2] that describes the data transmission process and
message format. The compliance with standard protocol gives solution flexibility
of integration with the majority of the existing systems and standards. A secu-
rity solution should be able to run on existing ECUs and networks to achieve the
standard CAN compliance. Some security solutions [15,31] use CAN+ [35] pro-
tocol that requires hardware change in transceiver [8]. LaaCan does not require
any hardware changes. Unlike some other related work [9,15,22,25,30], we do
not install any dedicated ECU. Therefore, we claim LaaCan is standard CAN
compliant.

AUTOSAR Compatibility

The AUTOmotive Open System ARchitecture (AUTOSAR) [1] is a develop-
ment partnership of automotive stakeholders to implement standardized soft-
ware architectures for ECUs [3]. The specification of AUTOSAR describes stan-
dard development practices. To verify the compliance with the AUTOSAR stan-
dard, we study the release document of AUTOSAR 4.3.1, Specification of Secure
Onboard Communication [6]. According to the specification, sender and receiv-
ing nodes require to maintain freshness value. Though, it is not mandatory to
add the freshness value to the payload, it has to be considered during the MAC
generation. LaaCan maintains a message counter to assure message freshness.
In the standard CAN protocol, all the broadcasted messages are received by the
participating nodes. Thus, there is no need to add the freshness value to the
payload as all the ECUs can maintain the counter. AUTOSAR applies security
solution based on the security profile. Table 2 shows the security profile of Laa-
Can for AUTOSAR. The first parameter “Algorithm” stands for the name of the
cryptography algorithm, which is ChaCha20-Poly1305, in this case. SecOCFresh-
nessValueLength and SecOCFreshnessValueTxLength parameters are related to
the freshness value. The configuration values for these parameters are 0 bit as the
freshness value is not added to the payload. SecOCAuthInfoTxLength denotes
the length of the truncated MAC, and we use 15-bit of the truncated MAC.
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3.3 Design Challenges and Solutions

There exist three main challenges in the design of LaaCan: choosing the cryp-
tographic algorithm, deriving the shared secret key, and fixing the MAC size
and transmission process. We discuss these challenges and solution choices in
the next paragraphs.

Choosing Cryptographic Algorithm

We use authenticated ciphers to ensure data confidentiality, integrity, and
authenticity. There are several authenticated ciphers available. However, we need
to select one that provides strong security with efficient performance in ECUs.

The in-vehicle communication has to be real-time. However, security mea-
sures add a delay in communication. The delay highly depends on the hardware
components on which the security solution is running. The vehicle ECUs are
resource-constrained. Thus, a solution must have strong security with low com-
munication delay, less memory consumption, and less power consumption. We
choose widely used authenticated ciphers and compare the execution time to
encrypt and authenticate 8 bytes of data. We take 8 bytes of data because a
single CAN frame can have up to 8 bytes of data. We shortlist AES-GCM,
Speck-GCM, ChaCha20-Poly1305, Ascon, and Acorn for the comparison as they
are widely used. We run the them in three different hardware configurations. We
discuss experimental setups in detail in Sect. 4.1.

Figure3 shows the execution times of the shortlisted ciphers. Chacha20-
Poly1305 has the lowest execution time in all three configurations. It is sig-
nificantly faster than the most widely used AES-GCM. The AES-based ciphers
perform better when the hardware has AES support. However, for resource-
constrained devices without hardware support, Chacha20-Poly1305 takes less
time while consuming low memory and power than some widely used authenti-
cated ciphers [13].

Shared Secret Key

The cryptographic algorithms use a secret key for data encryption. The key
selection is essential as the security strength depends on it. The same key can
be used for encryption and decryption in case of symmetric-key cryptography.
In asymmetric key cryptography, one key is used in the encryption process and
a different key is required for the decryption process.

The asymmetric key technique is significantly slower than symmetric key and
consumes more resources [27]. Hence, we choose the symmetric key cryptography.
In symmetric-key cryptography, the sender and receiver need to share a common
secret key. However, key generation and sharing between ECUs is complex as
the network is multicast-based, and there is no central authority. If the same
key is used throughout the lifetime of the vehicle, an adversary can analyze the
network traffic to retrieve the secret key. Therefore, we generate a session key at
the starting of a vehicle. To generate a session key, we use a long term symmetric
key and a session id of 128 bits each.

A 128-bit session-id allows 22° or 1.04 million distinctive sessions, which are
enough for a vehicle lifetime. At the starting of a vehicle, the session-id incre-
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Fig. 3. Execution times of authenticated ciphers.

ments and a session key is generated. ChaCha20 generates the session key using
the session id and long term symmetric key. A new session key is also generated
when the message counter value reaches its limit. The key establishment and
share process are resource consuming and increases the network traffic, which
we avoid by deriving the session key. We use the session key for a limited time.
Hence, even if an adversary retrieves a key by analyzing network traffic, it can
bypass the security measures for only one session as session key changes every
time the vehicle starts. The session key generation and key setup process require
a maximum of 1.83 ms, which is very low. As it is only done at the starting of
the vehicle, it is acceptable.

MAC Size and Transmission
LaaCan authenticates messages based on MAC. The security strength of MAC
depends on its length. A MAC with a bigger length has better security strength.
However, the size of the CAN frame is limited. CAN frame has a 15-bit CRC
field, which provides error detection support only. CRC check can recognize an
error that occurs during transmission. LaaCan ensures data accuracy based on
MAC. The MAC authentication at the receiver end fails if any bit in the original
data changes due to a noisy transmission channel. Therefore, we decide to replace
CRC with MAC. The replacement of CRC with MAC allows keeping the traffic
of the network the same as standard CAN. Otherwise, data payload has to be
reduced [8], or additional message transmission is required [32]. Woo et al. [33]
and Bittl [10] also propose overwriting CRC field with MAC.

The probability of guessing MAC is 2-mac-length [20]. We generate 128-bit
MAC and truncate it to 15 bits for transmission. Therefore, the probability of
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guessing MAC is 2-%. In other words, an attacker requires 27° or 32,768 attempts
to guess the MAC that is not feasible considering the limited resources available
in ECUs.

4 Implementation and Experimental Evaluation

To assess the effectiveness of LaaCan, we validate the security features through
experiments and preform security analysis against attacks. In this section, the
implementation details are provided and the security analysis is discussed. Later,
the evaluation results and comparison with some of the existing work are pre-
sented.

4.1 Implementation

LaaCan has to be integrated into Electronic Control Unit (ECU) software by
installing in the ECU micro-controller. A micro-controller works as a core pro-
cessing unit of an ECU. Several exiting work [8,25,30,33] used micro-controllers
for experiments. To simulate an in-vehicle network consisting of multiple ECUs
connected by a CAN bus, we connect multiple Arduinos by the CAN bus. An
Arduino is a programmable micro-controller. However, it does not have the capa-
bility of CAN transmission. Hence, we install CAN-Bus Shield V2.0 [28] on top
of Arduino that provides CAN transmission ability to Arduino.

Micro-controllers come in different hardware configurations. CAN security
researchers mostly use ARM-based micro-controllers with CPU clock speeds
between 40-150 MHz for their experiments. However, AVR-based microcon-
trollers are widely used in vehicle ECUs. Therefore, we consider microcontrollers
with three different configurations, which are Arduino Uno (16 MHz 8-bit AVR),
Arduino Zero (48 MHz 32-bit ARM), and Arduino Due (84 MHz 32-bit ARM).
Among them, Arduino Uno has computationally weak hardware, which helps to
verify the performance on resource-constrained devices. Figure4 demonstrates
the diagram of our experimental setup.

4.2 Security Threat Analysis

General Security Requirements

First, we analyze that LaaCan satisfies confidentiality, integrity, and authenticity.
For the purpose of analysis, we name the ECUs as ECU7 (transmitter), ECUg
(receiver), and ECU4 (attacker). We assume ECUr and ECUpg are legitimate
nodes and ECU 4 is an attacker for the following scenarios.

Confidentiality. ECUr sends data to ECUg, and ECU 4 tries to sniff the data.
We observe that before installing LaaCan, ECU 4 receives the original data.
After applying LaaCan, ECU 4 receives the encrypted data. Encrypted data is
completely different from the original data and meaningless to the attacker node.
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Integrity. ECUr tries to send data after encryption. However, one or more bit(s)
of transmitted data changes due to transmission error or attacker’s manipulation
and ECUpg receives the fabricated data. We observe that ECU g does not process
the altered data because of the mismatch in the MAC.

Authenticity. Similar to integrity, MAC also ensures data authenticity. ECUp
sends data to ECUg. However, the message identifier got altered due to trans-
mission error or attacker’s manipulation. ECUg generates the MAC with respect
to the altered identifier and discards the message because of mismatch in MAC.

Some Attack Defenses

We analyze the defense potential of LaaCan against five security attacks: eaves-
dropping, spoofing, replay, Man-in-the-Middle (MITM), and remote attacks.
These attacks are considered for protection analysis as they are the most com-
mon form of attacks in CAN protocol [4,29]. Denial of Service (DoS) attacks are
not considered as preventing them in CAN protocol is impossible [31] and the
existing solutions also struggle against it [26].

Eavesdropping Attacks. In a broadcast network, all the participant nodes receive
all the transmitted packets. Hence, an adversary ECU can read the data trans-
mission to retrieve information, which may lead to future attacks. Data trans-
mission is encrypted in LaaCan. Therefore, eavesdropping attacks cannot com-
promise data.

Spoofing Attacks. Spoofing attacks are done by impersonating another ECU. An
adversary can mislead a vehicle subsystem by performing this kind of attack.
These attacks are possible if the network lacks authenticity and integrity. LaaCan
ensures the authenticity and integrity of the transmitted messages to protect
against spoofing attacks.

Replay Attacks. In a replay attack, a copy of a previously recorded valid message
is transmitted. As messages are exchanged in broadcast form, any attacker node
connected to the network can perform a replay attack if no security measures
are not taken [19]. The receiving node cannot differentiate between a valid and



228 S. A. A. Hridoy and M. Zulkernine

replayed message when message freshness is not ensured. LaaCan eliminates
replay attacks by involving a message counter in the keystream derivation process
that assures message freshness.

Man-in-the-Middle (MITM) Attacks. MITM attacks control the communication
between two legitimate nodes secretly. Buttigieg et al. [12] demonstrated a MITM
attack by installing an attacker node between an instrument cluster and a vehicle
simulator. In LaaCan, the attacker node cannot retrieve the actual information
from the encrypted message. Also, the possible altered relayed message cannot
bypass the authentication process. Hence, LaaCan prevents MITM attacks.

Remote Attacks. Modern vehicles have an OBD-II port that provides self-
diagnostic and reporting support. OBD-II is connected to in-vehicle network.
Woo et al. [33] presented a remote attack that connects a malicious mobile
application to a third party OBD-II diagnostic tool. These attacks are possible
due to the lack of data authenticity. LaaCan provides authenticity to prevent
these attacks. The secret-key and cryptography mechanism have to be shared
with trusted manufacturers of OBD-II dongles to make them compatible with
the proposed architecture. If a dongle is vulnerable and a secret key is compro-
mised, then the attacker may bypass the security measures. However, it applies
to all the cryptographic approaches to some extent as they operate based on the
secret key.

4.3 Evaluation Metrics and Comparison

We evaluate LaaCan based on four metrics: communication overhead, bus load,
deployment cost, and compatibility. The metrics are discussed in next para-
graphs. Afterwards, it is compared with some existing solutions based on security
requirements and performance.

Evaluation Metrics

Communication Overhead. CAN is meant for real-time communication. There-
fore, communication overhead is the most important evaluation criteria. LaaCan
involves encryption and authentication, which requires processing of every mes-
sage. It has a total delay of 1.52 ms 16 MHz configuration, 0.25 ms in 48 MHz, and
0.07ms in 84 MHz. We observe that communication delay significantly depends
on the hardware configuration of ECUs. All the delays are for 8 bytes of data,
which is the maximum payload of the protocol. We do not include transmission
delay here as it solely depends on the setup environment.

Bus Load. If security measures increase the load of the bus, it must have an
impact on the message processing latency. Woo et al. [33] use an extra message
to transmit MAC for each message, which at least double the traffic of the
network. LaaCan avoids transmission of additional messages by replacing the
CRC field with the MAC. Hence, LaaCan does not have any effect on the bus
load.
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Deployment Cost. A huge number of already manufactured vehicles are using
CAN protocol. Hence, a new security solution must have a low installation cost.
Some of the existing solutions [9,25] install one or more new dedicated ECUs for
security purposes, which is costly. LaaCan has a low deployment cost as it can
be integrated by software updates only.

Compatibility." LaaCan integration does not have any impact on the core CAN
protocol. No additional bits are added to the message. LaaCan replaces the CRC
field with MAC to avoid use of CAN+ [35] or any other customized version of
the protocol. However, error checking is part of integrity process and LaaCan
assures integrity. Hence, the modification follows the core specification of CAN.

Comparative Analysis

Table 3 illustrates the security features and performance comparison of the pro-
posed design with some related work discussed in Sect. 2. Since LaaCan adapts
the cryptographic architecture, IDS-based solutions are excluded from the com-
parison.

Table 3. Security and performance comparison.

Solution Confiden| Integrity | Authenti Bus load Deployment| Compati Overhead
tiality city cost bility
CANTrack [14] |V X X Unchanged | Low High -
VeCure [32] X v v High Low High 0.05 ms (40 MHz)
CANAuth [31] X v 4 Unchanged | Low Low -
LiBrA-CAN [15] | X v v High High Low 2.54ms
WooCAN ([33] v v 4 Medium Low High 0.38 ms (60 MHz)
LASAN [22] v v 4 Medium Very High | High 4.6 ms (168 MHz)
TOUCAN (8] v v v Unchanged | Low Very Low 2.35ms
(168 MHz)
CaCAN [25] X v v Medium High Low 0.03ms (50 MHz)
TCAN [9] X X v Medium Very High | Low 0.03 ms
LaaCan v v v Unchanged | Low High 1.52ms (16 MHz)
0.25ms (48 MHz)
0.07 ms (84 MHz)

CANTrack [14] only encrypts data to ensure confidentiality. Along with Laa-
Can, there are three solutions [8,22,33] that ensure confidentiality, integrity,
and authenticity. The other solutions implement an authentication mechanism
to ensure integrity and authenticity.

The additional message transmission needed for security purposes increases
the traffic of the network. CANTrack [14], TOUCAN (8], VeCure [32], and Laa-
Can have unchanged network traffic. As CANTrack does not authenticate the
message, it does not need to transmit MAC. TOUCAN reduces the payload size
to append MAC to it. VeCure and LaaCan replace the CRC field with MAC to
avoid additional message transmission.

! Compatibility indicates the degree of change required in standard CAN protocol and
it is a subjective metric.
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LASAN [22] and TCAN [9] have very high deployment costs as multiple
dedicated ECUs are required to be installed for security. LiBrA-CAN [15] and
CaCAN [25] require the installation of one dedicated ECU. Also, the dedicated
ECUs used for security purposes increase the coupling among them and gen-
eral ECUs, which is considered as a weakness [21]. The other considered solu-
tions including LaaCan, have low deployment cost as no hardware changes are
required.

The highly compatible solutions do not change the specifications of the stan-
dard protocol and do not involve a different variant of the protocol. TOUCAN
[8] has very low compatibility as it reduces the payload size. Also, CANAuth
[31] and LiBrA-CAN [15] have low compatibility as they use CAN+ [35] that
requires hardware changes in transceiver [8]. Though we replace the CRC field
with MAC, LaaCan can run on existing hardware and network configurations
without any modification. Therefore, LaaCan is highly compatible with standard
CAN.

A comparative analysis with other work in terms of communication overhead
is challenging as the overhead depends on hardware configurations. Since the
clock speed of the processor is considered as one of the significant factors behind
the performance, we perform the analysis based on the clock speed. VeCure
[32], CaCAN [25], and TCAN [9] outperform LaaCan in terms of overhead.
However, they fail to assure at least one feature of confidentiality, integrity,
and authenticity. Also, CaCAN and TCAN have high deployment cost, and low
compatibility with the standard CAN protocol. Though WooCAN [33], LASAN
[22], and TOUCAN [8] ensure the three security features, they have significantly
high communication delay than LaaCan.

The remote attacks are usually initiated through the In-Vehicle Infotainment
(IVI) system and OBD-II. The secret key and cryptographic mechanism have to
be shared with these systems to make them compatible with LaaCan. However,
if these systems do not have protected memory and compromise the secret key,
then adversaries can bypass the authentication system. VeCure [32] attempts to
mitigate this issue by sharing the secret key only with the high-trust ECUs that
do not have any external interfaces. It only authenticates the communications
between high-trust ECUs and does not assure confidentiality, which makes the
ECUs with external interfaces such as IVI and OBD-II vulnerable. Any non-
trusted OBD-II tool can read and learn from the data as there is no encryption
in place. Also, it can send malicious messages to IVI that will not be discarded
as there is no authentication done in IVI.

5 Conclusion and Future Work

5.1 Conclusion

The automotive industry is advancing towards the adoption of information tech-
nology and electronic components. The involvement of information technology
has opened up the in-vehicle communication networks to the cyber world. Adver-
saries can gain access to an in-vehicle network by exploiting the vulnerabilities
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of the Controller Area Network (CAN). In this work, we design a lightweight
authentication architecture called LaaCan to secure CAN network communi-
cation. We classify the existing security solutions for CAN on the basis of
security enforcement procedures in order to compare LaaCan with the existing
work. LaaCan is an Authenticated Encryption with Additional Data (AEAD)-
based security architecture that implements ChaCha20-Poly1305 for one pass
encryption-authentication process. It protects the network from eavesdropping,
spoofing, replay, Man-in-the-Middle (MITM), and remote attacks by ensur-
ing the integrity, authenticity, and confidentiality of the transmitted data. The
experimental results illustrate that the communication delay can be reduced to
0.07 ms. We evaluate LaaCan based on the communication delay, traffic load,
deployment cost, and compatibility with the standard protocol. The comparative
analysis shows that the proposed architecture suffers from less overhead com-
pared to the solutions with similar security measures. LaaCan does not increase
network traffic. A software update can incorporate the solution without any
hardware changes, and it has high compatibility. Lastly, LaaCan is compliant
with the CAN and AUTOSAR standards.

5.2 Limitations and Future Work

The cryptographic algorithm requires a secret key, message counter, session id,
and session key. These values have to be stored, which consume memory storage.
Besides, we generate a session key from the pre-shared secret key. If an adversary
compromises a session key, it can bypass the security measures for that particular
session. While compromising the session key requires the knowledge of the pre-
shared secret key and session id, the attacker may compromise the encryption
algorithm that generates the key. We assume that these values are stored in more
protected memory. LaaCan uses a message counter to assure message freshness.
However, we do not transmit freshness value due to the limited size of a CAN
message. Since CAN is a broadcast-based network, all the ECUs receive the
transmitted messages in network. Thus, the counter increments upon receiving
every message, which keeps all the ECUs synchronized. If an ECU somehow does
not receive some messages, then it cannot synchronize with the network.

If the pre-shared key is compromised, an adversary can create a legitimate
session key. A sophisticated secret key generation and sharing mechanism can
address the issue so that an adversary cannot create a legitimate session key from
a compromised pre-shared key. However, the generation of secret keys requires a
lot of processing power. As a result, we plan to implement a secret key sharing
mechanism for low powered ECUs. Also, we conduct our experiments with micro-
controllers that are not real ECUs. Therefore, we plan to install our solutions
in ECUs with a real vehicle system running. It will help us reach more concrete
conclusions concerning the actual performance and feasibility.
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