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Abstract. Some emergency events such as time interval between input
streams, operator’s misoperation, and network delay might cause stream
processing system produce unbounded out-of-order data streams. Recent
work on this issue focuses on explicit punctuation or heartbeats to handle
faults and stragglers (outlier data). Most parallel and distributed mod-
els on stream processing, such as Google MillWheel and Apache Flink,
require hot replication, logging, and upstream backup in an expensive
manner. But these frameworks ignore straggler processing. Some latest
frameworks such as Google MillWheel and Apache Flink only process dis-
order on an operator level, but only point-in-time and fixed window of
low watermarks are discussed. Therefore, we propose a new sliding time
window of low watermarks to detect delayed stream arrival. Contribu-
tions of our methods conclude as adaptive low watermarks, distinguishing
stragglers from late data, and dynamic rectification of low watermark.
The experiments show that our method is better in tolerating more late
data to detect stragglers accurately.

Keywords: Stream processing - Watermark + Out-of-order data -
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1 Introduction

Fault tolerance, low latency, balancing correctness, and checkpoints are features
of streaming processing system [9]. Data arrival time does not strictly reflect its
event time. It is important to distinguish whether the late data is simply delayed
(due to the network delay and unbalanced allocation of the system resources)
on the wire or actually lost somewhere [1]. If the stragglers (also called outlier
data or slow streams) cannot be processed timely, the correctness of the process-
ing result will be affected. Besides, stragglers decrease the running speed and
increase error probability. However, current streaming processing systems has
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little measures to address this fault tolerance issue [14,18]. In our paper, we try
to detect delayed stream arrival in stream processing.

Logging, hot replication [13] (where every node has two copies), and upstream
backup [8,12] (where messages are replied when tasks failed) are common method
in stream fault recovery. Discretized stream (D-Stream) is abstraction layer of
Spark Streaming system, which allows checkpointing and parallel recovery [6] and
recover from fault to tolerate stragglers [18]. The method relies on micro batches in
the technical stack of Spark system. An out-of-order processing framework is pro-
posed to prevent ordering constraints [11] by AT& T Labs. x Google MillWheel pro-
posed a low watermark strategy to solve this problem for the incoming stream and
checkpoints its progress at fine granularity as part of this fault tolerance [1]. Low
watermark is a limit of timestamp of all processing data. Apache Flink proposed
the window mechanism of low watermark [5] to advance low watermarks of Mill-
Wheel. They use maximum allowed delay to allow data delay over a period of time.
But these methods cannot distinguish straggler and late data. Apache Storm uses
Trident (the high-level transaction abstraction) to guarantee exactly-once seman-
tics for record delivery to avoid out-of-order data [15]. It requires strict transaction
ordering to operate, and is based on a continuous operator model that performs
recovery by replication (several copies of each node) or upstream backup (nodes
buffer sent messages and replay them to a new copy of a failed node). This will
cause extra hardware cost and take a long time to recover due to the transaction
framework. More importantly, neither replication nor upstream backup handles
stragglers. A straggler must be treated as a failure or fault in upstream backup,
while it will slow down both replicas with synchronization protocols [14].

We propose a new method, adaptive sliding time window of low watermark, to
make late data, stragglers and normal data from streams different. The method
can reduce the number of late data and improve the accuracy of result. Unlike
Low Watermark point-in-time of MillWheel, adaptive sliding time window of low
watermark is a window. Adaptive low watermark, distinguishing stragglers from
late data, and automatic correction of low watermark are unique compared to
other methods.

The chapters of this paper are distributed as follows. Section 2 describes the
latest work on out-of-order stream, low watermark and improved adaptive water-
mark. Section 3 introduces how to distinguish late data, stragglers and normal
data. Firstly, we expand the point-in-time of watermark to sliding time win-
dow of low watermark. Secondly, using the window to define late data, straggler
and normal data. Finally, we propose the delayed stream arrival detection algo-
rithm. The experimental result, displayed in Sect. 4, shows the advantage of our
method. Section 5 outlines brief conclusions and future research.

2 Related Work

2.1 Low Watermark

It is different between the order of arrival of tuples and the order of source [16].
Network delay and delivery errors cause disorder. Stragglers (also known as slow
data) are inevitable in large clusters. Therefore, it is necessary to detect delayed
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stream arrival for fault recovery. There is a mechanism which allows windows to
stay open in additional time to process out-of-order stream data.

Low watermark is a timestamp that limit the timestamp of future data [1].
The low watermark of MillWheel tracks all events waiting to be solved in the
distributed system to distinguish two situations. First, there is no late data
arrival if the low watermark advances past time ¢ without the data arriving.
Second, there is late data with out-of-order stream arrival, which can solve timing
issues in real-time computing. Given a computation A, the oldest work in A
is a timestamp relevant to the oldest uncompleted record in A. The recursive
definition of low watermark of A based on data flow is as follows.

Low watermark of A = min (oldest work of A, low watermark of C: C outputs
to A). A and C are computations.

If there are no input streams, the low watermark is equipped to oldest work
values.

2.2 Adaptive Watermark

Adaptive Watermark is a new generation strategy that can adaptively decide
when to generate a watermark and which timestamp without any prior adjust-
ments [2]. ADWIN (Adaptive Window) is used to detect concept drifts [7].
When the ADWIN detects concept drift, the algorithm will calculate dropped
rate (computed by lateElements/totalElements). If this ratio is smaller than the
threshold ! (late arrival threshold), a new watermark will generate. When a new
watermark is generated, the dropped rate is resetted. Adaptive Watermark can
adapt to changes in data arrival frequency and delayed arrival rate, which real-
izes the balance between latency and accuracy. However, some fixed parameters
like [ are setted empirically, which may cause high-latency when processing data.
Apache Flink provides abstractions that allow the developers to assign their own
timestamps (timestamp assigner) and emit their own watermarks (watermark
generator) [5]. That can be individualized by developers. In Apache Flink, the
two watermark generation methods are periodic and punctuated [3]. Program-
mer can realize their thought by overwriting the extractTimestamp function.
Allowed lateness is also a particularly improved feature of Apache Flink in deal-
ing with disorderly events [4]. By default, when a watermark passes through the
window, late data will not be discarded. In an improved way, allowed lateness
allows for a period of time within an acceptable range (also measured by event
time) to wait for the arrival of data before a watermark exceeds end-of-window
in order to process the data again.

3 Delayed Stream Arrival Detection

3.1 Sliding Time Window of Low Watermarks

We propose the sliding time window of low watermark to distinguish differ-
ent data types and receive data. Figurel shows the sliding time window of
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Fig. 1. Sliding time window of low watermark

low watermark in detail. As we can see from Fig.1, the left of the window
is lowwatermark, which represent a bound on the timestamps of future data.
The size of window is STRAGGLERSIZE. The range of sliding time window
is [lowwatermark, lowwatermark + STRAGGLERSIZE). lowwatermark +
STRAGGLERSIZE/2, the middle of the window, is an important boundary
used to differentiate data types. Specific data types refer to Sect. 3.2.

3.2 Definition of Late Data and Straggler

We divide the data into four types, normal pending data, normal data, late data,
and stragglers, by sliding time window of low watermark. We can get them by
comparing the timestamp of processing data and the range of the sliding time
window.

Normal pending data: data with timestamp belonging to the interval
[lowwatermark + STRAGGLERSIZE, +o0); Normal data: data with
timestamp belonging to the interval [lowwatermark +
STRAGGLERSIZE/2, lowwatermark + STRAGGLERSIZE); Strag-
glers: data with timestamp belonging to the interval [lowwatermark,
lowwatermark + STRAGGLERSIZE/2); Late data: data with timestamp
belonging to the interval (—oo, lowwatermark).

Every time, late data and normal pending data are outside the time window,
stragglers and normal data are in the time window. Every new data appears as
normal pending data and the timestamp of new data is after lowwatermark +
STRAGGLERSIZE. All the types of data are shown as Fig. 2, where A is the
late data, B is the stragglers, C is the normal data and D is the normal pending
data.
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Fig. 2. Data types

3.3 Delayed Stream Arrival Detection

In order to generate a new watermark and keep it updated when new elements
processed, we use m, the maximum allowed delay, to represent. And dynamic m
(Table 1) is proposed to adapt the real-time stream account for high accuracy
and low latency. When the number of stream per second (with dataRate for
short) bigger than a certain threshold (with DATARATETHRESHOLD for
short), dynamic m will change automatically. All the parameters we used to
dynamic rectification low watermark are shown in Table 1.

Table 1. Parameters used for watermark generators

Parameter Description
m Maximum allowable delay. m € [1, SLIDEWINDOW S1ZE]
CHANGERATE Maximum allowable delay change ratio, CHANGERATE €

(0,1]. Default is 0.01
DATARATETHRESHOLD | Threshold of data per second. Default is 5

dataRate Number of data per second in real-time stream

And Algorithm 1 describes how m change with CHANGERATE in detail.
For a continuous stream, there is a list of collecting new data when it is processed.
We get dataRate by counting the number of data in the list. Then, we will
compare dataRate and DATARATETHRESHOLD to decide how to change
m. When dataRate is higher than DATARATETHRESHOLD, m will increase
by CHANGERATE, otherwise m will reduce. The new m will be used to
generate next watermark. The Algorithm 1 shows the detail of the change of m.
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Algorithm 1. Adaptive watermark generation

Require:
A data stream S
Ensure:
1: m < 350L; watermark «— 0;

2: dataRate «— 5; DATARATETHRESHOLD « 0.01;
3: extractedTimestamp = -o0o; lastExtracted Timestamp = -oo;
4: dataCount = 0; N = 1000; SLIDEWINDOWSIZE = 500L;
5: List: processedELments «— NULL;
6: for each e € S do
7:  watermark = extractedTimestamp - m;
8:  emit(watermark)
9:  processedELments « e;
10:  if processedELments.size () > 0 then
11: lastExtractedTimestamp = processed Elments.get(processedELments.size ()-
1)
12: for each element € processedELments do
13: if lastExtractedTimestamp >= lastExtracted Timestamp - N && lastEx-
tractedTimestamp <= lastExtractedTimestamp then
14: dataCount ++
15: end if
16: end for
17: dataRate = dataCount/(N/1000)
18: dataCount «— 0
19:  end if
20:  if dataRate > DATARATETHRESHOLD then
21: m=m-+mxCHANGERATE
22: if m > SLIDEWINDOWSIZE then
23: m = SLIDEWINDOWSIZE
24: else
25: m=m-—mx*xCHANGERATE
26: if m <=1 then
27: m=1
28: end if
29: end if
30:  end if
31: end for

The initial values of m, CHANGFERATE and DATARATETHRESHOLD
must be specified when generating watermark with dynamic m. In our exper-
iment, the default values for these parameters are 350, 0.01 and 5. Figure3 is
an example to explain how the watermark works. When the first data which et
(event time) is 19213 comes, m is 350, dataRate is 0, dataRate is smaller than
DATARATETHRESHOLD and the watermark is 19213 — 350 = 18863. When
second data with et 19356 arrives, dataRate is 1, which less than 5, and m is reduce
t0 350 * (1 — 0.01) = 346, therefore, watermark is 19356 — 346 = 19010. The third,
fourth and fifth data are similar to above. When the sixth data arrive, dataRate
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Fig. 3. Example for watermark generation and different data types (Color figure online)

isequal to DATARATETHRESHOLD and m will increase, 334 * (1 + 0.01) =
337, hence, watermark is 19899 — 337 = 19562. We can see from our method that
m can change dynamically. It can better adapt to the constantly changing in real-
time stream. The different data types can be clearly seen from Fig. 3. According to
the definition of data types, the blue is normal data. The green is straggler. And
the red is late data.

4 Experiments

4.1 Setup and Dataset

Setup: We have implemented low watermark sliding time window with dynamic
m on top of Apache Flink v1.9.0. The experiment runs on the computer with
8 GB memory and i5-8500 CPU at 3 GHz.

Dataset: We use three different scale of data sets to compare watermark with
dynamic m and static m, the DBES 2012 [10], DBES 2015 [2] Grand Challenge
and Out-of-Order dataset from Internet of Things [17]. 1) The DBES 2012
data set, which has 9564 tuples with 3225 out-of-order data, comes from the
high-tech manufacturing equipment. 2) The DBES 2015 data set is composed
of reports of taxi trips including starting location, drop-off location, the time
and amount of payment. After deduplicating the value, there are 10427 tuples
with 8384 out-of-order data. 3) The Out-of-Order data set is generated from
standard commercial equipment, networks and protocols commonly used in IoT
applications. S-8 to S-10 records the WLAN information, whose unordered data
is higher than D-1 to D-5, recording the UMTS information. We choose S-10 for
our experiment, which has the most data in S-8 to S-10. This data set, including
18386 out-of-order data, has 29999 tuples.
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We use the timestamp of every tuple from the three data sets to distinguish
different data type, especially stragglers and late data. For the DBES 2012
data set, we choose timestamp which is generated by the embedded PC upon
the creation of the given event. For the DBFES 2015, we choose the timestamp
of starting point. And for the Out-of-Order data set, we use S-Client-Detection-
Time. Figure4 shows the top 100 tuples of every data set. (a) is DBES 2012,
(b) is DBES 2015 and (c) is S-10. We can see the trend, timestamp increases
overall, but there is some disorder, of every data set clearly from the Fig. 4.

DBES 2012 DBES 2015
31000 973000

29000 972500
27000 972000
25000 971500
23000 971000
21000 970500

19000 970000
17000 969500
15000 969000

e DBES 2012 === DBES 2015
(a) (b)
S-10
22000
21000
20000
19000
18000
17000

16000
15000

Fig. 4. Trend of data sets

4.2 Comparisons

The ratio of late data (with Dropped for short) and the ratio of stragglers are
two metrics in our experiment. We compare the two method of static m and
sliding time window of low watermark with dynamic m. And we choose two
parameters of m and CHANGERATE to change. The results of two different
methods are shown in Table 2.

We can see the ratio of dropped and the ratio of straggler from the Table 2.
For the static m method, we use 0 and 350 to represent how long allow delay. For
the dynamic m, we use an initial value of 350, which can compare with 350 ms
delay of static m. From the Table 2, the ratio of Stragglers in static m is null,
which means the static method cannot find stragglers. On the other hand, our
approach not only can find stragglers, but also can decrease the ratio of dropped.
That illustrates dynamic m could adapt the change of real-time stream better
and the window could find stragglers. For the different CHANGERATE, it has
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Table 2. Comparison results of different methods

Dataset Method m CHANGERATE | Dropped (%) | Stragglers (%)
DBES 2012| Original - - 33.72 -
Static m 0 - 9.45 -
350 - 0.31 -
Sliding time Dynamic | 0.01 0.25 61.23
window of low
watermark
Dynamic |0.1 0.25 61.47
DBES 2015| Original - - 80.40 -
Static m 0 - 35.26 -
350 — 17.16 -
Sliding time Dynamic | 0.01 12.15 21.31
window of low
watermark
Dynamic |0.1 12.11 21.28
S-10 Original - - 61.29 -
Static m 0 - 14.47 -
350 - 0.14 -
Sliding time Dynamic |0.01 0.05 49.15
window of low
watermark
Dynamic | 0.1 0.05 49.15

almost the same dropped rate and stragglers rate. That is because m is limited
by WINDOW SIZE and trend of data sets. The specific analysis of result is as
follows.

For the method of static m, different m has different dropped ratio. Every
dropped ratio has lower latency than original dropped ratio, but it doesnot
distinguish stragglers. And we can see the result of 350 ms delay is better than
Oms, which certifies allowing delay can reduce dropped ratio. As we can see from
Table2, for the DBES 2012, original dropped ratio is 33.72%. When m = 0,
dropped ratio is 14.47% and when m = 350 is 0.31%. DBES 2015 and S-10
data sets have similar result. The larger m the lower dropped ratio. As a result
of allowed delay, it can process more data.

For the dynamic m, we can see from the Table2 that dropped ratio of
dynamic m is lower than static m. Moreover, our method can distinguish strag-
glers. CHANGERATE determines the magnitude of each change, but it isnot
the only factor. Figure4 describes that the trend of data set also has influence
on the result. In Fig.4 (a), large changes occur in an intervals in DBES 2012.
Uncertain changes will have some impact on the results, but it has small influ-
ence. From the Fig.4 (a), we can see the trend of DBES 2012 data set is that
there is a big change in every other period of time, which has small impact. The
larger the value of CHANGERATE, the higher the tolerance of the system.



Toward Sliding Time Window of Low Watermark 453

Hence, when CHANGERATE is 0.1, straggler ratio is higher than it is 0.01.
From the Fig.4 (b), we can see the trend of DBES 2012 data set is that there
are more fluctuations. Too much out-of-order data and irregular changes will
have some impact on the results. A little change of watermark will influence the
result. That results in the greater CHANGERATE the lower straggler rate.
In the Fig. 4 (c), the timestamp grows steadily. Stable increasing timestamp has
almost no influence in different CHANGFERATE. Moreover, occasional changes
between nearby data provide a guarantee for stream processing. The above rea-
sons make the results the same in different CHANGERATE.

5 Conclusion

In this paper, we propose a new method called sliding time window of low water-
mark to generate a watermark dynamically and distinguish stragglers and late
data. The number of data in unit time, the threshold and the ratio of change is
three parameters to decide what the value of new watermark will be. Then we use
the new watermark and the sliding time window to distinguish normal data, late
data and stragglers. Our method adapts the perplexing change of stream better
than static m watermark generation, as the experiment result show. Moreover,
detailed data classification will be beneficial to stream processing.
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