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Abstract. Edge computing is an efficient computing paradigm, which
can utilize computing devices at the edge of network to provide real-time
proximity service. Since edge devices lack centralized management, they
are more vulnerable to being attacked. Therefore, the issues of data secu-
rity and user privacy in edge computing are particularly important. A large
number of existing literature focus on the data security and user privacy
with independent attackers. However, cooperative attacks, in which mul-
tiple attackers can collaborate to obtain the data content and user pri-
vacy, have not been fully investigated. In particular, we take the matrix-
vector multiplication which is a basic component of most machine learn-
ing algorithms as the basic task. Therefore, in this paper, we focus on the
Secure and Privacy Matrix-vector Multiplication (SPMM) issue for edge
computing against cooperative attack and design a general coded compu-
tation scheme to achieve lowest system resource consumption, i.e. commu-
nication cost and computational load. Specifically, we propose two cod-
ing schemes: Secure and Private Coding with lower communication Cost
(SPCC) and Secure and Private Coding with lower computational Load
(SPCL). We also conduct solid theoretical analyses and extensive experi-
ments to demonstrate that both two proposed coding schemes can achieve
lower communication cost and computational load than existing work.
Finally, we perform extensive analyses to the superiority of the proposed
schemes.
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1 Introduction

With the rapid arrival of the 5G era, it is unrealistic to transmit massive data
to the cloud for real-time processing due to the bandwidth limitation between
the cloud and the edge network [1]. Since edge devices are closer to the user,
edge computing can provide efficient and real-time computing to the user [1–
4]. Nowadays, with the development of artificial intelligence, edge computing
has been used in extensive fields, such as virtual reality (VR) [2], smart city
[3], autonomous vehicle [4], etc., paving the way for the application of artificial
intelligence [2–5].

Despite the enormous potential of edge computing, there are still many chal-
lenges [1,5–23]. The first major issue is the straggler problem [6–9]. Due to the
differences in network environment and devices, edge devices return computa-
tion results at different speeds. Therefore, the user needs to wait for slower edge
devices, namely stragglers, to complete the computation, which is the strag-
gler problem. This greatly affects the calculation latency. In addition, since edge
devices are at the edge of the network, they are more vulnerable to being attacked
[10–23]. This seriously threatens the security of data. Therefore, the original data
must be encoded before being allocated to edge devices [10–16]. Finally, due to
the trustlessness of edge devices, they are more likely to leak the privacy of user
when they participate in computing [17–23]. Matrix-vector multiplication, as one
of the key modules of machine learning, image processing and deep learning, is
the starting point to study the above problems [6–23].

To solve the above problems, researchers proposed many coded distributed
computing (CDC) schemes in different scenarios [6–23]. In CDC, the user first
divides the original data into blocks and encodes them, i.e. linearly combines

Fig. 1. Traditional distributed computing.
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Fig. 2. An example of coded edge computing.

blocks. Then, the user allocates the coded blocks to edge devices. After receiving
the coded blocks, edge devices calculate and return the computation results,
i.e. intermediate results, to the user. Finally, once the user receives sufficient
intermediate results, the user can decode and obtain the final result.

Through redundant calculation of data, the recovery threshold which is the
number of intermediate results required to decode the final result can be reduced
[6–9]. This greatly alleviates the straggler problem. As shown in Fig. 1, when the
edge devices s1 and s2 return the results, the user can decode the final results
without waiting for slower edge device s3. However, the above research on CDC
do not consider security issues. To solve the data security problems, an increas-
ing number of researchers begin to investigate secure coded distributed comput-
ing (SCDC) [10–16] to satisfy information-theoretic security (ITS) [24], i.e. edge
devices cannot obtain a linear combination of the original blocks. As shown in
Fig. 2(a), the user protects data security by adding random blocks to the original
blocks in the coding phase. Moreover, the scheme in Fig. 2(a) can protect the
data security in the case of cooperative attack by any two devices. However, edge
devices are curious about whichever piece of data in public data the user oper-
ates because the user typically has a variety of computing needs. This seriously
undermines the privacy of user. Consequently, a large number of researchers are
dedicated to studying private coded distributed computing (PCDC), i.e. edge
devices have no way of knowing which piece of public data the user wants to
calculate [17–23].

Next, we give an example in Fig. 2(a) (b) to show the coded edge computing
system that we study. In this example, the goal of the user is to compute AB1.
The system we considered consists of a user device s0, a cloud and 4 edge devices
s1, s2, s3, s4, where any two edge devices can cooperate to attack. Data A is
stored on s0 and B = [B1 B2 B3] as a small public data is stored on the cloud.
The cloud sends data B = [B1 B2 B3] to edge devices before the calculation
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starts. Then, the cloud no longer communicates with edge devices. Firstly, the
user divides A into 2 blocks by row which are A1, A2. In order to protect the
security of A, the user generates 2 random blocks R1, R2 of the same size as A1.
Then, in secure coded edge computing, the user encodes A1, A2 with them and
allocates coded blocks to edge devices as shown in Fig. 2(a). When edge devices
receive a coded block of A, the edge devices perform the calculation and return
the results (intermediate results) to the user. When the 4 edge devices all return
intermediate results, the final result AB1 can be decoded as shown in Fig. 2(a).
Since the user encodes each block of A with two random blocks, the original
information of A cannot be obtained when any two edge devices cooperate.
However, since the user device wants to calculate AB1, edge devices only operate
B1 with the coded blocks of A. Thus, edge devices can know B1 is different from
B2, B3 and B1 is the content that the user needs to calculate. Therefore, the
scheme in Fig. 2(a) leaks the privacy of the user. As shown in Fig. 2(b), similar
to Fig. 2(a), this scheme can protect the security of A when any two devices
cooperate to attack. Since operations on B1, B2, B3 are consistent, edge devices
have no way of knowing which column of B we want to calculate. In addition,
in the case of cooperative attack by any two devices, edge devices cannot know
computing goal of the user. Therefore, the scheme protects the security of A
and privacy of user. In this paper, we proposed two secure and private coding
schemes which can achieve lower communication cost and computational load
than existing work when there are stragglers in the system. The contributions
of this paper are as follows:

– We give the system model, attack model, privacy condition and security con-
dition and define SPMM problem.

– We propose SPCC for the SPMM problem. In SPCC, although the commu-
nication cost of intermediate results returned by edge devices to the user
is large, the communication cost of the user sending coded blocks to edge
devices is improved. In addition, SPCC has lower communication cost than
the existing work.

– In order to obtain a lower computational load, we further design SPCL for
the SPMM problem and give the proof of security and privacy. SPCL has
lower computational load than SPCC.

– Finally, we conduct extensive simulation experiments under different parame-
ter settings, which demonstrate that SPCC can achieve lower communication
cost and SPCL can achieve lower computational load compared with the
existing work.

The rest of the paper is organized as follows. The related work is investigated
in Sect. 2. In Sect. 3, we introduce a detailed description of the system model and
define the SPMM problem. In Sect. 4, we propose SPCC and SPCL for SPMM.
Besides, we perform a theoretical analysis of the two schemes that we proposed.
In Sect. 5, we conduct extensive experiments to demonstrate the superiority of
SPCC and SPCL. Finally, we conclude the paper in Sect. 6.
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2 Related Work

Recently, a large number of researchers begin to study CDC because CDC can
provide efficient computing and mitigate the impact of stragglers [6–9]. In [6],
Li et al. proposed distributed fog computing coding scheme which can make full
use of the devices scattered around the user for calculation. Lee et al. [7] pro-
posed maximum-distance-separable (MDS) codes which can mitigate the impact
of stragglers to speed up distributed machine learning. In [9], Dutta et al. pro-
posed MatDot codes which reduce the recovery threshold of the system by sac-
rificing communication. Moreover, in [8], Soto et al. proposed a coding scheme
that minimize the recovery threshold for batch matrix multiplication. However,
none of the above schemes considers the security of the system.

Since edge devices are at the edge of the network, they are more vulnerable
to being attacked. A growing number of researchers are committed to solving the
problem of data security [10–14]. In [10], Yang et al. proposed secure polynomial
coding scheme which can be applied not only to matrix-vector multiplication
but also to image convolution. Besides, Bitar et al. [11] designed Staircase Codes
and analysed the latency of Staircase Codes is always less than the latency of
secret sharing. In [12], Bitar et al. proposed a solution based on Staircase Codes
to minimize latency for SCDC. In [15], Cao et al. proposed secure coded edge
computing schemes for the heterogeneous edge computing systems which can
acquire the minimal total cost. Moreover, for the collusion of edge devices, a
variety of secure schemes have been proposed. In [13], Chang et al. proposed
a secure polynomial coding scheme to achieve the maximized ratio of effective
blocks to total blocks for collusion attacks. In [14], Doliveira et al. proposed
GASP codes to minimize the recovery threshold for distributed matrix multipli-
cation with protecting both matrix security. In [16], Zhu et al. proposed a secure
scheme in the case of collusion and minimize the total cost of the distributed
matrix multiplication. However, the above schemes does not consider the privacy
of the user.

For protecting the privacy, Kim et al. [17] proposed a privacy coding scheme
by setting up special evaluation points to reduces the stragglers effect. In addi-
tion, Kim et al. [18] proposed a secure privacy coding scheme based on [17] to
ensure security of data and privacy of the user. In [19], Chang et al. studied
the correlation between upload and download for secure and private distributed
matrix multiplication. In [20], Qian et al. employ entangled polynomial coding,
which lowers the total computing cost and the recovery threshold for secure
and private distributed matrix multiplication. Moreover, in order to deal with
privacy issues in case of devices collusion, Vaidya et al. [21] firstly proposed a
secure and privacy scheme for distributing computing in the case of collusion of
edge devices. In this scheme, the privacy of the user is protected by sending ran-
dom blocks, which greatly increases communication cost. Jia et al. [22] proposed
X-secure and T-private coding scheme against the cooperative attacks through
multiple rounds of calculation. Kim et al. [23] proposed a coding scheme to pro-
tect the privacy of two databases for collusion issues in a distributing computing
system. However, in the above schemes, only [21,22] considered the secure and
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private coded scheme against colluding devices, but there is no focus on the
overhead of the system. Although the above studies have proposed methods for
security and privacy issues in the case of collusion of edge devices, we believe
that their schemes can be better optimized to achieve lower communication cost
and computational load. In this paper, we focus on security and privacy issues
and propose effective solutions to further reduce the communication cost and
computational load.

3 Problem Modeling

In this section, firstly, we present a full description of the system model. Next,
we propose our attack model, as well as security and privacy conditions. Finally,
the SPMM problem is formally defined.

3.1 System Model

In this paper, we investigate an edge computing system that includes a user
device, a cloud, and a large number of edge devices. Since edge devices are at
the edge of the network, they lack centralized and unified management. There-
fore, they are more vulnerable to being attacked. We assume any L (L ≥ 1) edge
devices can collude. Without losing generality, we focus on the matrix-vector
multiplication, which is an important module for machine learning, image pro-
cessing and federation learning [7–9,13–17]. In particular, data A (A ∈ F

t×p
q and

Fq is a finite field) is the user data. Data B (B ∈ F
p×n
q ) is public data which is

stored in the cloud. The goal of the user is to compute the multiplication of A
and a column vector of B, i.e. ABd (1 ≤ d ≤ n), in the case of ensuring data
security and privacy of user. Before computing, the cloud will send data B to
edge devices1. After that, the cloud will not communicate with edge devices.

Firstly, the user divides A into m blocks according to rows2 (m ≤ t) to obtain

A =
[
A�

1 ,A�
2 , · · · ,A�

m

]�
where Ai ∈ F

t
m×p
q (1 ≤ i ≤ m). Then, to ensure the

security of A and optimize the system sufficiently, the user generates L random
blocks R = [R1,R2, · · · ,RL], where Ri ∈ F

t
m×p
q (1 ≤ i ≤ L). Next, the user

encodes A with R by function f(x), where f(x) can be shown as follows:

f(x) =
m∑

i=1

Aix
αi +

L∑
j=1

Rjx
αm+j . (1)

The value of αi (∀i ∈ {1, · · · ,m + L}) will be shown in Sect. 4. The user
selects T (T ≥ 1) non-zero values {x1, · · · , xT } to obtain the coded matrix

Ã =
[
Ã

�
1 , Ã

�
2 , · · · , Ã

�
T

]�
, where Ãi = f(xi), ∀i ∈ {1, · · · , T}.

At this point, we define the recovery threshold:
1 Since the data B can be stored on the edge device, t >> n > 1.
2 When s

m
is not an integer, we add 0 vector to the row of matrix A to make s

m
an

integer.
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Definition 1 (Recovery threshold). The recovery threshold N is the minimal
number of intermediate results returned by the edge devices can be used to decode
the final result ABd.

To ensure that user can get ABd, we give the decodability condition as
follows:

Definition 2 (Decodability Condition). The user can obtain ABd iff T ≥ N
and the exponent of AiBd in each intermediate result is unique ∀i ∈ {1, · · · ,m}.

3.2 Attack Model, Secure Condition and Privacy Condition

In this paper, we assume that edge devices are passive attackers or controlled by
passive attackers [10–24]. The security model that we consider is based on ITS
[10–16,24]. Specially, we need to make sure that any L edge devices collusion
can not obtain the linear combination of A1, · · · ,Am. Moreover, similarly, the
privacy model that we consider any edge device can not obtain the relevant
information of d [17–23].

Let I(�; σ) denote the mutual information between � and σ. In addition, ÃsL

represents the set of coded blocks of A on any L edge devices. At this point, we
define security [10–16,24] and privacy conditions [17–23].

Definition 3 (Security Condition). The solution of SPMM satisfies the secu-
rity condition iff

I(A; ÃsL
) = 0. (2)

Definition 4 (Privacy Condition). The solution of SPMM satisfies the pri-
vacy condition iff any L colluding edge devices cannot obtain relevant informa-
tion about d.

3.3 Communication Cost and Computational Load

To measure communication and computation metrics, we define the communi-
cation cost and computational load [21] as follows:

Definition 5 (Communication Cost). The communication cost is the num-
ber of elements that sent by the user to edge devices and returned by edge devices
to the user.

Definition 6 (Computational Load). The computational load is defined as
the number of multiplication operation on each edge device participating in the
calculation.

4 Secure and Private Coded Computation Schemes

In this section, we propose SPCC for SPMM. Next, we proof the security and
privacy of SPCC and make theoretical analysis. Then, to get lower computational
load, we propose SPCL and analyze its performance. Finally, we give an example
for SPCC and SPCL, respectively.
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4.1 Secure and Private Coding Scheme with Low Communication
Cost (SPCC)

In this section, we first propose SPCC for SPMM. Next, we proof the security,
privacy and decodability conditions of SPCC. Finally, we analyze communication
cost and computational load of SPCC.

For the given m,L, the αi is shown as follows:

αi = i − 1,∀1 ≤ i ≤ m + L. (3)

In this scheme, the computation process can be shown as follows:

– Firstly, the user encodes data A according to Eq. (1) and Eq. (3). Then, the
user allocates Ãi (1 ≤ i ≤ T ) to the i-th edge device.

– When the i-th edge device receives the coded block Ãi, the edge device per-
forms the calculation ÃiB1, · · · , ÃiBn and returns all results to the user.

– Once the user receives intermediate results from NSPCC edge devices (NSPCC

is the recovery threshold of SPCC and NSPCC ≤ T ), the user can decode the
final results ABd by using polynomial interpolation [10].

Theorem 1. The SPCC is secure in the case of collusion of any L edge devices,
i.e. the security condition Eq. (2) is satisfied.

Proof. According to [10] and Eq. (3), it is clear that all αi (1 ≤ i ≤ m + L) are
different. Therefore, the security condition Eq. (2) is satisfied.

Theorem 2. The SPCC is private in the case of collusion of any L edge devices,
i.e. the privacy condition is satisfied.

Proof. Since the i-th edge device receives the coded block Ãi, the edge device
performs the calculation ÃiB1, · · · , ÃiBn, this is equivalent to i-th edge device
receiving the coding sequence Θ (Θ ∈ F

n×1
q ) and the elements in Θ are all 1.

When any L devices collude, the coding sequence that edge devices can obtain
is still Θ. At this time, according to [17–23] the privacy condition is equivalent
to

I(d;Θ, ÃsL
,B) = 0. (4)

Therefore, we need to prove Eq. (4). According to the chain rule, the privacy
condition is given as follows:

I(d;Θ, ÃsL
,B) = I(d;Θ) + I(d; ÃsL

,B|Θ)

= I(d;Θ) + I(d; ÃsL
|Θ) + I(d;B|ÃsL

, Θ).
(5)

Firstly, since all elements of Θ are the same, the uncertainty of d cannot be
reduced when any L edge devices conspire to obtain Θ. Hence, I(d;Θ) = 0.
Secondly, since each element in ÃsL

is generated according to Eq. (1) and Eq. (3).
In SPCC, Eq. (1) is a deterministic function and d is independent of Θ, we can
get I(d; ÃsL

|Θ) = 0. Thirdly, since the user does not know the content of the
data B and d is independent of B, we can get I(d;B|ÃsL

, Θ) = 0. To sum up
the above, we can get I(d;Θ, ÃsL

,B) = 0, i.e. the privacy condition is satisfied.
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Theorem 3. The SPCC satisfies the decodability condition iff T ≥ m + L.

Proof. Since the polynomial of Eq. (1) in SPCC has degree m + L − 1, we can
decode the final results when m + L edge devices return intermediate results.
Therefore, the recovery threshold of SPCC is NSPCC = m + L. On one hand,
if T ≥ m + L, we can get T ≥ NSPCC . According to Eq. (1) and Eq. (3), we
can know that the exponent of AiBd in each intermediate result is unique ∀i ∈
{1, · · · ,m}. Therefore, the decodability condition is satisfied. On the other hand,
if SPCC satisfies the decodability condition, the number of blocks generated after
encoding A is greater than NSPCC , i.e. T ≥ NSPCC = m + L. To sum up, the
SPCC satisfies the decodability condition iff T ≥ m + L.

Next, we give the analysis of communication cost and computational load of
SPCC.

For communication cost of SPCC, firstly, the user sends T coded blocks of
A to the edge devices in total and the dimension of each block is t

m × p. The
communication cost of sending is tpT

m . Secondly, in order to protect the privacy
of data B, each edge device returns n calculation results, i.e. ÃiB1, · · · , ÃiBn,
and the dimension of them is t

m × 1. In addition, when edge devices return
m + L intermediate results, we can decode the final results. The communication
cost of intermediate results returned by edge devices is n(m+L)t

m . Therefore, the
communication cost of SPCC is (Tp + n(m + L)) t

m .
For computational load of SPCC, in order to protect the privacy of data B,

each edge device needs to perform n matrix-vector multiplication. The size of the
matrix is t

m × p and the size of the vector is p× 1. Therefore, the computational
load is npt

m .

4.2 Secure and Private Coding Scheme with Low Computational
Load (SPCL)

However, in SPCC, since edge devices need to perform n matrix-vector multi-
plication, SPCC obtains a high computational load. Therefore, in this section,
we propose the SPCL. Similarly, we prove the security, privacy and decodability
conditions of SPCL. Finally, we analyze the communication cost and computa-
tional load of SPCL.

In SPCL, to satisfy the privacy condition, the user needs to send the coding
sequences Q to edge devices [17–23]. Firstly, the user lets θ be the d-th column of
n × n identity matrix and generates L random vectors Z = [Z1, · · · ,ZL], where
Zi ∈ F

n×1
q , i ∈ {1, · · · , L}. Then, the user selects T non-zero value {x1, · · · , xT }

to get Q = [Q1, · · · ,QT ], where Qi = Q(xi) and the general expression Q(x) of
Q(xi) is shown in Eq. (6).

For the given m,L, we redesign the Q(x) based on [23] and give αi are shown
as follows:

Q(x) =
θ

x
+ Z1 + xZ2 + · · · + xL−1ZL, (6)
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Table 1. The exponents of x in f(x)g(x) when using SPCL.

θ : −1 Z1 : 0 · · · ZL : L − 1

A1 : 0 −1 0 . . . L − 1

A2 : L + 1 L L + 1 · · · 2L

· · · · · · · · · · · · · · ·
Am : (m−1)(L+1) (m− 1)(L+1)−1 (m−1)(L+1) · · · (m−1)(L+1) +L−1

R1 : mL−L+m (m−1)(L+1) (m−1)(L+1)+1 · · · (m−1)(L+1)+L

R2 : mL−L +m+1 (m−1)(L+1)+1 (m−1)(L+1)+2 · · · (m−1)(L+1)+L+1

· · · · · · · · · · · · · · ·
RL : mL+m−1 (m−1)(L+1)+L−1 (m−1)(L+1)+L · · · (m−1)(L+1)+2L−1

αi =

{
(i − 1)(L + 1), ∀1 ≤ i ≤ m;
mL − L + i − m, ∀m + 1 ≤ i ≤ m + L.

(7)

In this scheme, in order to prevent edge devices from getting relevant infor-
mation of d in the case of collusion of any L edge devices, we add L random
vectors to each coding sequence of Q in the process of coding. Therefore, one
coding sequence is composed of L + 1 vectors and only θ is valid. As shown
in Table 1, in order to guarantee the decodability condition of the scheme, the
values from rows A1 to Am of the θ column are unique. The exponential interval
of the first m term in f(x) is m + L. In addition, for the rows from R1 to RL,
we need to overlap these items as much as possible. Therefore, the value of αi

(m + 1 ≤ i ≤ m + L) is different from αj (1 ≤ j ≤ m). By setting Eq. (6) and
Eq. (7), we make the interference terms overlap as much as possible and decrease
the degree of the highest term of the polynomial.

The computation process are as follows:

– Firstly, the user encodes data A according to Eq. (1) and Eq. (7) to

obtain Ã =
[
Ã

�
1 , Ã

�
2 , · · · , Ã

�
T

]�
. Besides, the user also generates Q =

[Q1, · · · ,QT ], where Qi = Q(xi) according to Eq. (6). Then, Ã
�
i and Qi

are sent to the i-th edge device.
– Then, when the edge device receives the coded block Ãi and coding sequence

Qi, the i-th edge device firstly performs the calculation g(xi) where the gen-
eral expression g(x) of g(xi) is shown as below:

g(x) = BQ(x). (8)

After i-th edge devices obtaining g(xi), the edge device performs the compu-
tation f(xi)g(xi) and returns the intermediate result.

– Finally, once the user receives NSPCL intermediate results (NSPCL is the
recovery threshold of SPCL and NSPCL ≤ T ), the user can obtain the final
result ABd by using polynomial interpolation [10]. The general expression of
the intermediate result f(xi)g(xi) can be shown in Eq. (9).



Secure and Private Coding for Edge Computing Against Cooperative Attack 223

f(x)g(x) = (
m∑

i=1

Aix
αi +

L∑
j=1

Rjx
αm+j )BQ(x)

=
m∑

i=1

Aix
αiBQ(x) +

L∑
j=1

Rjx
αm+jBQ(x).

(9)

Similar to the proof of Theorem 1, we can get the SPCL meets the security
condition.

Theorem 4. The SPCL is private in the case of collusion of any L edge devices,
i.e. the privacy condition is satisfied.

Proof. We let QsL
be the set of coding sequences on any L edge devices. When

we use SPCL, according to [17–23] the privacy condition is equivalent to

I(d;QsL
, ÃsL

,B) = 0. (10)

Therefore, we need to prove Eq. (10). According to the chain rule, the privacy
condition is given as follows:

I(d;QsL
, ÃsL

,B) = I(d;QsL
) + I(d; ÃsL

,B|QsL
)

= I(d;QsL
) + I(d; ÃsL

|QsL
) + I(d;B|ÃsL

,QsL
).

(11)

Firstly, since each element in QsL
is by encoding θ with L random vector accord-

ing to Eq. (6) by the user, any L colluding edge devices can not obtain relevant
information of θ, i.e. I(θ;QsL

) = 0. In addition, since θ contains the information
of d, we can know that any L edge devices cannot acquire information of d, i.e.
I(d;QsL

) = 0. Secondly, since each element in ÃsL
is generated according to

Eq. (1) and Eq. (7) and both are certain function, the d is independent of ÃsL
.

Hence, I(d; ÃsL
|QsL

) = 0. Thirdly, similar to the proof of Theorem 2, we can get
I(d;B|ÃsL

,QsL
) = 0. To sum up the above, we can get I(d;QsL

, ÃsL
,B) = 0,

i.e. the privacy condition is satisfied.

Theorem 5. The SPCL satisfies the decodability condition iff T ≥ (m− 1)(L+
1) + 2L + 1.

Proof. According to Eq. (6) and Eq. (7), we can obtain the exponents of x in
f(x)g(x) in Table 1. As shown in Table 1, we can get the recovery threshold of
SPCL is NSPCL = (m − 1)(L + 1) + 2L + 1. On one hand, if T ≥ (m − 1)(L +
1) + 2L + 1, we can get T ≥ NSPCL. In addition, by designing Q(x) and αi, we
can make that the values from rows A1 to Am of the θ column in Table 1 are
unique. Further, we can get the exponents of AiBd in each intermediate result
is unique ∀i ∈ {1, · · · ,m}. Therefore, the decodability condition is satisfied.
On the other hand, if SPCC satisfies the decodability condition, the number of
blocks generated after encoding A is greater than NSPCL, i.e. T ≥ NSPCL =
(m−1)(L+1)+2L+1. To sum up, the SPCL satisfies the decodability condition
iff T ≥ (m − 1)(L + 1) + 2L + 1.
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Next, we give the analysis of communication cost and computational load of
SPCL.

For communication cost of SPCL, firstly, the user sends T coded blocks of
A and coding sequence Qx to edge devices in total. The dimension of each
coded blocks of A is t

m × p and the dimension of each coding sequence Qx

is n × 1. Therefore, the communication of data sent by the user to the edge
devices is nT + tpT

m . Moreover, the dimension of an intermediate result is t
m × 1,

and the recovery threshold of SPCL is (m − 1)(L + 1) + 2L + 1. Therefore, the
communication cost of intermediate results sent by edge devices to the user is
((m − 1)(L + 1) + 2L + 1) t

m . Therefore, the communication cost of the system
SPCL is T ( tp

m + n) + ((m − 1)(L + 1) + 2L + 1) t
m .

For computational load of SPCL, firstly, in order to protect the privacy of
data B, the user needs to send one coding sequence to each edge device. Then,
the i-th edge device performs one matrix-vector multiplication. The size of the
matrix is p × n and the size of the vector is n × 1. After that, each device can
obtain a vector and the dimension of it is p × 1. The computational load of this
process is np. Then, the i-th edge device perform f(xi)g(xi). The computational
load of the process is tp

m . Therefore, the computational load of SPCL is tp
m + np.

4.3 Example of SPCC and SPCL

In this section, we give two examples of the two schemes proposed in this paper.
In the following example, we assume t = 6, m = 3, p = 2, n = 3 L = 2. The
goal of the user is computing AB1 satisfying security, privacy and decodability
conditions. For clarity, we assume T = N . The detailed example of SPCC can
be shown as follows:

Example of SPCC

– Coding Firstly, the user divides A by rows to obtain A =
[
A�

1 ,A�
2 ,A�

3

]�
.

Then, the cloud sends B = [B1,B2,B3] to edge devices before computing.
Next, the cloud will not communicate with edge devices. The user randomly
generates 2 blocks R1,R2 where R1,R2 ∈ F

2×p
q . Moreover, the user selects

5 values x1, · · · , x5 for encoding A according to Eq. (12) to obtain 5 coded
blocks Ã1, · · · , Ã5 where Ãi = f(xi), ∀i ∈ {1, · · · , 5}. Finally, the user sends
Ã1, · · · , Ã5 to 5 edge devices respectively.

f(x) = A1x
0 + A2x

1 + A3x
2 + R1x

3 + R2x
4. (12)

– Computing After the i-th edge device receives Ãi, edge devices per-
form calculation ÃiB1, · · · , ÃiBn. Finally, the i-th edge device return
ÃiB1, · · · , ÃiBn to the user.

– Decoding The user receives ÃiB1, · · · , ÃiBn,∀i ∈ {1, · · · , 5}. The user only
uses ÃiB1, ∀i ∈ {1, · · · , 5}, where ÃiB1 can be shown as follows:

ÃiB1 = A1B1 + A2B1xi + A3B1x
2
i

+ R1B1x
3
i + R2B1x

4
i .
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The recovery threshold, communication cost, and computational load are 5,
25, and 12 respectively.

Example of SPCL

– Coding In the coding stage, the user select 11 values {x1, · · · , x11} to encode
A and generate coding sequence Q according to Eq. (13) where θ = [1 0 0]�.

f(x) = A1x
0 + A2x

3 + A3x
6 + R1x

9 + R2x
12,

Q(x) =
θ

x
+ Z1 + xZ2.

(13)

– Computing After coding phase, the user sends coded block Ãi and coding
sequence Q(xi) to the i-th edge devices for computation. When the i-th edge
device receives the coding sequence Q(xi), they encode B according to g(x)
in Eq. (14). Finally, the i-th edge device computes f(xi)g(xi) and returns the
result.

g(x) = [B1 B2 B3]Q(x). (14)
– Decoding Once the user receives 11 intermediate results, the user can decode

the result ABd. The intermediate result f(x)g(x) can be shown in Eq. (15).
In Eq. (15), Ji is the interference term, ∀i ∈ {1, · · · , 8}.

f(x)g(x) = A1B1x
−1 + A2B1x

2 + A3B1x
5

+ J1x
0 + J2x

1 + J3x
3 + J4x

4 + J5x
6 + J6x

7 + J7x
8 + J8x

9.
(15)

The recovery threshold, communication cost, and computational load are 11, 66,
and 10 respectively.

5 Experiments

In this section, we compare the proposed schemes SPCC and SPCL with the
existing schemes SPC [21] and XSTP [22] in the case that one round calculation
can obtain the final result. We conduct extensive experiments to demonstrate
that both the two proposed coding schemes can achieve lower communication
cost and computational load than existing work.

5.1 Parameter Settings

To ensure that each scheme can be decoded in the simulation experiment, we
do not limit the number of edge devices but we must ensure T ≥ N for each
scheme. Specifically, we consider the changes of the following six parameters to
compare the performances of the two baseline schemes: (1) t, the number of rows
in A, (2) m, the number of blocks divided by A, (3) p, the number of columns
in A, (4) n, the number of columns in B, (5) L, the number of collusive edge
devices (6) β = N

T , the percentage of edge devices that return the intermediate
results on time. Besides, we set t = 2000, m = 200, p = 100, n = 20, L = 15 and
β = 0.8 as the default parameters. For the convenience of observation, we will
use the natural logarithm of the y-axis in the experiment.
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5.2 Experimental Results of Communication Cost

As shown in Fig. 3(a), the communication cost of SPCC, SPCL, SPC, and XSTP
rise as t increases. This is because the row numbers in A increase but the block
numbers divided by A remain the same. This means an increase in the row
numbers in each coded block of A. In addition, since the threshold does not
change with the change of t, the user’s communication cost to the edge device
and the edge device’s communication cost to the user both rise. Therefore, the
communication cost of all schemes rise. In all cases, the proposed SPCC can
achieve the least amount of communication cost.

In Fig. 3(b), as m increases, the communication cost of SPCL remains essen-
tially unchanged. However, the communication cost of SPCC and SPC decrease,
and the communication cost of XSTP increases. This is because the number of
blocks divided by A increases, and the row numbers of A does not change. This
means the row numbers of coded blocks in A decreases. Besides, the recovery
thresholds of SPCC, SPCL, SPC, and XSTP all increase. However, in SPCL,
the communication cost gained from the decrease in the row numbers per coded
block is generated by increasing m. This compensates for the communication
cost created by the increased recovery threshold. For SPCC and SPC, when m
is set a small value, the row numbers of the coded blocks are large, which means
the row numbers of intermediate results are large. With the increase of m, the
communication cost decreases, which means that the influence of threshold on
communication cost is less than that of block size. For XSTP, although the row
numbers of coded blocks of A decreases, the user needs to send m coded blocks
of A to each device, and the threshold increases, the communication cost of
XSTP increases. In all cases, the proposed SPCC can achieve the least amount
of communication cost.

In Fig. 3(c), with the increase of p, the communication cost of SPCC, SPCL,
SPC, and XSTP all increase. Besides, the communication cost between SPCC
and SPC is significantly different. This is due to the fact that the column numbers
of per coded block in A increase as p increases. This means that the number of
elements in each block of A increases. In addition, since the threshold does not
change with the change of p, the user’s communication cost to the edge device
and the edge device’s communication cost to the user increase. Therefore, the
communication cost of all schemes rise. In all cases, the proposed SPCC can
achieve the least amount of communication cost.

In Fig. 3(d), with the increase of n, the communication cost of SPCC and
SPC increase. However, SPCL and XSTP are basically unchanged. Besides, when
n < 22, the communication cost of SPCL is greater than SPC. With the increase
of n, the communication cost of SPCL is lower than SPC. This is because each
edge device needs to return n results in SPCC. For SPC, the user needs to
send n coded blocks to each edge device. As n increases, the communication
cost will increase significantly. For SPCL and XSTP, since the thresholds of the
two schemes do not change, and the intermediate results and coding sequences
account for only a small part of the communication cost of the two schemes, so
the communication cost will not change significantly. When n is set to a small
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Fig. 3. The communication cost when changing different parameters: t, m, p, n, L
and β.

value, in SPC, the block numbers sent by the user to each edge device are small.
However, at this time, due to the large recovery threshold of SPCL scheme,
the communication cost brought by coding sequences and coded blocks is large.
When n is set to a large value, since each edge device needs to send n coded
blocks to each edge device in SPC, the communication cost of SPC is larger
than SPCL. In all cases, the proposed SPCC can achieve the least amount of
communication cost.

In Fig. 3(e), with the increase of L, the communication cost of SPCL, SPCC,
SPC, and XSTP increase. This is due to the fact that the recovery thresholds
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of all schemes increase. Consequently, the number of blocks that the user sends
to edge devices and the number of intermediate results increase. This means the
communication cost of all schemes increase. Furthermore, the communication
cost of SPCL changes the greatest. because the increase of L leads to the increase
of the threshold of SPCL, which is much larger than that of other schemes. When
L is set a small value, the communication cost of SPCL is lower than SPC.
However, the communication cost of SPCL is larger than SPC when L > 21
because the SPCL recovery threshold is small when L is small and the user
sends only one coded blocks to each edge device. Therefore, the communication
cost of SPCL is lower than SPC. However, when L is set a large value, the
SPC recovery threshold does not change considerably. In SPCL, the recovery
threshold becomes large. Therefore, the communication cost of SPCL is larger
than SPC when L is large. In all cases, the proposed SPCC can achieve the least
amount of communication cost.

In Fig. 3(f), with the increase of β, the communication cost of SPCC, SPCL,
SPC, and XSTP all decrease. This is because the proportion of stragglers in
edge devices decreases with the increase of β. Furthermore, the percentage of
edge devices allocated to tasks and returning results on time rises, while the cost
of incorrect communication falls. Therefore, the communication cost of SPCC,
SPCL, SPC, and XSTP decrease. In all cases, the proposed SPCC can achieve
the least amount of communication cost.

5.3 Experimental Results of Computational Load

Since the computational load only change with t, m, p, and n, we consider the
changes of the four parameters to compare the performances of the two baseline
schemes.

In all the following experiments, in SPCC, since each edge device needs to
perform n matrix-vector multiplication, the size of the matrix is t

m × p and the
size of the vector is p×1. Similarly, in SPC, each edge device needs to perform n
matrix-vector multiplication of size t

m ×p and p×1. Therefore, the computational
load of them is the same.

As shown in Fig. 4(a), with the increase of t, the computational load of SPCC,
SPCL, SPC, and XSTP all increase. This is because the row numbers in A
increase. It means an increase in the row numbers in each coded block of A and
each edge device needs to more row operations. However, for SPCL and XSTP,
the change in computational load is not obvious. For SPCL, this is because
although the rows of each coded block become large, the computational load of
g(x) is larger than f(x)g(x). For XSTP, this is because the computational load
of coding sequence accounts for a large part of the computational load. In all
cases, the proposed SPCL can achieve the least amount of computational load.

As shown in Fig. 4(b), with the increase of m, the computational load of
SPCC, SPCL, and SPC all decrease. However, the computational load of XSTP
increase. Besides, when m is set a enough large value, the computational load of
SPCL is close to SPC and SPCC. This is because the block numbers divided by A
increase and the row numbers of A do not change. This means the row numbers
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Fig. 4. The computational load when changing different parameters: t, m, p and n.

in coded blocks of A decrease. In SPCC and SPC, the computational load of
them decrease considerably because of performing n matrix-vector multiplication
of size t

m × p and p × 1. For SPCL, only the computational load of f(x)g(x)
decreases, and the computational load of g(x) remains unchanged. For XSTP,
each device needs to calculate the sum of m coded blocks multiplied by the
coding sequence. In all cases, the proposed SPCL can achieve the least amount
of computational load.

In Fig. 4(c), with the increase of p, the computational load of SPCC, SPCL,
SPC, and XSTP all increase. This is due to the fact that the column numbers
in per coded block of A increases as p increases. This means that the number
of elements in each block of A increases. In SPCC and SPC, the computational
load of them decrease considerably because of performing n matrix-vector mul-
tiplication of size t

m × p and p × 1. For SPCL and XSTP, except that the coded
block of A leads to an increase in the amount of computational load, the coding
sequence also leads to an increase in the amount of computational load. In all
cases, the proposed SPCL can achieve the least amount of computational load.

In Fig. 4(d), with the increase of n, the computational load of SPCC, SPCL,
SPC, and XSTP all increase. This is because each edge device performs n matrix-
vector multiplication in SPCC and SPC. In addition, for SPCL and XSTP, the
size of coding sequences becomes large. Therefore, the computational load of all
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schemes increase. In all cases, the proposed SPCL can achieve the least amount
of computational load.

5.4 Intuitive Understanding

Fig. 5. Relationship between computational load volume and communication cost in
all schemes

Finally, in order to give an intuitive understanding, Fig. 5 is given which is
related with computational load and communication cost. For the convenience of
comparison, we do not consider the straggler problem, i.e. T = N in all schemes.
The advantages of the two schemes we proposed are shown in the Fig. 5.

6 Conclusion

In this paper, we study the SPMM issue for edge computing against cooperative
attack and design a general coded computation scheme to achieve lowest sys-
tem resource consumptions, i.e. communication cost and computational load.
Specially, we propose two coding schemes, i.e. SPCC and SPCL, to protect the
security of data and the privacy of the user. In addition, we give the communica-
tion cost and computational load under the two schemes and discover that it is
lower than existing work. Specifically, SPCC has more advantages in communi-
cation cost, while SPCL has more advantages in computational load. Therefore,
they can be flexibly chosen for different scenarios. However, in this paper, we do
not consider multi-round calculation and more complex attack models such as
active attack. In our future work, we will consider designing the coding scheme
to adapt to more complex attack models.
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