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Abstract. The emergence of federated learning has to some extent solved the
current problems of privacy protection of terminal data and the processing tech-
nology of massive data. However, its centralized architecture still has problems
such as limited access and high establishment cost, so the trend of decentralization
is inevitable. Although decentralized federated learning architecture circumvents
the drawbacks of centralized structure, it also loses the convenience of third-party
supervision. Therefore, to address the problem of missing supervision mechanisms
for worker node training behavior in decentralized federated learning architec-
ture, this paper proposes a backdoor-based supervision mechanism for arithmetic
node training behavior. The mechanism can be applied to general classification
tasks. Experiments revealed that this mechanism can accurately assess the train-
ing behavior of worker nodes while maintaining the accuracy of the original task.
In addition, this paper proposes a rotation scheme for the watermarked datasets
involved and gives a corresponding replacement prediction method, which further
ensures that the training behavior of arithmetic nodes can be quantified completely
by predicting and replacing the watermarked datasets, aiding the arithmetic party
training operation of the behavior monitoring mechanism.

Keywords: Federated Learning - Digital Watermark - Training Behavior
Supervision

1 Introduction

In recent years, with the rapid development of IoT [1, 2], Internet of Vehicles [3, 4], edge
computing [5, 6], and unmanned aerial vehicles [6, 7], more and more intelligent ter-
minal devices are connected to the Internet, which generates a huge amount of terminal
data. This is certainly a valuable asset in the field of artificial intelligence [8]. How-
ever, while massive data provides a solid foundation for the development of artificial
intelligence technology, it also makes the privacy protection and processing technology
of smart terminals for massive data face more serious threats and challenges [9, 10].
Although federated learning provides a feasible solution to these problems through its
unique advantage of “data does not move, model moves” [11-13]. However, most of
the current federated learning applications are established by business or equipment
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owners, which have problems of limited access scale, difficulty in data expansion, and
high system construction cost, resulting in a large number of data demanders and data
owners not being able to effectively interface with each other and limiting the value of
data. Therefore, a decentralized federated learning system structure has emerged. In this
structure system, data demanders and data owners form a 1-to-N or N-to-N relation-
ship, so that the docking between demanders and owners is no longer restricted by the
platform.

As the executor of the training behavior in the decentralized federated learning archi-
tecture, the stable operation of the architecture must keep its behavior honest, and any
bad behavior in the model training will limit the development of the architecture. Dishon-
est worker nodes may falsify training data and thus claim rewards without performing
the actual training behavior, affecting the fairness of the system. Therefore, it is neces-
sary to monitor the training behavior of worker nodes. Dishonest training behavior not
only affects the stability of the entire architecture but also has a more direct impact on
the training results of the model, i.e., the task publisher needs to pay more to get the
expected results. Therefore, introducing data and training behavior trustworthy detection
mechanism before model aggregation helps to screen out malicious nodes before model
aggregation, prevent performance degradation or even failure of aggregated models, and
improve model accuracy.

To address the above problems, this paper proposes a digital watermarking-based
training behavior supervision mechanism for worker nodes to falsify training results and
affect the overall accuracy of model training to obtain unreal gains in the decentralized
federated learning architecture, which can quantify and visualize the training behavior
of each worker node by expanding the application scenarios of digital watermarking, to
reach the goal of promoting worker nodes to remain honest in their training behavior
and provide credible arithmetic support for the decentralized federated learning system.

The main contributions of this paper are as follows.

e A digital watermarking-based training behavior supervision mechanism is proposed
for the screening of trusted training nodes for the worker node training behavior
supervision scenario in the decentralized federated learning scenario.

e Quantifying the training behavior of worker nodes and reducing the computational and
communication redundancy in existing mechanisms by migrating the digital water-
marking technique to a decentralized federated learning environment with the help of
the digital watermarking construction process.

The remainder of this paper is organized as follows: the second part introduces the work
related to training behavior supervision as well as digital watermarking; the third part
describes the architecture of decentralized federated learning; the fourth part introduces
the digital watermarking-based training behavior supervision mechanism; the fifth and
sixth parts provide theoretical analysis and experimental validation of the feasibility of
the mechanism, respectively; and finally, the conclusion.
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2 Related Work

There is very little work on the authenticity of worker node training behavior alone as a
supervised object in current research for federated learning, but it is possible to borrow
from some other fields. The solution given by Nishant et al. [14] is to make multiple
replications of a subset of the data and then compare the models on the replicated subset
for consistency, where, to ensure the non-repudiation of the behavior of COs blockchain
is introduced as a way to record the behavior of COs model release. Another solution for
the supervision of the training behavior of worker nodes is the evaluation of their model
quality. A method for evaluating model quality is proposed by Lu et al. [15]. It uses
prediction accuracy to quantify the quality of the trained local model and completes the
assessment of the model quality by measuring the accuracy through the mean absolute
error (MAE) metric. The lower the MAE value of the model, the higher its accuracy. In
addition to MAE, Kang et al. [16], used an ONLAD model to calculate the prediction
error by establishing a representative subset of normal data as a validation standard set
for each parameter model received.

The current supervision of the authenticity of the training behavior of worker nodes
either has a large amount of redundant computation and communication or is assessed by
the quality of the local model, but the quality of the local model is not only determined by
the training behavior, so this approach is not comprehensive. Even if the model upload
behavior of worker nodes is recorded through the blockchain, the parameters uploaded
by worker nodes still have the possibility of forgery. Therefore, a more in-depth study
on the mechanism of supervising the authenticity of the training behavior of training
nodes is needed from a fresh perspective.

Digital watermarking as additional information embedded in the model [17-19],
the completeness of the watermark embedding is gradually increased with the training
process. Therefore, the technique is naturally suitable for evaluating the training behavior
of workers. Since there is no prior work on this topic, the current state of research when
digital watermarking works for the original model protection purpose is given below.

A white-box solution to the DNN model intellectual property attribution problem
was first proposed by Uchida et al. [20]. White-box watermarking requires prior knowl-
edge of the model at the time of watermark embedding and embedding the watermark
information into the static content of the model through the knowledge of the model
information so that the tokens are also extracted from the verification model. Rouhani
et al. [21] provide a way to embed watermark information into the dynamic content of
a DNN model. Unlike white-box watermarking, black-box watermarking requires no
prior knowledge of any model when embedding the watermark. Adi et al. [22] were the
first to apply backdoor techniques to the work on watermark embedding in black-box
scenarios. In this work, backdoor embedding occurs during the training of the model or
fine-tuning, and is done by adding backdoor samples to the training set, which need to
have a different distribution than the training samples. In addition to the above methods,
other studies include adding the author’s signature to the watermark [23], constructing
watermarking models [24], expanding the representation of watermarking samples [25],
introducing one-way hash functions to form a one-way chain pattern of trigger samples
[26], and blind (blind) watermarking [27].
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In terms of the protection of federated learning models, Buse et al. [28] proposed
WAFFLE, a watermark embedding method for federated learning. by introducing a
retraining process after model aggregation, the watermark can be embedded without
accessing the training data and without affecting the accuracy of the normal task. Li
et al. [29] proposed a watermarking protocol for protecting models in a fuzzy logic envi-
ronment that satisfies the need to verify model ownership in FL scenarios by combining
state-of-the-art watermarking schemes and cryptographic primitives.

In summary, the application of digital watermarking technology in federated learning
is still in the early stage of development [30-32], and the existing schemes are not perfect
either in theory or in the process of practical application, but digital watermarking can
play a role in model protection, and its application in the scenario of training behavior
authenticity supervision is feasible and has great research space.

3 Decentralized Federated Learning Architecture

The architecture of decentralized federated learning is shown in Fig. 1. The architecture
contains two behavioral entities, the task publisher and the executor of training, i.e., the
worker node. The main actions of the task publisher in different phases of the whole
decentralized federated learning system are: in the initialization phase, model initial-
ization, validation dataset (containing watermarked dataset and standard data validation
set) preparation, and initial worker selection; in the training phase, model training using
the validation set in parallel with the worker nodes; in the aggregation phase, data quality
evaluation and training behavior evaluation, model aggregation and worker re-selection.
The worker nodes, on the other hand, perform two main actions, i.e., data preparation and
local training. The local data quality of a worker node and its training behavior jointly
determine the quality of the local model trained by the worker node. On the one hand, a
worker node may have several local datasets, which can correspond to different training
tasks, but the quality of the datasets may be uneven, and having one high-quality dataset
does not mean that all the datasets of the worker node reach the high-quality standard;
in addition, different models have different functions and require different data charac-
teristics, so the quality of the data is not constant but varies dynamically depending on
the model requirements. On the other hand, even if a worker node has data that fits well
with the training task of a certain model, but the worker node does not perform the actual
training behavior or falsifies the training data due to factors such as malicious purposes
or lazy behavior, then the contribution of the worker node to the task is insufficient or
even negative. The above-mentioned problems of low data quality and falsified training
behaviors will eventually affect the quality of the local model trained by the worker node
and the stability and trustworthiness of the whole architecture.
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Fig. 1. Architecture of the decentralized federated learning system

The description of the entities in this architecture and the interaction process between
the entities are as follows.

1. Sy
of

a.

stem initialization process: this process mainly consists of the initial preparation
both parties for the respective upcoming federated learning process.

Task publisher. The task publisher, as the party that proposes the training require-
ments, first needs to initialize the required model to obtain the initial model
Mg(())’ and construct the corresponding standard validation dataset D,,, water-
mark dataset D,,,,, where the standard validation dataset D, is mainly used to
assist in evaluating the data quality of worker nodes, and the watermark dataset
D, is mainly used for worker authenticity evaluation of node training behav-
ior; after that, the task publisher will select the appropriate set of worker nodes
S for training. And sends the initial model Mg(o), data requirements, and the
watermark dataset D,,,, together to all selected worker nodes.

Worker nodes: After receiving the requirements from the task publisher, the
selected worker nodes first need to prepare their own local datasets Dy, k € S
according to the data requirements of the task publisher, and after processing
their own local datasets, they will be trained locally according to the training
requirements of the task publisher.

2. Training phase: the training phase is jointly participated by both parties.
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a. Task publisher. The initial model will be trained locally using the standard vali-
dation dataset D, and the obtained results will be used for the evaluation of data
quality.

b. Worker Node. Start the local training process and send the resulting local model
M S,k ® back to the task publisher after the training is completed, waiting for it to
aggregate the local models of all worker nodes and to downlink the new global
model. If no new global model is sent down, the training task will be ended.

3. Aggregation phase. Done by the task publisher. In this phase, the task publisher
needs to inspect the local model sent by the worker node to complete data quality
evaluation and authenticity detection of the worker’s training behavior, and then
finish the aggregation process of the local model according to the corresponding
aggregation algorithm to get the new global model MGe(t 41y and finally check its
performance, and send it to the worker node if it does not meet the requirements The
training continues and the worker nodes continue the training phase; if the model
meets the requirements then the current training task is ended.

In this architecture, the data quality evaluation of the task publisher and the training
behavior check correspond to the quality detection of the local dataset and the super-
vision of the training behavior of the worker node, respectively. These two supervision
mechanisms are important to ensure that worker nodes upload high quality local models.
The results of data quality evaluation will be applied on top of the federated aggregation
algorithm.

4 Supervisory Mechanism for Training Behavior of Worker Nodes
Based on Digital Watermarking

4.1 Overall Architecture

In decentralized federated learning scenarios, worker nodes may have malicious or lazy
behaviors, thus not performing training or faking the training process. Therefore, a digi-
tal watermarking-based mechanism for monitoring the authenticity of training behavior
(WM-TBM) is proposed to ensure that worker nodes perform the training behavior
honestly. Firstly, the overall framework of the mechanism is introduced, and the role
roles of each participant and the overall interaction process are introduced, followed
by a detailed description of the mechanism, specifically, the watermarking dataset con-
struction process, the digital watermark embedding process, the worker node training
behavior checking process, and the watermarking dataset replacement process.
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Federated learning is an iterative process, so WM-TBM will run through the whole
interaction process between task publisher and worker nodes. WM-TBM consists of
three parts, where the execution of the task, i.e., the training process of the federated
learning task, is done by the worker nodes and the rest is done by the task publisher. Its
overall framework is shown in Fig. 2.
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Fig. 2. Overall framework of the WM-TBM mechanism

Initialization of the Training Task. In the initialization phase, the task publisher needs
to initialize the local model to get the global model Mg (o) and prepare n watermarked
datasets Dy, Set{D},,,, D2, .- -Di},,,} for detecting the training behavior of worker nodes.
The initial global model Mgy and one of the watermarked datasets Di,,, are sent to the

selected worker nodes after the above preparatory work is prepared.

Task Execution. In this phase, the worker node uses the global model issued by the
task publisher instead of the local model and receives the watermark dataset D/, . After
merging the local dataset Dy ., with Divm into the new local dataset Dj,.,;, the worker
node starts the local training process and gives the training results back to the task
publisher in a timely manner.

Specifically, at a specific round t, the task publisher will send the current global model
Mg to N workers, and the selected worker s € S will perform the training task ;(w)
locally using its own local dataset Dj,.,; and learning rate /., and after the local E rounds
of training, get a new local model M S”(t’;’, and returns that model to the task publisher.
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This training process can be summarized as finite-times aggregation optimization by.

min,,, . ga |:T(w) = %Zi_\’_lzi(w)] (1)

where N worker nodes use the local privacy dataset D,y = {x/l.' , y} } for the local training
task #;(w), and {x]’f , y}} represents the data samples and the labels of the samples; the train-

ing task performed locally by the workers can be described as #;(w;) = [ ({x;, y; Yiep;s Wids
1 being the loss resulting from the prediction using the local weights. The worker nodes
will complete the embedding process of the watermark while performing the local task.

Authenticity Assessment. This phase will involve three main assessments, namely,
worker training behavior authenticity assessment, model accuracy assessment on the
primary task, and watermarking task assessment.

The worker training behavior authenticity assessment will use the digital watermark
dataset D, issued by the task publisher to check all local models and test the accuracy
of the local model on Di , , specifically two dimensions will be checked, and the results
of this phase will be used as the main basis for the worker training behavior evaluation,
which will be used by the task publisher to make a decision on whether to continue to
select the worker for subsequent training tasks.

The accuracy evaluation of the watermarking task will be performed using the water-
marked dataset on the aggregated new global model, which is mainly used to deter-
mine whether watermarked model replacement is required. Performing watermarked
dataset replacement when necessary ensures that the training behavior of worker nodes
is quantified completely and consistently.

The accuracy evaluation of the model on the primary task occurs after the training
behavior of the workers is evaluated. The task publisher aggregates the training results
returned by the workers according to Eq. (4-2) to obtain a new global model Mg +1).

n s
Mg+1) = Mg + ;Z‘hl( S~ MG(r)) @

After completing the aggregation process of the global model, the task publisher
needs to validate the performance of the new global model using the validation set of
the main task, determine whether it meets the requirements for use, and make a decision
on whether to continue with the next round of the training process of federated learning.

The specific process is shown in Algorithm 4.1:
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Algorithm 4.1: WM-TBM
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Input: Dy,.q: Training set; Diog: Test set;s Mggy: Initial Model;
S: Selected set of workers; T: Global Training Round;

D,mSet{DL,,D2,.,-- D% 1: Collection of watermarked data sets;
n: Global model learning rate; mg: Local learning rate of worker s;

E: Local training rounds
Onput: Mgy Global Model
// Task publisher execution:
TaskInit():
Mgy < Mgy — nVIMgo))
Wiy < (parameters of Mgq))
TaskEvaluation():
for each epoch tfrom 1to T do
WorkerEval()
W1y < X iws(t)
Mgty < Weeesn
A tgelsotbal < Mge41) + Deest
end for
return Wg ;1)
WorkerEval():
foreachs € Sdo
VMACCEese < Mgy + Dym
if VmAcc;,g, is not available
exchange Di,,, to Dif}L
send Di1 toeachs € S
end if
end for
// Worker execution:
TaskExec(W):
receive Wy and,, Di,, from task publisher
M) « (replace the parameters of Mg 1y with W)
Dlocal < dataset—patCh(Dlocal , Dwm)
for each epoch tfrom 1to E do
for batchb € Dy, do
M{{hy < Mgy — nVIMSgy,b)
W1y < (parameters of My q))
end for
end for
end for
return Wy, 1y
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4.2 Watermarking Dataset Construction

One of the necessary requirements for watermarking data is that it should not interfere
with the execution of the main task in federated learning, so the watermarked data
should be independent of the training data, and the watermarked data chosen to be
independent of the training data outperforms the pre-specified Gaussian noise patterns
in terms of performance [14]. Therefore, a new idea is provided for the construction of
the watermarked dataset based on the previous studies, which is to embed a fixed pattern
in the images that are independent of the training set. The pattern will act as a trigger for
the watermarked backdoor and is used to detect the completion of this backdoor, which
identifies whether the worker has performed the training process honestly or not.

Specifically, the images that are not related to the main task are first selected as
watermarks, and then corresponding patterns are embedded for each image, which are
different in terms of color, category, position and orientation, and are given a random
label from the actual task category. Thus, for the specified pattern, the model with an
accompanying watermark backdoor will output its assigned label.

The advantages of using this approach to construct the watermarked dataset are that
(1) using a watermarked dataset that is independent of the main task and adding different
patterns to it ensures that the watermarked set is independent of the other training sets,
greatly improving the generalizability of the watermarked dataset so that it can act on
multiple federated learning tasks; (2) the randomly generated embedding patterns for
each category of the main task further ensures that each sample noise is unique; (3) since
each image can correspond to a different pattern, the same set of watermarked data can
be reused, reducing the difficulty of data preparation. Figure 3 gives the style of a partial
watermarking dataset, and the text in the figure indicates the assigned label to which the
image is assigned, and the source of the label is the Cifar10 dataset.

bird cat deer dog

horse truck ship frog

Fig. 3. Partial watermarking dataset
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4.3 Watermark Embedding

After generating the watermark data, the next step is to embed the watermark into the
target DNN, which can be done with the help of deep neural network due to its strong
intrinsic learning ability. The embedding algorithm SF-WE is shown as follows.

Algorithm 4.2: SF-WE
1 Input: Di,,_ . ={X; Y}¢o1: Prepared watermark dataset;
o ={Y,,Y,}(o # n): Mapping of the original label Y, to the new la-

bel Y,
Outpnut: My Partial model with watermark; Di,,: Watermark dataset
/] Task publisher execution:
watermarkingEmbedding():
Diym < @
Dipmp « sample(Dhon—ywm, Yo, pETCENtAgE)
for each d € Di,,,,, do
X,ym = embedding_pattern(d[x], pattern), V,,m = Vn
Diwm = Dwm U{Kwm, Ywm}
end for
11 // Worker node execution:

12 My = TaskExec(Mg, Diym)

13 return MS“(’gl

O 00 N O U N W N

[any
o

The algorithm SF-WE takes as input the original watermark dataset D!, and the
label mapping relation ¢ = {Y,, Y, }(0 # n) and outputs the watermark dataset Divm,
which in turn outputs the local model M, YV(V;;’ with the watermark after the worker nodes are
trained. The label mapping relationship will be defined by the task publisher indicating
how the watermark will be labeled. Y, is the true label of the original data and Y, is the
pre-defined watermark label that will include the fingerprint used for training behavior
verification. Next, the algorithm’s watermarkingEmbedding() function will draw all the
labels labeled with Y,, from the trained dataset, on which the corresponding patterns are
generated and re-labeled with Y,,, which will generate both the patterns and the carefully
prepared labels. After receiving the complete watermarked dataset Divm, the worker node
will use this Divm dataset and the local dataset Dy, for local training, during which
the DNN will automatically learn the patterns of these watermarked data, so that the
watermark specified by the task publisher is embedded in the local model of this worker
node. The completion of the digital watermark will gradually increase with the number
of local training rounds of the worker node. The completion of the digital watermark
will be used as one of the main metrics for subsequent checks of the training behavior

of the worker nodes.
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4.4 Worker Training Behavior Check

When the task publisher receives the local model M_(s(t))*wm from the worker node,
the complete degree of the watermark will be checked, and this result will further identify
whether the worker node has performed the training process truthfully. To ensure the
objectivity of the evaluation, the training honesty of the worker node will be checked
from two perspectives separately, and the final score of the authenticity of the training
behavior of this worker will be obtained. The specific checking process is shown in
Algorithm 4.3.

Algorithm 4.3 Checking Process
1 Input: Dmeet{Dwm, omr Divm}: Watermark dataset collection;
M (s € S): Local model of worker nodes

N

Onput: {f c8e & Sm}: Training authenticity score set for workers selected
in that round

3 // Task publisher execution:

4 WorkerEval():

5 D\L,vm < Dwmset{Dwm'Da/mv"' Drml/m}

6 for each Mgy do

7 accsl. < Acc(Myp), Lm)

8 end for

9 acclyy < %Z’iﬁl accg,

10 ifaccl, > Acc(M}",, Dip) and accl, = acchyy
11 &, < acc,

12 endif

13 return {& &t - ffm}

After receiving the local models M7} for all worker nodes, the task publisher first
needs to determine the watermark dataset D { Wm}"l used for the current training in the
watermark dataset set D, Set{D! . D2 ...D" 1 and after that use this dataset Di
to detect all local models and the The accuracy of all worker nodes is averaged as one
of the comparison metrics. After the above steps, the following checks are performed
on the local models of each worker node.

e Compare horizontally the accuracy of all selected workers and the average accuracy
to ensure that they did not undergo falsification training.

e Check the test accuracy of the local model submitted by the workers for Di to
ensure that it is higher than the accuracy of the global model in the previous round,
and ensure that the complicity can be detected in the case that the vast majority of
workers perform falsification training that makes the average accuracy rate decrease
and leads to the failure of this evaluation metric.

After the checks have been performed, the accuracy accgi of the local model of the
worker node for the current round on the watermarked dataset is recorded as the training
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score ésti of that node, which is used as the basis for the selection of worker nodes
performing subsequent training tasks.

4.5 Watermark Dataset Replacement

Throughout the training process of federated learning, the task publisher and worker
nodes will communicate several times, and to ensure the observability of the watermark
completion, the watermark dataset needs to be rotated when it reaches the unavailable
state. Specifically, the rotation of the watermark dataset to enable another watermark
task and the natural extinction of the current watermark task ensures that the watermark
task can continuously and completely quantify the training behavior of the worker nodes.
The watermark dataset replacement process is shown in Algorithm 4.4.

Algorithm 4.4 Watermarked Dataset Replacement
1 Input D,mSet{DL,.,D3,.,--- D% 1. Watermark dataset collection;
MP) (s € S): Local model of worker nodes

2 /I Task publisher execution:

3 WMDataSetExchange():

4 foreachte T do

5 Gltr1) = MG(t) + Z 1M — M)

6 VmAcelly « MEE + D},

7 if (VmAcey — VmAccety) > AS) and(Cntygeress > )
8 exchange Di,,,, to Di+}

9 send Dit! toeachs € S

10 end if

11 end for

Define the observable coefficient as §. When the difference between the accuracy
VmAccl(y of the global model M G(ry1) On the watermarked dataset Di and the accuracy
VmAccg‘z;t_ ) of the previous round t is less than the observable coefficient, it means that
the watermarked dataset has reached the unavailable state AF. To make this criterion
have some fault tolerance, the tolerance factor Cnt ;s is defined as the number of times
that the unavailable state can be tolerated, and the watermarked dataset is considered to
be always in the available state until this number is satisfied. When the performance of
the watermarked dataset on the global model satisfies the above conditions at the same
time, the replacement of the watermarked dataset {Div — D"H} is performed, the
reinforcement of the watermarking task 7 corresponding to the watermarked dataset
Di  is canceled, and the watermarking task Ty corresponding to the watermarked dataset
DIl is enabled.

As the training rounds proceed, the performance of task 7, on the main task T
will gradually decline and the watermarking task will gradually die out, and after the
performance of 7, on the main task T declines to a certain degree, Ty will return from

the unavailable state to the available state and can participate in the next watermarking
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rotation, i.e., the above watermarking rotation process can be expressed as follows.

€
Vi < E, if SiT" —f> Stalse, exchange Ty to Ty

where Spyse is (Accef — Accef_1> < A§ 3

where ef is the number of rounds elapsed when the task reaches the unavailable state,

and SiT" denotes the state exhibited by task 7 at the ith round.

Since the speed of watermark extinction is smaller than the speed of watermark
creation, two watermark tasks 77 and T, corresponding to two watermark datasets of
the same size are taken as an example, assuming that task 7 rotates with task 7, after
reaching the unavailable state, and task 7> needs to rotate when it reaches the unavailable
state, task 77, with which it should rotate, does not completely extinguish, thus will
continue to watermark tasks from the partially extinguished state, and this time the
number of turns required to reach the unavailable state will be lower than the number of
turns required to reach the unavailable state in the previous time, that is, after k times
of the above repeated exchanges, the initial state of both tasks will become unavailable
and the subsequent tasks cannot be completed. The number of rounds required for both
tasks to reach the unavailable state is

k
! et + D e, T i) @
i=1

where egl.lst_ denotes the number of rounds elapsed when task 7 reaches the unavailable
state again at the i-th extinction. Therefore, with the same size of watermarking dataset,
the number of datasets required to complete the entire federated learning training can be
determined by determining the creation rate and extinction rate of watermarking tasks.

To ensure observability of watermark completion, i.e., to be able to completely
quantify the training behavior of worker nodes, the watermark data needs to have different
patterns. In theory, when the given watermarking dataset is large enough, the state of that
watermarking task may not reach the unavailable state during the whole execution of the
training task. This reduces the complexity of watermark rotation to a certain extent, but
also lengthens the time required for the entire training task, and may even appear that the
time spent on the watermarking task far exceeds the time spent on the main task, which
is undoubtedly more than worth the loss. Instead, consider another scenario: prepare a
number of small-scale watermarking data for constant rotation. This approach reduces
the time taken by the watermarking task, but it injects a large number of backdoors
into the model, which has a significant impact on the security of the model. In addition,
there is a potential pitfall of small-scale datasets, namely, the accuracy of backdoor
watermarking can no longer accurately quantify the training behavior of workers before
all rounds of training tasks are completed, and frequent replacement of watermarked
datasets will increase the communication overhead of worker nodes in terms of data
acquisition.

Communication bottleneck has been one of the important problems facing federated
learning. During the whole training process of federated learning, the communication
between task publisher and worker nodes is focused on exchanging model data and
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replacing watermark datasets. Since the volume of model data is significantly smaller
than that of watermarked datasets, the main communication overhead mainly comes from
the transfer of watermarked datasets. Although the addition of watermarked datasets
increases the communication overhead of federated learning, this part of consumption
can be minimized by a reasonable dataset size design.

5 Feasibility Analysis of Training Behavior Monitoring Mechanism

The feasibility analysis of the training behavior supervision mechanism includes the
analysis of the inherent characteristics of digital watermarking, the analysis of the data
independence of worker nodes, and the analysis of the additional computational cost
introduced. The training behavior supervision in federated learning uses digital water-
marking technology, and although it is different from the traditional model protection
application scenario, the inherent characteristics of digital watermarking technology
should be retained intact, i.e., the original functionality of the model and the security
of the watermark should not be destroyed; secondly, the inclusion of the watermarked
dataset should not have an impact on the independence of the local data of the worker
nodes; finally, for the additional watermarking verification process introduced, a com-
parison with DDSM for a comparative analysis on computational and communication
redundancy.

e The original functionality of the model is not destroyed

That is, the watermarking task cannot have an impact on the main task, both tasks need
to be performed independently and both perform well on the relevant targeted tests.
Therefore, the model obtained by noting the participation in the watermarking task is
M’, and M’ should satisfy the following conditions.

Pr . ,
e D/T[f(d) # Classify(M',d)] < ¢

andx[; "T [T1(d) # Classify(M', d)] < & )

The total error rate of M’ is at most ¢’ = ¢ + n/|D|, since D is much larger than
n, ¢ will be infinitely close to e. In summary, the watermarking task can be performed
simultaneously with the main task while ensuring that the main task is not disturbed.

e Security

Security refers to the fact that the watermark itself is not easy to forge. The guarantee
of watermark security mainly comes from two aspects: first, in the construction of the
watermark dataset, the choice of using the insertion of specific patterns on irrelevant
data, the size and color of the patterns are specified by the task publisher, which creates
difficulties for the forgery of the dataset; second, forging the watermark dataset does not
bring expected or additional benefits to the worker nodes, and the bad behavior they show



Training Node Screening in Decentralized Trusted Federated Learning 251

in the training behavior will probably lead to their disqualification from participating in
the next round of training.
For the watermarked dataset T = {t(l), e, t(l)} and the watermarked dataset label

T, = {Til), ey TL(")}, the task publisher has absolute control as well as the right to
know. Even if a worker forges the backdoor watermark dataset Ty, and submits the

model M, 7 it will still be checked out at the WorkerEval() step as follows.

local °

Tyaise
VmAcc,y, < M, S LT < VmAcc,y < MS, .+ T (6)

ocal

e Data independence of worker nodes

The task publisher does not need to know any prior knowledge of the training data
during the whole federated learning process, and the task publisher does not need the
training data of worker nodes to generate its own watermark sequence, and the data of
worker nodes will be saved locally independently to meet the requirements of federated
learning.

e Computational cost analysis

The computational cost includes computational resources and communication volume.
In the work of Somy et al. [33] (DDSM), DOs need to sign offline agreements with a
certain number of COs and securely send subsets of data to selected COs, and to ensure
data privacy, DOs need to partition the entire dataset such that each CO has a range of
all classes and values for which the subset does not contain data, and the subset cannot
contain a single class from most of the data. The solution to the problem of false training
by COs is to perform replication of data subsets among multiple COs, as shown in
Fig. 4. During federated learning training, model training is performed by all m*n COs
holding subsets of the dataset, so that when a dishonest CO reports false information
about training behavior, it can be compared with other COs of the same replicated subset,
as long as the dishonest CO node is less than one-half of the total number of COs, the
dishonest behavior of that CO can be identified.

Assume that there are m copies of data involved in training in each round, i.e., m
DOs in DDSM, m x n COs in training, and m worker nodes in WM-TBM in training.
Let the GPU computational resources required for training a data of size S be c.

The computational resources required for training and the computational resources
required for validation in the DDSM are

Clrain =m xnXxc @)

Cveriy =mxnx (mxn—1) ()
Therefore, the total computational resource consumption of DDSM is

CTotaI:CTmin+CVeriﬁv:mxnxc+man(mxn_l) )
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Fig. 4. DDSM Solutions

In WM-TBM, the size of the watermarked dataset received by the worker nodes is W,
so the computational resources required for each round of training and the computational
resources required for validation are:

CW—Train =m X ¢ (10)

w
CW,Verify:mXCX ? (1n

Therefore, the total computational resource consumption of WM-TBM is

w
Cw—total = CW—Train + CW—verify =m X ¢ +m X ¢ X 5 (12)

Define the savings index Csg,. as the ratio of the computational resources required
by DDSM to those required by WM-TBM, so that when the value of Cg,,, is greater
than 1, it indicates that WM-TBM performs better.

CTolal . S
Cw-_tora S+W

, 1 n
Csave = m+mxnx ——-) (13)
c ¢
The analysis of the values of Cs,, using modeling is distinguished from centralized
training in that the number of worker nodes required for federated learning is at least 2,
i.e.,m > 2;in addition, DDSM requires segmentation and replication of the dataset, i.e.,
n > 2. Consider two configurations of watermarked dataset sizes, one for the normal
training case where the watermarked dataset is much smaller than the training dataset,
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Fig. 5. Comparison results of computing resources

and the second for the extreme case where the watermarked dataset is the same size as
the training set, and the results obtained are shown in Fig. 5.

The minimum values obtained for the two configuration cases are 2.834 as well as
5.152, which are in accordance with the expected logic. In summary, WM-TBM can
save more computational resources than DDSM when the federated learning condition
is satisfied, and the improvement of this saving index is more obvious as the scale of
federated learning increases.

In terms of communication volume, assuming that the communication volume
required to transmit a data set of size S is #; and the communication volume required to
transmit model parameters is 7, the transmission of model parameters is mainly divided
into two transmission processes, namely, transmission from CO to blockchain and down-
loading parameters from blockchain by MO, so the communication volume required by
DDSM is

Trotal = Tdataser + Tinodel =m Xt +m X n X 13 x 2 (14)

The amount of communication required by the WM-TBM is:

w
Tw —total = Tw—dataser + TW—model = m X f1 X ? +mxn (15)

Define Tsgy. as the difference between the amount of communication required by
the DDSM and the amount of communication required by the WM-TBM. Similarly, a
value of T,y greater than O indicates that the WM-TBM performs better:

w
Tsave = Trotal — Tw —Total = m X 11 X (1 — ?) +m x t2(2 X n— 1) (16)

The size of the validation dataset W is much smaller than the size of the training
dataset S. Therefore, Ts4y. > 0 holds for both DDSM and WM-TBM configurations,
so the amount of communication required by WM-TBM is always smaller than that of
DDSM.



254 H. Wang et al.

In summary, WM-TBM has a very obvious advantage over DDSM in terms of com-
putation and communication volume, especially when the scale of federated learning is
large.

6 Experimental Design and Analysis of Results

6.1 Experimental Design

In order to verify the feasibility of WM-TBM, a total of five sets of experiments are
designed for watermarking task impact validation, watermarking dataset usability val-
idation, worker node training behavior authenticity assessment validation, watermark-
ing task periodicity validation, and watermarking dataset rotation validation from the
perspective of watermarking task itself and watermarking dataset replacement.

The experiments use the Cifar10 dataset, and the watermark dataset is a small-scale
dataset constructed according to the above watermark dataset construction method.

6.2 Analysis of Experimental Results

Experiment 1: Impact Validation of the Watermarking Task. The Cifar10 dataset
is used for the classification task in a federated environment, the aggregation algorithm
uses the federated average algorithm, and the dataset is subjected to non-IID processing.
The results obtained by running 1000 rounds each without and with the watermarking
task, where the size of the watermarked data for the watermarking task is 1000, the
number of locally set workers is 4, and the number of local rounds for training each
worker locally is 5, are shown in Fig. 6.

COMPARISON OF MODEL ACCURACY WITH AND WITHOUT
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Fig. 6. Comparison of model accuracy with and without watermarking task
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From the experimental results, it can be seen that the convergence trend of the
accuracy of the resulting model on the main task is smooth with or without the water-
marking task involved, and eventually converges to about 82%, which shows that the
watermarking task does not have an impact on the main task.

Experiment 2: Watermarking Dataset Availability Validation. The size of the water-
marked dataset was experimented from 100—1000 in units of 100 to obtain the number of
rounds required for its creation and extinction, respectively, and the experimental results
are shown in Fig. 7.

Generation and extinction of watermark tasks
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Fig. 7. The generation and extinction cycle of watermarking

As can be seen from the experimental results, the extinction of the watermark task
will remain at a uniform level for a long time after maintaining it for a period of time,
so it is unwise to wait for its accuracy rate to extinguish to zero before rotation, and the
rotation operation can be performed when the extinction rate of the watermark task is
reduced to a point where the floating change is not significant.

In order to determine the unavailability status of the watermark, the data of the first
100 rounds of the task are organized separately as follows (Fig. 8).
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Performance of different size datasets in the first 100 epochs
e |00 200 300 400 e=——500
600 700 800 900 1000

100

oD
o O

o

Accuracy (i)
N A
o

o

1 10 19 28 37 46 55 64 73 82 91 100
EPOCH

Fig. 8. Performance of different dataset sizes in the first 100 rounds

From the above experimental results, it is clear that watermarked datasets of different
sizes have roughly the same trend in convergence; however, the dataset with a data size of
1000, for example, has a relatively flat convergence rate, and the difference in accuracy
from round to round is not very helpful in determining the training behavior. Therefore,
in subsequent experiments, a dataset of size 800 that can be maintained for as many
rounds as possible while observing significant changes was chosen.

Experiment 3: Authenticity Assessment of Workers Training Behavior Validation.
In the following experiments, one worker among all four workers will be randomly
selected for spurious training, and the local model submitted by the worker will be exam-
ined for the watermarking task before aggregation, and it will be determined whether
the worker has been trained or not. The results of the experiments are shown in Fig. 9.

From the experimental results, it is clear that the inspection before aggregation can
accurately quantify the training behavior of workers. The local models submitted by
workers with dishonest training behavior have a large gap in testing accuracy on the
watermarking dataset with the local models submitted by worker nodes that honestly
perform training, and therefore, dishonest workers can be identified.

Experiment 4: Periodic Validation of the Watermarking Task. Define the observable
coefficient as 2 and the tolerable coefficient as 3. When the current watermarking data
task reaches the unavailable state, the execution of the watermarking task is canceled,
and the above task is continued after the extinction rate of the watermarking task is
stabilized. The experimental results are shown in Fig. 10.
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Fig. 9. Comparison of the training behavior of workers
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Fig. 10. Periodicity of watermarked data
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From the experimental results, it can be seen that the watermarking task is cyclical
in nature. And in each cycle of watermarking, its extinction rate is much smaller than
the generation rate, and the watermarked dataset of size 800 has reached the unusable
state after only 9 rounds at the fourth cycle.

Experiment 5: Watermarking Data Set Rotation Verification. Two watermark
datasets of size 800, D and D, are added to the training process, and when D reaches
the unusable state, the D, dataset is used for rotation, and the two datasets are worked
on alternately. Before performing the dataset replacement, it is necessary to know the
performance of both datasets on the model when they are not involved in the watermark-
ing task, and experiments are conducted on both datasets to obtain the following results
(Table 1).

Table 1. Performance of the watermarked dataset on the model when the watermarking task is
not joined

Dataset Major Task Test Set Watermark dataset
Dy 82.60 9.875
Dy 82.64 9.625

With both watermarked datasets participating in the rotation, the experimental results
are shown in Fig. 11.
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Fig. 11. Rotation of the dataset

From the experimental results, it can be seen that the rotation of watermarking
datasets is feasible. Although the availability of the two watermarking datasets is in a
gradually decreasing trend during the crossover for training, the watermarking task can
be made complete by configuring a suitable number of replacement datasets to cover
the whole federated learning process and to quantify the training behavior of the worker
nodes completely.
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7 Summary

In this paper, we propose a new digital watermarking-based training behavior authen-
ticity supervision mechanism WM-TBM for decentralized federated learning, which
motivates worker nodes to remain honest when participating in federated learning by
supervising the authenticity of their training behavior. Specifically, the quantification
of the authenticity of worker nodes’ training behavior is accomplished by transposing
the usage scenario of digital watermarking technology to decentralized federated learn-
ing worker node training behavior supervision. Theoretical analysis demonstrates that
WM-TBM can save significant computational and communication resources compared
to the existing scheme DDSM. The effectiveness of WM-TBM and the practicabil-
ity of dataset replacement theory are then further verified through experiments, which
effectively solve the problems in the current research on worker node training behavior
supervision mechanism in decentralized federated learning oriented.
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