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Abstract. Replicated additive secret sharing (RSS) schemes introduce
the threshold for additive secret sharing, and are known for computa-
tional efficiency and flexibility. While the traditional RSS schemes usually
have a huge storage overhead with each server holding multiple shares,
recent variations have tried reducing storage overhead but at the expense
of computational performance. In this work, we focus on optimizing the
number of shares to reduce storage overhead without introducing exces-
sive computational cost. First, we construct a 2-of-n RSS (i.e., any two
among n servers could reconstruct the secret value), which generates
secret shares incrementally so that the storage increases almost linearly
with n, and achieves the optimal number of shares as we proved. Then, we
extend 2-of-n RSS to a general t-of-n RSS. Moreover, the incrementally-
generate mechanism makes our scheme support a server to join dynam-
ically that refrain existing shares from being modified. Our empirical
study across 60 servers supports that our scheme largely reduces the
storage overhead while obtaining an efficient runtime. Storage efficiency
shows an improvement of up to two orders of magnitude and online run-
time is within microsecond scale in our experimental settings.

Keywords: Secret sharing - Replicated additive secret sharing -
Secure multiparty computation - Data privacy

1 Introduction

Secret sharing (SS) [4,31] has been extensively studied since it is important
not only for sensitive data storage but also as a fundamental building block for
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multiparty computation (MPC) [34]. The basic idea of SS is to (1) split the
secret, value into shares, and (2) ensure that the value can be reconstructed only
with the predefined threshold number of shares. In sensitive data storage, the
shares are stored among a set of non-colluded servers, preventing the adversary
from reconstructing the secret value. Further, in secure multiparty computation,
these servers cooperatively process these shares to complete the computation
over the secret values without reconstructing them.

Two split mechanisms have been proposed for secret sharing. One is Shamir’s
secret sharing scheme [31], which splits the secret value by setting it as the con-
stant coefficient of a random polynomial. The other is additive secret sharing
scheme [18], which splits the secret value with a number of random values, ensur-
ing the summation of the shares equal to the secret value. Shamir’s secret sharing
scheme [31] requires heavy modular exponentiation (and multiplication) in data
split and complicated process of degree reduction for computing multiplication
of secret values, which results in rare adoption in the secure multiparty compu-
tation [5]. In contrast, the additive secret sharing scheme is more efficient, as
it only needs modular addition for data split, and a lightweight algorithm (i.e.,
Beaver triples [2,3]) has been proposed to multiply the secret values.

Therefore, additive secret sharing is widely adopted in secure multiparty com-
putation, e.g., privacy-preserving machine learning (PPML) [10,11,22,23,23-
26,29,30,32] and threshold signature [9]. In PPML, the secret values (e.g., med-
ical data, finance data) are split into shares, and processed (e.g., addition, multi-
plication, comparison) by integrating additive secret sharing with garbled circuit
[27], oblivious transfer [33], and/or homomorphic encryption [7,12], to complete
the training and/or inference in machine learning. In threshold signature [9, 14—
16,21], the private key is split with additive secret sharing scheme among a
number of servers, and a threshold number of servers cooperatively process the
shares with the to-be-signed message, to generate a valid signature of the mes-
sage.

Replicated additive secret sharing (RSS) [18] is proposed to introduce the
threshold in additive secret sharing, by replicating shares in multiple servers,
i.e., one server maintains multiple shares of the secret value. For example, t-of-n
RSS only needs the shares from t servers among the whole n ones. ISN [18], the
first RSS, designs an access structure to ensure any ¢ servers can obtain all the
shares. However, ISN needs a large storage (i.e., C?, the number of ¢ — sized
subset of n — sized set). CDI [13] and KCI [19] reduce the storage overhead,
by converting Shamir’s secret share into additive secret share. However, a large
computational overhead is introduced during the conversions of shares.

Various PPML schemes attempt to integrate RSS for improving the flexibil-
ity. However, the effect is still limited due to the heavy computation or storage
overhead of t-of-n RSS when ¢ and n is large. For example, AFL [1,17] adopts
ISN and only supports 2-of-3 RSS, PPML schemes [10,24,26,29] only support
2-of-3 or 2-of-4 RSS.

In this paper, we propose a new RSS scheme for additive secret sharing
scheme, which reduces the storage significantly, without introducing excessive
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computational overhead. We first construct an optimal 2-of-n RSS to split the
value incrementally, i.e., first split the secret value in 2-of-2 setting, then 2-of-3
RSS until 2-of-n RSS, which makes the storage increase almost linear with n,
reduce the storage remarkably compared to ISN. Then, we extend 2-of-n RSS to
t-of-n RSS, with a 3-of-n RSS. Moreover, the proposed incrementally-generate
mechanism supports a new server to join dynamically that refrain existing shares
from being modified. We have implemented the propose RSS scheme, the evalu-
ation demonstrates the significant decrease of storage and modest computation
performance.
The main contributions are as follows.

e We design a new 2-of-n RSS scheme and prove the optimal storage overhead
theoretically.

e We extend the optimal 2-of-n RSS to a general t-of-n RSS, to support an
arbitrary threshold. The analysis demonstrate that our scheme needs much
less storage compared to ISN.

e QOur scheme support the dynamical join of a new server in secret sharing,
which generates the share while the shares remain unchanged.

2 Preliminaries

Additive Secret Sharing. Additive secret sharing(ASS) is a technique that
splits the secret into shares that add up to the original secret. The additive secret
sharing algorithm chooses n strings (si, ..., s,) uniformly at random subject to
the requirement that ) ;" | s; = s (this can be done by choosing s1,...,8,—1 € Zo
uniformly at random, and then setting s, = s — Z?;ll s;. The reconstruction
algorithm simply adds all the shares to reconstruct the secret. ASS guarantees
that each share does not reveal any information about the secret. Traditional
additive secret sharing is a full-threshold secret sharing that requires all parties
(servers) cooperate to reconstruct the secret, and no single point of failure is
allowed.

Replicated Additive Secret Sharing. Replicated additive secret sharing
(RSS) [13,18,19] has an access structure I'. An access structure is defined by
qualified sets @ € I', which are the sets of parties who are granted access, and
the remaining sets of the parties are called unqualified sets. In the context of
this work we only consider threshold structures in which any set of t — 1 or fewer
parties is not authorized to learn information about private values (i.e., they
form unqualified sets), while any ¢ or more parties are able to jointly reconstruct
the secret (and thus form qualified sets). RSS can be defined for any n>t > 2.
To secret-share private s using RSS, we treat s as an element of a finite ring
Zy and additively split it into shares sy such that s=) ;.. s (in Zy), where
7 consists of all maximal unqualified set of I" (i.e., all sets of ¢ — 1 parties in our
case). Then each party i € [1,n] stores shares sy for all T € 7 subject to i & T.

In t-of-n replicated additive secret sharing, the secret is shared among n
parties and the secret can be reconstructed when ¢ parties cooperate.
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3 2-of-n Replicated Additive Secret Sharing

Replicated additive secret sharing (RSS) with a small threshold has become
popular over the last few years [15,24,26]. We design a 2-of-n RSS scheme,
which is proved to achieve the minimum number of shares in 2-of-n RSS.

The System Model. In our secret sharing scheme there is one dealer and n
parties (servers). The dealer generates shares of the secret and distributes them
to n parties, only when t parties cooperate will the secret be reconstructed.
In our 2-of-n RSS, ¢ is 2. We denote n parties who receive shares after share
generation as (share holder) parties, and ¢ parties who reconstruct the secret
corporately as reconstruct parties.

The Adversary Model. We assume that an adversary in our scheme can
be divided into two kinds. An eavesdropping adversary learns all the informa-
tion stored at the corrupted parties. A halting adversary may also disturb cor-
rupted parties to stop sending messages during the execution of the protocol.
Our scheme can tolerate up to ¢t — 1 eavesdropping parties and up to n—t halting
parties. We assume that the dealer is a trusted party.

3.1 2-of-n Replicated Share Generation

Our 2-of-n replicated additive secret sharing generates shares incrementally by
adding parties one by one in turn. In our 2-of-n RSS, multiple share sets will
be generated, and each share set contains two shares whose sum is equal to the
secret s. We denote share as s2, the subscript a indicates the order of share set
that this share belongs to, and the superscript b indicates the order of a share in
its share set. The value of bis 1 or 2, and the value of a is related to the number
of parties n. The party whose id is 7 is denoted as P;.

P, P, P; Py
S! 52 NE 52
S,! S,! S5’ S’

The shares in yellow are for 2-of-2 ASS
The shares in yellow and pink are for 2-of-3 RSS
The shares in yellow, pink and green are for 2-of-4 RSS

Fig. 1. 2-of-4 replicated share generation.

In our 2-of-n replicated share generation, the dealer generates shares begin-
ning with 2-of-2 additive secret sharing, then extends it to arbitrary 2-of-n repli-
cated share generation. We take 2-of-4 replicated share generation as an example,
which shows in Fig. 1.

1) In 2-of-2 additive secret sharing, the dealer samples two additive shares s},
s? in Zy satisfying s + s?=s, and sends s} to Py, s? to Ps.
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2) The 2-of-3 replicated share generation is based on 2-of-2 additive secret shar-
ing, the dealer sends P;’s share s% to P3. Now P, can reconstruct the secret s
with either P; or P53, but P; and P; cannot reconstruct the secret s because
they hold the same share. Thus we consider P; as the conflict party of Pj,
or P and Pj3 are conflict parties. It is necessary for the dealer to generate
the second share set s3, s3, and send si to Py, s3 to P5. So P; and P; can
reconstruct the secret s using s} and s2.

3) The 2-of-4 replicated share generation is based on 2-of-3 replicated share
generation. The dealer sends P,’s share s% to Py, now P, can reconstruct s
with either P; or Ps, but cannot reconstruct s with P> because they hold the
same share of the first share set. It is necessary for the dealer to send s3 to
P, 3% to P4 to enable P5, P4 reconstruct the secret.

In summary, P;, P, hold {si}, {s?} respectively in 2-of-2 additive secret
sharing; Py, P, P3 hold {s}, si}, {s?}, {si, s3} respectively in 2-of-3 RSS; P,
Py, P3, Py hold {si, si}, {s2, si}, {s1, s3}, {s%, s3} respectively in 2-of-4 RSS.

Similar to 2-of-4 RSS, We design a 2-of-n RSS incrementally through adding
parties one by one. Since our goal is to make parties possess the minimum
number of shares, and the dealer always distributes a new set of shares, each to
the new party and its conflict party, we choose one of the parties holding the
minimum number of shares as Peon fiict, Whose shares will be copied to the new
party by the dealer. According to our rules, we find the conflict id of P; (i > 3) is
conflict = (i— 2((l"92i]’1)) in 2-of-n RSS. It can be seen that P.oy, fiice holds the
minimum number of shares at present. For example, the conflict parties of Pj,
P, are Py, P respectively, and the conflict parties of P5, Py, Pr, Py are Py, Ps,
P53, P, respectively. The dealer will totally generate three share sets if n ranges
from 5 to 8, four share sets if n ranges from 9 to 16, ..., according to the rules, we
find that the dealer will generate [logan| share sets when the number of parties
is n where [e] represents ceiling function in math.

Algorithm 1. Shr_2ofn: 2-of-n replicated share generation
Input: The number of parties n.
Output: Shares for all parties.

1: Generate [logen] share sets (si, s1), (s3, 35)7..4,(5}1092“, 52Uog2n])~

2: Set an array rawshare; to store the first share of share sets si, s3, ""S]l'logzn'M and
set an array rawshares to store the second share of share sets s?, s2, ...,s%loqzn].

3: Set an array vshare containing n sub-arrays, and each corresponds to a party.

4: Add rawsharei[1] to vshare[l], add rawshares[1] to vshare|2].

5: for 3<i<ndo

6: Compute the conflict id of P; as conflict =i — g[togzil—1

7:  Copy vshare[conflict] to vsharel[i].

8:  Add rawsharei[[log2i]] into vshare[con flict] and add rawsharez[[logzi]] into
vshare[i].

9: end for

10: Output vshare[i] to share holder P;, where 1 < ¢ < n.
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We describe 2-of-n replicated share generation Shr_2ofn executed by the
dealer in Algorithm 1. In order to reduce communication rounds, the dealer
sends shares in one round after generating all shares for n parties. Each party
receives shares that have been arranged in ascending order of share sets. Specifi-
cally, P; holds at most [logan| shares in vshare[i]. These shares, in turn, belong
to the first share set, the second share set, ..., the [logan]th share set, so the
index of a share in vshare[i] represents the share sets to which it belongs.

Proposition 1. In 2-of-n RSS that splits the secret into multiple sets with each
set containing 2 shares, the number of shares of the party holding the most shares
in our scheme reaches the minimum.

Proof. Let Min(n) denotes the minimum number of shares of the party holding
the most shares, we prove by mathematical induction and contradiction that
Min(n) is [logan] in 2-of-n RSS.

Base case: Show that the statement holds for the smallest n in 2-of-n secret
sharing: n = 2, Min(2) = [loga2] = 1 is clearly true because the dealer has to
generate one share set in this case.

Inductive step: Show that for any k > 2, if Min(k) = [log2k] holds, then
Min(k + 1) = [log2(k + 1)] also holds. We consider two cases:

1) k satisfies [loga(k +1)] = [logak]. According to our share generation algo-
rithm, P4, will get all shares of P.oyf1ict, then the dealer distributes one
share of the [logs(k + 1)]th share sets to Peonfiict, and distributes the other
share to Pgi1, now these two conflict parties hold [logs(k + 1)] shares.
Min(k) is [logek], it means that the rest parties except two conflict par-
ties still hold [logek] shares. Because [logs(k + 1)] = [logak], all parties
hold [logek] shares at most. As [logek] is the minimum for k parties, it is
obviously for (k + 1) parties. Thus, Min(k 4+ 1) = [loga(k + 1)] holds.

2) k satisfies [loga(k +1)] = [log2k] + 1. We prove this by contradiction. We
first suppose that [logak] shares are enough for k + 1 parties. In this case,
[logok] = logak. The secret can be reconstructed only if the shares held by
any two parties are not all the same. Each party holds logsk shares and logsk
share sets each contains 2 shares in our method, so at most 2/°92% = k share
combinations can be generated according to combination theorem. When
the dealer distributes k combinations of shares to k + 1 parties, there will
definitely be two parties holding the same combination of shares, making
it impossible for them to reconstruct the secret, which violates our suppose.
Therefore, a new set of shares needs to be generated, Min(k+1) = [logak] +
1 = [loga(k + 1)] holds.

3.2 2-of-n Replicated Secret Reconstruction

In our 2-of-n replicated additive secret sharing, each party holds at most [logan]
secret shares. Before reconstructing the secret, two reconstruct parties exchange
their id idq,idy that ido>id;. Each reconstruct party determines which share
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will be used to reconstruct the secret according to the id of the other party.
Finally, the secret can be reconstructed by adding the two selected shares.

Since our 2-of-n share generation is an incremental scheme, we design the
secret reconstruction algorithm following the inverse idea of share generation
described in Subsect. 3.1. The conflict id of the larger party P;4, can be computed
as conflict = idy — 2([teg2(id2)]=1)

1) If conflict = idy, it means that shares of P4, were copied to Pi4, during
share generation phase, so P;4, and Pjq, can reconstruct the secret using
their first different share, which is [logs(ids)]th share they hold.

2) If conflict # idy, according to our share generation algorithm, the dealer
copies the shares of Peop fiict t0 Pig,, so Pig, can use these copied shares to
reconstruct the secret with any other party except Peonfiict- Now that id; #
conflict, P;q, will only use the shares copied from Peopfiict to reconstruct
the secret. Therefore, Pjq, can be regarded as Peonfiict in this case. Now the
secret reconstruction between P4, and P4, has transformed into the secret
reconstruction between Pjy, and Peopfiict, 50 Pig, rolls its id ids back to
conflict. Then each reconstruct party finds the larger id between id; and
con flict, and computes the conflict id of it.

Executing the above operations for two reconstruct ids in a loop which stops
until two ids are in conflict or the larger id is 2. If the larger id is 2, the smaller
id must be 1 so that two reconstruct parties choose the first share to reconstruct
the secret.

The algorithm Rec_2ofn executed by each reconstruct party to select the cor-
rect share is described in Algorithm 2, where recparty is an array containing
reconstruct id in ascending order, each reconstruct party P;(i € {idy,id2}) exe-
cutes the algorithm, and obtain the correct share that will be used to reconstruct
the secret.

Algorithm 2. Rec_2ofn: 2-of-n replicated secret reconstruction
Input: recparty.
Output: The share that used to reconstruct the secret.

1: while True do

2:  if recparty[2] == 2 then

3: output vshare[i][1].

4:  else

5: con flict=recparty[2]-2(Tte9z(recparty2D]-1)

6: if conflict == recparty[1l] then

7 output vshareli][[logz(recparty[2])]]

8: else

9: Replace recparty[2] with conflict in recparty, and sort ids in recparty.

10: end if
11: end if
12: end while
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4 t-of-n Replicated Additive Secret Sharing

The threshold of RSS introduced in Sect. 3 is limited to 2, however, there are also
some scenarios that requires larger threshold [16,28]. We extend the threshold
to an arbitrary number, achieving t-of-n RSS.

4.1 t-of-n Replicated Share Generation

In t-of-n replicated share generation, the dealer generates secret shares in an
incremental way, similar to 2-of-n RSS. It starts from ¢-of-t additive secret shar-
ing, then to t-of-(t + 1) RSS, ... , t-of-n RSS.

t-of-t Additive Secret Sharing. The dealer begins with ¢-of-t additive secret
sharing, it generates shares si, 52, ..., s} in Zy, satisfying s} +s2+...+si =s. Then
allocates st to Py, 52 to Py, ... , st to P; so that the ¢ parties can reconstruct
the secret s.

t-of-(t+1) Replicated Share Generation. The dealer generates t-of-(t 4 1)
RSS based on t-of-t additive secret sharing above.

The dealer allocates the share s% of P; to P11, we consider P; as the conflict
party of Py, or Py, P, are conflict parties. Now ¢ parties { Py, Ps, ..., P;} or
{P,, P, ..., P11} can reconstruct the secret s using si, s?, ..., s{. However, any
t parties including both P; and P,y; cannot reconstruct the secret s because
they hold the same share si at present.

To solve this, the dealer will generate and allocate shares to enable any
t parties including both P; and P;y; to reconstruct the secret s. The dealer

samples two shares s3, s2 in Z,:, then allocates s} to P, and allocates s3 to Py .

Next, the dealer computes d; = s — s — s3. The new secret §; needs to be shared
among the rest t — 1 parties, achieving any ¢ — 2 parties from the rest parties can
reconstruct the new secret 1, and further any ¢ parties among { Py, P, ..., Pry1}
can reconstruct the secret s. In other words, when reconstructing the secret s,
Py, P,y 1 uses s, s2 respectively, and the rest parties use their share which can
reconstruct 4.

When we generate shares for (¢ — 2)-of-(t — 1) RSS of the new secret 4y, it
is a sub-problem of generating shares for t-of-(t + 1) RSS of the original secret
s. Thus, we design a recursive algorithm to solve sub-problem (¢ — 2)-of-(t — 1)
RSS, in which sub-problem (¢ — 4)-of-(t — 3) RSS will be called, ..., until the
recursion reaches its bound 2-of-3 or 3-of-4 determined by whether ¢ is even or
odd respectively since t reduces by 2 in each recursion. The 2-of-n replicated
share generation algorithm has been given in Sect. 3. The 3-of-n replicated share
generation algorithm is similar to 2-of-n replicated share generation, which we
will give at the end of this section.

t-of-n Replicated Share Generation. Our scheme adds P;, o based on t-of-
(t + 1) share generation described above, then adds Piy3, ..., P, similarly to
achieve t-of-n RSS. When P; (i > ¢t + 1) is added, the dealer copies the shares of
its conflict party P;_; to P;, then samples two shares s. and s? and sends each

of them to P;_;, P; respectively. Next, the dealer computes § = s — s. — 52, and
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generates shares for (t —2)-of-(i —2) RSS of the new secret 4, it is a sub-problem
of generating shares for t-of-i RSS of the original secret s. Thus, we design a
recursive algorithm to solve sub-problem (¢ — 2)-of-(4 — 2) RSS, in which sub-
problem (¢ — 4)-of-(¢ — 4) RSS will be called, ..., until the recursion reaches its
bound that the threshold of secret sharing to be called is 2 or 3.

Algorithm 3. Faziever(t,n)
1: if t==2 then

2:  return mazlevel = [logan|
3: else if t==3 then

4: return maxlevel = n — 2
5: else if t==n then
6.
7
8
9

return maxlevel = 1
: else then
: return mazlevel = Frazievel(t,n — 1)+Frastevel (t — 2,1 — 2)
: endif

In our t-of-n replicated additive secret sharing, the number of share sets
generated by the dealer can be calculated using ¢ and n as described in Algorithm
3. The cases that ¢ is 2 and ¢ is 3 have proved before. When considering the nth
party P,, the dealer allocates shares of P,,_; to P, on the basis of t-of-(n — 1)
share generation, and executes (¢t — 2)-of-(n — 2) RSS for the other n — 2 parties
excluding P, _; and P,. Therefore, the total number of share sets of ¢t-of-n secret
Sharing is fmamlevel(t7 n— 1) + fmazlevel(t - 27 n— 2)

Pl Pz P3 P4 P5 P5
doofd — S S Sy St S, NE
4-0f.5 —— 3 &' 5! sy’ S’ S}

Ss' NS S5!

82 Sy Wy S5 Wy e

4-0f-6 <+— Ssl Ssl Ssz S_.-,Z

The shares in yellow box are generated in recursion 2-of-3 RSS
The shares in pink box are generated in recursion 2-of-4 RSS

Fig. 2. 4-of-6 replicated share generation.

Figure 2 shows an example of 4-of-6 replicated share generation. We describe
our t-of-n share generation Shr_tofn in Algorithm 4 and define the following
parameters:

— 2-tuple(sharelevel, sharevalue): It describes a share, sharelevel is the order
of the share set to which it belongs, and sharevalue is its value.
— wvparty: an array containing ids of all parties (share holders).
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— wvshare: a two-dimensional array that records the 2-tuples of n parties. After
the share generation algorithm ends, vshare[i] contains all 2-tuples of P;.
vshare is initialized as an empty two-dimensional array, and because it will
be modified in every recursion, it is set as a global variable.

maxlevel: an integer indicating maximum order of share sets that have been
generated so far, mazxlevel is initialized to 1. It will be modified in every
recursion, so we set it as a global variable.

genlevel: an integer indicating the sharelevel of share that is generated dur-
ing the present recursion, it is initialized to 1. As our share generation is
incremental, the sharelevel of new shares must not be the same as the shares
that have already been generated, thus genlevel is always set to maxlevel +1.

The algorithm Shr_tofn takes threshold ¢, secret s, genlevel and vparty as
input. It has no output, because all shares that are generated will be added into
array vshare.

Algorithm 4. Shr_tofn(¢, s, genlevel, vparty)

Input: threshold ¢, secret s, genlevel, vparty.
1: if t==2 then

2:  Shr_2ofn(s, genlevel, recurparty)

3: else if t=3 then

4:  Shr_3ofn(s, genlevel, recurparty)

5: else

6: Sample shares s1, s2, ..., St <i Zq1 such that ZZ:I S$i=S.

7:  Set sharelevel = genlevel, add 2-tuple(sharelevel, s;) to vshare[vpartyli]]

where 1 <1 <.

8:  for i =1t+ 1;i < sizeof(vparty); i + + do

9: Traverse 2-tuples in vshare[vparty[i—t]] to find vshare[vparty[i —t]][ord] such
that vshare[vparty[i — t]][ord].sharelevel=genlevel.

10: Copy the shares from ordth to the last in wshare[vparty[i — t]] to
vshare[vpartyli]].

11: if genlevel>mazxlevel then

12: maxlevel = genlevel.

13: end if

14: Sample s/, s in S Zy1, add 2-tuple(mazlevel +1, s1) into vshare[vparty[i —
t]], add 2-tuple(mazlevel + 1, s5) into vshare[vpartyli]].

15: Add vparty[m] into an empty array recurparty where 1 < m<i and m! =i—t.

16: Shr_tofn(t — 2, s — s} — sb, mazlevel+1, recurparty)

17:  end for

18: end if

The 3-of-n replicated share generation Shr_3ofn called in Shr_tofn is also
incrementally generated, similar to 2-of-n share generation. The dealer begins
with 3-of-3 additive secret sharing, sends si, s2, s3 to P, P, P respectively.
When adding P; (i > 4), the dealer generates a new set of shares s}, 3, s3, and
sends s} to Pi_3, s3 to P, s3 to P; where 1 < j<i and j # i — 3. The dealer needs
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to generate n — 2 sets of shares in total in our 3-of-n replicated share generation.
Considering the parameter compatibility when Shr_3ofn and Shr_2ofn are called
in Shr_tofn, it is necessary to introduce parameters sharelevel, genlevel, vparty,
etc. based on 3-of-n and 2-of-n replicated share generation we described before.

4.2 t-of-n Replicated Secret Reconstruction

In t-of-n replicated additive secret sharing, each party holds multiple shares.
The t reconstruct parties exchange their ids, and each party selects a correct
share according to t reconstruct ids, then the secret can be reconstructed by
computing the sum of ¢ shares that have been selected.

Our t-of-n secret reconstruction follows the reverse strategy of share gen-
eration. Now that share generation is in an incremental way, reconstruction
will start from maximum reconstruct id to minimum. After exchanging id with
other reconstruct parties, each party holds the ids of all reconstruct parties as
{idy,ids, ...,id;} in ascending order. The correct share selection starts from max-
imum id ¢d;, and computes the conflict id of id; as conflict = id; — t.

1) If Peop flict 1S also a reconstruct party, it means that the dealer copied shares
of Peonflict to Piq, during share generation. Therefore, Peonfiict and Pig,
shall choose the first different share of them to reconstruct the secret. As
their first different share is generated on the basis of t-of-(id; — 1) RSS, the
sharelevel of which is Fraziever (t,9d; — 1) + 1. The rest parties execute the
secret reconstruction algorithm in a recursion, and with a threshold ¢ — 2
after two conflict parties are removed.

2) If Peonfiict is not a reconstruct party, shares of P, that are generated after
the conflict with Peopnjfiict Will not be used. Instead, Pj4, will choose one
from shares that are copied from P, fiict- Therefore, P;4, can be regarded
as Peonfiict in this case, similar to 2-of-n secret reconstruction. Thus, Piq,
rolls its id back to conflict. Then reconstruct parties sort ids of refreshed
reconstruct parties in ascending order.

If no parties are in conflict, each reconstruct party chooses the first share in
the present recursion to reconstruct the secret.

P, P, P3 Py Ps Pg
d4oofidf —— St NE NE N s S
S’ S S S} S,? S}
4-of-5 -— . R 1
S; S5 S3
S5 Sy St S¢ Syt S

4-0f-6 =-— S5! S5! S5 ;2

Shares in pink circle are selected after the first conflict
Shares in green circle are selected after the second conflict

Fig. 3. 4-0f-6 replicated secret reconstruction.
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Figure3 shows an example of 4-of-6 replicated secret reconstruction that
the reconstruct parties are {Py, P2, Py, Ps}, The conflict party of maximum
party Ps is P», so they choose their first different share sj and s2. The rest
reconstruct parties { Py, Py} call 2-of-4 secret reconstruction, where share holders
are {Py, P5, Py, Ps}, as Py and Py are excluded. In recursion 2-of-4 called by 4-
of-6 secret reconstruction, the conflict party of maximum party P, is Py, so they
choose their first different share st and s2. Because s} + s2=s — s — s% holds
during share generation, it is obviously that four shares selected can reconstruct
the secret s.

Algorithm 5. Rec_tofn(vparty, recparty, reclevel, recid, vshare[recid])

Input: vparty, recparty, reclevel, recid, vshare[recid).
Output: The share that used to reconstruct the secret .

1: Set threshold t=sizeof(recparty)

2: if t==2 then

3:  Rec_2ofn(vparty, recparty, reclevel, recid, vsharelrecid))
4: else if t==3 then
5 Rec_3ofn(vparty, recparty, reclevel, recid, vshare[recid))
6: else

7:  while True do
8 if recparty[t] == party[t] then
9 Output 2-tuple.sharevalue if 2-tuple.sharelevel = reclevel.

0 else

1 Generate an array ind containing t parameters indicating the indexes of ¢

reconstruct parties in vparty, compute con flict = vparty[ind[t] — t].

12: if conflict in recparty then

13: Set reclevel=Fazievel (t, recparty[t] — 1)+1.

14: if recid == conflict or recid == recpartylt] then

15: Output 2-tuple.sharevalue if 2-tuple.sharelevel = reclevel.
16: else

17: Remove id recparty[t] and conflict from vparty and recparty.
18: Rec_tofn(vparty, recparty, reclevel, recid, vsharelrecid])
19: end if

20: else

21: Replace id recparty[t] with id conflict in recparty.

22: Sort ids of recparty in ascending order, and refresh ind.

23: If recid = recpartylt], set rectid = conflict.

24: end if

25: end if

26:  end while

27: end if

More specifically, we describe our t-of-n secret reconstruction Rec_tofn in
Algorithm 5, which is executed by each reconstruct party independently. We
define the following parameters:

— vparty: an array containing ids of all parties (share holders) in ascending
order.
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— recparty: an array containing reconstruct party ids in ascending order.

— ind: an array containing indexes of ¢ reconstruct parties in vparty. Conflict
id of maximum reconstruct party recpartylt] is vpartylind[t] — t].

— reclevel: an integer, when two reconstruct parties are in conflict, they will
choose shares whose sharelevel is equal to reclevel to reconstruct the secret.
Furthermore, suppose id; is conflict with idy, they will choose their first
different share which is generated after t-of-(ids — 1) RSS. Since maximum
sharelevel of t-of-(idy — 1) RSS is Fruaaievel(t,ida — 1), reclevel is set to
Fnaztevel(t, ide — 1) + 1. reclevel is initialized to 1.

— recid: an id of reconstruct party who executes secret reconstruction algorithm.
Precia holds vshare[recid] as its own shares, which is the input of secret
reconstruction algorithm.

The 3-of-n replicated secret reconstruction Rec_3ofn called in Rec_tofn follows
inverse intuition of Shr_3ofn, which is similar to 2-of-n RSS. Three reconstruct
ids are idy, ida, id3 where idy <idy<ids. Firstly reconstruct parties computing
conflict id of maximum party P;q, as conflict = idz — 3. If conflict is equal to
id; or idy, reconstruct parties use the (ids — 2)th share to reconstruct the secret.
If con flict is not equal to idy or ids, replace ids with id con flict and rearrange
three reconstruct ids in ascending order, and find new maximum id of them.
Then execute the above operations for three reconstruct ids in a loop and stop
until any two of three reconstruct parties are in conflict or maximum id is 3,
then reconstruct parties choose the first share if maximum id is 3. Considering
the parameter compatibility when Rec_3ofn and Rec_2ofn are called in Rec_tofn,
it is necessary to introduce parameters sharelevel, reclevel, vparty, etc. based
on 3-of-n and 2-of-n secret reconstruction we described before.

Security Analysis. Our t-of-n RSS is a semi-honest scheme, privacy will be
violated if less than ¢ parties can reconstruct the secret. During share generation,
dealer generates multiple independent sets of shares, and each set contains ¢
shares whose sum is the secret s. Since each party only holds at most one share
in the same set in our scheme, less than t parties cannot reconstruct the secret,
thus privacy is guaranteed.

5 Related Work

Existing solutions have some inherent flaws, such as huge storage overhead, poor
computational overhead and fixed little threshold.

Storage Inefficient RSS. ISN [18] realizes t-of-n replicated additive secret
sharing with each party holding Cf;ll shares, which causes huge storage over-
head. CT12 [8] presents a scheme for the evolving 2-threshold access structure in
which the share size of party ¢ is linear in ¢t. KNY16 [20] designs a secret sharing
for the evolving 2-threshold access structure and an [-bit secret in which the
share size of party t is logt + (I 4+ 1)loglogt + 41 + 1 bits. The storage overheads
of CT12 and KNY16 are unbalanced, and the share size held by the party with

a larger id is much larger than that of the party with a smaller id.
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Computational Inefficient RSS. CDI [13] and KCI [19] achieve threshold
additive secret sharing by converting Shamir secret share into additive secret
share. The share conversion process needs to calculate Lagrange interpolation,
which brings huge computational overhead. DKLs18 [15] and DKLs19 [16] are
two threshold schemes that convert Shamir secret shares of private key into
additive secret shares, and then combine additive secret sharing and oblivious
transfer to accomplish threshold signature.

RSS with a Fixed Threshold. AFL [1,17] follows the share generating method
of ISN to design a 2-0f-3 MPC protocol, then TYAO [17] adapts AFL to a fully
malicious case. Besides, ABY3 [26] and Sharemind [6] are 2-0f-3 MPC schemes
based on 2-of-3 replicated secret sharing. In these 2-of-3 MPC schemes based
on replicated additive secret sharing, each party holds 2 shares. There are also
some schemes [10,24,26,29] applied in PPML that only realize RSS with a fixed
small threshold ¢ and a fixed number of parties n, such as 2-of-3 or 2-of-4 RSS.

From the perspective of extendibility, some existing replicated additive secret
sharing schemes [10,11,18,26,29] split the secret into one share set, and each
party holds multiple shares of the set. PrivPy [24] is sightly different from the
previous schemes, which splits the secret into multiple sets of shares, and each
party holds one share of each share set.

6 Evaluation

We evaluate the storage and computational overhead of our scheme. Our storage
efficiency is up to two orders of magnitude faster than the best prior work, and
the online runtime of the protocol is in the microsecond level. We test replicated
share generation (offline) executed by the dealer, and replicated secret recon-
struction (online) executed by reconstruct party. In order to measure perfor-
mance, we implement a prototype in C++. We run single-threaded simulations
on Ubuntu 18.04 with an Intel Xeon(R) Silver 4216 CPU 2.10 GHz, with 32 GB
of RAM.

6.1 Storage Cost

Table 1. Comparision of threshold and storage.

Algorithm Threshold | Storage(bits)

ABY3 [26],etc | 2-0f-3 21

PrivPy [24] 2-of-4 21

ISN [18] t-of-n Choh

Our Shr_2ofn | 2-of-n [logan] - 1

Our Shr_3ofn | 3-of-n (n—2)-1

Our Shr_tofn | t-of-n < Fagievel(t,n) - (1 + o)
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We compare the storage overhead of our Shr_2ofn, Shr_3ofn, Shr_tofn with exist-
ing schemes in Table 1, where the length of sharevalue, sharelevel is [, o bits
respectively. The existing schemes [1,6,10,17,24,26,29] realize 2-0f-3, 2-of-4 RSS
by having each party hold 2 shares. Our Shr_2ofn (Shr_3ofn) replicated share gen-
eration expands the number of parties to an arbitrary n by having each party
hold [logen| shares ((n — 2) shares). Our scheme obtains the same storage cost
as existing schemes when n is 3 or 4.

In our replicated share generation Shr_tofn, the number of shares held by
distinct parties is different. The maximum number of shares held by a party is
Fnaztevel(t, ), which is described in Algorithm 3. Each party not only stores
the shares, but also stores their corresponding sharelevel. Therefore, the party
who holds the most shares needs to store Fpqziever(t,n) - (I + o) bits. In order
to compare the storage overhead with ISN intuitively, we set [ as 64 like most
schemes (i.e., ABY3, PrivPy), and set o as 32, which is much larger than the
size of the maximum sharelevel in most cases (i.e., the length of sharelevel of
4-0f-60 or 5-of-60 is only 10 or 12 respectively). We test the cases when ¢t is 4
and n ranges from 10 to 50, and depict storage comparison in Fig. 4. The result
shows our storage efficiency is up to two orders of magnitude faster than ISN.
When we increase t, the storage gap between ISN and our Shr_tofn will be larger.

-106
1.18 - 10°

froursuISN -
— 1
2
% 5.85-10°
¥ 05
= 5
3 2.34-10°
” 1,63876 5,864016 1(),1( 15,84 21,6

0 — — 7 —_— J—

10 20 30 40 50

Number of parties

Fig. 4. Storage comparison between our Shr_tofn and ISN.
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6.2 Computational Cost

Table 2. Runtime of share generation executed by the dealer(ms).

n=10n=20n=30|n=40 |n =50 n = 60

t=2 10.03 0.04 0.06 |0.07 0.08 0.09
t=3 |0.03 0.08 0.12 |0.21 0.28 0.36
t=4 |0.06 0.21 0.46 | 0.82 1.17 1.63
t=5 |0.06 0.42 1.24 | 2.60 4.50 7.60

t=9 [0.02 4.31 77.19 169421 |3 x10° |16 x 10®
t=100.01 8.04 535.02 | 11 x 103|103 x 10® | 103 x 10®

Runtime of replicated share generation is shown in Table2. Only millisecond
generation time is required when ¢ is 2 or 3, while runtime explodes when both
t and n are large, for example, runtime of 10-of-60 share generation is 10 min.
In fact, other schemes [13,18] also incur huge overhead when ¢ and n are large.

400
300

z 7
2 2
& 200 £ 200
H i
E] E]
£ 100 =

0 0

10 20 30 40 50 60 10 20 30 40 50 60
Number of parties Number of parties
(a) Secret reconstruction (t is even) (b) Secret reconstruction (t is odd)

Fig. 5. Runtime of secret reconstruction executed by reconstruct party.

Runtime of replicated secret reconstruction is plotted in Fig. 5. We test run-
time of selecting the correct share, excluding exchanging ids among reconstruct
parties and adding shares to reconstruct the secret. Runtime of exchanging ids
depends on network performance and adding shares is fast so it can be ignored.
We test the runtime in two cases: Rec_tofn will call Rec_2ofn if ¢ is even, and call
Rec_3ofn if ¢ is odd. Runtime of distinct reconstruct subsets are different, so we
test a large number of distinct subsets and finally take the average. It only takes
1 or 2 microsecond (us) for each party to select the correct share when ¢ is 2 or
3, and only 400 us selection time is required in 10-0f-60 secret reconstruction.
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7 Conclusion

In this paper, we first propose a 2-of-n. RSS scheme including a share genera-
tion algorithm, which generates shares incrementally and a secret reconstruction
algorithm, which follows inverse intuition of share generation. Our 2-of-n scheme
is theoretically proved to achieve the optimal number of shares in 2-of-n RSS.
Then we design a more general t-of-n RSS based on our 2-of-n RSS, which sup-
ports an arbitrary threshold. It achieves a far better storage performance than
existing schemes by making each share capable of reconstructing the secret in
more subsets of parties. Since our RSS scheme generates shares in an incremental
way, it realizes a extendibility that existing shares should not be changed when
a new party joins in RSS. However, our RSS scheme can only compute addition
operations in MPC, not multiplication operations in MPC. In the future, we will
combine our RSS scheme with oblivious transfer to realize threshold multiplica-
tion operation in MPC, which can be directly applied in practical scenarios such
as privacy-preserving machine learning and threshold signature.
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