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Abstract. The objective of this research is to provide an overview of digital
services in the health sector. The emergence of innovative digital services has
been accompanied by a multitude of issues and problems pertaining to privacy and
security. To effectively tackle the issues around privacy and security in the realm of
digital health, it is important to consider the principles established by international
organizations. Moreover, a thorough analysis of the existing regulatory framework
and unresolved issues in digital health is essential. Addressing these challenges
effectively requires a unified approach that can lead to the implementation of
robust solutions. Furthermore, this paper discusses the obstacles both developed
and developing countries face regarding digital health, underscoring the need for
a unified and international viewpoint.
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1 Introduction

Digital health plays a crucial role in supporting the attainment of the United Nations’
Sustainable Development Goals (SDGs), especially as regards SDG 3, which aims to
provide universal access to healthcare and the improvement of people’s health, regardless
of age.

In recent years, nations have developed their own digital health policies and ini-
tiatives. The digital transformation of the health care sector is comprised of numerous
technologies designed to facilitate a unified patient experience. The purpose of dig-
ital health technologies is to improve the state of one’s well-being. Robotic surgery,
wearable health devices, mobile health apps, remote monitoring of patients, artificial
intelligence (AI) and machine learning, internet of medical things (IoMT), the use of
nanotechnology for use in diagnosis or therapy, virtual reality (VR) and augmented real-
ity (AR), blockchain systems, telemedicine, virtual health assistants and 3D printing are
only a few of the many advancements in technology that have been developed in the
healthcare sector. However, the utilization of disruptive technologies come with a set of
challenges that are important to address and comprehend for the successful integration
and maximization of the benefits of these technologies.
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The World Health Organization (WHO) presented a Global Strategy focusing on
digital health, underscoring the pivotal role of technological tools in meeting health-
related objectives set by the Sustainable Development Goals. The Global Digital Health
Strategy for 2020-2025 by the WHO underscores that for digital health solutions to
be truly effective, they must not only be user-friendly but also foster universal and fair
access to health services. Moreover, these tools should bolster health systems’ capability
to deliver cost-friendly, equal treatment while prioritizing the privacy and confidentiality
of patient’s data and the security of health-related information [1].

Additionally, the WHO emphasizes the importance of data security and highlights
the need for transparency, scalability, and replicability, all while grounding these prin-
ciples in equality and sustained relevance [1]. It should be highlighted that cooperation
between developers, regulators, international organizations and entities is crucial to the
development of innovative digital solutions for health, with a particular emphasis on
privacy, data protection, data quality and transparency and the development of robust
and consistent standards, among other factors. In a period where the health sector is
increasingly digital and transcends geographical boundaries, fostering global synergies
becomes crucial.

Digital health solutions should evolve by considering a comprehensive range of
issues, including socio-economic aspects, technological advancements, cultural nuances,
ethical standards, environmental considerations, legal frameworks and policy directives.
These diverse considerations are instrumental in shaping truly effective and inclusive
health solutions. As such, underscoring the significance of comprehensive global health
solutions is pivotal, ensuring that health technologies benefit every individual in a holistic
and equitable manner.

2 Digital Health

The digital health ecosystem is dynamic and complex. In general, it is possible to classify
the evolution of healthcare into five distinct periods. Health 1.0 was primarily centered
on the role of the doctor, Health 2.0 included electronic medical record histories, Health
3.0 shifted towards the patient emphasizing their active involvement in healthcare [2].
In the Health 4.0 framework, there’s a blend of modern tools, mainly focused on the
application of Al techniques [3]. Subsequently, the advent of healthcare 5.0, introduced
digital health services such as wellness monitoring, emotional telemedicine, as well as
smart self-management and various other innovative approaches to healthcare delivery
[4].

There are several definitions concerning digital health. Particularly digital health
can be defined as the integration of information technology into healthcare. This encom-
passes systems used in medical facilities like hospitals and clinics, as well as applications
owned and used by patients [5]. After thorough research, it’s evident that most of these
definitions highlight the utilization of technological advancements to improve individual
and community health. Furthermore, they also emphasize the enhancement of patient
engagement by intelligently analyzing clinical and genetic data [6]. Several fundamen-
tal characteristics are vital to the functioning of digital health. Privacy and security, the
accessibility of digital health technologies and tools, are merely a few of these. In recent
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years, numerous global initiatives and policies related to digital health have arisen. The
World Health Organization (WHO) and the International Telecommunications Union
(ITU) in the realm of global health and digital technology promote technologies and
strategies, advocate policies and international standards that facilitate coordination as
well as research and development. Furthermore, interactive digital tools like the Global
Digital Health Index helps in benchmarking and comparing digital health advance-
ments. Additionally, collective initiatives like the Health Data Collaborative underscore
the global commitment to advancing digital health. But when examining global indica-
tors on legislation, policy, compliance, infrastructure, leadership, governance, services,
applications, strategy, investment and interoperability standards for digital health, it is
evident that that there is no universal approach to digital healthcare and management,
leading to notable disparities among nations. Digital health is a dynamic domain, lever-
aging technological advancements to revolutionize healthcare while also addressing
prominent global challenges.

2.1 Artificial Intelligence in Healthcare

The integration of artificial intelligence (Al) into the domain of digital health repre-
sents a noteworthy transformation in healthcare and brings substantial changes in multi-
ple aspects of society. This development carries far-reaching implications for diverse
domains including diagnostics and imaging, predictive analytics, treatment, opera-
tion, drug development, remote monitoring and wearables, natural language processing
(NLP), telemedicine, telehealth and remote diagnostics. The use of artificial intelligence
and related technologies within the healthcare sector has been further expedited by the
COVID-19 pandemic [7]. Owing to the prevalent use of artificial intelligence in the
healthcare sector, the European Commission has introduced various initiatives. One
such initiative is the establishment of the European Commission’s High-Level Expert
Group on Artificial Intelligence. This group has laid down guidelines to ensure trustwor-
thy Artificial Intelligence [8]. An Al system to be secure, needs to follow among others
legal, ethical principles and system robustness. Furthermore, human oversight, tech-
nological reliability, safety, data protection, accessibility, encouragement of diversity,
promotion of fair treatment, accountability and responsibility are all necessary elements
[9]. AI platforms ought to be reliable and secure but also safeguard people’s consti-
tutional rights. Data security and user privacy should be guaranteed by means of data
management processes and ensure transparency, accessibility, openness, sustainability
and accountability.

There are different methods which are frequently used in artificial intelligence means
of digital health as machine learning methods, neural networks, deep learning methods.
Deep learning as defined by ITU [ISO/IEC 22989] is an approach aiming at creating rich
hierarchical representations through the training of neural networks with many hidden
layers [10]. Deep learning has introduced sophisticated methods and tools for addressing
complex health-related issues. For instance, deep learning is often used to find harmful
tumors in imaging pictures or in radiomic, to process natural language (NLP) as well as
in robotic process automation (RPA) [11].

Deep federated learning-based machine techniques are employed in the healthcare
sector and are currently in developmentwith the use of models that maintain data at a
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local level and prevent exchange of information [12, 13]. This decentralized approach
is particularly beneficial for privacy and data security assurance and is often selected
for the retention of data. It aims at precise localization services that claim to prioritize
the protection of users’ privacy and security. These services use training methods that
rely on resilient and privacy-preserving decentralized deep federated learning (RPDFL)
strategies [14]. One notable example is its use in identifying Alzheimer’s disease of
individuals [15]. By leveraging this decentralized approach, medical professionals can
analyze data from diverse sources without compromising patient privacy, leading to
more accurate and timely diagnosis.

Furthermore, in recent years, the integration of Al in the medical sector has been
notably evident in smartwatches that encompass a broad spectrum of functionalities. For
example, they provide health tracking, fitness advice, seamless communication options,
efficiency tools, data-driven forecasts, user-friendly interfaces, mental well-being assess-
ments, directional aids and instant health notifications. Smartwatches have emerged as
essential tools in the realm of health management, offering a range of monitoring capa-
bilities to those facing different medical issues. For instance, according to various studies
they can assist in the detection pertaining to skin cancer. These devices with the inte-
gration of advanced sensors and computational techniques, provide early detection and
regular dissemination of alerts, positioning them as vital associates in preventive health-
care methods [16]. The use of Al in healthcare is significant and the issues that have
been addressed up to this point just serve as examples of the challenges that relate to its
utilization. In the following section some further instances of the use of artificial intelli-
gence will be analyzed as regards the healthcare domain and the role of Al in identifying
diseases.

It is important to note, however, that the use of Al in the diagnosis of illness is more
prevalent in industrialized nations owing to the progress that has been made in healthcare
infrastructure and resources. Furthermore, it is essential to emphasize, however, that the
widespread use of information systems in developing countries helps to improve health-
care accessibility as well as disease monitoring to bridge the gap with the advantages of
digital health applications.

2.2 Applications of Digital Health in Dynamic Economies

The introduction of artificial intelligence (AI) into the medical field is undergoing a trans-
formation that is having a dramatic impact on the practice of healthcare across all its
separate sectors. Therapeutic techniques, diagnostics, patient care management medical
imaging technology are only some of the applications that may be used which demon-
strate the technology’s obvious potential for boosting patient treatment and refining
medical procedures.

A notable example is the use of artificial intelligence (Al) in gastroenterology, which
has expanded significantly in recent years. Applications of artificial intelligence are
used for detection, diagnosis and treatment of gastrointestinal (GI) diseases that include
endoscopic procedures, image analysis in radiology, predictive analytics, pathology,
personalized treatment and monitoring.

The applications of Al technologies in gastroenterology are broad. For instance, the
use of computer-aided detection (CADe) in the identification of polyps has promised



Advanced Digital Services in Health 51

in serving as an additional observer, hence mitigating the likelihood of polyp detection
errors [17]. Furthermore, various artificial intelligence (Al) technologies are developed
for the purpose of facilitating endoscopic procedures, namely colonoscopies.

Endoscopic and colonoscopic robotic surgery offers hope for many promising results,
as is the case in other domains such as in digital orthopedic surgery. With the most recent
advancements in robotics, the creation of new therapies for diseases and diagnoses, may
improve patient accessibility to care and treatment outcomes. Furthermore, with the
use of Al there is assistance in navigation, in tracking and cording of the procedure,
in quicker intervention during the surgery practice. Whereas the conventional approach
to clinical endoscopy relies on the doctor’s expertise and training in performing biop-
sies, the use of artificial intelligence during gastroscopies, leads to enhanced diagnostic
precision. Innovative approaches that make use of artificial intelligence during gastro-
scopies performed in recent years, result in increased diagnostic accuracy as well as
detection of many illnesses, including stomach cancer. It’s widely acknowledged that
stomach cancer can rapidly advance towards a malignant state. The earliest symptoms
of the phenomenon often exhibit subtlety and may evade discovery, hence emphasizing
the criticality of early identification and action for enhanced results. With the use of
a gastroscope based for instance on GCN (Graph Convolutional Networks), this novel
detection model for early malignant lesions, according to studies, has effective results
when compared to conventional medical methods [18, 19].

Moreover, Al is employed in medical and mobile health applications for various
purposes, including remote patient monitoring, disease diagnosis and mental health
support. At present, the market offers a wide array of healthcare applications, with a
staggering number exceeding 350,000 at a global scale [20]. Furthermore, their diverse
range of capabilities to aid patients in self-management contributes to their awareness
as having significant potential in the treatment of acute pain and chronic diseases. The
medical health applications are utilized extensively in gastroenterology to treat patients
with diabetes or chronic liver disease (CLD) [21]. Furthermore, medical health apps also
provide educational material for patients. In the discipline of gastroenterology, these apps
are used to optimize gastrointestinal preparation prior to colonoscopy. Consequently,
this ultimately results in an enhancement in the overall efficacy of this procedure and
guarantees a comprehensive purification of the colon prior to the intervention. Research
has shown that optimizing intestinal cleansing significantly improves the detection rate
of polyps and reduces the likelihood of complications. This is of great significance due to
statistical evidence indicating that 25% of individuals undergoing colonoscopy exhibit
poor gastrointestinal cleaning, prior to the intervention, resulting in reduced accuracy of
the obtained results [22]. The observed improvement in therapeutic outcomes may be
attributed to the increase in patients’ knowledge. Furthermore, it is worth noting that the
mobile health apps offer significant advancement in the management of chronic illnesses.
In addition, digital biomarkers assume a pivotal role in the management of cancer patients
by offering enhanced prognostic information in comparison to conventional techniques.

Additionally, the prevalence of telemedicine and telehealth in gastroenterology is
significant due to the chronic nature of many digestive disorders, such as liver cirrho-
sis. This is also the case with telemedical instruments for inflammatory bowel disease,
chronic liver disease, patients undergoing liver transplantation or diabetic patients.
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But as highlighted earlier, it’s essential to note that the uptake and implications of
artificial intelligence differ markedly between nations throughout the globe. Infrastruc-
ture, economic conditions and data accessibility are among the factors that contribute to
the disparities.

According to the findings of the Organization for Economic Co-operation and Devel-
opment (OECD), a total of sixty-nine (69) nations have established regulatory and leg-
islative frameworks related to the use of artificial intelligence (Al). It is worth noting that
most of these nations are high-income nations [23]. Furthermore, it should be stressed
that when investigating the topic of digital health, it is essential to acknowledge the
widespread adoption in developing countries as well. This is vital because of the numer-
ous potential benefits that the digital health applications offer, not only for the global
community but also for ensuring inclusion in digital health. Inclusion is a necessity, par-
ticularly considering the challenges faced in achieving the UN Sustainable Development
Goals (SDGs) adopted by all UN member states in this domain.

2.3 Applications of Digital Health in Developing Nations: The District Health
Information System 2

An important application of digital health in “developing nations” is seen in the imple-
mentation of health information systems, that have an important part in global digitization
efforts. These systems are mostly required for effective health information management.

The District Health Information System 2 (DHIS 2) is the largest health information
management system that has been designed as an innovative solution for enhancing the
effectiveness of health management information systems (HMIS). The implementation
of this Health Information System in several developing countries worldwide has been
supported by International Organizations and the Norwegian government, underscoring
the notable advancements achieved. DHIS 2 is used by 114 nations for the purpose of
gathering and evaluating health data, including a population of 3.2 billion persons, which
accounts for about 40% of the world’s population. Furthermore, DHIS 2 is provided at
no cost as a global public benefit [24]. It has been used for a wide range of health-related
reasons by national health ministries, international development organizations and non-
governmental organizations throughout the globe. DHIS 2 is employed in various fields,
which include health management information systems (HMIS), disease surveillance and
early warning, patient health records and tracking, supply chain management, program
monitoring and evaluation, health workforce management, mobile health (mHealth)
initiatives, health finance and budgeting, geospatial analysis and mapping, as well as
integration with other systems.

The DHIS 2 platform is founded upon the principles of open data, which gives rise to
several difficulties pertaining to privacy rights, confidentiality and data preservation. The
susceptibility of DHIS 2 to corruption and deceit arises from several factors, including
constraints in digital infrastructure, regulatory frameworks, and operational capabili-
ties. However, it is important to note that DHIS 2 also has the capacity to contribute
towards the prevention and mitigation of corruption and deception [25]. This assertion
has validity because of the lack of comprehensive laws regarding data protection and
privacy, particularly in nations with lower and moderate economic levels. For instance,
in year 2016, a data breach took place in Sao Paulo, resulting to unauthorized disclosure
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of personal information and medical records related to 650,000 individuals who went
through pregnancy and abortion treatment. Because of the current legislative structure
in Brazil, in which abortion is illegal, women and medical practitioners affected by data
breach were exposed to criminal prosecution threat [25].

The DHIS 2 platform incorporates machine learning techniques, hence presenting
many difficulties pertaining to privacy and security. Moreover, with respect to the system,
there is a recurring discourse around the application of data and the need to scrutinize
the individuals or organizations who utilize this data [26]. The effective deployment
of DHIS 2 requires an enormous and significant undertaking, demanding substantial
political commitment across different levels of management. This initiative serves as
a crucial element for disease surveillance and reporting systems, aiming to improve
compliance, ensure longevity and safeguard the civil liberties of individuals [27].

Throughout the years, the District Health Information System (DHIS) has gradu-
ally supplied vital information for health care planning, monitoring, and reporting. The
advancement of the Health Management Information System (HMIS) is focused on this
component, which is significant. For instance, in South Africa the debut of DHIS in
1996/1997 as an ongoing system for monitoring health care delivery in the public health
sector was an important turning point. South Africa successfully moved from DHIS 1.4
to WebDHIS, both of which are essential components of the health sector’s overall Health
Management Information System (HMIS). South Africa upgraded smoothly from DHIS
1.4 to WebDHIS [28]. But like any digital platform, DHIS 2 faces challenges related
to security and privacy and in particular data breaches, data integrity, data transmission
and software vulnerabilities.

3 Open Issues in Digital Healthcare

3.1 Privacy and Security Challenges

Security and privacy risks present serious challenges across the field of digital health.
Data breaches and the unauthorized disclosure of personal data are common incidents
within the digital health industry and security breaches are the primary source of threats
to cybersecurity. The European Union Agency for Cybersecurity (ENISA) has conducted
the examination of incidents in compliance with the Network and Information Security
Directive [29]. The Cybersecurity Incident Reporting and Analysis System (CIRAS)
[30], designed to facilitate incident reporting between member states presents interest-
ing findings as regards the status among EU member states. Based on the most recent
data published by the European Union Agency for Cybersecurity (ENISA), it is revealed
that around 32% of incidents resulting in substantial consequences were seen within the
Healthcare Sector [31]. Specifically, most instances, making up 53%, have been deter-
mined to involve medical personnel. It is noteworthy that European hospitals witnessed
a significant percentage of incidents, involving 42% of the total amount of incidents.
Health authorities, organizations, and agencies have been identified to be involved in
14% of the incidents, while medical companies were identified as being involved in 9%
of the incidents. Most documented occurrences resulted in either data breaches or loss,
accounting for 43% of the cases. Additionally, there were instances of healthcare ser-
vice interruptions, which constituted 22% of the incidents. Furthermore, the European
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Union Agency for Cybersecurity (ENISA), in its recent study, underscored the increas-
ing severity of vulnerabilities found in digital wearable devices that store personal data
[31].

The reliability of these devices may have a substantial influence on the health out-
comes of patients, perhaps resulting in inaccurate diagnosis or inappropriate therapies.
Smart health applications, utilizing smart devices pose greater security and privacy risks
than conventional computing systems due to their heterogeneity, scalability, and dynamic
assets. In general, these devices can collect data, store data and transmit to different sys-
tems by means of Wi-Fi connection [32]. The utilization of artificial intelligence (Al)
algorithms is crucial for the comprehension and analysis of enormous amounts of infor-
mation in a wide range of fields. Algorithms function at a significantly faster rate in
contrast to human beings, permitting them to identify patterns, trends and irregularities
which may evade manual evaluation [16]. However, the utilization of data presents sub-
stantial challenges, and it is frequently observed that there is no obvious difference among
data pertaining to medical treatment and not medical treatment data [32]. Additionally,
while collecting users’ medical information via wireless connections and complex algo-
rithms, developers frequently neglect to account for sensitive data security issues [33,
34]. Moreover, there’s a common misconception stemming from their regular linkage
with other applications or GPS tools. As a result, these methods often result in erroneous
conclusions and engender the assurance of confidentiality and data privacy. Little reg-
ulation governs the digital health footprint and data analysts derive health assumptions
from frequently collected data [35]. As a consequence, false assumptions are in common
because they are frequently linked to other applications or GPS trackers.

Within the domain of healthcare, it is imperative to reinforce devices and systems
against a variety of threats that fall into distinct categories, including but not limited
to responsibility tracking, indisputable transactions, system reliability, resilience to set-
backs, robustness and fault tolerance. Three fundamental principles form the basis of
security requirements: confidentiality assurance, integrity maintenance and system avail-
ability guarantee. In general, potential privacy risks can be categorized as follows: appre-
hensions regarding location-based privacy, the prospect of impersonation, data intercep-
tion, the way data is stored, inadequate testing, timely updates of devices, the absence
of continuous device surveillance and the participation of anonymous users within the
technological ecosystem.

Safeguarding medical data is complicated. In the past, various mechanisms such as
encryption, blockchain, and biometrics have been utilized to address privacy concerns.
Even though blockchain mechanisms have a significant impact on the healthcare indus-
try and could help protect data privacy and security while ensuring information accuracy
[16], contrary to this, numerous studies have shown that blockchain-based medical sys-
tems frequently lack privacy and security [36]. Transmission as well as storage, along
with established security criteria should aim at maintaining data confidentiality, integrity,
accessibility, and availability along with authenticity and non-repudiation and the use of
security protocols.

In addition to encryption methods, the domains of machine learning (ML) and deep
learning (DL) are critical components in the development of intelligent applications that
place a premium on authentication of users and confidentiality. It is widely recognized
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that they effectively prevent unauthorized access to applications that take advantage of
the features of intelligent devices and big data. Security-focused and privacy-enhancing
technologies must be integrated during the design phase. Once these cutting-edge tech-
nologies have been integrated, they can be implemented in a variety of systems. To ensure
that a system is resistant to threats, it is critical to implement severe security engineering
practices from the outset. This fundamental stage guarantees that the following levels of
the system are strengthened and resistant to potential vulnerabilities [37].

Furthermore, it is critical to incorporate ethical, governance, and regulatory consid-
erations in an integrated way throughout the entire developmental process of artificial
intelligence, encompassing its inception, conception, design, development, and ultimate
integration. Ensuring the confidentiality and integrity of data within the realm of digital
health is not merely an essential technological requirement; it is fundamental to main-
taining the trustworthiness of healthcare infrastructures. By implementing these security
precautions, resilience of healthcare systems as well as support of the confidence that
patients have in them is assured. Likewise, this trust serves as the foundation for pro-
viding effective patient care and enables advancements in the field of digital health
innovation.

3.2 Regulatory Framework Challenges

In accordance with international human rights obligations, the WHO resolution on digital
health urges member states to “develop, as appropriate, legislation and/or data protec-
tion policies concerning issues such as data access, sharing, consent, security, privacy,
interoperability, and inclusivity” [38].

Moreover, the current EU legal framework intends to increase the effectiveness and
quality of protection of privacy and personal data processed in connection with electronic
communications, as well as provide greater legal certainty for citizens. The objective of
digital health is to become an essential element of health agendas, with the intention of
providing ethical, safe, secure, reliable, fair and sustainable advantages to individuals.
Furthermore, it aims to be developed with principles of transparency, accessibility, scal-
ability, replicability, interoperability, privacy, security and confidentiality. In the event of
an emergency, special rules should be considered. Regarding the privacy and security of
digital healthcare as well as global strategic objectives, countries try to implement legal
and ethical structures to ensure patient safety, secure health data, ensure appropriate
usage and ownership of medical data, protect data privacy, facilitate data recovery, and
protect intellectual property rights.

The current regulatory framework includes among others Directive 2011/24/EU,
telemedicine acts, digital healthcare provisions, e-health action plans, NIS2, interoper-
ability framework and GDPR. Furthermore, the regulatory proposal, which was unveiled
in May 2022 by the European Commission, aimed to create a specialized ecosystem
known as the European Health Data Space (EHDS) to accommodate health data. Ratifi-
cation of the EHDS would create a framework that ensures the complete standardization
of electronic patient records across the European Union and streamline the process of
transferring such records between Member States. These measures aim to improve col-
laboration among member states, build trust in data privacy and security, and leverage
the potential of cloud services.
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Furthermore, ethical standards for the development of trustworthy artificial intel-
ligence have been set up by Expert and Focus Groups such as the High-Level Expert
Group on Artificial Intelligence operating under the auspices of the European Commis-
sion. Focus groups and initiatives also stress the importance of regulatory challenges
aiming at harmonization among the nations. For instance, the ITU Al Focus Group on
Artificial Intelligence for Health [39] prioritizes regulatory principles pertinent to Al
in the healthcare sector. It emphasizes the importance of employing a comprehensive
strategy that incorporates the entire product lifecycle, with risk management, meticulous
design, privacy, and data security as top priorities. This statement emphasizes the impor-
tance of external validation and stakeholder engagement for the successful deployment
of an Al system.

The field of digital health encounters a multitude of regulatory obstacles because of
a swift in technological progress, the establishment of limits, safeguarding data privacy
and security, ensuring interoperability, validating clinical efficacy, addressing global
disparities, establishing reimbursement frameworks, considering ethical implications,
conducting post-market monitoring, and fostering collaboration among stakeholders.
The rapid rate at which technical innovations occur often surpasses the capacity of reg-
ulatory entities to assess and establish rules, resulting in deficiencies in supervision,
possible hazards for patients and obstacles to innovation. Ensuring patient safety and
promoting innovation within the digital health landscape necessitates the prioritization
of certain key elements, such as safeguarding data privacy and security, enabling inter-
operability, acknowledging ethical considerations, and evaluating other pertinent issues.
The European Commission’s prioritization of safe, secure, and trustworthy digital health
technologies, together with the implementation of the Al Act, requires sufficient time to
effectively address the potential hazards and misuse of technology and safeguard civil
rights. Furthermore, it is important to note that although the European Union has imple-
mented extensive legislation regarding consumer digital privacy, the United States has
not yet enacted a comprehensive legislative framework.

The United States has implemented a sector-specific approach, whereby varying
levels of security are granted to health care under the Health Insurance Portability and
Accountability Act (HIPAA) [40]. State governments throughout the United States are
enacting privacy legislation at an accelerated rate. States such as Connecticut, Utah,
California, Virginia, and Colorado are among those that have thus far enacted compre-
hensive legislation regarding data privacy. Additionally, protective measures are in place
to ensure the confidentiality of genetic data, which is particularly delicate, in compliance
with the Genetic Information Nondiscrimination Act (GINA). It should be noted that it
is often stated that the regulations fail to govern significant aspects of digital consumer
privacy [41]. Furthermore, the absence of standardization in eHeath interventions often
gives rise to a multitude of challenges within the health sector.

Currently, there is a scarcity of effective international regulations concerning smart-
phone applications, including those that function as diagnostic or therapeutic tools or as
medical applications [21]. It is critical to emphasize that a significant number of health
applications lack adequate data security protocols, a prerequisite for safeguarding the
data’s confidentiality. Additionally, a mechanism that would allow end users to discern
which items conform to superior security standards compared to industry standards,
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thereby confirming their suitability for secure utilization, has yet to be established. In
addition, regarding interoperability issues, it is often observed that data is stored in
separate locations that lack the necessary compatibility. Standardized interfaces and
interoperability standards that are universally acknowledged are therefore essential to
ensure the efficient integration of digital advancements within the medical domain [42].

Looking at digital health from a global perspective, there are numerous regula-
tory barriers which hinder the progress, operation, and integration of digital health sys-
tems in developing countries. In several developing countries, digital health regulations
are fragmented, with numerous agencies exercising authority without clearly defined
responsibilities. Therefore, a regulatory framework that is fragmented could hinder the
implementation of digital health technologies. In India, for instance, there is no clear
framework that outlines the functions of the multiple bodies in charge of regulating digital
health, resulting in a regulatory overlap. The Central Drugs Standard Control Organiza-
tion (CDSCO), the Ministry of Health and Family Welfare (MoHFW) and the Ministry
of Electronics and Information Technology (MeitY) are all responsible for various issues
that cause regulatory confusion, delays, or overlaps [43]. Moreover, inadequate cyber-
security and data privacy policies pose substantial threats to developing-country digital
healthcare systems. In 2022, for example, Indian Healthcare experienced 1.9 million
cyberattacks [44]. Regulatory barriers for digital health in developing nations include
disordered regulation, the absence of insurance coverage regulatory mechanisms, the
increased complexity of regulation due to the diversity of digital health tools, inade-
quate data protection laws and a dearth of regulatory staff expertise [45]. For example
a systematic evaluation conducted in Ethiopia identified inadequate infrastructure as a
significant impediment to the implementation of electronic health records [46].

Developing countries frequently have disorganized digital health regulations, which
results in fragmented guidelines and legal ambiguities. Regulatory bodies are frequently
overtaken by technological advancements, which complicates the regulatory process.
The regulation of digital health instruments is additionally complicated by their hetero-
geneous character, encompassing mHealth applications, wearables and EHRs. In addi-
tion, it is difficult to determine whether these instruments qualify as medical devices.
Inadequate technical expertise further impedes effective implementation and oversight
[45].

Digital revolution presents several regulatory issues for developing nations. The
management of regulatory assets demands a careful balance between innovation and
policy compliance. Lack of technical competence makes compliance with international
and local standards difficult. The lack of data protection and privacy legislation and
changing cybersecurity and healthcare rules exacerbate matters. The variety of digital
instruments being used, each with its own regulations, add to this complexity. Innovation
and research are essential for success, but developing nations frequently lack compre-
hensive rules to govern their implementation and scaling. All the above mentioned issues
highlight the need for stronger, clearer and more supportive regulatory structures to help
these countries use digital technologies safely and effectively.
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Table 1. Digital health challenges in developing vs developed nations

Developing nations

Developed nations

Technical Assets

Regulatory assets

Technical Assets

Regulatory assets

Interoperability Policy frameworks Workforce training | Technology
and change adoption
management
Data Management Compliance standards | Interoperability Unregulated
software apps
Limited Infrastructure | Insufficient technical Advanced telehealth | Ethical issues in Al
knowledge infrastructure and Big Data
Financial Constraints | Inadequate data Wearable health Al and machine
and digital divide protection and privacy | technologies learning regulatory

laws and cybersecurity
healthcare regulations

framework

Data privacy and
security

Regulatory divergence

Data privacy and
security

Cross border data
sharing

Connectivity

Innovation and research
policies

Data quality and
standardization

Cybersecurity
requirements

4 Conclusion

Technological advances have the potential to bring about significant improvements, how-
ever, they are accompanied by several obstacles, such as data privacy concerns, difficul-
ties in integrating new technologies into existing healthcare systems and complexities
in regulatory frameworks. It is not enough to rely solely on technological solutions to
protect an individual’s right to privacy. Human factors, as well as policies and incen-
tives, must be given the highest priority to achieve the desired results. To facilitate the
seamless integration of technology into the healthcare sector, it is crucial to strengthen
legal, ethical, and regulatory frameworks.

It is of the utmost importance that the requirements for information technology and
governance are arranged to be compatible. With a unified strategy, data interoperability
in healthcare systems may be addressed. It is crucial that nations should re-examine
their current legal and ethical frameworks for preserving the security of health data, the
appropriate use and ownership of medical data and the privacy and confidentiality of
data.

Given the intricacies of the digital health domain, it is essential to approach the
subject from a worldwide standpoint, recognizing the need for international collaboration
to enable the secure advancement and utilization of digital health applications. Various
stakeholders could maintain ongoing collaboration to foster common understanding,
in conjunction with established national and international entities, to address digital
health and artificial intelligence (Al)-related subjects. This collaboration is crucial for
achieving convergence and harmonization of necessary legislative prerequisites as well
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as adopting the standards necessary to avoid privacy leakage and loss of confidentiality
assurance.

Upon review of the domain of digital health, it becomes apparent both developing
and developed countries face significant disparities and distinct challenges. Developing
countries face a range of obstacles, such as limited technical resources and infrastructure,
barriers to achieving interoperability, and complexities associated with data manage-
ment. Beyond financial constraints and the digital divide, further impediments include
concerns related to data security, cybersecurity and the maintenance and enhancement
of connectivity. Challenges posed by regulations, inadequate data protection legislation,
regulatory divergence including limited technical expertise as well as the complexity
introduced by advanced digital services, present major challenges further development.

On the other hand, developed nations face a unique set of challenges, regardless of
their advanced technological capabilities and regulatory frameworks. These encompass
the imperative for change management to adapt to the rate of technological advancement
and ethical issues pertaining to advancements in digital health. The current regulatory
framework, the management of cross-border data sharing, data security and confiden-
tiality of data are all crucial concerns. Furthermore, developed nations are faced with
the simultaneous predicaments of addressing data quality and standardization concerns,
ensuring interoperability among health systems and managing the unregulated nature of
software applications. Both industrialized and developing countries face intricate chal-
lenges in the field of digital health. To foster a more inclusive and efficient global health
ecosystem, it is vital that they mutually gain from each other’s insights.
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