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Abstract. Blockchains are digital ledgers of transactions that aim to be
decentralized, secure, and tamper-proof. To achieve this goal, they rely
on a consensus algorithm, with the most well-known being the proof-
of-work (PoW) algorithm. In PoW, a group of specialized users known
as miners invest a significant amount of energy to secure the blockchain
ledger. Miners are incentivized to participate in the network through
the potential rewards they can earn, which are based on the number of
blocks they are able to consolidate and add to the chain. An important
characteristic of the PoW algorithm is that miners’ rewards must be
statistically proportional to the amount of computational power (and
hence energy) invested in this process. In this work, we study the selfish
miner attack by means of a stochastic model based on a quantitative
process algebra. When a successful attack occurs, a miner or mining
pool is able to receive more rewards than they should, at the expense
of other miners. The model analysis allows us to derive the conditions
under which the attack becomes convenient for the miners.

Keywords: Blockchain security - Stochastic process algebra - Selfish
mining attack

1 Introduction

A Dblockchain is a digital ledger that is decentralized and distributed, where
records are stored in blocks. Transactions are added to the network after being
validated by a group of specialized users called miners, who bundle them into
blocks. Once a transaction is added to the blockchain, it becomes highly resistant
to alteration or deletion, making the records permanent and immutable.

Each blockchain network employs a consensus protocol to achieve consensus
on the validity of transactions. The most commonly used consensus protocol is
the Proof-of-Work (PoW) protocol, initially introduced in the original Bitcoin
blockchain [14]. This protocol requires miners to compete to solve a complex
computational problem, with the first miner to solve it receiving a reward. The
primary advantage of PoW is that any attempt to modify transactions in the
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ledger becomes prohibitively expensive for malicious actors, as they must re-mine
all subsequent blocks, making it computationally infeasible.

The Bitcoin blockchain features a lightweight scripting language that allows
users to specify transaction validity conditions. Advanced blockchains, such as
Ethereum [3], have introduced Turing-complete scripting languages that enable
users to encode any computation as a script. The computational framework of
scriptable cryptocurrencies has been referred to as consensus computer (see [10]).
Miners within consensus computers are responsible for two primary functions:
verifying the correct construction of blocks, and assessing the validity of trans-
actions included within each block. While verifying the correct block construc-
tion is relatively straightforward, validating transactions within a block can take
significantly more time due to the execution of corresponding code fragments.
However, miners are incentivized to verify these scripted transactions to support
the common good of the cryptocurrency.

In most of public blockchains with PoW consensus mechanism, miners who
successfully solve a cryptopuzzle are given the chance to record a set of trans-
actions and collect a cryptocurrency reward. The greater the mining power a
miner employs, the higher the likelihood of being the first to solve the puzzle.
This reward structure acts as an incentive for miners to allocate their resources
towards the system, ultimately upholding the decentralized nature of the cur-
rency.

The PoW protocol requires that most miners operate honestly and follow the
prescribed protocol. However, if a group of colluding miners controls the majority
of the mining power in the network, the currency’s decentralized nature is lost,
and the colluding group governs it. This scenario could result in the prohibition
of certain transactions, or even all transactions.

Empirical evidences and game theoretical models have revealed that Bitcoin
miners are strategic in nature and frequently form mining pools [9]. These pools
are created to reduce the variance of each member’s income rate, given that
rewards are dispersed at infrequent, random intervals. All members of the pool
contribute to the solution of each cryptopuzzle and receive rewards in proportion
to their level of involvement.

Initially, it was assumed that there is no advantage for colluding miners to
organize into ever-increasing pools and it poses no threat to the system [2].
However, in [5] the authors have described a strategy that can be used by a
minority pool to obtain more revenue than the pool’s fair share, that is, more
than its ratio of the total mining power.

The Selfish Mining strategy is based on the idea of a mining pool keep-
ing its discovered blocks confidential and intentionally creating a fork, i.e., two
branches, in the blockchain. Meanwhile, honest miners continue to mine on the
public chain, unaware of the pool’s private branch. Whenever the pool discovers
more blocks, it strengthens its lead on the public chain and continues to keep
its blocks secret. When the public branch approaches the pool’s private branch
in length, the selfish miners reveal blocks from their private chain to the public
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one, causing the public chain to become the shorter branch and their private
chain to become the longer one.

This strategy results in a wastage of resources for honest miners who fol-
low the blockchain protocol by solving cryptopuzzles that serve no objective.
Although both honest and selfish miners squander some resources, honest min-
ers bear a higher percentage of the wastage. Moreover, the rewards obtained
by the selfish pool exceed its portion of the network’s mining power, providing
it with a competitive edge and encouraging rational miners to join the selfish
mining pool.

To completely understand the selfish miner attack, we must consider some
important facts. Firstly, the selfish mining attack does not compromise the
integrity of the blockchain, i.e., the validity and immutability of the data is
still preserved. Secondly, several factors contribute to the success of a selfish
miner attack, including the ability of the mining pool to efficiently and rapidly
propagate its blocks. Therefore, even if the pool is unable to create a longer chain
than the one mined by fair miners, there is still a chance that it can propagate
its block quickly enough to make it the official branch of the fork.

In this work, we take a quantitative approach to analyze the selfish min-
ing attack by presenting a model expressed with a Markovian process algebra,
namely the Performance Evaluation Process Algebra (PEPA) [7]. With respect
to previous studies, we consider the effect of the verification time on the selfish
mining strategy. Since with the introduction of smart contacts this may be not
negligible, as discussed in the seminal work [5], our model is applicable to a
broader range of scenarios. Our findings suggest that slower verification times
provide an advantage to the selfish miners.

The paper is structured as follows. In Sect.2, we review the state of the
art. Section 3 describes the mining process and the selfish mining attack. More-
over, we briefly introduce PEPA to keep the paper self-contained. In Sect. 4, we
describe the model and in Sect.5, we show the exact solution of its lumping.
This allows us to derive the conditions under which the selfish mining attack is
rationally convenient for miners. Finally, Sect.6 concludes the paper.

To the best of our knowledge, this is the first work that models the selfish
miner attack by means of a Markovian process algebra.

2 Related Work

The selfish mining attack in Bitcoin was studied in [4—6] where a Markovian
model was proposed to demonstrate that a mining pool with a sufficiently large
fraction of computational power f (but lower than 50%) can receive a higher
fraction of rewards than f. Although the attack does not affect the integrity of
the transactions stored in the ledger, the authors emphasize that the economic
mechanism that supports the mining process is critical to the blockchain’s secu-
rity. Furthermore, the overproduction of chain forks caused by the selfish mining
behaviour, causes a waste of hash power reducing the security of the ledger.
With respect to this work, our results are more general since we account for the
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block verification time which was regarded as negligible in [4-6]. We show that
this parameter has a significant impact on selfish miners’ expected reward.

Selfish mining has faced criticism in [17] where the author assumes that the
attack becomes convenient when the selfish pool can mine two consecutive blocks
while fair miners are still working on one block. However, this assumption over-
looks the fact that the mining pool can announce its first block as soon as a fair
miner announces a consolidated block. This gives the pool a chance to win the
race for making its branch of the fork successful, even if it fails to mine the second
block in time. However, the success of this strategy heavily relies on the network
connectivity and the propagation time of the blocks announced by the pool.

The impact of selfish mining attacks on the Bitcoin network is extensively
studied in [13]. The authors show that the impact of selfish mining on the network
performance is noticeable and that the expected number of forks observed in the
blockchain is higher than what would be expected if all miners were fair. This
suggests that the selfish miner attack is still a major problem in blockchains.

Quantitative analysis has been widely employed in blockchain studies to gain
insights into various aspects of blockchain systems such as performance, secu-
rity, and scalability. Through quantitative analysis, researchers have been able
to evaluate the behavior of blockchain networks, understand the dynamics of
transaction processing, and identify potential vulnerabilities in the system. For
instance, in [15] the authors propose a queueing model and apply it to study the
performance of Bitcoin blockchain.

Building on [16], where PEPA process algebra was used to model and analyze
the Verifier’'s Dilemma in the Ethereum Classic blockchain, we apply PEPA to
model a public blockchain with PoW and investigate the Selfish Mining attack
while taking into account the block verification time.

3 Background

In this section, we provide an overview of the selfish miner attack problem, as
well as a brief introduction to the notation and important aspects of PEPA.

3.1 Selfish Mining

When two miners create a block with the same prior block, the chain splits into
two branches, resulting in a fork. Miners can add valid blocks to either branch,
mining on whichever they choose. However, to maintain a consistent chain, min-
ers follow a globally-agreed upon sequence of transactions. The protocol requires
miners to pick the longest chain and add blocks to it. If a miner’s successful min-
ing result is discarded from the network, they lose the potential reward.

Assuming a PoW-based blockchain network where the majority of miners
follow the honest mining strategy, a colluding minority pool may adopt the
selfish mining strategy. The key idea behind selfish mining is to compel honest
miners to expend their resources on a branch of the blockchain that ultimately
will not be included in the final chain.
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In order to increase their revenue, selfish miners keep their mined blocks
private, which results in the creation of a private branch causing the bifurcation
of the blockchain. The pool gradually reveals blocks from the private branch,
causing honest miners to switch to the newly revealed blocks and abandon the
shorter public branch. This results in the invalidation of the honest miners’ past
efforts on the public branch and empowers the selfish pool to accumulate greater
reward by incorporating a greater proportion of its blocks into the blockchain.

As the selfish mining pool has only a fraction of the total mining power,
its private branch cannot remain longer than the public branch indefinitely.
Therefore, when the public branch becomes longer, the selfish mining pool adopts
it and starts mining on top of the current public head.

When the selfish miners discover a new block, instead of publishing it they
keep it private and keep mining. If the selfish miners find a second block before
the honest miners can reveal their first block, the selfish pool will have a longer
private branch and will lead the public chain. Even if the honest miners reveal
their first block at this point, the selfish pool will still receive a reward for
publishing their two blocks on the private branch. However, since the selfish
pool has less hash power, there is a high likelihood that the public branch will
eventually become longer than the private branch.

When the selfish pool has a one-block lead and a honest miner discovers a
block on the public branch, the selfish pool will immediately publish the private
branch, triggering a race between the two branches. The selfish miners will extend
their private branch while the honest miners will choose which branch to mine
on based on notification propagation. At this point, there are three possible
outcomes: the selfish pool successfully mines the second block on their first block,
making their branch longer and earning revenue for both blocks; a honest miner
builds a block after the pool’s first block, allowing the pool to earn revenue from
the first block and the honest miner to earn revenue from the second block; or
the pool gets nothing if honest miners mine a block after their own block.

3.2 PEPA

We use the Performance Evaluation Process Algebra (PEPA) [7] to investigate
the effects of Selfish mining on miners’ behavior in public blockchains. PEPA is a
compositional modeling language that is supported by a tool that can be applied
to Eclipse, known as the PEPA Eclipse Plug-in. One of the main advantages of
using PEPA is that it has an underlying stochastic process, which is a continuous
time Markov process under certain assumptions.

In PEPA, a system specification comprises a group of active agents or com-
ponents that work together through activities to accomplish the desired system
behavior. The syntax of PEPA terms is determined by the following grammar:

Su=(a,r).S | S+5 | A Puw=pPXP | P/IL|S

where S denotes a sequential component, while P denotes a model component
which can be obtained as the cooperation of sequential terms. The meaning of
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the operators is the following: («,7).S performs the activity (o, r) with action
type a and rate r and subsequently behaves as S. S7 + S5 specifies a system
which may behave either as 57 or as S3. The meaning of a constant A is given
by a defining equation such as A 2 P which gives the constant A the behaviour
of the component P. The component P/L behaves as P except that any activity
of type within the set L is relabelled with the unknown type 7. The cooperation
combinator DLQ represents an interaction between two components, which is
determined by the cooperation set L of action types. Activities with action types
in the cooperation set L, called shared activities, require the synchronisation of
the components. It is assumed that each component proceeds independently with
the activities whose types do not occur in the cooperation set L. The duration
of a shared activity is reflected by the rate of the slower participant. If in a
component an activity has the unknown rate T, then the rate of the shared
activity will be that of the other component.

The stationary throughput of action a, denoted as X, is calculated as the
sum of the stationary probabilities of all states where action a is enabled, each
multiplied by the respective rate.

4 Analysis of the Selfish Mining Strategy

In this section, we present a PEPA model for a blockchain network with PoW
consensus mechanism with fair miners and one selfish miner with arbitrary hash
power. We assume that all miners have the same computational power ~, and
verification is performed in an exponentially distributed time with mean 37!.

4.1 PEPA Model for Networks of All Fair Miners

We first inspect the behaviour of miners who follow the blockchain consensus
protocol by verifying all new blocks in the network. Let M7, ..., Mk be a network
of K fair miners. The specification of a single fair (verifying) miner, say M7, can
be expressed in PEPA as

My 2 (my, )My + (ma, T)Vi + -+ (mae, T).Va

Vi & (vg, B). My + ...+ (vi, B). My + (ma, T).Vi 4+ ...+ (mg, T).V4

Miner M; mines a new block with action type m; and rate . Then, it returns
to its initial state and it starts to mine another block. Whenever M; gets a block
from the network through an activity (m;, T) with j € {2,..., K}, then it starts
the verification process and moves to state V;.

We assume that all miners possess an equal proportion of computational
power, and thus they perform verification in a synchronous manner. The block
announced by a miner M; is verified by all the other miners with rate 5 and
action type v;. It is evident that miners verify all blocks on the network, except
for the block they have created themselves. During the verification phase, M;
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Table 1. PEPA model of a network with K fair miners

M = (mi,y)Mi+ Y (my, T).V

iFi
Vi € S (0,8) M+ X (my, TV
iFi iFi
aof
Network = (..((M o, My) LL_JL3) o o) L%‘f]}( Mg
where i,7€{1,...,K}and L={m1,...,mi}, Lia ={vs,..., vk},

Ly ={v1,...,vx}\{v;} for j >3

can still get new blocks from the rest of the network through an activity (m;, T)
with j € {2,...,K}.

The specification of a network composed by K > 3 fair miners is reported in
Table 1. Notice that, according to the operational semantics of PEPA, if miner
M; announces a block, m; is received by all miners except M;. Thus, all miners
moves to state V; with j # ¢, while M; is still mining. Now, according to the
synchronization operation specified in Table1, all miners in Vj synchronize on
the intersection of all synchronizing sets that is exactly equal to {v;}, hence once
the verification is completed, they all simultaneously move to the mining phase
due to action v;, as required.

The derivation graph of the model in Table 1 is depicted in Fig. 1.

def
Network = (.. ((M; LEH M) Llﬁx M) Llﬁq ) LEK Mg
IS A
(m1,7) g 5" <l 1=
Elle e
[ == S
(- (M LEQ V2) LE?3 Vs) LEQLIA ) LEEK Ve E||E ;: % (- (A LEJQ,W 2) LBQL 3) LULy ) oLy K
l £
[ LL,BEH M) L[ﬁg Vs) LEQM ) LEK Vie o) (mK,”)
-
oy (O30 V) b ) b ) b

(ms,7)

Fig. 1. Derivation graph of the model in Table 1

4.2 PEPA Model for Networks of Fair and Selfish Miners

Suppose the network contains a selfish mining pool that controls the amount
of hash power w7y, and it uses action types mg, and mg, to mine blocks. The
PEPA specification of a network with K honest miners and one selfish miner
My, representing the mining pool, is presented in Table 2. The action type ms,
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Table 2. PEPA model of a network with K fair miners and one selfish pool Mg

Mp, ¥ (mp,~y).Mp, + ;.(mFJ’T)'Vi + (ms,, T).Vig
Vi ) > (v;,8).Mp, J:Z(ijvT)'Vi
J# J#
Vie = (vs,B).Mp, + (ms,, T).Vig
Ms Y (ms,,wy).C+ > (mr;, T).Vs
C Y (ms,, wy).Ms + 2 (mr;, T).Vs
Vs = (v, 0).Ms + ;(ijaT)'VS
A JFi
Network < Mg PU{‘]/ (- (M, Llu>vﬂ12 M) L%;, Mey).-.) L%]K M)
where i,je{l,...,K}and L = {ms,,m1,...,mg},V ={v1,...,vx},

Vie = {vs,vs,...,vk},V; ={vs,v1,...,vx} \ {v;} for j >3

refers to the first block mined by the selfish pool, which is kept private, creating
a separate branch, while mg, describes the second successful block mined by
the selfish pool. Once the second block is produced, two blocks are revealed
from the private branch to the public, causing the rest of the network to enter
the verification phase and switch from the shorter public branch to the recently
revealed blocks. This behavior is captured in the model by the fact that all nodes
in the network synchronize on the action type vg when the second block of the
selfish pool is announced.

Observe that, for the sake of simplicity, in our model the selfish miner dis-
closes two blocks from their private branch to the public. Nonetheless, the model
can be extended to encompass a longer queue of blocks.

Figure 2 represents the derivation graph of the model in Table 2, while Fig. 3
represents its underlying Markov chain.

4.3 Lumped Model

The detailed model that represents the state of each miner is not scalable, as the
total number of miners in a blockchain is typically very large. To address this
issue, we propose using a representation based on aggregation through lump-
ing [1,8,11,12] all fair miners into an environment.

Let K be the number of fair miners. The PEPA specification of the lumped
model is represented in Table 3, its derivation graph is depicted in Fig. 4 and the
underlying CTMC is reported in Fig. 5.

Component Ep represents the behaviour of K fair miners which mine new
blocks with action type mg, and rate K. Hence, K~ is the total hash power held
by fair miners. When a new block is produced by one fair miner, the environment
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def
Network = Ms B4 (. (M, B9 Mp,) B8 My)...) 59 Mr)

(mp, )

(ms1, wy)

g Vs).. M)

DI
LUMpy

e ... s B (..
Ve LoV L0V ’
’ o
\,«\Q‘N
Cpq (.(Mg, B9 M) D4 Mg)...) b4 Mgy
U L LOVk

OViz LOVs

(ms,, wy)

X

Ms =, (- ((Vag e Vag)

Vig) ... Vi
B V) B9 Vi) B Vic)

(msy, wy)
[

(ms1, wy)

CL,V( m Lu%zVZ)Lude) )LUVKVI\)

Fig. 2. Derivation graph of the model in Table 2

moves to state Vg, where the miner that has proposed the block starts mining
the next block, while the others verify the newly shared block. When the selfish
pool reveals a block with action mg, then the environment moves to state Vgg
and verifies it with action vg. The PoW race policy requires summing the rates
of miners. However, the verification phase is not subject to the race policy and
operates at the single miner rate 8. Since all miners perform the same operations
with equal computational power, the aggregated speed remains 3. Additionally,
since the time for solving PoW is independent and exponentially distributed by
design, the aggregation of the rates is exact.

Meanwhile, the selfish miner Mg creates its first block with action type mg,
and rate w~y. However, it keeps its mined block private, secretly creating a fork.
The second block is created in the cheating phase C' with action type mg, and
rate wy. At this point the selfish miner strategically reveals two blocks from
the private branch to the public, causing the honest miners to switch to the
recently revealed blocks and abandon the shorter public branch. Once the selfish
miner gets a block from the network, it starts the verification process Vg. The
verification of a block occurs with action vg, and rate .

The Lumped_Network component is obtained as the cooperation of Er and
Mg over the set of actions L.

4.4 Performance Indices

We assume that the reward that miners gain is proportional to their effective
throughput, which represents the proportion of their computational power that is
used for mining after taking into account the necessary validation of new blocks.
This effective throughput is lower than the originally invested hash power, as all
miners in our model are fair and validate new blocks.
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Fig. 3. Markov chain of the model underlying the derivation graph in Fig. 2

Table 3. Lumped PEPA model of a network with K fair miners aggregated in Er and
one selfish miner

Ep = (megp, K7). Ve, + (ms2, T). Vig
Viey 2 (vpp. B)-Er + (meg, 7). Vi,
Vi, = (vs,B).Er + (ms2, T). Vg

Mg def (ms1,wy).C + (mg,, T).Vs

C def (ms2,wy).Ms + (mEgg, T).Vs
Vs Y (vpp,B)-Ms + (mey, T).Vs

Lumped_Network = Ep BLQMS

where L ={mg,,ms2, Ve }

Note that in our model two scenarios of successful selfish mining are captured.
Action type mg1 refers to the production of the first block in the private branch.
With certain probabilities p and (1 — p) the block is accepted or rejected by the
network, respectively. Thus, for the calculation of the effective throughput we
need to consider the throughput of mg; being able to impose the block without
producing the second, meaning X, = p(Xynmg, — Xmg,)- Action type mgo refers
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(ms1,wy)
(vs, B)
(mEg,7)
e (veF, B) K (ms,, wy)
Network ™ B e Mg S5 Vi, b Vs ("5 g Msn), vy b ar <2y, o
L (mpg, Kv) (ms1, wy)
(vs, B)

Fig. 4. Derivation graph of the model in Table 3

B Ky wy wy
I —
>
K~y wy
B

Fig. 5. Markov chain of the model underlying the derivation graph in Fig. 4

to the production of the second block, and it should be noted that whenever the
selfish pool successfully propagates their private branch with two blocks, they
receive a reward for both of them. Therefore, the total reward of the selfish pool
is given by Xg =2X,,5, + Xp = (2 — ) Xngs + D Ximg: -

Every time the selfish pool successfully propagates its private branch with
two blocks, one block mined by a fair miner in the network is discarded. Thus,
the fair environment has an effective throughput given by

XeF = Xmpr = Xmg, — Xp = Xinpp — (1 _p)Xmsz = PXmg -
Consequently, the effective throughput of one fair miner is given by

_ Xgr _ XmEF — (1 _p)Xms2 _pXm31
K K '

The effective throughput of the selfish pool per unit of hash power invested
in the mining process can be obtained as:

w w

xN = Xs _ (2= p) Xmg, +PXins,
s — R

Finally, we introduce the revenue of the selfish pool that is calculated as

X
R=—25 |
Xs+ Xgr

As we may see, R measures the fraction of rewards obtained by a selfish pool.
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Table 4. Parameters used for the case study

Parameter Value

K 100 fair miners

v 8.3 x 10™* blocks/s
8 0.314 s~ 1

w 100

5 Stationary Analysis and Numerical Evaluation

In this section, we give explicit expressions for the steady-state probabilities and
reason about the conditions under which a selfish mining pool has a advantage
over fair miners.

5.1 Steady-State Probabilities

The limited number of states of the lumped process allows us to derive the
steady-state probability distribution explicitly. The symbolic expression of the
steady-state probabilities of the Markov chain underlying the Lumped_Network
depicted in Table 3 are:

_ BBEK +w) +yw2 K +w)) YK (B(K +2w) + yw(2 K + 3w))
T = ) T2 =
G G
. = BwB+2yw) o B+ yw) I
3 — G ) 4 = G ) 5 — G )

where the normalizing constant is
G =yK*(B+2yw) + K(B + yw) (B + 3yw) + 2w (B + yw)? .
For instance, if we use the parameters specified in Table 4, we obtain:
m = 0.475964, 7o =~ 0.1946725, w3 ~ 0.260505, 74 =~ 0.0569526, 75 ~ 0.011907.

Notice that, from the steady-state probability distribution, we can compute the
performance metrics described in Sect. 4.4.

5.2 The Convenience of Selfish Behaviors

It should be clear that it is not easy for a mining pool to understand if a selfish
behaviour is profitable. Intuitively, if the probability to generate two consecutive
blocks in the time in which fair miners consolidate a single block is negligible,
then the selfish pool would have a lower revenue than fair miners. Moreover, it
is also unclear how the verification time impacts on this considerations.
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In this subsection, we try to unveil some of the aspects that play a role in
driving the decision of a rational mining pool about behaving in a selfish manner.

To make a fair comparison, let v be the fraction of hash power controlled
by the selfish mining pool, i.e., v = w/(w + K). We must assume that v < 0.5,
otherwise the blockchain would be vulnerable to the 50% attack and hence would
not be considered secure for more severe reasons than the selfish miner attack.
In Figs. 6a, 6¢, 6e, we compare the effective throughput of a single fair miner
with the normalized effective throughput of a selfish miner for p = 0.2, p = 0.5
and p = 0.8. The other network parameters are those of Table4. We notice that
when the mining pool is able to quickly propagate its blocks as soon as a fair
block is announced, the fraction of hash power that it has to control to overtake
fair miners’ profit becomes smaller.

Figures 6b, 6d, 6f show the revenue of the selfish pool as function of the
fraction of controlled hash power. This is compared with the revenue it would
obtain in a network where everyone (including the pool itself) is fair, i.e., when
its revenue is equal to the fraction of controlled hash power. This experiments
are coherent with the ones in [5,13] where the authors do not consider the impact
of the verification times. This is somehow expected since, in our case, § >> 7.

It is useful now to investigate the impact of the verification time on the point
in which the selfish mining pool has an advantage over the fair miners. Formally,
let w* be the minimum positive solution in w of the equation Xp = X év and
let v* = w*/(w* + K), i.e., the minimum fraction of hash power that must be
controlled by the selfish pool to take advantage by the attack.

Figure 7 shows v* as function of 3. This analysis shows that slower verifica-
tion times drastically reduce the demand of hash power for the greedy miners. As
a consequence, blockchains with smart contracts that require longer block ver-
ification times are even more exposed to the selfish miner attack than Bitcoin,
where 3 is very high.

6 Conclusion

In conclusion, our study provides a quantitative analysis of the selfish miner
attack in blockchain systems based on a stochastic model expressed with the Per-
formance Evaluation Process Algebra. We have shown that the verification time
of the transactions affects the rationality of the attacker, and we have derived
the conditions under which the attack becomes convenient for selfish miners.
This work contributes to the understanding of the selfish miner attack and can
help in the development of more robust and efficient blockchain systems. Fur-
ther research can explore the extension of our model to consider more complex
scenarios and the application of our findings in real-world blockchain systems.
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Fig. 6. Selfish mining pool with p = 0.2 (a)-(b), p = 0.5 (c)-(d), p = 0.8 (e)-(f)
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