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Abstract. The Internet of Things (IoT) devices have been deployed to realize
smart environments such as smart cities, smart homes, smart health and smart grids.
In these domains, the IoT devices collect and forward high volumes of sensitive and
private data. It is therefore important that security schemes be developed to protect
the exchanged data. In this regard, a myriad of authentication protocols have been
developed over the recent past. However, these schemes deploy cryptographic
primitives that result in extremely high communication, storage and computation
complexities. In addition, some of these protocols still have numerous security and
privacy issues that render them unsuitable for deployment in an IoT environment.
For instance, untraceability, anonymity, key escrow problems and attack vectors
such as de-synchronization and forgery attacks are frequently ignored. In this
paper, a transient session key derivation protocol is developed to address some
of these security and efficiency challenges. The security analysis executed shows
that this protocol offers untraceability, device anonymity and perfect forward key
secrecy. In addition, it is robust against de-synchronization, known secret key
leakage, eavesdropping and forgery attacks. In terms of operational efficiency,
this protocol incurs the lowest computation and communication complexities.
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1 Introduction

In typical cyber physical systems, a number of smart devices are interconnected to form
an Internet of Things (IoT). These smart devices collect a myriad of data from their
surroundings and then forward the same to some central data servers where processing
is accomplished. After some manipulations, transformations and analysis, the collected
data can facilitate various activities [1]. For instance, IoT can be amalgamated with cloud
computing to realize smart cities [2]. Apart from smart cities, [oT deployments have
been utilized to improve healthcare, transportation, safety, efficiency and convenience
[3]. Over the recent past, Device-to-Device (D2D) communication has been developed,
in which IoT devices exchange messages directly amongst themselves. This helps to
offload the servers [4] in addition to boosting reliability and transmission rates. As such,
the IoT devices can still communicate even when the central cloud has failed.

Although D2D comes with many benefits, security and privacy of the devices as well
as data present some challenges [5, 6]. This is attributed to the numerous vulnerabili-
ties and risks occasioned by device heterogeneity. Consequently, the architectures and
protocols utilized in these smart devices are different and incompatible. Since privacy
and security implementations in these devices differ, interoperability is also difficult.
Therefore, a single privacy and security technique may not be satisfy the requirements
of all devices and applications. Ultimately, upholding security and privacy of exchanged
data as well as data at rest presents some challenges [7]. Considering smart health IoT
systems, sensitive and private information is being generated and transmitted. Compared
with wired communication systems, wireless transmissions in IoT is susceptible to many
threats and attacks such as eavesdropping, forgery and modifications. Although the inter-
connectivity among numerous devices brings forth user convenience, this inadvertently
increases the attack surfaces. As such, security and privacy among the interconnected
devices has become a significant issue [8].

In wireless networks, authentication is normally the first step towards security and
privacy preservation [2, 9]. Indeed, the authors in [10] explain that secure authentication
protocols help preserve privacy of the users as they interact with their smart devices.
Unfortunately, the resource-constrained nature of most of the smart devices renders it
difficult to implement strong security protocols. In this regard, this paper makes the
following contributions:

e A protocol that directly authenticates IoT devices is developed, devoid of the involve-
ment of any central controller. This potentially solves the key escrow problems in
majority of the current authentication protocols.

e Random nonces and pseudonyms are incorporated in the derivation of security tokens.
This serves to preserve user anonymity and thwart any traceability attacks.

e The exchanged messages are enciphered through symmetric keys to protect them
against eavesdropping and modifications. Effectively, this upholds both confidentiality
and integrity of the communication process.

e Extensive security analysis is carried out to show the robustness of the proposed
protocol against conventional IoT attack vectors.

e Comparative performance evaluation is executed to demonstrate that the developed
protocol incurs the least computation and communication costs.
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The rest of this paper is structured as follows: Sect. 2 gives a presentation of the
related work while Sect. 3 discusses the employed system model. On the other hand,
Sect. 4 presents the results obtained and discusses them. Towards the end of this paper,
Sect. 5 gives the conclusions of this paper and offers some future research directions.

2 Related Work

The proliferation of attacks in IoT environment has seen numerous security protocols
being developed to address these issues. Although majority of these schemes have fairly
addressed security and privacy issues, majority of them have high computation and
communication overheads [11, 12]. In addition, some security challenges still exist in
majority of these protocols. For instance, the protocol in [13] has security issues as
discussed by [14]. In addition, this scheme is vulnerable to Denial of Service (DoS)
attacks and is unable to detect incorrect password login attempts. To curb these issues,
lightweight and provably secure protocols have been introduced in [15] and [16]. To pre-
vent black-hole attacks, trust-based and two-tier based protocols have been developed in
[11] and [17] respectively. However, these two schemes solve privacy and authenticity
issues at the expense of increased complexities. To boost security without compromis-
ing performance, Elliptic Curve Cryptography (ECC) based security approaches are
presented in [18] and [19]. On the other hand, a blind anonymous authentication scheme
is introduced in [20] too prevent eavesdropping attacks. However, since these three pro-
tocols are basically identity-based, they face key escrow challenges [21]. Although an
efficient and secure scheme developed in [22] may address this problem, it inadvertently
compromises user privacy during identity authentication. Therefore, a scheme in [23]
has been developed to effectively deal with this challenge through biometrics based
authentication.

De-synchronization attacks are other serious security issues that require immedi-
ate solution. For instance, although the protocol in [24] offers mutual authentication, it
cannot withstand de-synchronization attacks. Therefore, the protocol in [25] has been
designed to prevent these attacks. On the other hand, blockchain technology has also
been deployed to offer security in IoT environment. For example, based on blockchain
technology, a security preserving scheme is presented in [25]. Unfortunately, this tech-
nique has high complexity and communication overheads [26]. Similarly, the blockchain
based privacy preserving protocol in [27] has high computation and communication over-
heads. On the other hand, the ECC and pseudonym based authentication protocol in [28]
is lightweight and hence can address performance issues in both [27] and [29]. Similarly,
the rating-based authentication protocol in [30] has lower computation costs and hence
can address the performance issues in [27] and [29]. Using hash chains and blind signa-
tures, an anonymous authentication scheme is developed in [31]. Although this scheme
upholds sender privacy, it cannot trace malicious senders within the network. Similarly,
a blind group signature based anonymous authentication protocol is presented in [32].
Although this scheme offers conditional anonymity, it incurs high communication and
computation costs.

On its part, the protocol in [33] cannot withstand impersonation and key compromise
attacks. In addition, it does not uphold user anonymity. Although the bilinear pairing
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based protocol in [34] offers mutual authentication, these pairing operations are time
consuming [35]. Similarly, the scheme in [17] offers protection against black-hole attacks
at the expense of very high complexity and communication costs. On the other hand,
due to the centralized registration for secret cookie data creation, the scheme in [36]
presents a single point of failure. To prevent exposure attacks, a key agreement protocol
is introduced in [37]. However, a Physically Unclonable Functions (PUF) based scheme
is introduced in [38] to thwart physical attacks. Unfortunately, PUFs challenge-response
pairs are sometimes inconsistent and hence PUF based schemes have stability issues
[39, 40]. According to [7], many privacy preserving protocols have been developed for
IoT devices. However, most of these protocols have high computation complexities in
addition to numerous security weaknesses.

3 System Model

The communicating entities involved in the proposed protocol include two IoT devices,
which are labeled DV and DV, as shown in Fig. 1.

—— L

O )

10T Devices

IoT Devices
Access Point

Fig. 1. Network model

As shown in Fig. 1, the IoT devices in this network model communicate directly
through a wireless access point. These devices have the same specifications and can
therefore be regarded as peers. Table 1 presents the notations used in this protocol.

The three phases that characterize the proposed protocol include the handshake,
authentication and the key agreement. The sub-sections below describes these phases in
some greater details.

3.1 Handshake Phase

Before the two devices can start exchanging packets, they engage in a handshake in
which they generate initial security tokens. This is a 3 step process as described below.

Step 1: DV1 stochastically generates its identity ID1 and some high entropy random
nonce R1 which are then forwarded to DV2 in message {ID1, R1} over some secure
channels.

Step 2: On receiving message {ID1, R1}, DV2 randomly generates its iden-
tity ID2 before deploying its master key MSK to generate cipher Cl =
EMSK((ID1h(ID2IIMSK)II(R1ID1)). Next, it derives its pseudo-identity PID =
h((ID1Il ID2)eMSK@R1) which it stores in its memory. Lastly, it transmits {C1} to
DV1 over secure channels.
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Table 1. Notations

Notation Description

R; Random number i

DV & DV, Device 1 and device 2
MSK DV, master key

Ex Encipher using key k

ID & IDy Unique identity of DV| & DV,
PID DV, pseudo-identity

Dy Decipher using key &

SK Symmetric key

Ssk Session key

h() One-way hashing function
Il Concatenation operation
@ XOR operation

Step 3: After getting {C1} from DV2, DV1 stores parameter set {C1, ID1, R1} in its
memory.

3.2 Authentication and Key Negotiation Phase

In this phase, the two devices utiize the security tokens obtained during the handshake
phase to verify the authenticity of each other. This is accomplished in 7 steps that are
elaborated below.

Step 1: Device DV chooses high entropy random nonce R, before deriving security
parameter C, = Ro®h(ID(lIR}). Next, DV constructs message M| = {C;, C>} and
sends it over to DV, over public channels.

Step 2: Upon getting message M1, DV, decrypts C; using its master key MSK by exe-
cuting Dy = Dysk(C1) so as to obtain ID; " @h(ID;“IIMSK™) and R; “®ID; ", Next, it
uses the decrypted message ID; “@h(ID, “IIMSK™), its own identity ID, and master key
MSK to compute device DV identity, ID; N = ID; “@®h(ID, “IMSK")@h(ID,IMSK).
Upon successful derivation of DV;'s identity, DV, proceeds to compute R New —
R "@®ID; “®ID NV, Finally, DV, computes PID" = h((ID; NV [IID,)®MSK@RNeW).
It then checks if PID* £ PIDsuch that the authentication request is rejected if the two
values are not identical. Otherwise, DV, shifts to other subsequent steps.

Step 3: Using the received C, in message M;, DV, computes R," =
Co®h(ID{NeV|IR | NeW)_ This is followed by the updating of C; with C;” by substituting
random nonce R;” with R,” in C;* = Ensk ((ID1NeY @h(ID>IIMSK))II(R,* SID Newy).
Step 4: Device DV, chooses high entropy random nonce Rz and derives
a new symmetric key SK = h(IDN*V@R|N*"@R,"). Using the just com-
puted encryption key, DV, generates authentication message AM; = Egk
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(h((IDNY @R, IR NW)@R3)IIh(ID NeWIIR 1 NeWI[R, “)IC; ). Lastly, DV, derive ses-
sion key Ssk = h(ID{NeV[IR{NeV|IR,"IIR3) that is sent in message M, = {Ssk } over to
device DV using public channels.

Step 5: On receiving message M», device DV deploys its identity ID; and high
entropy random nonces R; and R to derive symmetric key SK* = h(ID; bR ER3).
It then utilizes this key to decrypt message AM; as D, = Dgkx (AM]) to
obtain h((ID{N"*@R,NM)IR|NWH)PR3™), h(ID; NV IIR N IIR,NW), and € New.
Next, DV checks if the decrypted value h(ID New"||R | New*||R ,New) g equivalent
to the computed value h(ID{lIR{lIR3). On condition that the two values are dissim-
ilar, the authentication session is terminated. Otherwise, DV| computes R3New =
h((ID N @R,NW)IIR 1NV )@R3 * @h(ID; ®R»)IIR ) that it uses to derive session key
Ssk” = h(ID; IR IR, IIR3New), Lastly, DV| computes authentication message AMy =
h(Ssk ‘NIR3N®W) that is then sent in M3 = {AM>} to DV over public channels as shown
in Fig 2.

Step 6: After receiving message M3 from DV, device DV, deploys session key Ssk
and random nonce R3 to check if AM, £ h (Ssk||R3)such that the authentication session
is terminated if this equation does not hold. Otherwise, it sets Sgk as the shared session
key with devise DV.

Thereafter, it computes PIDNV = h((ID1NeV|[ID2) @ MSK & R2) and substitutes PID
with PIDN®¥ to be utilized during the next authentication phase. Finally, it composes
acknowledgment message AM3 = h((R2" @ R3)IRIN®V) that is forwarded in M4 =
{AM3} to device DV1.

Step 7: Upon receiving message My, device DV validates acknowledgment message
AM3 by confirming if AM; £ h((R2DR;NV)||R)).. Provided that these two values are
equivalent, device DV accepts session key Ssk " and substitutes parameter set {Ry, C;}
with {Rp, C;N"} in its memory. However, if AM3 verification fails or device DV fails
to get this acknowledgment message within the stipulated time, the session is terminated.
Essentially, this implies that device DV | commences a fresh session.

4 Results and Discussion

In this section, the proposed protocol is evaluated using security and performance met-
rics. To accomplish security analysis, different lemmas are formulated and proofed.
On the other hand, performance evaluation is accomplished using computation and
communication complexities.

4.1 Security Analysis

In this section, it is shown that the proposed protocol offers untraceability and anonymity.
In addition, it resists attacks such as de-synchronization and known secret key leakage
attacks.
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Fig. 2. Authentication and Key Negotiation

Lemma 1: The proposed protocol offers device untraceability.

Proof: In this protocol, an attacker is unable to track the origin of the exchanged
messages. This is achieved by employing transcient security parameters during the
authentication and key negotiation phase. For instance, during the authentication pro-
cess, messages M = {Cy, C2}, {AM;, AM;}, and AM3 are transient in nature.
Here, C; = Emsk((dD; @ h(ID,IIMSK)II(R; & IDp)), C; = Ry & h(dDylIRy),
AM| = Esk (h((ID{N*Y @ Ry IR NY) @ R3)Ih(ID; NeWIIR NeW (IR, M)IC, ™), AM, =
h(Ssk “IR3NV), and AM;3 = h((R;" @ R3)IIR1Ne%). Evidently, all these parameters incor-
porate high entropy random nonce R; which are stochastically generated at the devices.
Consequently, all the exchanged messages are session-specific. In addition, towards the
end of each authentication and key negotiation phase, parameter set { Ry, C; } are replaced
with refreshed values {R», C;NV}. Suppose that an adversary captures authentication
messages belonging to either device DV or device DV;. In the proposed protocol, the
intercepted messages cannot permit the attacker to distinguish whether two sessions
belong to the same device and hence tracking a particular device is infeasible.
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Lemma 2: De-synchronization attacks are effectively thwarted in the proposed protocol.

Proof: In the proposed scheme, after device DV, verifies message AMy, it transmits an
acknowledgement message AM3 to device DV . Here, the authenticity of AM3 is veri-
fied by checking if AM; £ h((R2DR3N")||R;).. After successful verification process,
session key Ssk’ = h(ID{IIR{lIR,IIR3NeW) is accepted as the shared session key with
device DV;. However, if message AM, or acknowledgement AM3 cannot be delivered
to device DV, Ssk " is deleted and a new session is initiated. The same will take place
when acknowledgement message AM3 is delayed. In this new session, device DV and
DV, re-negotiate the session key and hence this attack is prevented.

Lemma 3: The proposed protocol upholds device anonymity.

Proof: In this protocol, device DV identity ID; is masked in message M; = {Cy,
Cs), AM; = Esk ((h((ID1NeY & RyMIRINY) @ R3)Ih(ID; NWIIR NeW|IR,™)IC; ™)
and AM, = h(Ssk IIR3N®Y), where Ssk* = h(ID{lIR{IIR,IIR3N¢Y). Suppose that an
attacker attempts to extract device DV identity ID; from message C; = Epmsk((ID1 &
h(ID,IIMSK))II(R; @ ID1)). However, this requires knowledge of master key MSK for
device DV; to decrypt Cy, as well as random nonce R; and identity ID; for device DV;.
As such, devoid of {MSK, ID, } or {MSK, R}, the attacker is unable to derive ID; from
C;. In addition, ID; is protected by a one-way hash function together with high entropy
random numbers {R;, Ry} in message C,, where C; = Ry @ h(ID1lIRy). As such, an
adversary is unable to extract ID| from the intercepted C,. For the case of authentication
message AM| = Esg (h((ID1N®Y @ R>™)IR;NW) @ R3)IIh(ID; NeVIIR { NeW (IR, )IC ),
identity ID; is protected using symmetric key SK and random nonces {Rj, R>}. Once
again, an attacker is unable to extract ID| from AM;. Similarly, ID; is protected using
one-way hash function together with random nonces {Rj, Ry, R3} in message AM;
= h(Ssk IIR3N®), where Ssk” = h(ID;IIR{IR,IIR3NeY). Consequently, the proposed
protocol offers anonymity during the authentication and key negotiation phase.

Lemma 4: Known secret key leakage attacks are thwarted in this protocol.

Proof: During the authentication and key negotiattion process, session key Ssk is
derived, where Sgk = h (ID;NeVIIR | Ne¥|IR, |IR3). This session key incorporates device
DV identity ID; and three random nonces {R1, Ro, R3} protected via one-way hashing
operation. Here, Ry and R; are generated by device DV in different scenarios, while
random nonce Rz is generated at device DV;. This random and independent genera-
tion of random nonces {Rj, Ry, R3} implies that the derived session key is unique for
each authentication instant. As such, an adversary cannot compute the session key for
subsequent authentication session using the captured current session key.

Lemma 5: The proposed protocol offers protection against eavesdropping attacks.

Proof: Suppose that an attacker wants to intercept secret parameters such as master key
MSK and device real identities ID| and ID,. To achieve this, messages M| = {C, C>},
M; = {Ssk }, M3 = {AM; } and My = { AM3} must be captured. Here, C; = Epskg((IDy
@ h(ID,IIMSK)II(R| @ ID)), C» =R, @ h(ID11IR1), Ssk = h(ID; N¥IIR NV IR, *IIR3),
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AM; = h(Ssk IR3NY) and AM3 = h((R>" @ R3)IIR;NV). However, identity ID; is
encrypted in C; and hashed in both C> and Ssk. On the other hand, identity ID, is
hashed and enciphered in C;. Similarly, master key MSK is hashed and encrypted in
C;. Since it is computationally infeasible to reverse the one-way hash function, and an
attacker has no access to the secret master key, the decryption of security parameter Cy
is infeasible and hence eavesdropping attack flops.

Lemma 6: Forgery attacks are prevented in the proposed protocol.

Proof: The assumption made here is that an attacker wants to fool both devices
DV and DV, through message fabrication. To achieve this, bogus messages C; =
Emsk (D1 & h(ID>2IMSK)IR; @ ID1)), AM; = Esk ((h((ID{N" @ Ry")IR;NY)
& R3)IIWIDNWIR; NeW|IR,™)IC; ™), C2 = Ry @ h(ID(IIR;), AM> = h(Ssk " IR3NeW)
and AM3 = h((R2" @ R3)IIR;Ne¥) need to be constructed. However, the construction of
these messages require encryption key SK and master key MSK. In addition, the attacker
needs to determine the hashing function deployed for the construction of these messages.
However, since all these parameters are unavailable to the adversary, this attack fails.

Lemma 7: The proposed protocol offers perfect forward key secrecy.

Proof: Suppose that an attacker is interested in deriving the session key Ssg™N¢" for
the subsequent authentication session. To accomplish this, message My is intercepted,
where My = {Ssk }. Here, session key Ssg = h (ID;NeVIIR{NeV|[R,"IIR3). Evidently,
this requires correct generation of random nonces R {New R," and R3, as well as device
DV identity ID; NV, Since these three nonces are randomly generated, it is infeasible to
accurately generate all of them. In addition, by Lemma 5, an adversary cannot determine
device identities ID; and ID>. As such, perfect key secrecy is upheld.

4.2 Performance Evaluation

In this sub-section, the computation overheads, communication costs and functionality
of the proposed protocol are presented. Thereafter, comparisons are also made with other
related schemes so as to provide the basis for the appraisal of the proposed protocol.

Computation Costs: A typical authentication and key negotiation phase involves oper-
ations such as one-way hashing (Ty), symmetric encryption (Tsg), ECC point multipli-
cation (Typ), symmetric decryption (Tsp) and ECC point addition (T4 ). In the proposed
protocol, 7Ty and 1Tsp operations are executed on device DV while 9Ty, 1Tsp and
2Tsg operations are carried out on device DV,. As such, the total computation cost in
this scheme is 16Ty, 2Tsp and 2Tsg. Based on the values in [41], single Ty, Tsg /
Tsp, Tm and Ta execution times are 0.0023 ms, 0.0046 ms, 2.226 ms and 0.0288 ms
respectively. As such, the total computation cost of the proposed protocol is 0.0552 ms
as shown in Table 2.
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Table 2. Computation costs

Scheme Costs (ms)
[16] 0.8

[24] 0.88

[25] 0.64

[33] 8.98
Proposed 0.0552

It is evident from Table 2 that the scheme in [33] incurs the highest computation
costs followed by the protocols in [16, 24] and [25] respectively. On the other hand,
the proposed protocol has the lowest computation overheads. Owing to the processing
limitations of D2D devices, the proposed protocol is the most ideal for these devices.

Communication Costs: Communication Costs: During the authentication and key
agreement process, messages M|, M, M3 and My are exchanged between DV and DV,,.
Here, M| = {Cy, C2}, My = {Ssk }, M3 = {AMz}, My = {AM3}, C; = Emsk((ID; @
h(ID,IIMSK)II(R @ ID1)), C2 = Ry @ h(ID{1IR}), Ssk = h(ID;N¥IIR NVIIR, *IIR3),
AM; = h(Ssk IIR3N®Y) and AM3 = h((Ry" @ R3)IIR;NeV). Using the values in [41],
the output sizes of hash function (SHA-1), timestamps, identity, symmetric encryption
/ decryption and ECC point are 160 bits, 32 bits, 160 bits, 128 bits and 160 bits respec-
tively. As such, C; = 128 bits, C; = 160 bits; and hence M; is 288 bits long. On the
other hand, Ssx = AM, = AM3 = 160 bits; therefore M, = M3 = My = 160 bits in
length. Consequently, the total communication cost of the proposed protocol is 768 bits
as shown in Table 3.

Table 3. Communication costs

Scheme Costs (bits)
[16] 2624

[24] 2640

[25] 2856

[33] 2016
Proposed 768

As shown in Fig. 3, the scheme in [25] has the highest communication costs followed
by the schemes in [16, 24] and [33] respectively. On the other hand, the proposed protocol
has the least communication cost of only 768 bits.

Since most of the D2D devices are limited in terms of battery power and commu-
nication abilities, the proposed protocol places the least constrain on these devices. As
such, it is the most suitable for deployment in this environment.
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Fig. 3. Communication costs comparisons

To investigate the effect of device density on the computation costs and end-to-end
latencies, a computer runing on Windows 10 Pro 64-bit with 2.4 GHz Intel Core i5-
4210U CPU and 4 GB of RAM is deployed to implement the proposed protocol. Java
pairing based cryptography and Bouncy Castle cryptographic libraries are used. Figure 4
shows the variation of communication costs as a function of the number of IoT devices
and number of messages sent.
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Fig. 4. Communication costs variations

As shown in Fig. 4, for a given number of IoT devices, the higher the messages
transmitted the higher the communication costs and vice versa. In general, as the number
of IoT devices increases so does the communication costs. Figure 5 shows the variations
of end to end latencies as a function of the number of messages exchanged.

It is evident from Fig. 5 that as the number of messages increases, the values of end
to end latencies increase. This is attributed to the increased processing that has to be
executed at the IoT devices when the numbers of messages increase.
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5 Conclusion and Future Work

The IoT communication has found applications in a number of application domains to
offer convenience and efficiency to the users. However, there are many efficiency, security
and performance issues that remain unresolved in this communication environment. To
this end, many security protocols have been developed in an effort to address these issues.
However, the attainment of perfect security and privacy protection at low complexities
still remain a mirage. On the other hand, the proposed protocol has been demonstrated to
have the least communication and computational complexities. In addition, it has been
shown to have resilience against many IoT attacks. As such, the proposed protocol can
potentially address insecurity issues in application domains such as smart cities, smart
homes and smart health. Future research directions may involve the formal verification
of the security features provided by this protocol.
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