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Abstract. Digital Twin (DT) impacts significantly to both industries
and research. It has emerged as a promising technology enabling us to
add value to our lives and society. DT enables us to virtualize any physi-
cal systems and observe real-time dynamics of their status, processes, and
functions by using the data obtained from the physical counterpart. This
paper attempts to explore a new direction to enhance cyber resilience in
the perspective of cybersecurity and Digital T'wins. We enumerate defini-
tions of the Digital Twin concept to introduce readers to this disruptive
concept. We then explore the existing literature to develop a holistic anal-
ysis of the DT’s integration into cybersecurity. Our research questions
develop a novel roadmap for a promising direction of research, which
is worth exploring in the future and is validated by an extensive and
systematic survey of recent works. Our research has aimed to properly
illustrate the current research state in this area and can benefit both
community and industry to further the integration of Digital Twins into
Cybersecurity.
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1 Introduction

Every company is now concerned about cybersecurity and the resilience of their
infrastructure, and we anticipate that new technology like digital twin may con-
tribute significantly to a robust online defense. Therefore, we envision creating a
virtual framework of our information technology (IT) network to identify secu-
rity flaws, create attack scenarios, avoid expensive attacks, and improve resilience
before our security infrastructure is deployed into the real network system.

We start with the basic idea and concept of Digital Twin. First, what is
a Digital Twin (DT)? In general, “Digital Twin” [25] refers to developing a
highly complex computer image that is the replica (or twin) of a physical object.
For example, a physical object can be an automobile, a house, a bridge, or a
jet engine. DT’s underlying idea employs the virtual computer image model to
project the sensor data gathered from the connected physical objects.

Different industry verticals define DT in a slightly different fashion. IBM
defines DT as' “a wirtual representation of an object or system that spans its life
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cycle, is updated from real-time data, and uses simulation, machine learning, and
reasoning to help decision-making.” Gartner? defines DT as “a software design
pattern that represents a physical object with the objective of understanding the
asset’s state, responding to changes, improving business operations and adding
value.” Furthermore, Gartner says that 13% of industry verticals undertaking
Internet of Things (IoT) projects are using DTs in 2021, and 62% are in the
process of doing so or intend to do so soon. Our study indicates that DTs can
best complement Cyber Security as an Intrusion Detection System due to the
bi-directional flow of real-time data. We have elaborated more on this in Sect. 2,
according to the chart provided below:

‘ Digital Twin for Cyber Security ‘
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Fig. 1. Digital Twin for cybersecurity use cases

With the increasing application of DT in manufacturing and industry 4.0 [25],
organizations have realized that developing a digital replica of their resources,
processes, and, most importantly, cybersecurity systems is always advantageous.
The cases of cyber attacks increased at an unprecedented pace during the epi-
demic, prompting some to call it a cyber pandemic. As soon as more businesses
migrate their digital assets to the web and their IT network becomes increasingly
prevalent, cyber criminals are becoming more interested in exploiting unpro-
tected nodes, systems, and repositories. Being a relatively new topic, DTs’ impor-
tance to enhance cybersecurity has been poorly understood. By using simulated
attacks over the DT, companies can identify security gaps that are currently
neglected [25].

Considering one of the critical infrastructure sectors such as power homes,
schools, critical infrastructures, healthcare, energy sectors, and their data from
physical assets’ sensors and/or cyber assets’ controllers used to efficiently oper-
ate them in a low-risk domain [51,60]. Distributed control systems are highly
vulnerable to cyber threats. The need to protect them has risen due to ongoing
malicious damages. In such systems, data encryption, certificate authentication,
and control system resiliency can be used to improve the resilience. However,
extensive research has been lacking to monitor, manage, and mitigate the mul-
tiple coordinated attacks on such distributed systems [55]. A conceptual frame-
work proposed in [55] hints at the potential of DTs for improving the level of
cyber resilience.

This paper’s primary objective is to explore and exploit the current state of
DT research for cybersecurity to investigate whether resilience has been com-
pletely covered. To start with, we use the Scopus database and search for the
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term “Digital Twin”, which hits over 1,500 papers in 2020. Next, we search for
the two terms “cybersecurity” and “Digital Twin,” which found only 13 papers
of 2020. These statistics demonstrate that DTs are explored for several appli-
cations in different industry verticals, but not enough has been investigated
regarding cybersecurity. This observation provides us the confidence to analyze
the following two research questions: i) How DT contributes to cybersecurity and
Resilience?, i) What is the state of cybersecurity in DT?

2 Digital Twin for Cybersecurity

Our first main research question is: “How does DT currently contribute to
cybersecurity?”

We witnessed several notorious cyber attacks over the past decade targeting
ICS. In 2010, the Stuxnet computer worm successfully compromised an Iranian
nuclear plant. The Ukrainian power grid was compromised by the black energy
malware attack. Recent cyber-attacks on U.S. natural gas pipelines took place
in 2020 [37]. The introduction of DTs as digital counterparts of physical assets
could prevent a repeat of the above attacks by continuously monitoring the DT's
to improve the detection of malicious threats and actors. In 2017, the use of DT's
was proposed in [66] to enhance cybersecurity. More papers have been published
on DTs since 2017. As of early 2021, 21 publications related to the topic were
found.

Intrusion Detection Systems. The intrusion detection system (IDS) is com-
monly used to protect a network from malicious external attacks [36]. The use
of an IDS improves the reliability and resilience of a system by detecting and
reacting to behaviors that might endanger the system [73]. An IDS system has
two varieties: 1) Anomaly or profile-based detection uses heuristics and behavior-
based patterns to identify the activities that deviate from the normal usage. 2)
In contrast, signature-based detection identifies threats in a system by matching
known attack scenarios and subsequently raises an alert [4,36]. Intrusion detec-
tion systems are leveraging artificial intelligence to pinpoint system deviations
and detect anomalies within a system’s normal functioning from the collected
data.

DTs enable us to mirror the internal environment and behavior of physical
systems through creating exact virtual replicas [23]. DT’s property allows us
to implant an intrusion detection algorithm within the DT and test this virtual
counterpart instead of the physical system without interrupting the live environ-
ment [3]. The latter can be considered a separate enhancement to cybersecurity.
The DT can collect data from the physical twin and compare any deviations
from the expected values, which can help determine failures within the system
[35].

Rubio et al. [54] advocated to use DTs to provide IDS services in the context
of Industry 4.0. Eckhart et al. [21] demonstrated how to implement a knowledge-
based IDS using a DT together with knowledge-based rules, as shown in Fig. 2.
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Security & Safety Rules Programmed into the Digital Twin
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Fig. 2. Rule-based IDS for a DT

These rules were specified using AML and encompassed safety and security
rules that the DT must follow. The safety rule ensured that the maximum veloc-
ity of the motor controlled by a PLC stayed within a specified threshold; and
the security rule checked for consistency between the human-machine interface
that sets the motor’s velocity and the PLC that controls the motor velocity.
These two rules were checked continuously for any violations. This experiment
was more concentrated on simulating the system rather than incorporating real-
time data into the D'T. The operator will be alerted for any MITM attack that
injects malicious commands, if it deviates from the defined rules.

A passive state replication approach was proposed in [20], where the DT
virtually mirrored the behavior of the physical asset during its operation. It
helped realize the intrusion detection use case. Here, the IDS was a behavior
specification-based IDS that relied on the system’s normal functioning to be
predefined, which always yields a low false-negative rate and detects unknown
attacks when the predefined system behavior was set. It was assumed that the
system’s correct behavior has already been created during the engineering phase.
This method allows for identifying an intrusion by comparing the inputs and out-
puts of the physical asset to their counterparts of the DT. However, this approach
can only copy a limited amount of data of the physical twin, resulting in a gap
between the state of the physical twin and the DT. An improved architecture
was proposed to allow a DT to constantly mirror the physical twin’s behavior.
This architecture is further equipped with a novel intrusion detection algorithm
that can detect attacks on the ICS promptly in [3] and proposes a method to
diagnose the detected attack type via classification using a Kalman filter.

Saad et al. [55] have introduced an IoT-based DT for cyber-physical net-
worked microgrids to increase their cyber resiliency on physical sensors and
control agents. A cloud-based platform was proposed in [49] to provide a central
view for a networked microgrid system. This DT generates a digital replica for
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the interactions between the physical and cyber layers. The proposed DT frame-
work by the authors detects false data injection (FDIA) and denial of service
(DoS) attacks on the control system in case of a single or a coordinated attack
and allows for corrective action to be taken by the user.

Dietz et al. [19] propose and demonstrate how a DT can be integrated into a
Security Operation Centre (SOC) and Security Incident and Event Management
(SIEM) to enhance cybersecurity. The SOC is responsible for providing a visu-
alization of the procedures, technologies, and people within an enterprise [56] by
integrating all security-relevant systems and events in a single point. Its main
task is to identify and handle alerts while taking corrective actions to protect the
organization’s assets and data. A SIEM collects data like logs and network flows
from different heterogeneous sources and collates them into a single view [68]
and apply transfer learning with multipath communication [47] for accelerating
the performance of DT along with the SIEM system.

SOCs face an increase in responsibility with the integration of industrial
systems with corporate security. The current security strategies cannot keep
pace with the growing attack surface of convergence of IT infrastructure and
industrial systems that use sensors connected to enterprise networks [19]. Dietz
et al. [19] have developed a process-based security framework to support SOCs
using DT security and create a proof of concept. Using a Man-in-the-Middle
attack simulation, they demonstrate how this integration can generate system
logs provided to SIEM systems to build rules and take corrective action against
attacks. Enterprises use a SOC supported by a SIEM to leverage capabilities
ranging from security analysis to enforce rules and detect patterns to manage
security-relevant data.

Authors in [17] apply simulations of security incidents in the DT and pass
on the collected information to the SOC and a test SIEM system. The test
SIEM is used to avoid negatively affecting the production environment during
the simulation. STEM security monitoring rules are created in advance by the
experts who are assumed to be present in the SOC. The experts decide on the
simulation parameters (e.g., a man-in-the-middle attack) within the DT, and
the simulations settings. The output is the incident information artifact used
within the test SIEM to verify whether it detects the security incident. Once this
is verified, the logic/patterns identified can be passed onto the real STEM and
added into its monitoring rules to prevent similar real-world attacks in the future.
Hence, DT focuses more on a particular asset than the attack itself [17]; see the
identification of patterns—signature-based, behavior-based, specification-based,
or hybrid [32], and a realistic attack demonstrated in [19] using ARP spoofing.

Simulation, Testing and Training. The authors in [17,20,21] propose various
DT applications to enhance security in terms of historical data analysis and
emulated environments to simulate attack testing. Testbeds help provide the
security assessment of planned infrastructure, and cyber ranges help develop IT
systems or infrastructures in a virtual environment for vulnerability assessment.
Both testbeds and cyber rangers can serve as a training environment to improve
the security, stability, and performance of the targeted infrastructure [44]. While
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testbeds are used to avoid damage or interruptions to the physical systems, this
exercise can be costly and time-consuming to accurately represent the CPS in
operation [9,21].

More importantly, another interest in using the DT with the above technolo-
gies is that it covers the entire life cycle of its physical twin. It begins with the
planning and design phase to gather data as early as possible, even before the
physical component exists. The inclusion of a DT enables the secure-by-design
paradigm where the DT simulates the functioning of its physical counterpart
and identifies security-related vulnerabilities before the physical asset is manu-
factured and begins to operate [59]. DT can incorporate security testing from
the design phase onwards to fix any early identified vulnerabilities and continue
into the following stages of the product life cycle to enable the secure by design
paradigm to be a part of the CPS [22].

All CPS and IoT devices need to be tested to capture their effects on the
underlying DT architecture. A complete rigorous testing should involve hundreds
and maybe thousands of devices being a part of the test simulation. It is expen-
sive in terms of the IoT test and evaluation costing and management but is a
crucial aspect to study their large-scale effects [41]. In [40], the authors discussed
how DTs can be used to replicate the behavior of IoT devices by multiplying
them in a simulation environment to study large-scale effects of the IoT devices.
A cyber-attack is modeled on a cluster of smart devices (smart thermostats) and
examines their effects on a simulated environment.

Mittal et al. [40] conducted experiments on a NEST thermostat embedded
in a local environment. This environment consists of multiple input sources such
as the house environment, its occupancy, weather, and remote operations via a
mobile application. The remote operations in this scenario open the possibili-
ties of the thermostat being hacked. By observing how an attack influences the
connected smart system, the DT owner incorporates simulations to enhance the
infrastructure security during its deployment in the physical environment.

_M/Q\

\

Fig. 3. An example of exploiting of SMART thermostat

As shown in Fig. 3, a SMART nest thermostat is connected to multiple house-
holds and can also be accessed via a mobile app, which opens the possibility of a
hacker gaining access credentials and causing malicious damage. While a single
app being hacked could cause a minor energy spike in the connected power grid,
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a hack involving multiple households’ thermostats to be simultaneously switched
on can be disastrous.

The DT generated from specification can simulate plant operation and gener-
ate the network traffic flows. This activity can allow an analyst to discover unused
and unnecessary services within the system, thereby minimizing the attack sur-
face of the plant [21]. This simulation can be complemented with logic and
network features that allow security testing in a layer-wise fashion, which could
indicate how an attacker can pivot through different system components and
help realize a defense in depth strategy [21].

DT can be geared towards hardware and software misconfiguration. Since
the DT is a replica of its physical twin, the DT should mimic the functionality
of the physical asset (e.g., in terms of its communications interface, I/O modules
in the hardware layer, and execution of control logic in the case of a PLC). We
can expect to observe common features between both twins. Any deviation from
the configurations in the hardware or software layer implies malicious activity.
This use case is similar to implementing a behavior-specification-based IDS from
DTs, which checks for differences in the functioning of the physical twin from
the DT. Software manipulations can be detected by comparing configuration
data between the twins [21]. In this case, the twin would need to be set up in an
isolated environment to ensure that a malicious actor cannot make changes to
the twin and mask their exploit if they could access the DT in the worst case.

To minimize the managing cost of a DT that mirrors its physical counterpart
at all times, an economical method is proposed in [9]. A cost-effective DT within
a budget only accounts for specific security tests that fit within the specified
budget. Alternatively, DTs are integrated into a cyber range to test defense
tactics and train users on cyber incident responses before the product’s release
into the production environments [7]. In this case, attacks could be launched
against the DT from the cyber range itself. The cyber range can serve a range
of use cases aside from training cybersecurity professionals. New cyberattack
detection algorithms are developed before being released to production by using
virtual hosts to showcase new security products [67]. DT serves as a source of
data generation that is realistic enough to train AI algorithms [26], provides a
testing environment for security equipment [69] and performs as environments
to test out incident response plans before they are finalized.

The primary purpose of a CR is for cyber defense, focusing on network and
information security [63]. CRs are adapting their offerings to support an OT and
ICS use case [8]. Upon integrating a DT into a cyber range, we can obtain the
performance of a DTs application to safety and the CRs application to security
together. The DT will provide information to the CRs about the chain of impacts
of an incident, and the CR can provide the source of the incident along with its
nature (malicious/accidental) for a detected anomaly. In simpler terms, DTs
can provide information about the physical processes and function of the system
while the CR can report on the network traffic and bridge the gap between the
digital and physical layers [8].
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System testing is a part of their proposed DT framework in [21]. For testing
purposes, real devices can be interfaced with the DT. Eckhart et al. [21] introduce
the concept of CPS Twinning, which can allow testing of the network and logic
layer of the CPS. The network layer of the CPS is emulated on Mininet, which
allows the emulation of logic specific to a variety of devices like PLCs, HMIs,
and motors. According to [22], DTs can be used as training exercises for Red
and Blue teams for security testing purposes. The red team can uncover flaws
and vulnerabilities from the current system configuration and state. The blue
team would improve upon their incident response capabilities in response to the
Red team. The data collected over these kinds of simulations and events can
contribute to risk assessments to motivate cybersecurity uplift activities.

Cyber resilience is described in [71] as the ability of a system to maintain
a stable level of control of physical processes while under attack. A four-step
method is proposed to improve cyber resilience—risk assessment, resilience engi-
neering, resilience operation, and resilience enhancement. This method lowers the
probability of an attack, its impacts, and the recovery time needed to recover
from an attack. The DT can actively support this process by providing an iso-
lated environment to test for process control [22]. This iterative simulation on
the DT can also identify potential losses during an attack and facilitate the
creation of a containment and response plan tailored to different attacks.

Privacy and Legal Compliance. Recently, monitoring the CPS’s security
and safety posture during operation is regarded as a critical task in [62]. The
monitoring activity could provide evidence of meeting security standards like
TEC 62443, which would assist organizations in complying with legal require-
ments. According to [62], the DTs may provide an accurate reflection of CPSs
throughout their entire lifecycle for continuous monitoring and documentation
of security and safety aspects. The NIS directive (European Parliament and the
Council of the European Union 2016) has brought about an increase of regula-
tory requirements for operators of CPS, which requires integrating security and
legal compliance support into DTs.

DTs were used in [16] to enable automated privacy assessments and pro-
tect the privacy of smart car drivers, as shown in Fig.4. A DT of the car
continually receives data from the different sensors within the smart vehicle.

Stakeholder: Bank
T—— = _ Stakeholder: Insurance
Digital Twin Service
with security
and privacy
analysis

Personal Details: 3 Smart Car Data: Speed
Address, email, d b sensors, location,

Location, Age etc service history etc.

Fig. 4. Privacy protection and compliance via DTs
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An example of anonymizing customer data was provided in [16], where DT can
assist controllers and processors in fulfilling the general data protection regula-
tion (GDPR) requirements. The customers’ data is anonymized to preserve the
customers’ privacy rights before being sent to insurers.

This approach can be extended to other types of CPSs such as [48]. Privacy-
enhancing techniques based on DTs for smart grids, medical CPSs, and smart
transport are areas that need to be further explored due to the large volume of
the produced data [22].

Security for the Factory of the Future (FoF) and a System of Sys-
tems (SoS). A factory of the future (FoF) DT technology was proposed in [§]
to enhance cybersecurity resilience. DTs can be integrated into cyber ranges.
Cyber range products are used for cybersecurity simulation and training [7], but
using DT's will help better understand how cyber events are represented between
the physical asset and the digital counterpart. Hence, combining DTs and cyber
ranges benefits safety monitoring, predictive decision making, and SoS architec-
ture decision support. Moreover, human behavior can be integrated into the DT
for security testing. Nearly 60% of all cyber-attacks involve a human (intention-
ally or unintentionally), the inclusion of human behavior modeling will enhance
the cyber resilience capability of the FoF [74].

3 Cybersecurity of Digital Twin

The second important research question in this work is: “What is the current
state of cybersecurity for the DT?

With the growing convergence of information technology (IT) and operation
technology (OT) [46], the evolution of intelligent manufacturing and industry 4.0
automation have increased the cyber attack surface dramatically. As manufac-
turing assets become increasingly interconnected, decision-making will be more
reliant on DTs, and the increasing use of cloud manufacturing services increases
the attack surface [8], a new attack fractal.

DTs have been considered by organizations to add to the current fractal
and they must be subject to security measures to prevent an entry point for
cyber attackers [7]. When machines are unprogrammable and relied mostly on
electric power, the security issue is not important because they were isolated
from the organizational infrastructure. However, with the introduction of the
internet to the manufacturing industry has opened many security challenges
[46,47]. Therefore, it is worth considering that the introduction of the DT will
enlarge the attack surface. Therefore its weakened security requires additional
measures and enhancements. Our main finding is that the decision to adopt and
deploy DT in organization and industries poses additional challenges in security
and privacy [43], which is the main focus of this section.

Along with all of the benefits and opportunities that DT brings, new attack
vectors are also exposed. Adopting DT is a promising performance enhancement,
and there has been an impeding demand from academic and industrial research.
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But, quantification of security challenges and potential solutions should be inves-
tigated thoroughly before the adoption of DT [39]. When an attacker gets access
to a DT of the system, great care should be taken to prevent the attackers get-
ting into the physical twin and compromising them [39]. As mentioned earlier,
we can consider DTs of cars and/or remote surgery, which requires bidirectional
communication links, therefore security needs are to be given equal attention to
that of performance improvements for improved seamless migration to DTs.

Data Security Involving Personally Identifiable Information. DTs
present privacy issues. Due to a large amount of data collected from users,
especially in AVs or digital healthcare, the information may allow insights into
people’s behavior and usage patterns without their consent. The data could help
target specific advertising at the users or even inflate insurance and healthcare.
Similar to security and privacy regulations present in most of the standards fol-
lowed in IT and OT, regulatory mechanisms need to enable usage of DT while
preventing its misuse [10].

While the DT aims to represent its physical counterpart as accurately as
possible, it raises the possibility of the collected data related to individuals’ life,
behavioral patterns, intellectual property, or combined. Currently, no regulations
explicitly govern the ownership of data within a DT. As this paradigm further
evolves and permeates into sectors like smart cars and smart health, data own-
ership will become increasingly important since the participant is part of the
DT with significant data contribution in both cases—health and AVs. However,
third parties are involved in the administration and management. Further ques-
tions include—who owns the data, who are allowed to access it, and when the
access is granted [28]?

The DT environment must be developed with a strong resilience towards
viruses and malicious activities. Compromising the private, sensitive, and confi-
dential information within the DT can damage all sources of the physical twin
that are communicating with the DT. A focus needs to be given to the DTs in
the medicine and healthcare sectors regarding data security and privacy [6]. A
security layer was introduced to a DT model in [18] for secure data sharing in
the DT environment. And the security layer is used to protect the sensitive data
transmitted between the DT and its physical counterpart.

Intellectual Property Protections. DTs raise the need for intellectual prop-
erty protections. Intellectual property protection mechanisms like watermarking
[29] and digital rights management (DRM) [53] can protect the DT and its
organizational specific knowledge. However, watermarking and DRMs can be
bypassed.

Trusted Platform Module Use. Further security protections for a DT may
limit its use to a specific set of hardware or specific machines using a trusted
platform module (TPM). The secure execution of DT is ensured via a successful
cryptographic exchange between the hardware and software.

Software Security within the DT. An end-to-end scheme for cyber resilience
was proposed in [75] to enable the security of DT software. The scheme identifies
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vulnerable functions in DT software projects for healthcare. A deep code atten-
tion technique was employed to explore the context code relationships between
vulnerability-related keywords. The results of empirical studies showed superior
performance to some state-of-the-art deep learning methods.

4 Challenges and Future Directions

The proliferation of IoT-enabled CPS induces multiple complexities. Since CPS
are key components of a DT, the associated risks and vulnerabilities need to
be better understood. The security-by-design is achieved through considering
security and incorporating it from the design phase of a technology. While tech-
nology is moving at an accelerated rate and the transmission and supervision
of vast quantities of data is supported by a sturdy infrastructure, the standards
which govern data transactions are outpaced by the rise of smart technologies
and their inclusion into different smart sectors [15]. The inter-connectivity of
different smart sectors increases the threat surface and may lead to a severe
security breach [1].

IDS Challenges. SIEMs are too complex for us to create intrusion detection
and correlation rules [19]. Future research is needed to define complex rules in
simple code to reduce the requirements of SIEM experts’ familiarity with the
SIEM syntax. Thus, more and more security personnel may contribute to the
improved lightweight framework.

Physical Twin Vulnerabilities Affecting the DT. Cybersecurity risks
present themselves to the DT paradigm [27]. Since the DT becomes a repos-
itory for enormous amounts of data via collection from sensors, a successful
compromise of the system can result in the loss of sensitive data and finan-
cial damage. As DTs are used to predict and provide suggestions based on the
acquired information, the compromise can also lead to the loss of business secrets
and processes. When a hacker has attained access to the DT, the attackers may
find a rich data asset, including a blueprint of the entire system and the pos-
sessed data on the DT, and a viable method of influencing the real twin in the
case of a bidirectional twin [27].

Security gaps between DT and real twin were identified with examples of
failing to replicate a microcontroller’s security protection in the real twin within
the DT. While there has been an increasing amount of research on the DT
paradigm, there is little research on the actual security of the DT itself.

Security issues of a DT are similar to the security concerns observed in IoT,
since they are connected as key components to a DT. The security issues include
data encryption, access privileges, principle of least privilege, labelling known
device, and vulnerabilities.

Threat modeling of the different components that make up a DT needs to
be carried out to enable a secure by design DT that can mitigate the cyber
risks currently present within it [1]. Within the smart healthcare sector, security
threats were identified in [72] on smart devices, including hardware exploitation,
backdoors, software exploitation, and many more.
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CPS can attract compromised-key attacks due to authenticity requirements
among different sensors using the handshake protocols. It can be problematic
since CPS are key components of the DT, especially since the supporting infras-
tructure can be manipulated to enable a backdoor [31] to the system for future
access or potential intellectual property (IP) theft.

Data and Information Privacy Challenges. In [76], a DT was used to
protect human safety in an airport cargo scenario. This work can be extended
to include individual health status like blood pressure and heart rate, which
can develop normal patterns of human behavior to check for anomalies and
challenges.

Healthcare DTs applications will require massive development in terms of
cyber resilience [14] due to the volume of patient data that is collected, moving
in transit, and processed between the digital and physical twin. The information
like personal data about a patient and their current state of health, needs to be
handled with the utmost care, so hospitals and organizations must ensure the
data security and integrity [75]. Vulnerability detection is a crucial requirement
for cyber resilience in healthcare DTs [34] since an exploited vulnerability in the
medicine DT can pose threats to its many users.

In [10], the privacy concerns were explored for DT in healthcare. Since a DT
in medicine can be used to create the ‘virtual patient’, governance and due dili-
gence will need to be used to safeguard the rights of a DT user. The governance
can use processes from how biobanks or medical banks are inspected, designed,
and regulated. Data protection will be a vital concern of the DT paradigm being
used in medicine due to the sensitive nature of the data.

Human Errors. The human factor in any technology is currently overlooked
as an inherent weakness and underestimated in the cyber-physical networks.
The increasing number of phishing attacks to exploit this vulnerability are a
severe threat, given that smart devices and the emerging use of IoT are targeted
extensively. Another vector to be considered is the threat of the malicious insider
[2], resulting in non-compliance, fraud, industrial espionage, or even plain human
error. A baseline needs to be established to distinguish normal and malicious
behaviors and integrated into the DT IDS [13]. Since a DT forms part of an
organization’s proprietary technology, it requires stringent IP protection.

Integration of Legacy Systems with a DT. With CPSs having a long life
cycle, implementing the DT on brownfield sites will be a large area of interest
[22]. Older systems are often insufficiently documented, which may affect the
DT model’s accuracy. It can lead to a dysfunctional DT representation of the
system. The challenge will be to determine the use case of the DT. According
to [12,22], a specification mining approach was proposed to implement an IDS
of automation systems. Further research needs to be conducted on how legacy
systems and DTs can be integrated to enhance the cyber resilience.

Enabling a Factory of the Future DT. Currently, the scope of DT is tied to a
single asset. According to [8], the narrow scope is a limitation with current DTs.
More research is needed to release the DT beyond the limits of an individual
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physical asset and eventually span the complete System of Systems [61]. The
System of Systems is not a sum of isolated assets but a complete network of
factories [38].

4.1 Potentials of DTs with Cybersecurity

Cybersecurity professionals shall establish an online digital clone for each phys-
ical device in the world through cyber DTs. As mentioned, such automated
emulation simulates cyber attacks, circumvent vulnerabilities and spots possible
threats before the actual production environment is effected. To this end, we
have identified the following avenues for future research.

Attacks to/from DTs. When machines were not programmable and only relied
on electricity powering them, there was little concern about their security since
they were isolated from the organizational infrastructure. The introduction of
the internet to the manufacturing industry has opened many challenges in terms
of security and the many opportunities it presents. More research is required
on the attacks against DTs or even attacks that can be carried out using the
DT itself [22]. Since the DT is a replica of the system and is used to provide
a digital replica of the physical counterpart, a capable attacker can manipulate
the data in the DT to hide their traces within the physical counterpart go unde-
tected. Alternatively, if the DT can issue automated commands based on the
actions of the physical system, a compromised DT can be used by an attacker
to issue malicious commands back to the physical asset and cause it to go to an
unsafe state. The security and privacy concerns will be a key discussion factor in
the future development of DTs. Its current level of maturity indicates a strong
presence in industry 4.0 and the automation of manufacturing [33].

To thoroughly examine the security for a manufacturing system, five levels
were proposed in [30] for the CIM model [64]. The five levels of the CIM model
can be applied to the DT since it replicates the physical twin. By ensuring that
security rules are defined, established, and implemented at each level, security
within an organization could be addressed from a high-level view to more gran-
ular aspects of the system. The five levels are: i) Enterprise or Corporate
level: Decision related to workflows and operational management are defined
that span the complete process from production to the finalised product; ii)
Plant Management level: The decisions that affect management of a single
plant; iii) Supervisory level: The decisions that affect the manufacturing cells
that come under a single supervisory process; iv) Cell Control level: This
decision at this level effect a single process and its performed actions; v) Sensor
Actuator level: This level consists of the most granular aspects of the system
which could consist of the sensors, actuators and controllers that integrate to
perform the physical process

Protocols used to support the manufacturing infrastructure like modbus,
distributed network protocol (DNP3), industrial Ethernet, PROFIBUS, building
automation, and control networking (BACnet) are mainly used for supervisory
controls and not security. They cannot provide authentication, confidentiality,
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integrity, non-repudiation, and the ability to detect anomalies [30]. Manufactures
are exposed to cyber liabilities like non-availability of systems, data breaches,
intellectual property theft, and third-party damage.

Securing DTs with Authentication Measures. With the authors in [31]
using DT's as a use case in remote control for surgery, they emphasize a strong
need for authentication on each site where the DT is operating. Using state-of-
the-art techniques like multi-factor authentication (MFA) and biometric authen-
tication [65,70] should be made mandatory in addition to the application of
physical access controls to the DT system. Any physical access to the facilities
should be restricted and supported by strong multi-factor or biometric authen-
tication [1]. A malicious actor could wreak havoc if they were to gain access to
the system and affect all the connected systems and those that are linked to
the DT. While there is very little research in authentication measures for a DT,
research into this would provide an added layer of security that would make the
DT harder to compromise and add to the defense-in-depth approach taken to
secure it.

Knowledge-Based IDS for DTs. Multiple articles attempted to identify and
mitigate cyber-attacks by using DTs as an IDS system. In [52,57], many IDSs
have revolved around behavior-based systems because knowledge-based systems
need historical data of realistic previous exploits to establish rules. DT's can be
used as testbeds to obtain the required system behavior and data and can also
be used as testbeds to simulate realistic incidents.

Scope and Optimality of DT. While the DT is meant to be a digital mirror
image of its physical counterpart, it should only provide support to its physical
twin and not be a redundancy backup that replicates the CPS in its entirety [22].
While a cost-effective method for operating a DT is proposed in [9], there is no
current standard for how accurately a DT is supposed to mirror its physical twin.
It is challenging to build a DT with sufficient capabilities [20]. Due to this pursuing
the balance between budget and twin similarity is a direction worth pursuing.

DT-Based Honeypots. Honeypots are employed as baiting mechanisms to
attract hackers by emulating a real-world environment. The primary use of hon-
eypots is to serve as deception devices and discover attackers’ tactics, techniques,
and procedures. The use of hardware automation can enhance their similarity
to real-time systems to enhance the credibility [45]. While we found no publica-
tion in this area, the results and learnings from integrating a DT with a cyber
range can help create an accurate representation of the physical environment as
a honeypot.

Secure Decommissioning with DT. Simulation has not been used for decom-
missioning an asset, even at the peak of its research [42] except for when it is an
asset of high risk like a nuclear power plant [50]. Any high-risk asset requires to be
securely decommissioned. It also holds for the DT that is accompanying a high-
risk asset through its production life cycle. The DT needs to be decommissioned
securely and avoid any instances of unauthorized access [22]. Since the DT has
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been leveraged in different phases of the systems’ life cycle, Eckhart et al. [22]
advocate to include the DT in the last stage of the life cycle (the decommission-
ing stage). Moreover, the inclusion of DT in the prior stages will allow a holistic
view of how a DT can be used to its full capacity.

Human Behavior with DT for IDS. Human behavior modeling is in a very
early stage of development within the DT concept [11,24]. Human behavior may
have a massive impact on any manufacturing process since interfaces that require
human input can be error-prone. A tired worker can lose focus and cause a prob-
lem with a machine [58], and it is challenging to distinguish as a malicious act or
an accident. Nevertheless, it requires an understanding of human intention com-
pared to normal behavior addressed by techniques like User and Entity behavior
Analysis (UBEA) [5]. It has not been explored across cyber ad physical spheres
yet. The authors in [8] propose that interactions with equipment (systems, appli-
cations, mouse, and keyboard) can be used to build a worker’s profile which will
establish a normal baseline of their activities and patterns of work and isolate
any anomalies that might arise from the safety and security point of view; see a
DT-enabled tracking framework [76] and the reference therein.

DT, SOC, and SIEM Integration. In [19], a DT was integrated with a
SOC and SIEM to detect a MITM attack. It created new rules for the STEM
to assist with attack detection. This paradigm could be extended further by the
data provided to the SOC from the DT or even the addition of cyber threat
intelligence (CTI) and the common vulnerabilities and exposures (CVE)s. The
integration of these could be used to simulate various scenarios in the DT and
make it as realistic as possible. It could also be supplemented using data that has
been obtained from honeypots about the attacker’s TTPs. A point of convergence
between the DT and CRs was forecasted in [7]. However, no research publication
has been found for connecting security tests and simulations in a DT setup in
early 2021 [8].

5 Conclusion

Over the past decade, fast advances in machine learning, artificial intelligence,
IoT, and others have played a part in the emergence of the DT and will continue
to do so for the upcoming decade. The advancement of technologies has led to
the DT applied in broad fields, including manufacturing, aviation, automobiles,
medicine, the design of cities, and many more. This paper has explored how the
DT can be utilized further by enhancing cybersecurity measures.

This paper answered the two research questions: How does a DT currently
contribute to cybersecurity? What is the current state of cybersecurity for the
DT? We have examined some promising frameworks in the literature and have
provided insights into the different use cases where DTs can enhance cyberse-
curity. Regarding the DT’s security, some methods are used to prevent access
of the DT from falling into malicious hands, but further research is required. In
conclusion, this study has provided challenges faced by the use of DT and open
research areas worth exploring to further this concept.
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