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Abstract. I propose to develop a quantitative and qualitative frame-
work to integrate a Trusted Execution Environment (TEE) into the
pipeline of secure computation by combining it with other cryptographic
primitives. Such a hybrid framework will utilize mathematical and sta-
tistical modeling techniques to decide how to combine TEE and crypto-
graphic primitives and evaluate the potential for performance improve-
ment by moving secure computation processes into or out of a TEE.
Ideally, I will be able to determine when to combine TEEs with pure-
cryptography techniques to improve performance for a task, instead of
simply using either method alone and only achieving suboptimal perfor-
mance. The final goal is to design and develop an actionable decision-
making framework, and utilize it to optimize the secure computation
process.
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1 Introduction

Background: Third-party analysis on private records is becoming more impor-
tant due to widespread data collection for various analysis purposes in business,
government, academia, etc. This can be observed in many real life applications,
such as the Smart Grid, Social Network Services, Location Based Services, etc.[8].
While existing service providers support large scale high performance computa-
tion over unencrypted data, data in its plaintext form often contains private
information about individuals, and the publication of such data may violate
legal agreements such as HIPPA, GDPR, etc. Current best practices for secure,
privacy preserving computation over this data (i.e., Secure Multiparty Computa-
tion (MPC), Fully Homomorphic Encryption (FHE), etc.) generally incur huge
computation and/or communication overheads when compared to computing
over plaintext data. A promising approach towards secure computation, that
can be significantly faster than expensive cryptographic approaches, is to utilize
a Trusted Execution Environment (TEE), a secure area of the main processor
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that leverages hardware and software components to guarantee code and data
loaded inside the TEE will be protected from malicious tampering or eavesdrop-
ping by software operating at a higher privilege level.

Research Goal: While TEEs are a promising technology that have seen major
adoption in industry, their performance has not been rigorously studied in compar-
ison to pure cryptography techniques. Currently there is no comprehensive, up-to-
date study that provides qualitative and quantitative information to prospective
users on whether a TEE is a useful addition to their system. The general assump-
tion is that TEE is always superior to cryptographic primitives, however there exist
lightweight primitives that have high efficiency and /or throughput. In order to bet-
ter understand the benefits of deploying TEEs in the wild, I propose to design a
framework that can quantify the potential for performance improvement or degra-
dation by migrating all or part of a system into or out of a TEE.

The proposed framework will ensure that users have a deep understanding
of what segments of code are the best candidates for a migration to a TEE
to improve performance. Note that my framework will not ignore existing data
protection mechanisms (e.g., pure cryptography solutions). Rather, it tries to
complement the competing privacy-preserving computation methods, to better
understand the advantages and drawbacks of TEEs when compared to more
traditional techniques. Ideally, it will identify situations where using both tech-
niques together will offer superior performance to using one of the techniques in
isolation. The contribution of the proposed framework is noteworthy: it assists
security specialists in analyzing their projects and determining if a TEE is right
for them based on both performance and resource availability. It will contribute
to the adoption and growth of the intelligent use of TEEs in the data privacy
ecosystem and protect potential users from naively using TEEs incorrectly and
slowing down their system performance.

Research Challenges and Intellectual Merit: Many challenges exist in the
framework design. TEEs come with their own set of constraints, including com-
putational overhead due to expensive encrypted context switching operations, a
lack of access to reliable and sophisticated parallel computing technologies, and
code size constraints. Therefore, it is challenging to know which tasks are best
suited for migration into a TEE, and which are better suited for other pure
cryptography techniques. A rigorous analysis would be of great value to system
designers during the early stages of planning their system designs, so they could
avoid investing too much time in a technology that is not well suited to their
application. No one has yet attempted a quantitative study to model which types
of computing paradigms or operations are best suited for either domain, which
adds difficulty to this task.

Preliminary Work: My own prior work suggests that there are several sce-
narios where combining TEEs and pure cryptographic approaches together can
provide superior performance to simply using one technique on its own. Many
protocols are complex enough that the logic of certain components are better
suited for TEEs, while other components are more ideal for utilizing pure cryp-
tography techniques, and this is discussed in more detail in Sect. 3. No one has yet
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attempted a quantitative study to model which types of computing paradigms
or operations are best suited for either domain or how to develop a hybrid com-
puting approach that combines pure cryptography with TEEs to obtain optimal
performance. These challenges add intellectual merit to this task.

Broader Impacts: In the long term, the proposed project has the potential to
assist security specialists in analyzing their projects and quantifying how a TEE
can improve their system’s performance based on their resources. This project’s
broader impact will contribute to the adoption and growth of the use of TEEs
in the data privacy ecosystem, and protect potential users from incorrectly using
TEEs in a way that introduces unacceptable vulnerabilities or slows down their
systems. I propose to utilize theoretic techniques to model runtime, and also run
empirical tests to determine the real world runtime of computational tasks. This
will determine which tasks are better suited for TEEs and which are more appropri-
ate to pure cryptography techniques. I plan to leverage the framework to inform
the system design process when investigating whether to migrate part of a real
world secure polynomial aggregation protocol into or out of a TEE. Each of the
methodologies and TEEs discussed in this framework will be evaluated thoroughly
to determine the pros and cons of using a TEE to solve this research problem.

2 Privacy-Preserving Computation Today

Although there is also a growing need for technology that supports privacy-
preserving time-series data analysis, there are relatively few techniques that
offer practical levels of performance and accuracy. Fully Homomorphic Encryp-
tion (FHE), Differential Privacy (DP), Secure Multiparty Computation (MPC),
or Oblivious Polynomial Evaluation (OPE) might be used individually as black
boxes to solve this problem, but each have significant constraints that nega-
tively impact their practical deployment in the real world [9]. FHE’s high com-
putational overhead leads to significant slowdown that makes it impractical in
large-scale settings. DP adds noise to the final output of the function, and the
resulting accuracy loss can greatly harm the predictive power of any analysis.
MPC requires participants to send multiple messages during protocol execution,
which can seriously degrade overall runtime. OPE also requires multiple mes-
sages to be sent, and is primarily focused on the two party setting, which limits
its applicability in large scale data analysis.

Private Stream Aggregation (PSA): PSA is a form of distributed secure
computing that is promising for achieving this functionality. With this technique,
users independently encrypt their input data and send it to an aggregator in a
way that allows the aggregator to efficiently learn the aggregation results of
time-series data without being able to infer individual data. PSA is generally
superior to other types of secure computation paradigms (e.g., MPC, FHE) in
large-scale applications involving time-series data because of its extremely low
overhead and the ease of key management [11]. Notably, PSA is non-interactive
(i.e., users send their time-series data in a “stream” and only one message is
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sent per time interval) and asynchronous (i.e., users can leave after submitting
their inputs), making it more efficient in communication than most existing
alternative techniques [14]. Although PSA is a mature field of study, prior work
in this field is mostly limited to simple aggregation (sum, average, etc.). Due to
these limitations, it is challenging for even the most advanced PSA protocols to
be deployed in real-world applications.

Trusted Execution Environments (TEEs): One of the most prevalent TEEs
in modern computing is Intel SGX. I review Intel SGX below, as most modern
TEEs support a majority of the services it provides. Intel SGX is a set of new
CPU instructions that can be used by applications to set aside private regions
of code and data. It allows developers to (among other things) protect sensitive
data from unauthorized access or modification by malicious software that may
be running at superior privilege levels. To do this, the CPU protects an isolated
region of memory called Processor Reserved Memory (PRM) against other non-
enclave memory accesses, including the kernel, hypervisor, etc. Sensitive code
and data is encrypted and stored as 4KB pages in the Enclave Page Cache (EPC),
a region inside the PRM. Even though EPC pages are allocated and mapped
to frames by the OS kernel, page-level encryption guarantees confidentiality and
integrity. In addition, to provide access protection to the EPC pages, the CPU
maintains an Enclave Page Cache Map (EPCM) that stores security attributes
and metadata associated with EPC pages. This allows for strong privacy and
integrity guarantees if applications can be written in a two part model [4].

Applications must be split into a secure part and a non-secure part. The
application can then launch an enclave, which is placed in protected memory,
that allows user-level code to define private segments of memory, whose con-
tents are protected and unable to be read or saved by any process outside the
enclave. Enclave entry points are defined during compilation. The secure execu-
tion environment is part of the host process, and the application contains its
own code, data, and the enclave, but the enclave contains its own code and data
too. An enclave can access its application’s memory, but not vice versa, due
to a combination of software and hardware cryptographic primitives. Only the
code within the enclave can access its data, and external accesses are always
denied. When it returns, enclave data stays in the protected memory. In some
operating systems, enclaves must be less than 128 MB, which presents a con-
straint on the size of SGX dependent programs. The enclave is decrypted “on
the fly” only within the CPU itself, and only for code and data running from
within the enclave itself. This is supported by an autonomous piece of hardware
called the Memory Encryption Engine (MEE) that protects the confidentiality
and integrity of the CPU-DRAM traffic over a specified memory range. The code
running within the enclave is therefore protected from being “spied on” by other
code. Although the enclave is trusted, no process outside it needs to be trusted
(including the operating system itself) [4]. Before performing computation on a
remote platform, a user can verify the authenticity of the trusted environment.
By using the attestation mechanism, a third party can establish that software is
running on an Intel SGX enabled device and within an enclave.
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3 Open Questions to Answer

Although a large variety of techniques for secure computation exist, currently
two of the most practical (in terms of performance) are lattice-based Private
Stream Aggregation and Trusted Execution Environments. However, although
it is known these techniques can be utilized to efficiently process different types
of tasks, there is still a great deal of uncertainty regarding which techniques are
best suited for different types of computation. I seek to answer the following
research questions: “How much speedup, if any, can I expect to gain if I migrate
sections of code into a TEE? Also, can I meaningfully quantify any potential
speedup while taking resource costs into account? Furthermore, can I organize
computational tasks in a meaningful way that will assist potential TEE users in
designing their computation pipeline?”

Advantages of TEEs. A significant advantage of TEEs over PSA is support for
branching computer logic (i.e., if else statements). Modern TEEs allow users to
simply utilize basic C++ syntax to support such statements. However, due to the
underlying mathematics, PSA does not have any built in techniques for achieving
this functionality, since conditional statements on ciphertexts cannot be evalu-
ated (practically), because the encrypted values cannot be seen to determine
which branch to take. There is some work that leverages Lagrange Interpolation
[12] to formulate a polynomial function that allows for homomorphic threshold-
ing, but this techniques requires an expensive preprocessing step that makes it
far more impractical for computing conditional statements than utilizing a TEE.
In addition, TEEs do not suffer from noise when performing addition or multipli-
cation over encrypted values. This means we can perform as many computations
over encrypted data as we would like without encountering any slow down. With
lattice-based PSA, every operation adds some noise to the result of the compu-
tation, such that in practice there is a limit to the amount of computation that
can be performed before the result is not recoverable. Note that it is possible
to utilize a technique known as bootstrapping to remove this noise periodically,
in order to allow for an unlimited number of operations to be computed over
ciphertexts, but this technique adds significant overhead to the overall runtime
of a program, and in practice it is usually not used.

Advantages of PSA. TEEs do have several drawbacks that raise questions
regarding when they are superior to or inferior to PSA. By their nature, TEEs
require that users have specialized trusted hardware and firmware in order to
utilize the technology, and this raises some compatibility issues in certain envi-
ronments that can prevent TEE code from being as portable as PSA based
techniques. Also, current TEEs are limited to a finite amount of space that can
be set aside in a system to store encrypted data. This space is typically known as
an enclave, and is generally limited to 128 or 256 MB on state of the art TEEs.
In practice, TEEs can encounter significant overhead when paging is triggered,
due to overflowing the space constraints of an enclave, and this makes comput-
ing over large quantities of data impractical when compared to PSA. However,
Intel recently announced that it plans to dramatically increase the maximum
size of enclaves in future releases to be approximately 1 TB, so it is unclear if
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Fig. 1. Histogram aggregation experimental results

this issue will remain significant in the long term [1]. In addition, current TEEs
have difficulties utilizing parallel computing techniques, such as multi-threading
[13] due to the lack of common synchronization primitive support often found
on traditional operating systems. Also, leveraging threading within the Intel
SGX can introduce security vulnerabilities [15]. Although efforts are underway
to provide additional support for parallel computing, in order to mitigate against
side-channel attacks (particularly timing attacks) it seems that for the immediate
future parallelism inside a TEE will be inferior to standard techniques available
from an OS.

4 Current Stage of Research

During previous projects, I did some exploratory work investigating the useful-
ness of combining TEEs with PSA to improve performance. The results suggest
that for different problems, each method may sometimes be superior if used on its
own, but there are circumstances when combining the two approaches may ulti-
mately yield better performance. For instance, when I investigated methods to
improve the speed of private histogram calculations, I found that utilizing stan-
dard encryption algorithms, such as AES, to simply pass data into an enclave
to be computed over, or pure cryptography based solutions (such as the PPM-
HDA [7]), that does not utilize a TEE, does not always offer the best performance
overall. Instead, our novel approach of leveraging a TEE combined with shuffling
algorithms outperformed these baseline techniques, and our approach was within
one order of magnitude of plaintext computations in some scenarios, as seen in
Fig. 1. This suggests that intelligently combining PSA with a TEE may at times
offer the best overall performance potential.

I also observed this when investigating techniques to provide non-interactive
fault tolerance to PSA schemes by leveraging a TEE. In the original design,
I incurred significant additional computational overhead, since the aggregation
step was done inside the TEE. In an effort to improve efficiency, I outsourced
some aggregation computation to the untrusted aggregator to improve perfor-
mance and avoid the MEE’s overhead. Current literature suggests most TEEs
run common functionalities over an order of magnitude slower than what can
be achieved on comparable untrusted hardware, due to the overhead of com-
puting within the enclave [10]. This protocol modification allowed for the some-
what expensive aggregation step to be done on more powerful, albeit untrusted
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Fig. 2. Cryptonite (PSA) experimental results

hardware, that has better access to parallel computing resources, without com-
promising security. This effect can be observed in Fig. 2, where the aggregation
time can be dramatically improved if this is performed outside the TEE. This
suggests that combining TEEs with pure cryptography can lead to performance
improvement over simply leveraging TEEs on their own.

Based on these observations, I conjectured that their may be instances where
a hybrid approach, that combines TEEs with pure cryptography techniques,
such as PSA, may offer ideal performance that avoids the trade offs of using
either technique in isolation. With this in mind, I designed a framework to sup-
port privacy-preserving polynomial aggregation, by combining any preexisting
PSA scheme with a TEE. Note that PSA based on pure cryptography only
supports either addition or multiplication, but I need to leverage both to com-
pute a polynomial function. This seems to suggest that traditional PSA alone
cannot support polynomial calculations, but integrating a TEE allows additional
secure functionality that supports computing more complex functions. This tech-
nique essentially performs the multiplicative components of polynomial evalua-
tion using PSA, but then decrypts the intermediate data inside the enclave, so
that privacy is still preserved, while computing the additions needed to recover
the final output. During a case study when I simulated computing a regression
task over several public datasets from the UCI database, I compared the per-
formance of this method of combining a TEE with PSA with an approach that
only utilizes pure cryptography (PDA [8]). I found that this method is at least
an order of magnitude faster, as shown in Fig. 1. This result is encouraging, and
I feel that a deeper investigation of which components should be done in a TEE
and which should be outsourced is needed to obtain optimal overall performance.
This problem may be ideal to use as a case study for validating our framework.

5 Proposed Methodology

5.1 Framework Design

I plan to quantitatively examine TEE performance when compared to existing
secure computation techniques (i.e., PSA) to determine which types of program
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Table 1. Cryptonomial performance on UCI dataset

Datasets Records | Features | Our time | PDA time | Speedup
Census 48,842 |14 2.85s 355s 125x%
Bank 45211 |17 2.75s 341s 124 x
Insurance 9,822 |14 0.64s T4s 115x
White wine | 4,898 |11 0.35s 33s 94 x
Red wine 1,599 |11 0.17s 12s T1x

logic are better suited for TEEs, and which might be faster outside a TEE using
advanced parallel computing over encrypted data. Through the course of this
investigation, I plan to develop a mathematical/statistical model that can be
used to investigate program logic that computes over plaintexts, and determine
which approach will offer better performance, or if there might be merit in con-
structing a hybrid approach that uses both techniques. Although I may change
the modeling techniques I use during the investigation based on our results,
currently regression analysis [5] seems to be the most promising technique for
this study. Regression analysis is frequently used successfully for prediction and
forecasting after training a model using numerical data [5]. Also, it is known
that regression analysis can be used to infer causal relationships between inde-
pendent and dependent numerical data [2]. As a result, it seems to be a strong
candidate method for developing a general model to better understand how to
estimate overall runtime based on experimental data. However, regression anal-
ysis is known to have several weaknesses that may require us to utilize different
techniques [5]. I plan to develop benchmarks that evaluate the runtime and algo-
rithmic complexity for the following operations, to determine which are faster
for each approach (Table 1):

Integer add/subtract/multiply/divide

Float add/subtract/multiply/divide

Trigonometric Functions (sine, cosine, ..)

Variable Declaration

Assignment Operation

Logical Operations (i.e., >, <, etc.)

1D array allocation

Vector addition/subtraction/product (i.e. dot, cross. etc.)
Matrix addition/subtraction/product (i.e. dot, cross. etc.)
Other Relevant Operations

PPN AW

—_

In addition, I will need to investigate the impact of parallel computing when
performing this profiling, since although TEEs are limited to CPUs at this
time, purely cryptographic techniques can take advantage of advanced hardware
resources such as GPUs, etc., that will impact the overall performance potential.
With enough empirical data, I should be able to apply a number of techniques,
such as regression analysis, to fit the data and learn in detail what trends occur
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AES vs. Lattice Polynomial Aggregation
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Fig. 3. Lattice aggregation vs. TEE aggregation

as [ increase the amount of data and operations performed. While this may seem
simple, there are a number of complicating factors that often make it unclear
which technique offers faster performance/speed.

If T perform most computation in the TEE, I seem to gain processing time
improvement over PSA based approaches, since AES encryption and decryption
are significantly faster than their lattice based counterparts, due to a variety of
factors, including hardware optimization. Also, it is known that computing basic
operations over homomorphically encrypted data is considerably slower than
performing the same operations over their associated plaintexts. However, the
context switch involved in passing data between trusted and untrusted space is
known to be a significant bottleneck in many applications, and if I exceed the size
of the enclave, this will induce severe paging overheads that have the potential
to significantly decrease performance. Also, it is known that some TEEs (e.g.,
Intel SGX) have difficulties exploiting multi-threading [13] due to the lack of
common synchronization primitives often found on traditional operating systems,
and leveraging threading within TEEs can introduce security vulnerabilities [15]
which compromise data privacy.

On the other hand, although AES encryption is faster than FHE based tech-
niques, recently there have been a number of significant optimizations proposed
for lattice-based PSA that significantly improve its performance for certain sce-
narios. Besides increasing the overall runtime, these optimizations allow us to
use the SIMD paradigm when using lattice based PSA, that can dramatically
improve runtime for many common applications. This combined with advanced
parallel computing techniques on high performance hardware, such as GPUs,
could provide better performance in certain specific scenarios. Due to this large
variety of complicating factors, it is critical to obtain foundational data to learn
which approach offers better performance in specific scenarios. After gathering
the data, I will be able to build a theoretical model to understand which logic is
impacted by bottlenecks in either approach, build analytical tools to help guide
development processes.

Our preliminary data, shown in Fig. 3 suggests that without utilizing lattice-
based optimizations such as SIMD, and without utilizing side-channel attack resis-
tant logic inside the TEE, utilizing trusted hardware can be significantly faster
than a pure cryptography approach. To have a more nuanced understanding of the



Quantitative and Qualitative Investigations into TEE 381

differences in performance between the two approaches, I must first develop pro-
gram logic for inside the TEE that utilizes mitigation strategies to protect against
side channel attacks [6]. Then, I must develop program logic using lattice-based
cryptography with optimizations (i.e., RNS, SIMD, etc.) and parallel computing
techniques. Note that because I can encode multiple plaintext values into a single
ciphertext using SIMD optimization, it is nontrivial to adapt some algorithms to
take full advantage of the SIMD’s potential to improve performance.

5.2 Case Study

The final remaining problem that I plan to address is determining if there are
ways to improve the performance of existing protocols for privately computing
a polynomial function over a group of users’ inputs. More specifically, I seek
to answer the question “Is it possible to improve the current performance of
privacy preserving polynomial stream aggregation algorithms by intelligently
migrating subsections of the algorithms’ implementation into or out of a TEE?”
Specifically, I considered the problem of allowing a set of users in S to privately
compute a polynomial function over their collected time-series data, such that
an untrusted aggregator only learns the final result, and no individual honest
user’s data is revealed. More formally, I aim at supporting polynomial evaluation
over users’ time-series input data in the following format of a general multivariate
polynomial: f({zi;}ies j=1,..2) = 2 ;=1 ¢i([lies mff]ifts)7 where z is the number
of product terms in the polynomial, ¢; and e; ; are public parameters, and m; ; ¢
are secret data from the i-th user at time stamp ts.

Previously, I developed a framework, which can convert any PSA scheme
amenable to a complex canonical embedding [3] into a privacy-preserving stream
polynomial evaluation scheme, that supports general stream polynomial evalua-
tion. Currently, The framework performs the majority of computation outside of
the TEE, and only a small amount inside the TEE. However, during the design
and implementation of the protocol, I speculated that our framework was flexible
enough that it might be possible to modify it to either perform additional com-
putation inside of the TEE, to potentially improve performance, or move more
computation outside of the TEE | to lessen the reliance on trusted hardware and
improve performance.

The first path forward would be to potentially pass everything into the
enclave to speed up computation, by cutting down on the amount of compara-
tively expensive homomorphic operations. Instead, I might have all parties agree
on a polynomial function to compute, encrypt all of their data with a tradi-
tional cryptographic primitive, such as AES, and send it into the enclave to be
decrypted and aggregated. Alternatively, to compute the polynomial, I might be
able to add in multiplicative and/or additive secret shares, that I could perhaps
use to mask the final output until the sum of all of the products are combined.

The approach to do most computation in the TEE seems promising, since
AES encryption and decryption are significantly faster than their lattice based
counterparts, due to a variety of factors. In addition, there is the potential that
I might have a much smaller amount of data to pass into the enclave, and the
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context switch involved in passing data between trusted and untrusted space is
known to be a significant bottleneck in many applications. Note that the AES
ciphertexts for each user would likely be only roughly 16 bytes in size, whereas
their lattice-based counterparts can be roughly 10 KB in size.

However, there are cons involved too that also make the pure cryptography
approach promising as well. It is known that some TEEs (e.g., Intel SGX) have
difficulties exploiting multi-threading [13] due to the lack of common synchro-
nization primitives often found on traditional operating systems, and leveraging
threading within TEEs can introduce security vulnerabilities [15] which compro-
mise data privacy. Further, the MEE adds additional overhead into computing
over data inside the TEE, and there are also space constraints. Nevertheless,
computing this result without a TEE might have better performance, as I would
have access to the full amenities of modern parallel computing, including special
high performance hardware, such as GPUs, etc. My hope is that by performing
a deeper quantitative and qualitative investigation into TEEs, it will become
apparent which pipeline offers the best performance for this research problem.
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