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Abstract. With the development of cloud computing, storing and sharingmedical
data in the cloud is envisioned as a promising method for supporting a large
scale of users. However, if the sensitive information contained in the medical
data (e.g., prescribed drug) is leaked, the user privacy will be damaged. In this
paper, we propose an attribute-based Proxy Re-encryption scheme based on data
split. Security of data storage and the matching between doctors and patients are
tackled by CP-ABE and Proxy Re-encryption. To protect patients’ sensitive data,
improve the security of files, and reduce computing overhead, we adopt medical
file splitting technology and attribute key tree to update keys. The data is stored
by two cloud servers. Even if either server is attacked, the clear text cannot be
recovered without key information. Besides, mixed encryption is used to improve
the operation efficiency.

Keywords: Data sharing · Cloud storage · Attribution-based encryption · Proxy
Re-encryption · Data split

1 Introduction

With the rapid development ofCloud computing technology,more andmore users choose
to store and share their files in the Cloud, which is more convenient and efficient than
traditional storage. At present, most of Cloud storage services are provided by third-
party to help users manage information and store files. Now medical data sharing has
become more and more popular. However, if the patient’s medical records are leaked
by the platform administrator or stolen by hackers, it will inevitably bring the risk of
privacy disclosure to doctors and patients. Therefore, in order to ensure the safe storage
of patients’ medical data and facilitate the communication between doctors and patients,
reducing the pressure on the server is the research hotspot now [1, 2].

In different environments, many scholars have proposed CP-ABE schemes with
different functions and backgrounds. Blaze [3] and others first proposed the concept of
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Attribute encryption, which provides a new form of data sharing. Sahai [4–6] and others
put propose an identity-based encryption scheme.

In 2012, Seo [7] and others proposed the Proxy Re-encryption scheme (ABPRE),
which combines the original attribute encryption scheme (ABE) with the Proxy Re-
encryption, so that the sender can decrypt the data by satisfying the attributes when the
sender is offline.

The contributions of our work in this paper are shown as follow:

1) A new scheme based attribute Proxy Re-encryption scheme is proposed. After file
split, the data is divided into Body Data and Sensitive data, and the Body Data is
encrypted symmetrically and stored in the Data Cloud. Symmetric encryption is
used to encrypt the Body Data to update the key and reduce the calculation cost. The
CP-ABE and Proxy Re-encryption are used to be responsible for the operation and
matching, and then the cloud server can not get the complete file.

2) Owing to patients’ different requirements, it is necessary to update the key ofmedical
records. But the key update of Asymmetric encryption is inefficient. The Body Data
is encrypted symmetrically, the key and ciphertext are stored separately, which is
more efficient. This paper designs an attribute key tree for attribute encryption to
achieve the purpose of key update, we adopt the attribute key generation tree to
generate the keys of doctors and other roles.

3) Using the characteristics of Proxy Re-encryption and secondary encryption, users
can expand thematching requirements (e.g. patients can not solve the disease through
traditional interrogation). According to the patients’ new requirements, a new shared
structure is introduced by patients, and remote person consultation can be realized.

2 Related Work

Ibraimi et al. [8] proposed an access control scheme with Proxy Re-encryption technol-
ogy, but the cost of calculating Proxy Re-encryption key in the user revocation process
remains to be solved. Liu [9] proposed that in the cloud computing environment, the cloud
service is composed of multiple servers, and the user’s data is often stored in multiple
servers, and the user’s encryption operation may not be executed by all servers. Liang
K et al. [10] proposed the attribute-based Proxy Re-encryption (CP-ABPRE), which
extends the traditional Proxy Re-encryption (PRE) by allowing semi trusted agents to
convert the ciphertext under the access policy into the text with the same Plain Text
under another access policy (i.e., attribute-based re-encryption). Tiwari et al. [11] pro-
vide a flexible encrypted access control mechanism for data security access. A Proxy
Re-encryption scheme based on ciphertext policy attribute is proposed. Niu et al. [12]
proposed an improved Proxy Re-encryption sharing scheme, which improved the Proxy
Re-encryption to store themedical records in the cloud server. Zhang et al. [13] proposed
a sharing scheme of cloud storage combined with block chain based on attribute agent
re-encryption. Luo et al. [14] used the cross domain multi authorization center to share
the key, and used the key separation technology to realize the data privacy protection.
However, the above scheme can not be used to update the key, and there is a great security
risk. This scheme proposes a storage scheme of medical records based on attribute Proxy
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Re-encryption. The medical records are divided into two parts, the Body Data and the
Sensitive Data. Compared with the existing scheme, it reduces the operation efficiency
and improves the security.

3 Preliminaries

3.1 System Role

The schememainly include six roles: Patient, Hospital, Doctor, Key Distribution Center,
Data Cloud and Proxy Cloud, Process of our split attribute Proxy Re-encryption, which
is shown in Fig. 1.

1) Patient: Responsible for submitting attributes to the key distribution center and
managing key pairs.

2) Hospital (HS): The hospital is responsible for generating patient medical records for
split and encryption.

3) Doctor: Responsible for receiving medical records and submitting their own
attributes to the key distribution center.

4) Key Distribution Center (KDC): Responsible for accepting the attributes of doctors
and patients, and generating all keys.

5) Data Cloud (DC): A third-party cloud service provider with huge storage space and
the ability to store large-scale data.

6) Proxy Cloud (PC): A third-party cloud service provider with powerful computing
capabilities, mainly responsible for Proxy computing.

4 Protocol and Algorithm Design

4.1 Scheme Design

Fig. 1. Technological process of our split attribute Proxy Re-encryption.



346 W. Zhan et al.

The variable symbols used in the specific scheme, which is shown in Table 1.

Table 1. Symbolic variable

Symbol Meaning

U Attribute set

PK, SK Public key and private key

GP Public parameters

MSK Master key

k∗ Data key

(M∗, ρ∗) Shared structure

rkA→B Proxy Re-encryption key

CT,m Ciphertext, Plain Text

I Key information

4.2 Algorithm Component

There are eight algorithms in this scheme:

setup1k ,U → GP,MSK∗,PK (1)

System Initialization Algorithm: Input security parameters and attribute sets of 1k and
U respectively, outputGP as public parameters, MSK and PK as system master key and
system public key according to security parameters and attribute set.

Keygen1(PK,MSK, SA) → PKA, SKA

Keygen2(PK,MSK, SB) → PKB, SKB

Keygen3(MSK∗,Tree) → k∗
(2)

Key Generation Algorithm: Input system public key PK , system master key MSK
and user submitted attribute SA,SB. Output public key and private key PKA,PKB and
SKA, SKB. Master key MSK and attribute key Tree to generate Data key k∗.

DataSegm → m1,m2 (3)

Data Split: The Clear text m is divided into two parts, including Sensitive data m1, body
data m2.

ReKeygen1(GP, SKA,
(
M

′
, ρ

′)
,PKB) → rkA→B (4)
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Re-encryption Key Generation: Input public parameter GP, user private key SKA. And

the shared structure
(
M

′
, ρ

′)
and public keyPKB, OutputGenerate ProxyRe-encryption

key rkA→B.

Encrypt1(m1, k∗) → CT
′
A

Encrypt2(GP,m2, k∗, I ,M , ρ,PK) → CTA
(5)

Information Encryption Algorithm 1: Input Body data m1, Data key k∗. Output the
ciphertext CTA

′
.

Information Encryption Algorithm 2: Input Public parameterGP, Sensitive datam2,
shared structure (m, ρ),the public keyPK and data key k∗ And key information I . Output
ciphertext CTA.

ReEncrypt(rkA→B,CTA,
(
M

′
, ρ

′)
,PKB, SKA) → CTB (6)

Ciphertext Re-encryption Algorithm: Judge whether Bob is the system contract user, if
Bob is the system contract user, Input ciphertextCTA. Bob public key PKB, the patient’s

private key SKA. Share structure
(
M

′
, ρ

′)
, and ProxyRe-encryption key rkA→B generate

re-encrypted ciphertext CTB.

ReDecryptCTB, SKB → m2, k∗ (7)

Re-encryption and Decryption Algorithm: The system checks whether Bob conforms

the shared structure
(
M

′
, ρ

′)
, If Bob

(
M

′
, ρ

′)
consistent with Bob, Bob can use his

private key SKB to Decrypt CTB get sensitive data m2 and data key k∗.

Decrypt1(CTA,PK, SKA) → m2

Decrypt2
(
CT

′
A, k∗,GP

)
→ m1

(8)

Ciphertext Decryption algorithm: If the submitted attribute conforms to the shared struc-
ture, Bob obtains the private key SK through the keyDistribution Center (KDC). Accord-
ing to the PK, SK get the sensitive datam2. Bob asks cloud for CTA

′
, using the data key

k∗, And decryptCTA
′
, get the datam1.

4.3 Proposed Procedures

1) Initialization stage
Run algorithm 1, randomly select groupsG andGT and generators g, g1 ∈ G,α, a ∈
Z∗

p taking Bilinear mapping e : G×G → GT , Generate the system public param-
eterGP and Hash function to represent the identity of the Hash function ID, the role
of the basic attributes of the Hash function H1. The Hash function of doctor’s basic
information H2. Hash function of message H3.

GP = (
p, g,G,GT , e, g1, g

a,H1,H2,H3, ID, e(g, g)α
)

ID : {0, 1}∗ → G,H1,H2,H3 : GT → Z∗
p

PK = (e(g, g)a, g, g1, g
a), MSK = (

gα, a
) (9)
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Patients applied to the KDC and randomly selected t ∈ Z∗
P . Run algorithm 2 to

generate the unique public and private key pairs of patients (doctors) (Fig. 2).

SK = (K = gatgα,L = gt,Kx = ID(x)t, t ∈ SA) (10)

Fig. 2. Data split of our scheme.

2) Encryption stage
Run the algorithm 5 to encrypt and store it in the cloud. The data key is generated
by the Key Distribution Center (KDC).The structure of the attribute based key tree
is shown in the Figs. 3 and 4.

Fig. 3. The attribute based key tree of our scheme. (part 1)
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Fig. 4. The attribute based key tree of our scheme. (part 2)

At the same time, each node represents a different attribute group, and the leaf
node represents each user’s attribute. Each user has a unique identifier ID. For
example, a 40 years old man with degree is a professor of surgery in a specialized
hospital. After using the key to encrypt the segmented data segment, each user has
his own k k∗. The key k is:

k = H1
(
KG1‖KG3‖KG5

)‖H2
(
KU1‖KU2‖KU3

)
(11)

When the user no longer authorized the doctor access rights or authorized to the next
doctor, the key was changed, and the previously authorized user could not access
the file normally. Proxy Cloud receives data m1. Run the algorithm 5 to encrypt the
data, in which the access shared structure set by the patient’sM , ρ . Only when the
attribute access applied by the doctor meets the shared structure can ciphertext be
obtained CTB. The encrypted ciphertext can be expressed as follows:

CTA = ((m, ρ),A1,A2,A3, (B1,C1) · · · (Bi,Ci))

A1 = (m2 + I + k∗) · e(g, g)α·s,A2 = gs,A3 = gs1

B1 = (
gα

)γ1 · ID(ρ(1))−r1 , · · · ,

Bi = (
gα

)γi · ID(ρ(1))−ri

C1 = gr1 , · · · ,Ci = gri

(12)

Where M is the matrix of L × N , ρ is the mapping of M rows to attributes, and
{ρ(i)|1 ≤ i ≤ l} denotes the attributes in the access structure (m, ρ). S is the secret
to be shared. s, y2, y3 · · · yn ∈ Z∗

P . For i = 1 to l, set γ1 = vMi,Mi is the vector
corresponding to row i of matrix M , v = (s, y2, y3 · · · yn),r1 · · · ri ∈ Z∗

P [15].
3) Proxy key generation and Re-encryption stage

At this time, it is necessary to determine whether the doctor attribute conform the

new attribute set by the patients’
(
M

′
, ρ

′)
. If the access structure is conformed, run

algorithm 2.2 to generate the doctor’s Public key and Private key. Among them, the
Proxy Cloud randomly selects θ ∈ Z∗

P . so that all doctors who conform the shared
structure can obtain the same data key and realize consultation. The hospital (HS)
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calculation of rkA→B.

rkA→B = (rk1, rk2, rk3, rk4,RX )

rk1 = KH3(δ)gθ
1 = gαgatgθ

1 ,

rk2 = gθ , rk3 = LH3(δ),

rk4 = C ′
(m′,ρ′),RX = KH3(δ)

X

(13)

Judgewhether the doctor’s attribute conform the shared structure
(
M

′
, ρ

′)
. Random

selection δ ∈ GT .

CTB = (
(
mI , ρI

)
,A′

1,A
′
2,A

′
3,

(
B′
1,C

′
1

)

· · ·
(
B

′
i,C

′
i

)
,A4, rk4)

A
′
1 = δ · e(g, g)α·s′ ,A′

2 = gs
′
,A

′
3 = gs

′
1

B
′
1 = (

gα
)γ

′
1 · ID(ρ(1))−r

′
1 , · · · ,

Bi = (
gα

)γ
′
i · ID(ρ(1))−r

′
i

C
′
1 = gr

′
1 , · · · ,Ci = gr

′
i

(14)

When s conforn the shared structure of
(
M

′
, ρ

′)
, there exists a set of constants

{ωi ∈ Z∗
P}i∈l , make

∑
i∈l wiγi = s, Where {γi} is the secret of S.

A4 =
e(A2,rk1)
e(A3,rk2)∏

i∈l(e(Bi, rk3)e(Ci,Rp(i)))
ωi

(15)

4) Decryption stage
When the user communicates with the doctor, the doctor submits the correspond-
ing attributes to the key distribution system and conform the shared structure, the
algorithm 8 is used to decrypt the encrypted ciphertext. The solution process is as
follows.

A1
e(A2,K)

(
∏

i∈l
(
e(Bi,L)e

(
Ci,Rp(i)

))ωi )

= (m2 + I + k∗) · e(g, g)α·s

e(g, g)α·s

= m2 + I + k∗
Dk∗(CT∗) = m1

m2 + m1 = m

(16)

When the doctor obtains segment m2. Data key k∗. After that, Body data m1 and
sensitive datam2 to get clear textM . When the user is not satisfied with the doctor’s
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diagnosis, or the doctor can not make an accurate judgment, the solution process is
as follows.

δ =
A

′
1

e
(
A

′
2,K

′
)

(
∏

i∈l
(
e
(
B

′
i,L

′)e
(
C

′
i ,R

′
p(i)

))ω
′
i

)

(m2 + I + k∗) = A1

(A4)
1

H3(δ)

(17)

5 Experiments and Analysis

5.1 Performance Analysis

In this paper, we simulate our experiment in a computer with Intel i5–6500 CPU@ 3.20
Hz and 8 GB memory windows, and test the algorithm efficiency with Python.

Then, we compared the efficiency and ciphertext length of attribute with Luo’s and
Zhang’s scheme. Suppose that S represents the number of attributes and LG, LGT , LZP
represent the length of G, GP, ZP respectively. We mainly discuss four components
of our proposed scheme: system public key, system master key, user private key and
ciphertext length (Table 2).

Table 2. Complexity comparison

Scheme Luo’s Zhang’s Our’s

PK LGT (S + 3)LG + LGT LGT + 3LG

MSK LG LG + LZP LG + LZP
SK (3S + 2)LG (2S + 2)LG (S + 2)LG

CT SLG + LGT (2S + 2)LG + LGT (S + 1)LG + LGT

E is the exponentiation time, B is the bilinear mapping operation, S is the attribute,
Ek is the time encrypted (Table 3).

Table 3. Efficiency comparison

Schemes Luo’s Zhang’s Our’s

Initialization E(G) + E(GT ) + B (S + 3)E(G) +
E(GT ) + B

2E(G) + E(GT ) + B +
hH (m1)

Key generation (2 + S)E(G) (3 + S)E(G) (2 + S)E(G) + (h − 1)Ek

Encryption (10S + 4)E(G) +
5E(GT ) + 9B

(3S + 3)E(G) +
3E(GT ) + 7B

(6S+)E(G)+9B
h + h−1

h Ek

Decryption SB + γE(G) (4S + 6)E(G) + 5B SB+γE(G)
h + h−1

h Ek

Figure 5 shows that the number of attributes has no impact on our proposed scheme
in the initialization phase, compared with Luo’s scheme, our proposed scheme performs
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file and data segment integrity hash verification in the initialization phase. Figure 6
shows that in the key generation stage, when the number of attributes increases, the
computing time increases. In the key generation stage, the key update based on attribute
will be executed, and the time consumed is different from other schemes. Figure 7 shows
that the encryption time has some impacts with the number of attributes. The operation
time of sensitive data after CP-ABE and Proxy Re-encryption is 1/h of the original file
size, the total time of main data encryption, and the encryption efficiency of this scheme
is improved by 34.24% compared. Figure 8 shows the time cost in decryption phase.
And, in the decryption phase, our proposed scheme needs to decrypt the main data, and
therefore it is more than others when the number of attributes is low.

Fig. 5. Initialization stage. Fig. 6. Key generation stage.

Fig. 7. Encryption stage. Fig. 8. Decryption stage.

6 Conclusion

This schemedivides the data into different clouds for storage, reduces the server pressure,
and solves the efficiency problem to a certain extent. The attribute key tree is used
to realize the access control of one key at a time. All these make it possible for the
safe storage of medical data. Nowadays, the application of cloud storage is constantly
updated, and various technologies are constantly implemented. But the high complexity
of asymmetric encryption can not be widely used.
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