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Abstract. Predictive maintenance plays an important role in reducing long-term
maintenance costs, unplanned downtime, and improving the lifetime of industrial
machines. A common trait of machines is that they produce heat while working,
resulting in a temperature pattern. Temperature can be a key parameter for moni-
toring the condition of machines, further aiding the diagnostics of problems. This
paper presents an Internet of Things (IoT) system that monitors and detects ther-
mal anomalies in industrial machines using deep neural networks (DNNs). The
proposed system enables the DNN to run and make predictions inside a microcon-
troller, reducing the amount of data that needs to be transmitted to any external
server. Furthermore, this system uses a platform that centralizes multiple sensors
with the option of communicating with a server that runs two additional neural
networks that are specialized in highlighting zones of interest in the thermal image
and monitoring the temperature behavior over time. The system was tested in a
laboratory and two industrial environments. Overall, the system performed well
and can detect machine anomalies while also drastically reducing the amount of
data needed to be transmitted. The system also presented high adaptability to
different environments.

Keywords: Edge Al - Anomaly detection - Deep neural networks - Thermal
camera - Industrial IoT

1 Introduction

Predictive maintenance (PdM) is used to prevent and delay industrial equipment failure.
In many industrial areas, it is not economical to shut down machines for maintenance dur-
ing production, since such interruption will waste time, money, and often the resources

being processed [1].

One popular method of PdM is monitoring machines using infrared thermography
(IRT) technology. IRT is based on measuring the distribution of radiant thermal energy
(heat) emitted from a target surface and converting this to a surface temperature map or
thermogram. Thermal energy is present with the operation of all machines. It can be in
the form of friction losses, energy losses, or any combination thereof. IRT enables early
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detection of equipment flaws and faulty industrial processes under normal operating con-
ditions, thereby reducing system downtime, catastrophic breakdown, and maintenance
costs [2].

Many companies talk about the Industrial Internet of Things (IloT) and the potential
of connecting multiple physical assets to the Internet. However, expanding the number
of sensors means larger amounts of data, and data will be useless unless there is someone
or something to interpret it. With near real-time data streaming in, it is very difficult for
a person to visualize small changes in images or graphs that may indicate the beginning
of anomalies. Machine Learning helps to pinpoint areas for someone to focus their time
on. The computer deals with the monitoring and warns the analyst, so he can focus on
meaningful anomalies.

The main strategies of PAM are based on three techniques: 1) Regression Models that
predict the machine’s remaining useful time (RUL); 2) Flagging Anomalous Behaviour;
3) Classification Models to predict failure in a time frame. The description of these
techniques is very related to the workflow of popular machine learning methods, and in
fact, modern implementations of PdM are focused on using machine learning models
like: ARIMA [3], Random Forests [4] or CNN’s [5].

The trend towards combining machine learning with PdM raises the question of
whether machine failures can be easily predicted. Although technological developments
have improved the possibilities for companies to cope with machine breakdowns, their
practical application is still a challenging task for many reasons [6].

This paper proposes a small and low-cost device that can silently monitor a machine
and send data to the server only when it detects an anomaly. Specifically, it runs a con-
volutional neural network (CNN) inside an ESP32 microcontroller to detect anomalous
patterns in thermal images. When moving large amounts of data across the wide-area
network (WAN), monetary costs, transmission delays, and privacy leakage can become
a major concern as more devices are added to a company’s network. The alternative
is using edge devices that process all data locally and extract specific insights, trans-
mitting only the necessary information to the end-user. This reduces the bandwidth
consumption, allowing the expansion of IoT devices without the need to exponentially
expand the company’s resources [7]. The system developed also runs two deep neural
networks on a server with the purpose of reinforcing anomaly detection and improving
user decision-making.

2 Related Work

The compression of complex mathematical models such as neural networks to fit smaller
embedded systems is becoming a field of interest for IoT since it enables these systems
to become intelligent and make decisions without user intervention.

F. Funk et al. [8] introduced a system that utilizes a neural network inside a micro-
controller to automatically control the speed of a DC motor. The algorithm runs on an
Arm Cortex-Mo microcontroller with only 4 kB of RAM and can adapt the motor’s
desired speed to changes in motor characteristics, e.g., heating or wear-out.

P. Andrade et al. [9] implemented an unsupervised TinyML solution based on the
TEDA algorithm inside an Arduino Nano 33 IoT to detect road anomalies and changes
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using the accelerometer sensor data embedded in a vehicle. The authors concluded that
the experiments could detect potholes, bumps, and obstacles.

Also, G. Cerutti et al. [10] used a CNN model in an ARM-Cortex-M4 based micro-
controller to detect people’s presence with a low-resolution thermal image acquired by
the 8x8 infrared sensor Grid-EYE. The system required minimal power to continuously
classify images using only 6kB of RAM.

M. Kraft et al. [11] described a system to estimate the density of people in a space,
facilitating energy savings in buildings. It uses a U-Net model inside a Raspberry Pi 4
that gathers thermal images using the infrared sensor MLX90640.

Although solutions on the edge are growing, to the best of the author’s knowledge,
there are still few designed to tackle the recent problems in the industry as discussed
earlier.

The rest of this paper will be divided into four sections. Sect. 2 will describe the
methods used to develop the system. Sect. 3 will discuss the experiments made in a
laboratory setup and in two industrial environments. Sect. 4 will discuss the results
obtained for each experiment. The paper ends in Sect. 5 by drawing the conclusions and
discussing the implications and future work of this project.

3 Methodology

3.1 System Overview and Prototype

The overall system (Fig. 1) is divided into three parts. The main part represented in Fig. 1
(a), shows the edge system which gathers a thermal image and predicts anomalies inside
the microcontroller. The second part defined in Section (b) of Fig. 1 is the communication
bridge between the device and the user dashboard. The last part described in Fig. 1 (c).
is a server that runs two complex neural network models to give more information to the
user. The dashboard and neural networks server were tested on an Intel Core 17-7500U
2.70GHz 12GB RAM laptop.
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Fig. 1. Overview of the system, (a) Edge System, (b) Dashboard, (c) Neural Networks Server.
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3.2 Acquisition Hardware

Thermal Imaging. The system uses the low-cost thermal infrared sensor MLX90640
with 32x24 pixels produced by Melexis. Although it presents a low resolution, it has
already been utilized in security smart systems for human localization and action recog-
nition [12], so it has the potential to gather the characteristics of industrial machines.
The module can also measure object temperatures between —40 °C to 300 °C which is
enough range for testing the system in various industrial machines (e.g., many motors
or hydraulic presses overheat below 200 °C).

Edge Processing Unit. The processing unit is the ESP-WROOM-32. This module was
selected among other Microcontroller Units (MCUs) for being a cheap and low-power
system, having a dual-core microprocessor, and for the built-in Wi-Fi antenna. It also
has 520 KB of on-chip SRAM, which is enough memory to gather the thermal sensor
data and process it with a quantized feed-forward deep convolutional neural network
(CNN). The MCU also includes a 4 MiB flash memory that can store the CNN model
architecture and weights [13].

3.3 Software Solution

ThermalCheck Device. AsshowninFig. 1 (a), the system uses the IR camera to collect
images. The images are transmitted to the microcontroller via the I>C protocol and then
are sent to an embedded convolutional neural network (CNN) that classifies the thermal
images. The predictions are sent to an external server using the MQTT protocol. This
protocol is optimized for sending lightweight messages over high-latency or unreliable
networks, which is well-suited for IoT devices [14].

Tiny ML Implementation. The CNN running on the edge device was trained on a computer
using the Keras (2.2.4) library in Python (3.6.7). First, the images, which are in a float
array of 768 positions, are sent to the computer via Wi-Fi or USB port. Then, the array
is converted to an image and manually labelled with the corresponding class. In the
model’s training phase, data augmentation was used to increase the size and variability
of the dataset, which overall improves the training process [15]. The model was then
exported to the MCU if it performed well on new images.

Using the tinymlgen library from EloquentArduino’, the finished model is converted
to a C file byte array optimized so it can fit on the microcontroller [16]. The model is
stored in the flash memory of the microcontroller. The MCU uses the TensorFlow Lite
Micro library to read the converted model and make predictions. This library is prepared
to receive as input the 768-pixel array directly from the camera.

Back Office. The back office (BO) converts the information processed by the micro-
controller to visual feedback for the user. The BO is split into two servers: the first
receives the data and presents the information to the user, and the second processes the
data further using two neural networks to give more insight to the user. This second
server is designed to be mostly inactive and turn on only at a specific time to target a
specific machine and help the operator decide if, in fact, it has a fault.

1 https://github.com/eloquentarduino/tinymlgen.
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Dashboard Server. In Fig. 1 (b), the link between the edge system and the interface is
an MQTT Broker, which routes all messages from one client to another. The system
used both a local broker installed on a laptop, and a public Eclipse Mosquitto broker
to transmit data over the Internet. The dashboard was made in Node-RED, which is a
flow-based platform to connect hardware devices with online services.

The MQTT topics transmitted from Node-Red to the MCU are string sequences
that control the microcontroller behavior. Conversely, the MCU transmits the thermal
image and the predictions as float arrays and the interface extracts and displays relevant
information for the user, e.g., the ratio of anomalies for all predictions and temperature
statistics (average, maximum and minimum values).

Since some images received on the dashboard had imperfections related to interfer-
ences, a function was developed to ignore images with unrealistic temperature values.
This function was implemented to compute the average temperature of any location in
the image and is defined by the following equation:

a+k btk

'Zk' %:kpi'j

i=a—kj=b—

fo= I 1
T k%2412 M

where a, b is the image starting position at the central pixel of the kernel, k is the width
of the kernel in relation to the central pixel, and p; ; is the pixel value at position i, j.
This function is also useful to monitor areas of interest in the thermal image.

Neural Networks Server. The neural networks server shown in Fig. 1 (c) is made using
FLASK, which is a Python framework to build web applications. It receives the thermal
image and temperature statistics from Node-RED via an HTTP Request and uses them
as input to a temporal anomaly detection model and a pattern detection model. The
output of these networks is then sent back to Node-RED. The time of prediction for
these models is dependent on the delay placed on the MCU image gathering process,
which by default is 5 s.

1. Temporal Anomaly Detection
The first server-based model is based on temporal anomaly detection. Whenever a
temperature pattern changes in a working industrial machine, it may be a sign that
the machine may soon come to a fault. It was studied two different approaches to
analyze the temperature of these machines over time.

The first was using a neural network model approach with a Long-Short Term
Memory (LSTM). LSTMs are useful for learning sequences containing longer-term
patterns of unknown length, due to their ability to maintain long-term memory [17].

The LSTM will predict the next temperature value and the standard deviation
according to the previous values seen. The standard deviation will act as the confi-
dence level of the model. If there is an unexpected pattern, then the real value will
be outside the range of the predicted value deviation, resulting in an anomaly.

There were four different LSTM methods considered and are explained below:

e LSTM_2MODELS: This configuration uses one LSTM to predict the next temper-
ature value and another LSTM to predict the next standard deviation.
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e LSTM_20UTS: This configuration only has one LSTM to forecast both temperature
and standard deviation values.

¢ LSTM_DROPOUT: The model uses dropout layers to make the output always dif-
ferent. The standard deviation is calculated with multiple predictions on the same
temperature forecast [18].

e LSTM_ROLLING_AFTER: This model predicts only the next temperature value.
It then uses a rolling window function which will be detailed in Sect. 4.1 to calculate
the deviation using the predicted temperatures

The second approach was using the seasonal stochastic model SARIMA. This
model uses autoregression and moving windows to forecast the next value and the
confidence intervals. It needs cyclical data arranged in seasonal patterns [19].

After analysing the two approaches, it was found that SARIMA had better perfor-
mance with a small dataset, but it failed to fit a larger dataset with increased pattern
variation resulting in unstable predictions. On the contrary, this does not occur with
LSTMs, which train better and overfit less with bigger datasets and variation [20].
For this reason, it was chosen to focus on LSTMs for temporal anomaly detection.

2. Pattern Detection
The second server-based model locates and classifies anomalous patterns in thermal
images. Currently, the YOLO network is one of the most used models for predictions
on thermal images. According to M. Kristo et al. [21], using the YOLOv3 model
achieved excellent results in person detection in difficult weather conditions for a
sophisticated video vigilance system. It was compared to other modern models and
achieved similar results while being faster. Also, A. Banuls et al. [22] utilized the
YOLOV3 architecture for detecting objects in search and rescue scenes and reported
a good performance of the model in both RGB and thermal images.

The YOLOv3 model is made for complex object detection tasks (e.g., human
tracking, vehicle detection). Since the thermal camera resolution is very low, the level
of detail and variation is also lacking, which makes training with the standard model
inefficient since most of the layers are not necessary since deeper convolutions try
to find details in images. Instead, it was used the YOLOv3-Tiny which is a smaller
version using only a 24 layers model compared to the standard, which has 106 layers.
The tiny version has increased detection speed and works well in smaller datasets
while ensuring good detection accuracy [23].

4 Experiments

The validation of the system was split into two phases: first, a laboratory test to check
the performance of the system; and second, deploying the system in an industrial
environment to validate it with working machinery as seen in Fig. 2.

4.1 Laboratory Setup

The laboratory experiment seen in Fig. 2 (a), uses a controlled setup that can be
manipulated to test many aspects of the system’s capabilities.
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Fig. 2. Experiments Overview: (a) Laboratorial Setup, (b) Hydraulic Refrigeration Setup, (c)
3-Phase Power Cable Setup.

Hardware Setup. The setup consisted of a soldering iron with an adjusted temperature.
The iron’s normal operation was set to 160 °C. It was placed in the center of the thermal
camera lens from 15 cm to 25 cm. The close-up images are shown in Fig. 3.

Fig. 3. Laboratorial Experiment: (a) soldering iron, (b) thermal image, (c) merge between image
(a) and (b), (d) Ground-Truth thermal image using the FLIR C3 thermal camera.

Edge Neural Network. For the edge model, the dataset was split in four classes of 500
images each. The classes are: “Initial” (iron is at 40 °C-100 °C), “Nominal” (iron is
at 100°-160 °C), “Nothing” (iron is at 35°C or less.), and “Anomaly”. In the Anomaly
class, the images were created synthetically by obstructing the iron with different objects
changing the thermal pattern. Although, this class does not represent a scenario of a real
fault in a soldering iron, it could show if the model is able to distinguish patterns changes
on a low-res thermal image.

The dataset was split into an 80/20 ratio in a train and validation set since it is one of
the most common ratios with good results for learning [24]. The data passes through an
augmentation function which randomly tweaks the images with horizontal flips, rotations
of 0-10°, width/height shifts of 0-10%, axis shears and zooms of 0—10%. The data was
also normalized by dividing all pixels by 300 °C (Sect. 3.2).

The CNN model was trained for 300 epochs with a batch-size of 32 samples and
using the Adam optimizer with a learning rate of 1e-03.

After optimizing the network to a C file, the model size was 761 KB. Keeping in mind
that the model needs to fit into a microcontroller with limited resources, the network has
30.484 parameters with the following architecture (Table 1):
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Table 1. Edge CNN model.

Layer Filters / Kernel Size Activation
Neurons Function

Convolution 2D 4 3x3 RELU

Max Pooling 2D - 2x2 -

Convolution 2D 6 3x3 RELU

Convolution 2D 6 3x3 RELU

Flatten -

Dense 64 RELU

Dense 4 SOFTMAX

Temporal Anomaly Detection. The temperature forecast dataset was created using a
5 V relay module controlled by an Arduino that switched on and off the soldering iron
with a two-minute delay in between. Using (1) on the iron core, the images collected
are converted in a time-series format by calculating the average temperature of the iron
with a kernel of 5x5 pixels.

The standard deviation dataset was created by passing the temperature dataset
through a moving standard deviation function defined as:

k
X iy
%= | Somd Vk=1,....n )
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where m is the window size, n is the number of metric values, y; is the metric value at
the element i, and y is the average of the metric.

After testing multiple windows, the best fit was using the five previous samples.

Both datasets have 464 samples split in a 70/30 ratio between the train and validation
sets and normalized by 300 °C. To choose the best LSTM configuration, the four models
were trained for 300 epochs with a batch-size of 8, using the Adam optimizer (learning
rate of 1e-03) and with mean squared error as the loss function.

The architecture was equal for all configurations using two LSTM layers with 50
neurons each followed by a dense layer with one neuron. In the network with dropout,
those layers were added after each LSTM layer and the scenario with the least error
found was using 10% dropout. They were evaluated using the following four metrics
and the results are presented in Table 2:

e Loss: the minimum loss value of the model.

e Test RMSE: the root mean squared error (RMSE) of the temperature predictions
compared to the validation data.

e Deviation RMSE: The RMSE of the predicted standard deviation compared to the
validated standard deviation created using (2).

e Processing Time: The average model processing time based on 100 predictions.
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Table 2. LSTM configuration results. Test and Deviation RMSE are in Celsius (°C).

Loss Test RMSE Deviation Processing time
RMSE (s)
LSTM_2MODELS 2e-052, 1.8689 1.5003 0.0868
0.0678>
LSTM_20UTS 0.0323 2.7110 1.7115 0.0570
LSTM_DROPOUT 2.1e-05 1.6993 1.6035 1.1114
LSTM_ROLLING_AFTER 1.9e-05 1.5953 1.8702 0.0457

Based on the table, the model selected was the first configuration which had the lowest
total RMSE. The second configuration had the worst Test RMSE, and the third had a
very slow processing time. The fourth configuration’s drawback, albeit displaying good
results, is that the standard deviation is fully dependent on the predicted temperature,
which always comes with an error. A visual representation of the selected configuration
can be seen in Fig. 4.

50 LSTM 50LST™M S0LSTM S0LST™M
(a) newrons  newrons (b) newons  meurons

Last 10 deviation i Forecasts next

Last 10 values. Forecasts next value values

jeviation

Fig. 4. LSTM_2MODELS configuration. (a) LSTM for temperature forecast. (b) LSTM for
temperature deviation forecast.

The best parameters for the temperature forecast model were two LSTM layers with
127 and 24 neurons each, the learning rate was 0.0133, and the best optimizer was Adam.
As for the standard deviation forecast, the best model was three LSTM layers with 47,
39, and 63 neurons, the learning rate of 9.09e-04, and the Adam optimizer. To decrease
the false anomalies detected, the standard deviation was multiplied by three (3-sigma
deviation) to increase the tolerance of the model.

Pattern Detection. The dataset for the pattern detection model is made of images from
the anomaly class of the edge model. Since the images acquired have small resolution,
they are first pre-processed by increasing the resolution ten-fold and passing a median
filter to remove noise while preserving sharp edges. This makes the zones of interest in
the image stand out, which can facilitate the model learning process.

2 LSTM for temperature forecast.
3 LSTM for standard deviation forecast.
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The dataset was created by manually drawing bounding boxes on the gaps made
by obstructions on the laboratory iron. The TinyYOLO model was then trained for 100
epochs with 500 images in an 80/20 split.

4.2 Industrial Environment

The system was then tested in a real scenario with a hydraulic refrigeration system and
a 3-Phase cable system (Fig. 5).

S22

Fig. 5. On the left (1) is the Hydraulic Refrigeration system, the thermal image captured by the
MLX90640 sensor, and the merge between images. On the right (2) is the 3-Phase Power Cable
system, the thermal image, and the merge between images.

Hydraulic Refrigeration System. The first experiment is monitoring a refrigeration
system for a hydraulic press. The setup is shown in Fig. 2 (b) and the close-up in Fig. 5
(1). This system has a refrigeration tank and two pipes. The edge device gathered images
every five seconds for four days. It was extracted from every image the mean temperature
of the tank and the two pipes using a 3 x3 kernel using (1).

The dataset was split into four classes like the previous experiment. To train the edge
model, it was necessary to create anomalies synthetically, since in the limited time that
the camera gathered images, there were no reports of them. The anomalies were created
by changing the pixels of the thermal images from 10-20 °C specifically on the tank and
the two pipes. The model architecture was changed to meet the pattern complexity by
adding a Max Pooling Layer 2D with a kernel of 2x2 between the last two convolution
layers and increasing those layer’s filters to 8. The model was trained in an 80/20 split
with 1000 images in each class for 100 epochs with the rest of the parameters equal to
the previous experiment.

For the Temporal Anomaly Detection, the model was trained to forecast the temper-
ature of the refrigeration tank in the same way as in the laboratory experiment with the
difference of using a batch-size of 32 to meet a larger dataset of 7714 samples.

The pattern detection model was not evaluated due to the limited time of the experi-
ment. However, the model would be useful to extract the positions of the tank and pipes
to calculate more accurate temperatures of the refrigeration components and use that
data in the Temporal Anomaly Detection model.
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3-Phase Power Cable. The final experiment was monitoring a 3-phase power cable as
shown in Fig. 2 (c). The camera was focused on the electric board, which had four cables
seen on Fig. 5 (2). The images were gathered every five seconds for two days. The same
logic from the previous experiment was also applied for this one. The edge model dataset
had 900 images for each of the four classes. As for the Temporal Anomaly Detection,
the model was trained with samples of the red wire. The dataset had a total of 5882
samples.

5 Results

The main goal of this work was to evaluate the viability of the edge system The system
was tested in a laboratory, and it was further validated in two industrial environments.
The implementation of the three models in the interface is displayed in Fig. 6.

Fig. 6. Interface Models Result. In the graphs the x-axis is time and y-axis is in degrees (°C).

5.1 Laboratory Evaluation

The edge model predicted most images correctly having a validation accuracy of 94.37%
with a fl-score of 92.25%. In Fig. 7 (a), are displayed five predictions of this model for
all classes.

As for the Temporal Anomaly Detection (Fig. 8 (a)), the model did not correctly fit
some parts of the dataset, resulting in false anomalies. The main reason for this is that
the training samples were too low for the model to learn the pattern correctly.

Despite that, the model predicted the rest of the dataset correctly, having a Test
RMSE of 1.4931 °C and a Deviation RMSE of 0.3535 °C.

The pattern detection model had problems fitting the data, resulting in underwhelm-
ing results. Even though the model predicted some of the anomalies, the score was
always less than 70%. The model validation loss was 4.11.
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Fig. 7. Edge Neural Network Model Predictions. (a) Soldering Iron, (b) Hydraulic Refrigeration
System and (c) 3-Phase Power Cable System.

(99.72%)

5.2 Industrial Evaluation

In the industrial environment, the evaluations were focused on the Edge Neural Network
and the Temporal Anomaly Detection. These models performed better than the previous
results, mainly because the dataset had more samples.

The edge model in the hydraulic refrigeration system, as seen in Fig. 7 (b), performed
well with a validation accuracy of 99.73% and an f1-score of 99.5%. The model identified
all the anomalies, having only a small difficulty distinguishing the “Initial” from the
“Nominal” class. The Temporal Anomaly Detection model identified an abnormal peak
in the dataset (Fig. 8 (b)). This peak could have happened because of transmission errors,
interferences, or obstructions between the camera and the tank, but although this was not
a real anomaly, the potential of the network can be seen. The model had a Test RMSE
of 0.182 °C, and a Deviation RMSE of 0.07 °C.

As for the 3-phase power cable system, the edge model had a validation accuracy of
98.95% and an f1-score of 98.5%. The predictions are seen in Fig. 7 (c).

The Temporal Anomaly Detection model had a Test RMSE of 0.258 °C and a Devia-
tion RMSE of 0.04 °C. A small part of the test dataset had missing data due to connection
issues, which resulted in a strong transition of temperature values which the model picked
up as an anomaly (Fig. 8 (¢)).
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In all experiments, the edge model performed well, with an overall accuracy above
90%, which means that this approach can in fact help companies detect machine anoma-
lies while also cutting the data transmission to minimal levels. The temporal anomaly
detection model served as a good support model that could help in identifying differ-
ent types of anomalies that may escape the edge model. The only step back is that it
requires a considerable amount of data to be useful. The pattern detection model did not
perform well in finding the anomalies in the dataset, which, for the most part, is due to
the smaller resolution of the thermal camera and the quality of the dataset acquired. This
model, however, still presents great potential for improving the accuracy of the temporal
anomaly detection model.

6 Conclusions

This work presented the design and evaluation of a low-cost edge system that monitors
thermal patterns of industrial machines and detects anomalies. The proposed system
presented good results and showed high adaptability to different setups.

Overall, the edge system took less than a second to gather and process the thermal
image, feed it to the CNN and have a prediction ready to send to the external server. This
system can send the predictions and the thermal image to the server if there needs to be
a deeper analysis on the machine, but the major benefit is that it can process everything
inside and only when an anomaly occurs, transmit data to the server.

As for future work, further investigation of the pattern detection model is needed by
testing other pre-processing options, improving the dataset quality, and verifying if it
improves the detection score. It is also considered a strong option to test and compare it
with other state-of-the-art object detection models.
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Appendix

Temporal Anomaly Detection Results
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