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Abstract. The advancement of technology has undoubtedly exposed
everyone to a remarkable array of visual imagery. Nowadays, digital tech-
nology is eating away the trust and historical confidence people have in
the integrity of imagery. Deep learning is often used for the detection of
forged digital images through the classification of images as original or
forged. Despite many advantages of deep learning algorithms to predict
fake images such as automatic feature engineering, parameter sharing
and dimensionality reduction, one of the drawbacks of deep learning
emanates from parsing bad examples to deep learning models. In this
work, cryptography was applied to improve the integrity of images used
for deep learning (Convolutional Neural Network - CNN) based predic-
tion using SHA-256. Our results after a hashing algorithm was used at a
threshold of 0.0003 gives 73.20% image prediction accuracy. The use of
CNN algorithm on the hashing image dataset gives a prediction accuracy
of 72.70% at 0.09s. Furthermore, the result of CNN on the raw image
dataset gives a prediction accuracy of 89.08% at 2s. The result shows
that although a higher prediction accuracy is obtained when the CNN
algorithm is used on the raw image without hashing, the prediction using
the CNN algorithm with hashing is faster.
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1 Introduction

The availability of multiple tools for image editing, enhancement, correction,
alteration, and reconstruction continue to stimulate the perpetration of crimes.
The widespread distribution of forged faces and videos on the Internet has caused
several cultural, moral, and security problems, including fraud and fake news
[8]. Synthesising whole face, identity exchange, manipulation of attribute, and
expression, are various ways picture forgery is propagated by criminal elements
in the manipulation of faces of victims. Research on image forgery indicates that
these kinds of crimes are typically committed to spread false information, obtain
political power, and create unsavoury notoriety and benefits. It is critically nec-
essary to either put an end to the spread of false information or find a remedy
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for it [35]. This suggests that potential image forgery detection systems focus on
establishing the consistency and authenticity of electronic images.

Over the years, several investigation outputs have emerged with a view to
mitigating and restoring the integrity and trust of digital images. Two basic
approaches being employed are blind or passive image forgery and non-blind
or active image forgery detection [11]. The non-blind or active image forgery
detection uses a watermark and digital signature to authenticate digital images
[10]. This approach simply implies that a watermark has to be inserted at the
point of storage. However, a digital camera will need to be specially equipped to
make this approach a reality. A digital signature is an approach used to ensure
the authenticity and integrity of information that possesses a key or signature
[32]. Cryptography is a subset of digital signatures, and it is a communication
technique for conveying information securely [22] through the use of a private
key and hash extracted from typical digital signature.

In blind detection of image forgery, the authenticity of an image is verified and
confirmed without requiring further action for the purpose of authenticity. Pixel-
based techniques are one of the techniques in passive image forgery detection for
deciphering manipulated images. It comprises parameters such as noise, blurring,
color, and scaling from which tampered images can be distinguished from the
original ones. In images, the color of an observed light, which is an interaction
between the illumination and the reflection of the object surface, obeys certain
structures that are consistent with the physical phenomenology of color [38].
When an image is manipulated, the consistency of the color pixels with color
phenomenology is also manipulated.

In addition, deep learning is an integral part of machine learning [36] used for
the detection of forged digital images [37] through the classification of images as
original or forged. It commonly uses digital image splicing [23], which originated
from a pixel-based technique, to develop a new classifier aimed at detecting
inconsistencies stemming from image manipulations that affect the object’s color
appearance. Thus, this study focuses on the use of a subset of features in passive
and active fake image detection. This research proposes an anomalous image
detection system with the use of cryptography and deep learning techniques.

The research questions that this work will address are as follows:

— Can hashing algorithms be used in detecting image forgeries?
— When hashing is used in conjunction with deep learning does it outperform
a model that does not use hashing?

We answer these two questions by carrying out experiments that first check
the efficacy of an hashing algorithm in detecting image forgery. We then com-
pare the performance of the CNN algorithm without hashing. Then, we test for
performance improvement of the CNN algorithm using hashing.

The rest of the paper is structured as follows. Section 2 provides a review of
related works. In Sect. 3, we describe the methodology of our research. Then we
explain our experimental design in Sect. 4. We present and discuss our results in
Sect. 5. Section 6 summarises and concludes the paper, it also provides direction
for future research.
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2 Related Work

Images are an essential part of the digital world and are vital for both storing
and disseminating data. They can easily be edited using a variety of tools [24].
These tools were originally developed in order to enhance photographs. Some
individuals, however, use the functionalities of these tools to distort photos and
spread myths rather than improving the image [2]. This poses a serious risk
because falsified photographs often result in severe and often irreparable harm
[3]. Image splicing (copying a section of a donor image into a legacy image) and
copy-move (creating forged image from only one image) are the two main types
of image forgeries [3].

To combat the problem of picture distortion in many fields, digital image
forgery detection has substantially expanded [27]. Techniques for image forgery
detection are used for both copied and spliced pictures. In order to protect digi-
tal photographs, [20] presented a hybrid cryptographic and electronic technique
for watermarking. While protecting the image content with cryptography, they
employed the watermarking approach to authenticate the image. [19] worked
on identifying JPG, PDF, PNG, and GIF file types for digital forensics and
employed computational intelligence techniques to do so. They also used these
algorithms to expose the right file type if the JPG, PDF, PNG, or GIF was
changed. They assessed chrominance, brightness, and grayness and claimed that
their method outperformed other cutting-edge forgery detection methods. [21]
developed an innovative hybrid discrete cosine conversion and visual encryp-
tion technique for protecting digital photos. They condensed the image that was
encrypted using the discrete cosine transform after encrypting the image’s RGB
channel as n shares. The method used was reversed to produce the plain image,
but pixel values were lost.

Deep artificial neural networks are referred to as deep learning. Deep learning
has become increasingly popular over the past few years, largely due to recent
developments in machine learning and signal/information processing research
as well as dramatically improved chip processing capabilities (e.g., GPU units),
significantly lower hardware costs, and other factors. Autoencoder (AE) [29],
Convolutional Neural Network (CNN) [15], Deep Belief Network (DBN) [12],
Recurrent Neural Network (RNN) [34], and Direct Deep Reinforcement Learning
[16] are examples of common deep learning approaches. Researchers can utilize a
variety of deep learning frameworks to implement any deep learning technique.

The literature has suggested a number of strategies to combat picture forgery.
In contrast to modern strategies based on deep learning such as CNN, which are
detailed below, the majority of older techniques are based on specific artefacts
left by image forgeries. Before discussing deep learning-based strategies, we first
discuss different conventional methodologies. For instance [40] presented Error
Level Analysis (ELA) that identify fake image. The ELA technique operates
on JPEG images based on a grid, changing a portion of a grid to affect the
entire grid square. However, ELA is limited in its capability to detect single
pixel modifications or minor color adjustments [31]. [28] used the illumination
of objects to determine whether an image is fake. Based on the difference in
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illumination direction between the authentic and fake portions of digital image, it
attempts to identify forgery. Different conventional methods for detecting forged
image have been compared in [9]. The contourlet transform is used in [17] to
regain the edge pixels for detection of forgery. Though the contourlet transform
is advantageous in multi-resolution, discrete domain implementation and multi-
direction, redundancy reduction, the disadvantages are the shift variant, which
leads to the pseudo-Gibbs phenomenon, poor frequency selectivity, and poor
temporal stability [33].

In terms of deep learning models, [7] developed a technique for identifying
fake images by using resampling characteristics and deep learning. A technique
for detecting manipulated images by clustering the features of camera-based
CNN was proposed by [6]. [24] invented Compression Artefact Tracing Network
(CAT-Net) that simultaneously captures forensic features of artefact compres-
sion on the RGB and DCT domains. HR-Net is their principal network (high
resolution). As sending DCT coefficients straight to a CNN would not effectively
train it, they employed the method suggested in [42], which explains how the
DCT coefficient can be used. In their Dual-Order Attentive Generative Adver-
sarial Network (DOA-GAN), [18] suggested using a GAN with dual attention to
locate copy-move forgeries in an image. The generator’s first-order attention is
made to gather copy-move location data, whilst the second-order attention for
patch co-occurrence takes advantage of more discriminative characteristics. The
co-occurrence and location-aware features are combined for the final localization
branches and detection for the network by using the affinity matrix to retrieve
both attention maps.

[5] describes the construction of a Dual-encoder U-Net using an unfixed
encoder and a fixed encoder (D-Unet). The picture fingerprints that distinguish
between authentic and altered regions are learned by the unfixed encoder on its
own. The fixed encoder, on the other hand, provides direction information to
aid network learning and detection. A deepfake detection technique was intro-
duced by [25]. Only fixed-size images of the face may be produced using deepfake
techniques, and these images have to be affinely twisted to match the facial lay-
out of the source image. This warping creates various artefacts because of the
different resolution between the surrounding environment and the warped face
area. As a result, these artefacts can be used to recognize deepfake videos. Other
authors such as [26,41] among others, have used deep learning for image forgery
detection.

In summary, numerous strategies have been put forth by researchers to iden-
tify image forgeries. Traditional methods of detecting image forgeries focus on
the various artefacts that can be found in forged images, such as variations in illu-
mination, compression, contrast, sensor noise, and shadow. The use of CNN for
a variety of computer vision tasks, such as picture object recognition, semantic
segmentation, and image classification, has grown in popularity recently. CNN’s
accomplishments in computer vision is mostly due to two characteristics. Firstly,
CNN makes use of the strong correlation between nearby pixels. CNN favours
connections that are grouped locally over the connection on one-to-one bases
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between every pixel. Secondly, a convolution process using shared weights is
used to create each output feature map. Additionally, CNN employs learned
characteristics from training photos and can generalize itself to detect unseen
forgery, in contrast to old techniques, which rely on manufactured features to
detect specific fabrication.

CNN is a promising approach for identifying image forgeries because of these
benefits. A CNN model can be trained to learn the numerous artefacts present in
a fake picture. Additionally, using image artefacts with hashing has been shown
to achieve integrity [13]. In order to learn the tampered image artefacts as a result
of changes in original image features and ensure highly confidential images that
are tamper-proof, we propose an authentication system for identifying anomalies
in images using cryptography and deep learning techniques.

3 Methodology

The alteration of images using various technological approaches may have an
impact on aspects of images that are challenging for humans to recognize. Using
an image editor, an image effect, or any other tool to alter the imaging features
can result in a bogus image. Our goal is to identify such tampered images by
training a model on a dataset of real and tampered images. We employ CNN
to boost prediction accuracy and efficiency and cryptography to preserve the
integrity of the image.

3.1 Dataset Summary

The dataset employed in this research is the Casia dataset! comprising of 3416
images. The images are of the format BMP, JPG and TTF which comprises of
2391 real images and 1025 tampered images. Among the pictorial content of these
images includes architectures, plants, articles, animals, textures, nature, indoor
and scenes images. These images are of different sizes varying from 384 x 256
pixels to 800 x 600 pixels.

A deep learning model was developed using CNN to carry out learning and
prediction firstly on the raw image dataset and on an image dataset that had
undergone hashing. The image dataset after data cleaning consists of 3,247
images including real (2,376) and fake (871) images. In terms of the type of
images in the dataset, a total of 2563 images were .JPG, 559 images were .TIF
and there were 125 .BMP images. The details of the information regarding how
image is distributed is presented in Table 1.

3.2 Image Processing

The process of color image segmentation and the identification of reference points
are explained in this section. The procedures to achieve this are as follows:

! Casia Dataset - https://www.kaggle.com/datasets/sophatvathana/casia-dataset.
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Table 1. Image Distribution after Data Cleaning

Format | Real Image | Fake Image | Total
JPG 11989 574 2563
TIF 333 226 559
.BMP 54 71 125
Total | 2376 871 3247

Resize the RGB Image. In this phase, bi-cubic interpolation was used for
the resizing of the input images to M x M matrix. The resizing of image lay
credence to the fact that the input images have variety of sizes, and it is desir-
able that hashes of images must be of the same length. This infers that images
with different sizes tend to have different length of hashes [1]. The resizing pro-
cess therefore ensures that digital images that have different resolution can be
identified with hashing. After the resizing of image, gaussian low-pass was then
applied for the filtering of the image. The filtering process is with a view to
reduce minor manipulation influence such as noise contamination which further
enhance certain features in an image [39].

The source of an image contributes to the features of the image. Images
derived from digital cameras or scanners have a metadata standard attaching
to it which is knows as Exchangeable image file format (Exif). This Exif data
consists of broad range of features such as camera settings which includes rota-
tion, shutter speed, camera model, aperture, ISO speed information, metering
mode, focal length and so on. It also includes image metrics such as color space,
pixel dimensions, file size and resolution. Other features are copyright, date and
time and location information. These features are mainly direct data that can be
extracted from digital image. Furthermore, these digital images are stored in a
computer in form of a matrix or an array of square pixels in which each element
are arranged in rows and column, that is, in a 2-dimensional matrix. There is
possibility of having smoother or pixelated (mosaic-like) images otherwise called
image resolutions which determine the size of the square pixels. The information
contained in the pixels are color and intensity. These pixels are represented as
RGB in coloured images, that is, two dimensional arrays with three layers. These
layers in the images depicts red, green, and blue channels together with their
equivalent 8-bit digit for the intensity.

Feature Selection. In this phase, after the importing features of the digital
image, the interested data from the image features were selected. The basic
features selected from the image data includes image shape (width, height, and
size), object type (image array) and image dimension which is basically the
number of array dimensions of the image which is usually three for coloured
images (RGB channels). All the information in the selected features are necessary
for the image pre-processing to ensure the main objective of the study is achieved.
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RGB Color Pixel Normalization. In this phase, the numeric values in the
columns of the dataset were normalized to reduce data redundancy and improve
the performance of the result expected to be derived from our implementation.
The purpose of the normalization is to change the dataset value into common
scale without distorting differences in the ranges of values or losing information
[4]. Therefore, the pixel values which range from 0 to 255 are divided by 255
to convert it to range 0 to 1 which gives numbers with small values and makes
computation faster and easier. The typical objective of normalizing image is to
change the range of intensity values in the pixel. This converts the range of value
in the pixel of the input image into a normal scale. Hence, this work performs
normalization on the input image to scale down the pixel value without distorting
or losing information in the input image. Let R, G, and B be the red, green, and
blue component of a pixel, the ranges of R, G, and B are then converted from
[0,255] to [0, 1].

Computation of Mean from RGB Color Space. In each component, every
representation of RGB were divided into non-overlapping block of dimension bxb.
For instance, if N is the block number and Bi is the ith block (i = 1,2,...,N).
Thus, the mean m was calculated to represent the block.

b2
m = l/bQZBi(j) (1)

The B;(j) represents the value of the jth element of the ith block. The sta-
tistical selection above is based on the consideration that the mean and variance
can indicate the average energy and the fluctuation of the block. The formulas
in equation (1) were applied to each channel of RGB color, and thus the color
feature vector v; of the ith block was obtained.

v; = [mr, mg,mp]" (2)

where mpg is the mean of the R channel of RGB, mq is the mean of the G
channel, and mpg is the mean of the B channel. By ordering these vectors v;,
matrix V was obtained from the feature.

V = [v1,v2,v3, ..., UN] (3)

During this process, instances of images that were not in image format and
possess three-dimensional space were removed. The total number of images at the
end of the phase was 3247, with real images comprising of 2376 while tampered
images were 871.

3.3 Hash Generation

The RGB colour channel was parsed to the SHA-256 hash function to generate
the hash value for each image in the dataset. SHA-256 is a 256-bit encryption
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hash function that may also be represented as a 64-digit number system in base
16 [30]. Firstly, 512 bits are added to the entry message @ to pad it. In order to
generate a length that is multiples of 512 bits, a bit “1” and a variable number
of zero bits are appended to a 64-bit binary denoting the length of @. The length
of the actual message is stored as a 64-bit value in the final 64 bits of the padded
message. The padded message is broken up into 512-bit blocks B(?), B B2
..., BV and each block of data B is sequentially processed by the main
function over the course of 64 loops. The final hash HN is computed and supplied
after the last block of data BV—1 is computed, and a hashing H; having partial
256-bit is obtained when a whole execution of the present B(*) is completed [14].

Hash Similarity. To measure the similarity between hashes of the original
and the attacked images, the d norm is computed. Let h; and ho be two image
hashes. Thus, the d norm is defined as:

d= Z|h1(i) — ha(i)[? (4)

Here h1(i) and ho(i) are the ith element of h; and hs. The more similar
the input images of the hashes, the smaller the d value. If d is smaller than a
pre-defined threshold T, the original and the fake images are classified as a pair
of images that are visually identical. Otherwise, they are different.

Evaluation of the Hashing. The hashing was evaluated to determine its
ability to differentiate between real images and anomalous images. The following
are the evaluation terms used for the experimentation: Total images (T7y¢) - the
total number of tested images, True positive (T},) - properly labeled real images,
True negative (Ty) - properly labeled manipulated image, False negative (Fy) -
incorrectly labeled manipulated images, the manipulated images that have been
proven to be real images, False positive (Fp) - incorrectly labeled real images,
the real image that have been proven to be fake images. Thus, the accuracy
(Y;EILZ;N x 100), recall (7}?-7?%)’ and precision (Tpipr) are calculated to evaluate
the comparative performance of hashing at different threshold levels to set the
benchmark for the hash function. Table 2 represents the result of the evaluation
of the hashing algorithm for accuracy, recall, and precision.

Table 2. Hashing Evaluation

Threshold | T, | Fn | Fp | T | Recall (%) | Precision (%) | Accuracy (%)
0.0001 2376 | 870 |0 73.20 1.0 73.20
0.0002 2375|870 |1 73.19 99.96 73.17
0.0003 23751869 |1 73.21 99.96 73.20
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4 Experimental Design

The experimental procedure taken to carry out the model formulation and pre-
diction is explained in this section.

4.1 Deep Learning Experiment

After the dataset preparation as explained in Sect. 3, in order to predict a tam-
pered image, CNN was used to train the dataset of real and tampered images.
The process followed to achieve this is described in the following sections.

Pre-processing. Since the real and tampered images were of varying sizes,
the first step in data pre-processing was to resize them. This strikes a balance
between offering sufficient resolution for real and manipulated image detection
by the machine learning algorithm and for efficient training. To meet ImageNet?
requirements, all images were normalized. For the purpose of standardizing the
experiments, the same image size used in the experiment with hashing is deployed
in the experiment without hashing. Hence, the image size used in our work is
150 by 150 pixels, and those images are converted to RGB color space. For the
experiment that uses the hashing dataset, the derived hash value from the image
dataset from Sect. 3 was deployed. The length of the hash value was established,
and this information was used to modify the input tensor’s shape. This entails
altering CNN’s Keras input layer using the Input() function.

Splitting of Dataset. The training, validation, and testing sets were created
from the data by splitting the dataset. The validation set is used to modify the
hyperparameters, the testing set is used to assess how well the trained model
performed, and the training set is used to train the network. The ratio of training
to testing dataset used was 80:20.

Data Augmentation. If more data are generated, the model will often be more
robust and minimize overfitting. A huge dataset is necessary for the algorithm
used for deep learning to function effectively. Data augmentation was used on
the training image dataset to increase the model’s performance. Deep learning
systems typically include a library of tools for enhancing the data. Rescale, hor-
izontal flip, and vertical flip was used to create fresh training sets. The image is
rotated right or left on a plane within 1° and 360° to perform rotation augmenta-
tions. The rotating degree parameter has a significant impact on the reliability of
rotation augmentations. Images can be transformed to capture extra information
about things of interest by shifting and flipping them.

2 TmageNet - https://www.image-net.org/.


https://www.image-net.org/

Image Forgery Detection Using Cryptography and Deep Learning 71

CNN Architecture. The CNN architecture was defined for the training image
dataset for the purpose of classification. We built a model with six convolutional
layers, followed by a fully connected hidden layer. In order to output a prob-
ability for each class, the output layer utilizes SoftMax activation. The Adam
optimization algorithm and a rate of learning were employed to optimize the
network. During the training process, the model iterates across batches of the
dataset for training, for each batch size. Gradients are then calculated for each
batch, and the weighting of the network is automatically updated. Typically,
training is continued until the algorithm converges. A checkpoint was employed
to save the model with the highest level of validation accuracy. This is help-
ful because, after a given number of epochs, the network can begin to overfit.
The Keras library’s callback functionality was used to enable this functionality.
A sequence of functions known as a callback is used at specific points in the
training process, such as the conclusion of an epoch. Model check-pointing and
learning rate scheduling are both built-in features of Keras.

For the experiment with the hashing dataset, to create a CNN architecture
that can take a training image dataset with hash codes as an input for classi-
fication, CNN’s input shape was defined to match the shape of the hash codes
the hashing function produces. As a result, the input layer was shaped in a way
that matches the length of the hash codes. The CNN’s convolutional layers were
made to work with hash codes. This was accomplished by modifying the convolu-
tional operation’s stride, number of filters, and filter size to take the lower input
size into account. In general, the CNN’s architecture was selected to capture the
pertinent characteristics of the hashed data. The size of the pooling windows
was carefully chosen to prevent losing too much information from the hashed
data because the pooling layers of the CNN can be used to down sample the
feature maps produced by the convolutional layers. The CNN’s output layer was
created to deliver the results required for the task at hand. For instance, as the
assignment involved classifying images, it was desirable to set the output layer
to be a Sigmoid layer with as many nodes as there were classes in the dataset.

The model was created with four convolutional layers, followed by a fully
connected hidden layer. The SHA-256 hash codes, which have a length of 64,
were defined to have a shape that matches the input shape of the CNN. This
indicates that the input layer’s shape should be (64, 1). The CNN’s convolutional
layers were made to work with SHA-256 hash codes. One strategy is to employ
a 1D convolutional layer with a modest kernel size, like 3 or 5 since the input
contains binary data. A limited number of filters, such as 16 or 32, may be
present in this layer. To decrease the spatial dimensions of the feature maps
while retaining the most crucial features, we employed a max pooling layer with
a pool size of 2. The CNN’s output layer was created to deliver the results
required for the task at hand. The output layer was made up of a single node
with a sigmoid activation function as our objective was binary classification. As
explained earlier, a checkpoint was used to preserve the model with the best
validation accuracy.
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Training and Validating the Models. Using backpropagation and the Adam
optimizer, the dataset was trained using the defined CNN architecture. The
training of model involves setting the model parameters, such as the learning
rate and the number of iterations, and then using an optimization algorithm,
such as Adam, to adjust the parameters and minimize the error between the
predicted and actual values. In the same vein, model validation was carried out
after the model had been trained to evaluate its performance on the validation
data. This involved measuring metrics such as accuracy, precision, recall, and F1
score. The model was trained and retrained with different parameters to optimize
the model’s performance on the validation data until the model’s performance
was satisfactory.

5 Results and Discussion

This section focuses on presenting the results obtained from the implementation
and comparing them in a progressive manner as per the research methodology.

5.1 Deep Learning Without Hashing

The model was trained and verified until the highest possible training and vali-
dation accuracy was achieved. The network’s learning curve throughout training
and validation is depicted in Fig.1(a). In the training and validation phases,
accuracy both increased, reaching 97.68% training accuracy and 98.62% vali-
dation accuracy, as can be observed. Also, the training and validation losses
were 0.0548 and 0.0404, respectively. Figure 1(b) represents the network’s loss
curve during training and validation, while Fig. 1(c) represents the network’s
F1 curve during training and validation. The result shows that both validation
loss and training loss decreased with an increasing number of iterations, which
demonstrated the model’s effectiveness.

Evaluation of the Model. For the testing of the model, the testing dataset
comprising the same image features used in the training phase but different from
the images that were used in original dataset for training, are used to test the
model. By loading the test images dataset and identifying the classes utilizing
the model, the models were tested. Through the use of the predict_classes()
function, it was possible to determine whether an image was real or artificially
altered based on whether it represented 1 or 0. The model shows the prediction
accuracy, precision, recall, F-score, and loss to be 89.08%, 0.88.89%, 89.07%,
88.94%, and 34.7%, respectively.

Figure 2 represents the result of the confusion matrix. From the confusion
matrix we can gain better understanding of the classifiers. It can be seen from
Fig. 2 that the classifier classifies 133 (76%) of the real instances correctly and
42 (24%) of the real instances incorrectly. However for the tampered instances,
it classifies 446 (94%) of those instances correctly and 29 (6%) incorrectly.
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(c) Training and Validation F1 Score

Fig. 1. Training and Validation Performance
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Fig. 2. Performance Evaluation of Image Prediction

5.2 Deep Learning with Cryptography

To obtain the desired accuracy during training and validation, the model was
trained and tested. Figures 3(a), 3(b) and 3(c) represent the network’s learning
curve, loss curve and F1 curve for the hash image dataset respectively.

It can be seen that pattern of line on validation training, loss and F1 for the
CNN learning model shows a straight-line pattern. A straight line for the valida-
tion loss or accuracy indicates that the model is not improving its performance
on the validation set even though the training loss is still decreasing. This can
mean that the model has already learned everything it can from the training
data and is overfitting, but it also means that it is unable to generalize to new
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(a) Training and Validation Accuracy for (b) Training and Validation Loss for Hash-
Hashing ing
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Fig. 3. Training and Validation Performance for Hashing

data. Overfitting occurs when a model is too complicated and starts to fit the
noise in the training data instead of the underlying patterns that generalize to
new data. The model may thus begin to perform well on the training data but
poorly on the validation data.

To find a solution to the problem of overfitting, an attempt was made to
simplify the model using different approaches, such as lowering the number of
layers or nodes, including regularization strategies, or expanding the validation
set. However, all the possible attempts to resolve the overfitting problem did
not result in a significant improvement in the model. At epoch 20, the high-
est training and validation accuracy that could be achieved were 73.69% and
72.66%, while the result of the testing and evaluation were 72.70% and 83.90%
for accuracy and F1 score, respectively.

5.3 Results Evaluation

Going by the result of the hashing evaluation, which showed 73.20% accuracy,
99.96% precision, and 73.21% recall at 0.0003 threshold, which is surprisingly
within the same range as the result of the deep learning algorithm, indicates that
a more robust hashing algorithm that ensures high euclidean distance is required
to achieve high prediction performance. This implies that to use cryptography to
improve the integrity of image prediction in deep learning, more effort is needed
at the hashing phase to ensure the accuracy of prediction.

In the overall assessment of our result, the hashing algorithm at the threshold
0.0003 gives 73.20% image prediction accuracy. The use of the CNN algorithm
on the hashing image dataset of 3247 at epoch 20 gives a prediction accuracy of
72.70% at 0.09s. In the same vein, the result of CNN on the raw image dataset
at epoch 50 gives a prediction accuracy of 89.08% at 2s. The result shows the
high capacity of deep learning prediction accuracy on the raw image without



Image Forgery Detection Using Cryptography and Deep Learning 75

hashing. However, the prediction on hashing image dataset is faster on CNN,
though with less accuracy.

6 Conclusion

The advancement in technological and image generation techniques have pro-
vided the possibility to create fake images. Many approaches have been devel-
oped to predict fake images using different approaches such as through the use
of cryptography and deep learning algorithms. Despite many advantages in deep
learning algorithms to predict fake images such as automatic feature engineer-
ing, parameter sharing and dimensionality reduction, one of the deep learning
drawbacks emanates from parsing of bad examples to deep learning models.

This work investigated applying cryptography - hashing to an image based
on the RGB channel and how this could be used to improve the integrity of the
image prediction as fake or real by deep learning. The hashing was performed
on the RGB channel of the image dataset of both real and manipulated images
using SHA-256 hash function and the euclidean distance was used to differentiate
between the real and manipulated images. The lower the hash value the higher
the possibility of the image to be classified as fake while the higher the hash
value the higher the possibility of the image to real. Based on this, a threshold
was set to determine the accuracy of the hashing to predict fake image. The
generated hash value of the image dataset was parsed to a deep learning model
- CNN algorithm for image prediction. The raw image dataset without hashing
was also parsed into CNN algorithm for prediction for the purpose of comparison.

The result of our experimental analysis shows the viability of hashing to
improve the integrity of images that a deep learning model will predict provided
a robust hashing algorithm with a very high accuracy is used. This will go a
long way in reducing the adversarial attack on CNN through the feeding of
bad examples into deep learning networks and make prediction at lesser time.
Hence, using cryptography on an image before deep learning can guarantee the
integrity of the image being predicted, which can be done at a lesser time.
However, the cryptography algorithm to be applied must be robust enough to
give high euclidean distance between real and manipulated images to guarantee
high accuracy.

For future work, it is desirable to investigate more hashing algorithms and
their prediction accuracy on deep learning models with a view to establish which
hashing algorithm has better performance for the purpose of integrity of image
prediction. Furthermore, more data-sets could also be used to test the efficacy
of the developed model.
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