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Abstract. Byzantine agreement protocols are essential components
in distributed systems and hold significant relevance for blockchain
networks. However, the communication complexity of these protocols
remains a major obstacle when considering their application in large-
scale blockchain systems. Recently, several elegant Byzantine protocols
in the synchronous authenticated setting have been proposed to enjoy
expected constant round complexity or optimal good-case latency. How-
ever, their overall communication complexity is still £2(n?¢) bits for an
£-bit message to be agreed by a set of n replicas. This quadratic commu-
nication complexity makes them unsuitable for large-scale applications.
In this paper, we systematically aim to reduce the communication com-
plexity of these protocols. In particular, we show how these protocols can
be extended to have a complexity of O(nf 4+ n?x) bits, where & is deter-
mined by the security parameter A. This communication complexity is
optimal when ¢ reaches £2(kn).

Keywords: Blockchain + Byzantine agreement * State machine
replication - Communication complexity + Round complexity

1 Introduction

Blockchain technology has revolutionized various sectors by enabling decentral-
ized applications, smart contracts, and cryptocurrencies. Byzantine agreement
(BA) is a fundamental problem in distributed computing that plays a crucial
role in achieving consensus in blockchain networks. It enables a set of n replicas
to reach a consensus on a value with up to f Byzantine replicas (which may
behave arbitrarily). In particular, in the synchronous authenticated setting, BA
can tolerate a minority of Byzantine faults (i.e., with consensus achieved as long
as f < n/2) [12,19]. Because of the single agreed output for each running, BA is
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also referred to as one-shot consensus [26]. The efficiency of a BA protocol is usu-
ally measured by two metrics: the round complexity (i.e., the number of rounds
of communication before the protocol completes), and the communication com-
plexity (i.e., the amount of information exchanged between replicas during the
protocol).

One-shot consensus is not always enough. Applications like blockchains
require replicas to make agreement on an ever-growing sequence of values (rather
than a single value), which is also known as Byzantine state machine replication
(SMR). To build Byzantine SMR, there are two approaches: running a series
of one-shot BA instances and constructing an SMR protocol directly (without
using any one-shot BA as a building block) [26]. The efficiency of a Byzan-
tine SMR protocol can be measured by the communication complexity and the
latency'. Another useful metric is the so-called good-case latency, which applies
to the case when a stable honest leader stays in charge and drives consensus on
many decisions [4,27]. By contrast, BA focuses more on the worst-case “latency”
(i.e., the maximum number of rounds for completion). The reason is that BA
requires all the replicas to terminate after agreeing on a single value (i.e., the ter-
mination property [2]), while in SMR protocols, replicas reach consensus on an
ever-growing sequence of values. The difference between BA and Byzantine SMR
also slightly influences our protocol design, which will be discussed in Sect. 4.

Recently, various elegant Byzantine protocols in the synchronous authenti-
cated setting have been proposed to enjoy expected constant round complexity
or optimal good-case latency [2—4]. Specifically, Abraham et al. proposed a
synchronous BA protocol in [2], which can achieve an expected O(1) round com-
plexity and expected O(n?) communication complexity. We refer to this protocol
as Sync BA in this paper. Later, a simple and practical synchronous Byzantine
SMR, called Sync HotStuff [1], was proposed by Abraham et al. , which can
achieve consensus with a latency of 2A in the steady state (where A is a syn-
chronous message delay upper bound). In [27], Shrestha et al. proved a lower
bound on the latency with optimistic responsiveness for Byzantine SMR, and
presented a protocol called OptSync to achieve the optimal responsiveness.

1.1 Motivation and Contributions

Despite significant advances in reducing round complexity and latency in Byzan-
tine protocols, a pressing challenge remains: the expected communication com-
plexity of these state-of-the-art solutions is still O(n?¢) bits for an (-bit mes-
sage [2—4,27]. In large-scale distributed systems such as blockchains, the mes-
sage size £ can be significantly large because of batched transactions. Thus, this
quadratic communication complexity is not only a theoretical concern-it can
translate into substantial delays, increased network load, and escalated opera-
tional costs, forming a critical performance bottleneck.

The root of this high communication complexity lies in the all-to-all message
broadcasting employed by these protocols. More specifically, they predominantly
rely on a designated replica, referred to as the leader, to initiate new proposals.

1 SMR protocols sometimes have no clear round boundary between outputs.
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Following this initiation, replicas are required to broadcast received proposals
to all other participants in the system for an equivocation check, a crucial step
to ensure the safety property—that is, to guarantee that honest replicas do not
commit to two conflicting signed proposals from the leader.

In this paper, we aim to extend these Byzantine protocols for long messages
with optimal communication complexity. Particularly, we achieve this by a sim-
ple observation: replicas can broadcast the signed hash digest of the leader’s
proposals (rather than the original proposal) to detect equivocation. As a result,
replicas can first agree on a unique hash digest of a leader’s proposal. Due to
the collision-resistance property of cryptographic hash functions, there is only
one message matching with the agreed hash digest. In addition, running these
protocols ensures at least one honest replica to have the proposal (since at least
one honest replica has to vote for the proposal). These guarantee that honest
replicas can recover the right proposals from each other. But, as pointed in [24],
directly applying this observation does not work here. This is because Byzantine
replicas can each ask all honest replicas for the proposals, thereby incurring a
communication complexity of £2(n?¢). To address this issue, we leverage a sim-
ple but efficient leader-based recovery algorithm, which only has an expected
O(nf) communication complexity (to a constant hidden factor). Moreover, we
take Sync BA in [2], Sync HotStuff in [1], and OptSync in [27] as three concrete
examples to showcase our systematic approach described above.

While the use of hash digests in Byzantine protocols is not new, our paper
contributes a unique, systematic approach that leverages this technique to sub-
stantially and optimally reduce communication complexity in modern contexts.
We also address specific challenges that emerge when using hash digests in this
manner and propose novel solutions, such as our leader-based recovery algorithm,
that are central to the effectiveness of our approach.

Contributions. The contributions of this paper are as follows.

e We propose a paradigm to extend the Byzantine protocols with optimal com-
munication complexity for long messages systematically. The overall commu-
nication complexity is reduced from 2(n?¢) bits to O(nf + n?k) bits.

e We instantiate the proposed paradigm with Sync BA protocol [2] to reduce
its communication complexity from §2(n?¢) bits to O(nf + n?k) bits. We also
give proof of its safety, termination, and validity.

e We instantiate the proposed paradigm with Sync HotStuff protocol [1] to
reduce its communication complexity from §2(n?¢) bits to O(nf + n%k) bits.
We also prove its safety and liveness.

e We instantiate the proposed paradigm with OptSyne protocol [27] to reduce
its communication complexity from 2(n?¢) bits to O(nf +n?k) bits. We also
prove its safety and liveness.

Roadmap. Section 2 provides the system model, some necessary preliminaries,
and goals. Section 3 introduces the framework to generalize the extensions of
protocols. Section4, 5 and 6 present the case study of Sync BA, Sync HotStuff,
and OptSync, respectively. The related work is provided in Sect. 7, and the paper
is concluded in Sect. 8.
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2 System Model, Preliminaries and Goals

2.1 System Model

We consider a system with a set of n mutually-distrusting replicas, say P =
{P1, -+ ,P,}. We assume n = 2f + 1, and up to f replicas are Byzantine.
In particular, we assume that all Byzantine replicas are controlled by a single
adversary Ayf. The uncontrolled replicas by Ay are called honest replicas, who
strictly follow the protocol. We assume that every pair of honest replicas is
connected with an authenticated and reliable communication link. We consider
a synchronous network model, i.e., there is a known delay bound A such that all
message transmissions between two honest replicas arrive within the bound A.

2.2 Preliminaries

View and Leader Election. All the protocols studied in this paper run in
views, and each view has a designated replica as the leader to initiate proposals.
A leader for each view is randomly elected among all replicas, which can be
realized by different cryptographic means (e.g., threshold coin-tossing scheme [8])
to generate the randomness needed.

Cryptographic Components. There exist standard digital signatures and
public-key infrastructure (PKI) for all replicas. A message msg signed by the
replica P, can be denoted by (msg), = (msg,o,), where o, is the signed msg
by replica P, using its private key. A message can also be sequentially signed by
multiple replicas, i.e., ({msg);); = (msg,0;); = (msg,0;,0;) where o, is a msg
signed by P;, and o, is (msg, 0;) signed by P;. There also exists a cryptographic
hash function H(:) that can map input of arbitrary size to an output of fixed
size. The hash function is collision-resistant, which means that the probability
of the adversary Ay producing m # m’ such that H(m) = H(m’) is negligible.

Certificate. The certificate of a message msg (e.g., a block containing transac-
tions) is proof that no less than f+ 1 replicas have signed msg, which is denoted
as C(msg). Here, a certificate could be implemented as a threshold signature [16]
or an aggregated signature [7].

Normalizing the Length of Cryptographic Components. We normalize
the length of cryptographic components by following [6,24]. We use A to denote
the security parameter, k;, = k() to denote the hash size, and ks = rks(A) to
denote the (multi-)signature size. In addition, let k = max(ky, ks); we assume
Kk = O(kp) = O(ks) = O(N). Therefore, in the following analysis, we use the
same parameter k to denote the hash size and signature size for convenience. We
assume that k < £, where ¢ denotes the size of the messages being broadcast. This
assumption is grounded in the practical context of [1,2,27], where message sizes
are generally observed to be significantly larger than the security parameters
required.
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2.3 System Goals

Byzantine agreement (BA) and Byzantine State Machine Replication (SMR)
protocols should satisfy the following security properties.

— Byzantine agreement (BA). A Byzantine agreement protocol should sat-
isfy three properties: 1)Termination: Every honest P; eventually outputs
a value; 2)Consistency: The outputs of all honest replicas are the same;
3)Validity: if every honest P; holds the same value v, then all honest repli-
cas commit on v

— Byzantine state machine replication (SMR). A Byzantine SMR proto-
col should satisfy two properties: 1) Safety: Honest replicas do not output
different messages at the same log position; 2) Liveness: Clients’ request is
eventually output by all honest replicas.

Communication Complexity. The communication complexity characterizes
the expected number of bits sent among the honest replicas during the protocol.
For the optimal Byzantine protocols against the minority, a lower bound of the
communication complexity is £2(¢n +n?), where the ¢n term represents a trivial
lower bound that says all honest replicas have to deliver an externally valid value
of ¢ bits in length, and the n? terms is a reflection of the lower bound of the
message complexity [11]. In this paper, we aim to achieve O(¢fn) commutation
complexity by extending several state-of-the-art protocols.

3 The Framework in A Nutshell

In this section, we present a unified framework to generalize the extensions for
these state-of-the-art BA and Byzantine SMR protocols. The framework contains
two key phases: pre-process and recovery phases. In the pre-process, replicas
agree on either the same hash value or L, while in the recovery phases, if replicas
output the same hash value in the previous phase, they will eventually output
the same message. In particular, we take the synchronous BA protocol in [2] as
an example, by which we show how to extend the existing synchronous Byzantine
broadcast primitive as shown in Fig. 1.

Pre-process Phase. The leader of view r is denoted as L,.. In the pre-process
phase, the leader L, broadcasts a new proposal m; together with an additional
signed message (H(m;),r)r,, where H(m;) is the hash value of the proposal
m;. When receiving the new proposal, replicas will vote for it and broadcast the
signed message. Then, replicas run the left procedures of the BA protocol, and
can eventually agree on the H(m;) or L. More formally, the pre-process stage
must satisfy the following properties:

— Every honest replicas P; eventually outputs the same hash digest h; (termi-
nation).

— The output of all honest replicas are equal, i.e., h; = h’ for some h’' (consis-
tency).
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1) Elect. All replicas participate in the threshold coin-tossing scheme from
[8], and a leader L is randomly elected.

2) Sync status. Replicas send their highest certificate C, together with the
msg v to the leader L.

3) Sync replicas. The leader L chooses the highest certificate C,,, and broad-
casts the associated message v.

4) Terminate. Honest replica terminates the above process once they recover
the message.

Fig. 1. The pseudocode for the recovery phase.

— If the sender is honest then b/ = H(m;) (validity).
— As least one honest replica holds the message m; = h; (recoverability).

The termination, consistency, and validity can be guaranteed by the used BA
protocol. Besides, if a block is output by an honest replica, the block has one
certificate C' with the majority votes. This implies, at least one honest replica has
signed for it. Besides, honest replicas only sign for a proposal only if they have
received it from the leader. All of these guarantee that at least one honest replica
has received the proposal and signed for it, which is also called the recoverability
property.

Recovery Phase. The recovery extension guarantees that if no less than one
honest replicas agree on the same hash;, they will eventually recover the same
proposal m;. Specifically, replicas send their committed message to the leader,
and the leader is responsible for sending out messages to replicas. More formally,
the recovery stage must satisfy the following properties:

— Every honest replicas P; eventually outputs a message m, which satisfies
m = H(m,;) (termination).

— The output of all honest replicas are equal, i.e., m; = m’ for some m’ (con-
sistency).

First, according to the collision-resistant property of the cryptographic hash
function, if all honest replicas agree on the same hash digest, the recovered
message must be the same, i.e., consistency. Second, once an honest replica is
elected as the leader, it will gather the proposals from the honest replicas and
then broadcast them. It is easy to see that all honest replicas will terminate and
output the same proposals, i.e., termination.

Also note that, with respect to the complexity of the final protocol, this
special case optimally represents all four possible cases where the long-message
protocol, as well as the short-message protocol, are either broadcast or consen-
sus. This is because broadcast can be achieved with one single invocation of
consensus.
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Let k be the current view number and replica L be the leader of the current
view. While in view k, a replica P; runs the following protocol.

— Setup (view 0). Every replica P; broadcasts its (/. ),. The f + 1 signa-
tures from distinct P; for the same value v form an initial certificate for

(h,0).
0) Elect. A leader Ly for the current view k is elected and referred as L.
1) Status. Replica P; sends (/,status, ki, Ci(hy,)); to L. At the end of

this round, L accepts the highest certificate and sets accepted, =
(v, kr,CL) := (vi, ki, Ci(hy,). If no replica reports a certificate, L freely
choose a vr,, and sets accepted;, := (vr,0,L).

2) Propose. L broadcasts ((/. propose. hy, o, kr, Cr)r together with vz, At
the end of this round, replica P; sets vp—; := vg if h,, = H(v.) and
k1 > k;. Otherwise (leader is faulty), it sets vp—; :=L.

3) Commit. If vy_,; #1, P; forwards (k. propose, /., )1 to all other replicas
and broadcasts a (/. commit, ., ); request. At the end of this round, P;
commits if and only if it receives f + 1 matching commit requests and does
not detect leader equivocation.

4) Notify. If P; has committed on v at the end of the previous round, it
sends a notification ((notify, /,),,C;(h.)); to every other replica. At the
end of this round, if P; receives a notify message, it accepts the committed
proposal. If P; receives multiple notify messages, it accepts an arbitrary
one. Lastly, P; increments the view counter k and enters the next view.

Fig. 2. The Sync BA protocol under standard synchrony. The changed parts
are denoted as the gray.

4 Case Study of Sync BA

In this section, we first present how to extend the Sync BA protocol proposed
by Abraham et al. [2], then prove its security properties, and finally analyze its
communication complexity.

4.1 Extending Sync BA

Each replica, denoted as P;, maintains accepted proposals in the form of
accepted; = (v;, ki, Ci(hy,)), where h,, is the hash digest of accepted proposal
generated at view k, and C;(h,,) represents the certificate for h,, (instead of
(vi, kiy Ci(v;)) used in [2]). Initially, P; sets accepted; := (L,0, L). The protocol
operates in views, each led by a designated leader. When a leader proposes a
value v in view k, the proposal has rank k.2 Its hash digest and rank can be writ-
ten into a tuple (hy, k). We first introduce the protocol, as illustrated in Fig. 2. In
this protocol, each replica broadcasts a hash digest of a specific value instead of

2 In [1], the term iteration is used instead of view. Here, we use the term view to be
consistent with the other two extensions.
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the raw value. The process consists of several rounds: first, a setup phase where
replicas broadcast initial certificates; followed by leader election in Round 0; sta-
tus reporting from replicas to the leader in Round 1; leader-initiated proposal
broadcasting in Round 2; replica commitment and validation in Round 3; and
finally, notification broadcasting in Round 4. For a detailed protocol description,
please refer to [2].

4.2 Safety, Termination and Validity

In this section, we prove that the above extension of Sync BA satisfies safety,
termination and validity properties.

Safety. In our extension, we mainly add the block hash h, in the propose step
and replace block content v with its hash h, in the commit and notify step, while
keeping other procedures unchanged. Thus, by the safety property of Sync BA
(Theorem 2 in [1]), if two honest replicas first commit on h,, and k!, respectively,
then h, = h!. Due to the collision-resistant feature of the cryptographic hash
function, there only exists a single value v for H(v) = h,, and so, all honest
replicas will eventually output the same value v.

Validity. Similarly, by the validity property of Sync BA protocol (See Theorem 4
in [1]), honest replicas will first commit on h, if 1) every honest replica starts
with the same input v, and then they all have an initial certificate C certifying h,
after the setup phase; and 2) no Byzantine replica has a certificate C certifying
hl # h,. Besides, by the collision-resistant feature of the cryptographic hash
function, honest replicas will output the same v.

Termination. Replicas iterate the above algorithm for & views. For each view,
if the leader is honest, it will drive all replicas to output the same value, and BA
successfully terminates. Specifically, if honest replicas have not committed on any
value, the honest leader will enable honest replicas to commit on a valid value.
Otherwise, the honest leader will collect the committed value from at least one
honest replica at Round 1, and then synchronize the value with honest replicas
that do not have it. The probability p of randomly electing an honest replica as
the leader for a view is p = f/(2f + 1). Thus, the failure probability p; that
honest replicas are not elected as leaders in the first k views is py = p¥, which
decreases exponentially. When n is much larger than k, the above algorithm
enables all replicas to terminate in constant rounds on average.

As said previously, BA requires all honest replicas to output values for ter-
mination. Thus, the above algorithm has to run k£ views to guarantee that there
exists at least one honest leader, who can help honest replicas to either commit
on a value or synchronize the committed value. However, when constructing the
above BA into Byzantine SMR protocols, one BA instance can be completed
once any honest replica has the proposal and commits on it. This is because
the honest replica will report the committed value to a future honest leader,
who will then initiate a new BA instance immediately. This observation will be
used in our extensions of Byzantine SMR, protocols. In fact, in Byzantine SMR



Byzantine Protocols 255

protocols, once an honest replica has committed on a value, all replicas will have
an early termination and switch to the consensus process of the next value.

4.3 Communication Complexity and Round Complexity

Communication Complexity. First, in the setup phase, a replica has to broad-
cast a hash digest of its input value, so the total communication complexity of
all replicas is O(kn?). Next, each view has multiple rounds, and we analyze the
communication complexity of them one-by-one. In Round 1, replicas involve in
an all-to-one broadcasting of an ¢-bit message, the associated certificate, and sig-
nature, thus the communication complexity is O(¢n + xkn). In Round 2, a leader
has a one-to-all broadcasting of an ¢-bit message, the associated certificate, and
signature, thus the communication complexity is O(¢n + xkn). In Round 3 and
4, replicas have an all-to-all broadcasting of messages with k-bit size, thus the
communication complexity is O(xn?). In general, the communication complexity
of each view is O(¢n + xkn?). Finally, the protocol runs the setup phase once and
iterates for k views, so the overall communication complexity is O(¢n + xn?),
when k£ < n.

Round Complexity. Sync BA terminates in expected 10 rounds, which is ana-
lyzed in [2]. Our recovery phase (see Fig. 1) adds extra 3 rounds. Sync status and
Sync replicas will cause one extra round, respectively. Since the Elect step can
happen in parallel to the pre-process phase, if the elected leader is honest, no
extra round will be caused. If the elected leader is Byzantine, 2 extra rounds are
expected to be added, since we have n = 2f+1. Therefore, the number of rounds
caused by Elect is expected to be 1, and the extended Sync BA terminates in
expected 13 rounds. Thus, the extended Sync BA does not increase the round
complexity of O(1).

5 Case Study of Sync HotStuff

In this section, we show how to extend Sync HotStuff in [1], then prove its
security properties, and finally analyze the communication complexity.

5.1 Data Structrue

In Sync HotStuff, transactions are systematically aggregated into structures
known as blocks. These blocks are then organized to form a sequential chain,
wherein each block occupies a distinct position, referred to as its height. Specif-
ically, a block By, located at height k, is structured as By := (b, H(Bk_1)),
where by, represents the proposed value at height k, and H(Bj_1) is the hash
digest of its immediate predecessor block. The chain initiates with the first block
By, which is distinct in that it has no predecessor, and is defined as B; = (b1, L).
For a block to be deemed valid, it must satisfy two essential criteria: (i) its pre-
decessor block must either be valid or be the null value L, and (ii) the proposed
value it contains must not only fulfill application-level validity requirements but
also maintain consistency across its ancestral chain [1].



256 H. Lyu et al.

Let v be the current view number and replica L be the leader of the current
view. While in view v, a replica P, runs the following protocol in the steady
state.

1) Propose. If replica P, is the leader L, upon receiving R
broadcast ¢ where By extends By_1.

2) Vote. Upon receiving both
from the leader, where By extends By—1 and hp, = H(B), if no leader
equivocation is detected, forward the to all
other replicas, broadcast a vote in the form of (instead of
(vote, Bk, v)r), set commit-timer, 1 to 2A and start counting down.

3) (Non-blocking) Commit. When commit-timer, i reaches 0, commit By,
and all its ancestors

¢ The original is the signed message (propose, By, v, Cy(Br—1))L-

Fig. 3. The Sync HotStuff steady-state protocol under standard synchrony.
The changed parts are denoted as the gray.

5.2 Extending Sync HotStuff

Sync HotStuff runs in views, and each view has a delegated replica as the leader.
Sync HotStuff contains two subprotocols, the steady-state protocol (in which
a leader coordinates replicas to reach the consensus of values) and the view-
change protocol (by which leaders are rotated). We first introduce the steady-
state protocol, as illustrated in Fig. 3. In the protocol, the leader L initiates the
process by broadcasting a block proposal through a message containing the hash
of the block hp, , the view number v, and a certificate related to the predecessor
block Bj_1. Upon receiving a valid proposal and ensuring no leader equivocation,
a replica P, broadcasts a vote (vote, hp,,v), along with the block Bj. Once
a replica votes for a block proposal By, it activates a commit timer (commit-
timer,,, ). If the replica remains in view-v and does not detect leader equivocation
or undergo a view change within a time frame of 2A (where A is a specific time
interval), the block By, is committed. For a detailed protocol description, please
refer to [1].

Next, we introduce the view-change protocol, which is introduced to maintain
safety and liveness in the face of Byzantine faults, as illustrated in Fig.4. If a
leader fails to propose a block within a specific time frame, or if it equivocates
by sending conflicting messages, replicas exit the current view and a new leader
is elected. When a replica exits a view, it stops voting and cancels associated
timers. After a waiting period, it selects the highest certified block, informs the
new leader about the chosen block, and enters the next view. The new leader
collects locked blocks from replicas, then broadcasts a new-view message with
the highest certified block. Replicas receiving this message forward it and vote
for the block if it has an equal or higher rank than their locked block. This view-
change protocol ensures the system’s resilience against Byzantine behavior and
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Let L and L’ be the leaders of views v and v + 1, respectively. Each replica P,
runs the following steps.

i Blame and quit view. If fewer than m proposals trigger P,’s votes
in (2m + 4)A time in view v, broadcast (blame,v),. Upon gather-
ing f + 1 (blame,v) messages, broadcast them, and quit view v. If
leader equivocation is detected, broadcast the two equivocating messages

signed by L, and quit view.

ii Status. Wait for 2A time. Pick a highest certified block , lock on

, send to the new leader L/,
and enter view v + 1.
iii New-view. The new leader L’ waits for 2A time after entering view v +

1 and broadcasts , where is a
highest certified block known to L.
iv First vote. Upon receiving , if By

has a rank equal to or higher than r’s locked block, forward
to all other replicas and broadcast

Fig. 4. The Sync HotStuff view-change protocol under standard synchrony.
The changed parts are denoted as the gray.

maintains the consistency and progress of the protocol. Detailed information can
be found in [1].

5.3 Safety and Liveness

In this section, we prove that our extended protocol atop Sync HotStuff satisfies
safety and liveness properties.

Safety. In Sync HotStuff, honest replicas were proved to commit on the same
block in the same height (see Theorem 3 in [1]). Compared with Sync HotStuft,
the block contained in the propose and view-change messages is replaced with its
hash digest. Replicas broadcast these messages for equivocation check. Therefore,
in our extension, honest replicas commit on the same hash hp in the same
height. In addition, due to the collision-resistant feature of the cryptographic
hash function, there do not exist two different blocks B and B’ at the same
height such that H(B) = H(B') = hp. Therefore, honest replicas will commit
on the same block at the same height.

Liveness. First, as analyzed in Lemma 4 in [1], the blame condition guaran-
tees that a Byzantine leader cannot stall progress. Since our extension does not
change the blame condition, the liveness is maintained in the presence of Byzan-
tine leaders. Second, there will eventually exist an honest leader. An honest
leader can make every other honest replica vote for m proposals in (2m + 4)A
time, since it doesn’t matter whether the vote is for a block or a hash (for the vot-
ing step). In addition, an honest leader does not equivocate. So no honest replica
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will blame the honest leader, and all honest replicas will keep committing new
blocks.

5.4 Communication Complexity

We analyze the communication complexity of the extended Sync HotStuff. In
the steady-state protocol, in Step 1, a leader broadcasts a propose message with
k-bit size and a block with /-bit size, thus the communication complexity for
this step is O(¢n + kn). In Step 2, there exists all-to-all broadcasting of leader’s
propose messages and replicas’ vote messages, thus the communication complex-
ity is O(kn?). In Step 3, a replica may broadcast its commit message with s-bit
size, thus the communication complexity is O(xkn?). Overall, the communication
complexity of the steady-state protocol is O(¢n + xn?).

In the view-change protocol, Step ¢ has all-to-all broadcasting of the blame
messages, thus the communication complexity is O(xkn?). Step ii involves all-
to-one broadcasting of block with ¢-bit size and certificate of x-bit size, thus
the communication complexity is O(¢n + xn). In Step iii, there is one-to-all
broadcasting containing a block with ¢-bit size and new-view message with x-
bit size, thus the communication complexity is O(¢n + kn). In Step iv, replicas
forward the received new-view messages and vote messages, thus the commu-
nication complexity is O(xkn?). Overall, the communication complexity of the
view-change protocol is O(¢n + xn?). Summing all of these, we have that the
overall communication complexity of the extended protocol is O(¢n + kn?).

6 Case Study of OptSync

In this section, we show how to extend OptSync in [27] with optimal communi-
cation complexity. We first provide some additional preliminaries to understand
OptSynec.

6.1 Preliminaries

Chain Certificates. Chain certificates serve the purpose of comparing different
chains received by replicas, and they come in two types: responsive certificates
OS’“(th) and synchronous certificates 05/2(h31).

Ranking Chain Certificates. When comparing chain certificates, we prioritize
them based on views. If the first certificate has a smaller view, it’s considered
lower. Within the same view, we rank certificates by the height of their responsive
certificates. If certificates share the same view and have a common responsive
certificate (or none at all), we then compare them based on the heights of their
synchronous certificates.

Tip of a Chain Certificate. The tip of a chain certificate refers to its highest
block. For a given chain certificate CC = (03/4(h3k), Cé/z(hBl)), if Cg/z(hBl) #
1, the tip is defined as H(B;); otherwise, it is defined as H(By).
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Let v be the current view number and replica L be the leader of view v. While
in view v, a replica P, runs the following protocol.

1) Propose. Ifreplica P, is the leader L, upon receiving C, (hp, _, ), broadcast

propose, hp, v, Cu(hg, )L and B, where By extends By_1.

2) Vote. Upon receiving the first proposal (propose, hp, . v, C\(hg, ))r and
B, with a valid view v certificate for a block at height k—1 (not necessarily
from L) where By extends Bj_1, if no leader equivocation is detected, for-
ward the proposal (propose, s, ,v,C\(hg, ,))r to all replicas, broadcast
a vote in the form of (vote, i, ,v), (instead of (vote, B, v),), set commit-
timer, r to 2A and start counting down.

3) (Non-blocking) Commit rules. Replica P, commits block Bj using
either of the following rules if r is still in view v:

(a) Responsive commit. On receiving [3n/4] 4+ 1 votes for By, i.e.,
03/4(h3k), commit By and all its ancestors immediately. Abort
commit-timer,, .

(b) Synchronous commit. If commit-timer,, ; reaches 0, commit Bj and
all its ancestors.

4) (Non-blocking) Blame and quit view.

e Blame if no progress. For p > 0, if fewer than p proposals trigger r’s
votes in (2p + 4) A time in view v, broadcast (blame,v),.

o Quit view on f + 1 blame messages. Upon gathering f + 1 distinct
(blame, v), messages, broadcast (quit-view,v,CC), along with f + 1
blame messages where CC is the highest ranked chain certificate known
to r. Abort all view v timers, and quit view v.

e Quit view on detecting equivocation. If leader equivocation is detected,
broadcast (quit-view, v, CC), along with equivocating proposals, abort
all view v timers, and quit view v.

@ The original is the signed message (propose, By, v, Cy(hBr—1))L.

Fig. 5. The OptSync steady-state protocol. The changed parts are denoted as the
gray.

6.2 Extending OptSync

Extended OptSync executes in views, and each view has a leader. Similar to
Sync HotStuff, OptSync contains two subprotocols, the steady-state protocol,
as illustrated in Fig.5, and the view-change protocol, as illustrated in Fig.6.
Detailed information can be found in [27].

We start with the steady-state protocol. In this protocol, the leader in a given
view proposes a block, initiating a process where replicas vote on the proposal.
Replicas validate the leader’s proposal, vote for the block, and share the proposal
with others. Blocks are committed based on a set of rules: if enough votes are
received or when a synchronous commit timer expires. The protocol also includes
mechanisms for detecting leader misbehavior, leading to a view-change triggered
by blame messages from honest replicas. When a view change occurs, replicas
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Let L and L’ be the leaders of views v and v + 1, respectively. Each replica P,
runs the following steps.

i Status. Wait for 2A time. Until this time, if a replica receives any chain
certificates, the replica updates its chain certificate CC to the highest pos-
sible rank. Set lock,+1 to be the highest ranked chain certificate at the end
of the 2A wait. Send (status, lockyt1)r

Enter view v + 1.

ii New-view. The new leader L’ waits for 2A time after entering view v+ 1.
L' broadcast , where lock’ is the highest
ranked chain certificate known to L’ after this wait.

iii First vote. Upon receiving the first

, if locky+1 < lock’, then broadcast (new-view,v + 1,lock’);, and

Fig. 6. The Optsync view-change protocol. The changed parts are denoted as the
gray.

quit the current view and broadcast a message containing the highest-ranked
chain certificate they know. This approach ensures regular block proposals and
enables the protocol to maintain progress and security even in the presence of
faulty leaders.

The view-change protocol ensures the replacement of a potentially faulty
leader to maintain the system’s liveness while upholding the safety of previously
committed values. After quitting view v, a replica waits for 2A time and then
enters view v + 1. During this transition, the replica updates its chain certificate
CC to the highest rank and sets lock,;1 to CC. It shares lock,; and the cor-
responding block By, with the new leader L’. Upon entering view v + 1, leader
L' waits for 2A time to receive status messages from honest replicas. Based on
these messages, L’ selects the highest ranked chain certificate lock’ and creates a
new-view message, which, together with the associated block, is sent to all honest
replicas. Replicas receiving this message and block validate the certificate’s rank,
forwarding the new-view message and voting for it, ensuring a smooth transition.

6.3 Safety and Liveness

We prove that our extension to OptSync retains its security property. The proofs
are similar to those in Sect. 5.3.

Safety. OptSync is proved to satisfy the safety, i.e., honest replicas do not com-
mit conflicting blocks for the same height (see Theorem 14 in [27]). Since our
extended protocol only adds the hash of block h g in the propose step and replaces
block B with its hash hp in the vote and commit step, all honest replicas will
commit on the same hash hpg for the same height. Since hg corresponds to the
unique block B, honest replicas will commit on the same block B for the same
height.
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Liveness. In our extended protocol, liveness is ensured as honest replicas con-
sistently vote for, commit, and lock on block hashes (hp) instead of the entire
blocks (B). This adjustment does not impact the protocol’s liveness property.
In each view, a leader must propose at least p blocks within (2p + 4)A time to
trigger votes from honest replicas. If a Byzantine leader equivocates or proposes
fewer than p blocks, a view-change is initiated. Upon entering a new view, all
honest replicas lock onto the highest certified chain. An honest leader extends
upon the tip of the highest-ranked certified chain. Honest replicas vote for the
new block since the leader’s provided lock is equal to or greater than their own
lock. Additionally, the honest leader consistently proposes at least p blocks, pre-
venting the formation of a blame certificate that could trigger a view-change.
As a result, all honest replicas continue to commit new blocks, ensuring the
protocol’s liveness property.

6.4 Communication Complexity

We analyze the communication complexity of the extended OptSync protocol.
In the steady-state protocol, Step 1 has an one-to-all broadcasting containing a
block with ¢-bit size and a propose message with x-bit size, thus the communi-
cation complexity is O(¢n + kn). In Step 2, there is an all-to-all broadcasting of
leader’s propose messages and replicas’ vote messages, thus the communication
complexity is O(kn?). In Step 3, replicas may conduct all-to-all broadcasting
containing commit messages with x-bit size, thus the communication complexity
is O(kn?). In Step 4, there exists all-to-all broadcasting of blame or quit-view
messages with x-bit size, thus the communication complexity is O(kn?). In gen-
eral, the communication complexity of the steady-state protocol is O(¢n + kn?).

In the view-change protocol, Step i has all-to-one broadcasting containing the
block with ¢-bit size and lock with x-bit size, thus the communication complexity
is O(¢n + kn). In Step ii, the leader makes one-to-all broadcasting of a block
with £-bit size and lock with k-bit size, thus the communication complexity is
O(¢n + kn). In Step iii, replicas conduct all-to-all broadcasting containing new-
view and vote messages with k-bit size, thus the communication complexity is
O(kn?). In general, the communication complexity of the view-change protocol
is O(¢n + xn?). Summing all of these, we have that the overall communication
complexity of the extended protocol is O(fn + kn?).

7 Related Work

This work is closely related to the Byzantine agreement (BA) and Byzantine
State Machine Replica (SMR) problems in the synchronous authenticated set-
ting.

Byzantine Agreement. Byzantine Agreement was first introduced by Lamport
et al. in [19,25]. Later, many studies have been conducted to reduce the com-
munication complexity of Byzantine agreement. Dolev et al. in [10,12] presented
a protocol with O(kn?) communication complexity. Dolev and Reischuk [11]
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proved that any deterministic protocol must incur £2(n?) communication com-
plexity. Berman et al. [5] further reduced the communication complexity to
O(n?). In [13], Fitzi et al. gave a lower bound on the communication complex-
ity of O(¢n), where ¢ is the message length holds for BA extension. Hirt et al.
in [18] presented an extension protocol for ¢ < n with optimal communication
but non-optimal round complexity of O(n?). Ganesh et al. in [14,15] proposed
some protocols, which are better in both round and communication complexity
compared with protocols in [13,18,20]. Nayak et al. in [24] studied extension
protocols of BA which achieve the best-possible communication complexity of
©(nl). However, the protocols need to invoke BA oracle twice, which increases
round complexity. Momose et al. [22,23] designed two protocols, which have a
quadratic communication complexity with different trade-offs in resilience and
assumptions. Abraham et al. proposed a synchronous BA protocol in [2], which
can achieve an expected O(1) round complexity and expected O(n?) communi-
cation complexity.

Byzantine SMR. In the past few years, several simple and elegant Byzan-
tine SMR protocols are proposed. Hanke et al. in [17] proposed a Byzantine
SMR protocol, called Dfinity protocol, which has an expected latency of 9A and
quadratic communication complexity. Subsequently, Lyu et al. [21] managed to
further reduce the latency by 10.7% under withholding attack. Chan et al. in [9]
proposed PiLi, a synchronous Byzantine SMR that can achieve latency of 654
and quadratic communication complexity. Abraham et al. [1] presented Sync
HotStuff, which can achieve near-optimal latency with 2A + O(6) and commu-
nication complexity of O(¢n?). In [27], Shrestha et al. proved a lower bound on
the latency with optimistic responsiveness for Byzantine SMR and presented a
protocol called OptSync to achieve the optimal responsiveness.

Summary. Although existing protocols made massive progress in optimizing
communication complexity, they still suffer from high communication overhead,
increased round complexity [24], or rely on stringent assumptions [22,23]. In
contrast, our work reduces communication complexity to O(nf + n%k) without
compromising resilience or adopting restrictive assumptions.

8 Conclusion and Future Work

In this paper, we propose a paradigm to reduce the communication complexity
of Byzantine protocols systematically. By instantiating this paradigm with three
state-of-the-art Byzantine protocols, namely Sync BA, Sync HotStuff, and Opt-
Sync, we have demonstrated their potential for achieving significantly improved
communication complexity. In particular, we have shown that these protocols
can be extended to have a communication complexity of O(nf+n?k) bits, where
K is determined by the security parameter A. This communication complexity
is optimal when ¢ reaches (2(xkn), which makes our approach highly practical
for real-world deployments. Our results provide a significant step forward in
enhancing the scalability and performance of blockchain networks, facilitating
their widespread adoption in various applications.
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While our theoretical analysis suggests promising improvements in commu-
nication complexity, there are important avenues for future research. At this
stage, our work is largely theoretical, and empirical validation under real-world
conditions is essential. Additionally, we assume that x < ¢, which is typical in
practical scenarios, but may not always hold. Exploring the implications, i.e.,
Kk >/, represents a key direction for future research.
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