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Abstract. Cross-architecture binary code similarity detection plays an
important role in different security domains. In view of the low accuracy
and poor scalability of existing cross-architecture detection technologies,
we propose Optir-SBERT, which is the first technology to detect cross-
architecture binary code similarity based on optimized LLVM IR. At the
same time, we design a new data set BinarylR, which is more diverse
and provides a benchmark data set for subsequent research work based
on LLVM IR. In terms of cross-architecture binary code similarity detec-
tion, the accuracy of Optir-SBERT reaches 94.38%, and the contribution
of optimization is 3.99%. In terms of vulnerability detection, the average
accuracy of Optir-SBERT reach 93.9%, and the contribution of optimiza-
tion is 7%. The results are better than existing state-of-the-art (SOTA)
cross-architecture detection technologies. In order to improve the effi-
ciency of vulnerability detection in realistic scenarios, we introduced a
file-level vulnerability identification mechanism on the basis of Optir-
SBERT. The new model Optir-SBERT-F saved 45.36% of the detection
time on the premise of a slight decrease in detection F value, which
greatly improves the efficiency of vulnerability detection.

Keywords: Binary code similarity detection - Cross-architecture -
Optimized LLVM IR + SBERT - File-level vulnerability identification
mechanism

1 Introduction

Binary code similarity detection (BCSD) takes binary representation of a pair of
functions as input and output as a value, which can reflect the degree of similar-
ity between two functions. It is mainly used to find similar or homologous binary
functions. This technology plays a vital role in different security research fields,
including known vulnerability detection [3,12,20,47], malware analysis [2,37],
patch analysis [15,38,43] and software supply chain analysis [14,44]. However,
many software programs, especially IoT firmware applications, are often com-
piled into binary files with different instruction set architectures, which brings
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great challenges to binary code similarity detection. Therefore, cross-architecture
binary code similarity detection technology continues to emerge and gradually
becomes a research hotspot.

With the development and application of machine learning, most of the
state-of-the-art cross-architecture binary code similarity detection technology
are based on machine learning [42]. In general, these detection techniques char-
acterize binary functions in different architectures as vectors and calculate the
similarity of the functions in vector space. Cross-architecture binary code simi-
larity detection technology can be divided into code-based embedding [25,32, 34]
and graph-based embedding [10,12,19,46] according to the representation form.
These technologies have realized binary code similarity detection under different
architectures, but there are still some limitations and large room for improve-
ment.

First, the existing cross-architecture similarity detection technologies rarely
consider binary differences caused by compilers. The same source code under dif-
ferent compilation architectures, with different compilers, optimization options,
and obfuscation strategies, will generate different binaries, and these binaries
will vary significantly. Most of the existing cross-architecture binary code simi-
larity detection technologies deal with these codes by constructing more complex
models, larger thesaurus, or transforming binary function comparison into graph
comparison problems. Such approach do not fundamentally solve the problem of
binary differences caused by compilers, and the technologies used in the existing
cross-architecture methods are not perfect, which makes the accuracy of binary
code similarity detection and vulnerability detection low.

Second, the scalability of existing cross-architecture binary code similarity
detection technologies is poor. Most of the cross-architecture binary code simi-
larity detection technologies based on code embedding are established based on
BERT. Such a model can only convert a binary function into a representation
vector in a single operation, which will lead to huge computational overhead
in the case of large detection samples. In addition, assembly instructions differ
greatly under different architectures, and cross-architecture binary code similar-
ity detection requires word segmentation representation of assembly instructions
under all architectures. The increase of thesaural will lead to a large increase in
the computational amount and time required for training models. What’s more,
the trained models have poor scalability, and they can only be used under the
trained architectures.

Third, the existing evaluation data sets for cross-architecture binary code
similarity detection are not diverse enough. Different detection technologies typ-
ically target different detection targets, and each technical solution trains and
tests the model with its own data set and represents the results with different
evaluation metrics (ROC curve area, MRR10, or Recall@5). However, binary
code similarity detection technologies in the real world have a wider application
range and needs to deal with more diverse and complex data sets. There is a big
gap between the test results of existing detection technologies in small data sets
and those in practical applications, which is not convincing enough.
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Therefore, we propose Optir-SBERT and construct dataset BinaryIR to solve
the above problems. Optir-SBERT is developed based on SEBRT network archi-
tecture. The SBERT network architecture contains two BERT. On this basis,
the representation vector with binary function semantic information is gener-
ated by the twin neural network. The two binary functions can be converted
into representation vectors by a single run, which is more suitable for similarity
comparison [35]. At the same time, Optir-SBERT performs binary code similar-
ity detection based on optimized LLVM IR. That is, the model firstly lift the
binary code under different architectures to the LLVM IR, then optimizes the
LLVM IR to eliminate binary differences caused by different compilers, and then
realizes cross-architecture binary code similarity detection based on optimized
LLVM IR.

Part of the existing work [22] uses IR to detect binary code similarity and
achieved good results. We further optimize the LLVM IR and use the opti-
mized LLVM IR to perform binary code similarity detection. As far as we know,
Optir-SBERT is the first technique for cross-architecture binary code similarity
detection based on optimized LLVM IR.

Optir-SBERT is evaluated on the dataset BinaryIR. BinaryIR contains a
total of 2,025 binary projects under multiple architectures such as X86.32,
X86-64, ARM32, ARM64, MIPS32, and PowerPC. The data sets are typical
and diverse, and the evaluation results are more convincing. Experimental results
show that the accuracy of Optir-SBERT in cross-architecture binary code simi-
larity detection can reach 94.38%, which is significantly better than Genius [10],
Gemini [46] and VulSeeker [12], with the accuracy increased by 46.58%, 52.18%
and 20.17%, respectively. In terms of vulnerability detection, Optir-SBERT’s
average vulnerability identification accuracy rate reach 93.9%, well ahead of
Gemini’s 41.6%. In addition, we also conduct ablation experiments to explore
the effect of the optimization on Optir-SBERT, and the results show that the
optimization have a positive effect on the model. In conclusion, our research has
the following contributions:

— We proposed Optir-SBERT, which solves the problem of binary code differ-
ences caused by compilers through optimization, and greatly improves the
accuracy of cross-architecture binary code similarity detection and vulnera-
bility detection. On this basis, Optir-SBERT-F is designed to greatly improve
the detection efficiency by sacrificing the F value slightly.

— Optir-SBERT has strong scalability. When detecting binary functions under
the new architecture, it is no need to retrain the model, but only need to
lift the binary code under the architecture to the LLVM IR and optimize it
for similarity detection or vulnerability detection, which greatly improves the
universality of the model.

— We designed a more diversified dataset BinaryIR, which contains binary files
under various architectures, IR files corresponding to binary files, and four
kinds of optimized IR files (00, O1, 02, 0O3), providing reference data sets
for subsequent research on cross-architecture binary code similarity detection
based on LLVM IR.
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2 Related Work

Traditional binary code similarity detection technologies are mainly based on
manually extracting binary function features [4,7,11,27,29] or using CG/CFG
graph [9,33] for similarity comparison. The binary function information obtained
in this way is often not comprehensive enough and the detection accuracy is
low. With the development of machine learning technology, especially inspired
by natural language processing, binary code similarity detection has made great
progress. Binary code similarity detection technologies based on learning can be
divided into single-architecture detection and cross-architecture detection.

2.1 Single-Architecture Binary Code Similarity Detection

The single-architecture detection technologies [15,42] can only detect binary
code similarity in a specific architecture. When binary codes come from differ-
ent compilation architectures, the detection effect will be very unsatisfactory,
which is related to the fact that its model is only trained in a specific archi-
tecture. In the learning-based single-architecture binary code similarity detec-
tion technologies, Bingold [1] extracted semantic information of binary functions
based on control flow graphs and data flow graphs, and then synthesized them
into semantic flow graphs to represent binary functions. BinSim [28] proposed
the system call slice equivalence checking, which is a hybrid method used to
identify fine-grained semantic similarities or differences between two execution
tracks. BinSign [29] provides an accurate and scalable solution for binary code
fingerprinting by calculating and matching structure and syntax code profiles for
disassembly. Asm2Vec [5] uses PV-DM, a natural language processing model, to
learn assembly instructions and generate representations. Each assembly instruc-
tion is treated as a sentence, and operands and opcodes are separated into token
units, which is more granular than migrating Word2Vec directly.

In general, single-architecture binary code similarity detection technologies
have achieved high detection accuracy and have been applied in some network
security fields [3,6,15,20,21]. With the increasing number of cross-architecture
binary code similarity detection scenarios, single-architecture detection methods
can no longer meet the actual detection requirements [31].

2.2 Cross-Architecture Binary Code Similarity Detection

With the application and popularity of IoT firmware applications, cross-
architecture binary code similarity detection becomes more practical, but it is
also more difficult to implement. Existing cross-architecture detection methods
are generally based on code embedding or graph embedding.

The cross-architecture detection technologies based on code embedding
[25,34,36,51] map binary functions under different instruction set architectures
to the same vector space, and then calculates similarity. Most of these cross-
architecture detection technologies are based on BERT, such as OrderMatters
[48], Trex [32], PalmTree [18]. BERT is the best pre-trained representation model
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for natural language processing based on Transformer [40]. Cross-architecture
detection technologies based on code embedding often need to build larger cor-
pora [50] to support binary function similarity identification of models under
different architectures. Therefore, the construction of such models are compli-
cated and its scalability are poor.

The detection technologies based on graph embedding [8,10,12,19,45,46] are
more widely used in cross-architecture detection, which is related to the small
change of graph structure information of binary function under different archi-
tectures [13,30]. This kind of technologies firstly extract the control flow graph,
data flow graph, abstract syntax tree and other graph structure information in
binary function, and then use graph neural network to characterize the graph
structure information, and then carry out similarity detection, such as VulSeeker
[12], Asteria [47] and CodeCMR [49]. QBindiff [26] also solves the matching prob-
lem between two binary functions according to the similarity of function content
and call graph. GMN [19] is a graph structure similarity detection technology
based on graph neural network proposed in recent years. After large-scale exper-
imental evaluation [23], it is found that its detection effect is most prominent.
However, when considering the structure information of binary function graphs,
the cross-architecture detection technologies based on graph embedding ignore
the relationship between basic block instructions, so that the captured binary
function information is not comprehensive enough [24,42,48].

3 Methodology

3.1 Overview

In order to solve the shortcomings of existing cross-architecture binary code
similarity detection technologies, we propose Optir-SBERT, which is based on
SBERT network structure design and performs similarity detection for optimized
LLVM IR. The new design idea enables Optir-SBERT to effectively solve the
challenges encountered by the existing cross-architecture binary code similarity
detection technologies.

Firstly, Optir-SBERT is designed based on the SBERT network structure,
which uses twin neural networks to generate embedding vectors with semantic
information, and pools the output results to generate fixed-length representa-
tion vectors. In the pooling operation, MEAN strategy is used to calculate the
embedding vector of binary functions, and experiments show that this strategy
has the highest accuracy in obtaining results [35,39]. Meanwhile, the training
methods of Optir-SBERT include next instruction prediction (NSP) and mask
language model (MLM).

Secondly, binary files under different compilation architectures can be lifted
to the same LLVM IR. Therefore, binary code similarity detection based on
LLVM IR has natural advantages in cross-architecture detection, and has better
scalability. On this basis, we optimize the LLVM IR to eliminate the binary code
differences caused by different compilers, so as to obtain higher quality initial
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input data of the model, and then carry out binary code similarity detection and
vulnerability detection based on the optimized LLVM IR.

Thirdly, in terms of vulnerability detection, Optir-SBERT-F, a model that
can detect vulnerabilities faster, is proposed based on practical application sce-
narios. Compared with Optir-SBERT, this model introduces a file-level vulner-
ability identification mechanism, which determines whether the binary file to be
detected has any vulnerability through the traditional way. If there is no vul-
nerability, lifting and a series of subsequent operations are not required. If there
are vulnerabilities, lifting is carried out and specific vulnerability functions in
the file are located and judged, thus saving a lot of detection time.

Finally, we design a new dataset, BinaryIR, which is more diverse, including
many typical binary projects and a large amount of IoT firmware, to match
real-world application scenarios. We lift all binary files in BinaryIR to obtain the
corresponding LLVM IR files, and optimized the LLVM IR files in four ways (OO0,
01, 02, 03). These data are incorporated into BinaryIR to provide a benchmark
data set for subsequent researchers. The overall design of Optir-SBERT is shown
in Fig. 1.

Similarity
calculation

Lifling Optimizing
—_—
RetDec

Binary Files LLVM IR Optimized LLVM IR

Fig. 1. The overall design of Optir-SBERT.

3.2 Optimized LLVM IR

LLVM IR is the internal representation generated by the compiler after scan-
ning the source program. All stages of the compiler analyze or optimize the
transformation on the LLVM IR [17,41], so it has a great impact on the overall
structure, efficiency and robustness of the compiler. LLVM IR has m compiler
design for front-end compiler languages (C, C++, Go, Rust, Toy, etc.) and n
compiler designs for back-end platforms (X86, MIPS, ARM, PowerPC, etc.),
which reduces the number of m*n compilers designed for m languages and n
platforms, greatly improving compilation efficiency. LLVM structure design is
shown in Fig. 2.

The binary files compiled by the same source program are very different.
The fundamental reason for these differences are that the source program goes
through different compilation architectures, compilers, optimization options, and
obfuscation strategies when it is compiled into binary. Therefore, by lifting binary



Optir-SBERT 101

e
[ Front-end I e
C. C++ —J Clang |

| —— (o — ARM

Go - L _,1[ Middle-end L Back-end
LLVM IR LLVM IR — 1, wmps

Rost _': | | | LLvM optimizer | | LLVM static optimizer
Toy —PI : == > PowerPC
...... —| : | Lo

—_ — = —

Fig. 2. LLVM structure design.

files to LLVM IR, assembly languages under different architectures can be unified
into one LLVM IR, and the model based on this LLVM IR can perform cross-
architecture binary code similarity detection. At the same time, in order to
eliminate binary differences caused by the compiler, we optimize the LLVM IR
to obtain higher quality initial input data. The Optir-SBERT trained based on
this data will have higher detection accuracy.

The lifting tool we use is RetDec, which is based on the LLVM design and
supports binary files lifting in various architectures (X86, ARM, MIPS32 and
PowerPC, etc.). It is the best open source lifting tool known. RetDec can directly
decompile the binary file to the source code. In this process, bin2llvmir is called
to convert the binary file into LLVM IR.

3.3 File-Level Vulnerability Identification Mechanism

In the actual vulnerability detection scenario, the model often needs to detect
a large number of binary files, which puts forward a high requirement for the
detection efficiency of the model. Optir-SBERT we designed needs to lift binary
files, which will take up lots of time and greatly affect the detection efficiency. To
this end, we design Optir-SBERT-F. This model adds a file-level vulnerability
identification mechanism on the basis of Optir-SBERT, which can improve the
vulnerability detection efficiency of binary files in practical applications.

The file-level vulnerability identification mechanism first needs to build the
binary file vulnerability library. The specific method is to collect the binary
files containing the vulnerability and make statistics on its assembly instruction
information, so as to obtain the assembly instruction characteristics of the binary
files containing a certain vulnerability. Through analysis and experiment, we
decide to make statistics on 28 typical assembly instruction characteristics of
binary files, and build the binary file vulnerability library. Instruction features
vary from architecture to architecture. The 28 instruction features we screened
are available in common architectures (X86, ARM and MIPS32). The specific
characteristics of binary file assembly instructions are shown in Table 1.

Mark the detected binary files as F = {fi, fo,..., fi,..., fm}. Mark the
binary files in the vulnerability library as G = {¢1,92,...,9;,.--,9n}. Mark
the characteristics of assembly instructions as C = {c1,¢2,...,C, ..., cos}. The
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Table 1. Characteristics of binary file assembly instructions

Statistical Characteristics

inst_num_abs_arith inst_num_grp_jump inst_avg_cmp
inst_num_abs_ctransfer | inst_num_grp_ret inst_avg_cndctransfer
inst_num_abs_dtransfer | inst_num_logic inst_avg_ctransfer
inst_num_arith inst_num_total inst_avg_dtransfer
inst_num_bitflag inst_avg_abs_arith inst_avg_grp_call
inst_num_cmp inst_avg_abs_ctransfer | inst_avg_grp_jump

inst_num_cndctransfer |inst_avg_abs_dtransfer | inst_avg_grp_ret
inst_num_ctransfer inst_avg_arith inst_avg_logic

inst_num_dtransfer inst_avg_bitflag inst_avg_total

inst_num_grp_call
Total 28

lower bound of G is Low, the upper bound is High, and the evaluation function is
E. In the actual vulnerability detection process, as long as formula (5) is satisfied,
binary file f; is considered suspicious. Then, it is necessary to lift binary file
fi to LLVM IR and conduct subsequent function-level vulnerability detection.
Otherwise, the assembly instructions characteristics of next binary file f(; 1) are
matched until all binary files F' are detected. The calculation formulas are:

Low;, = gj(cx) x 09,5 € [1,n],k € [1,28] (1)
Highji, = g;(c) x 1.1,j € [1,n],k € [1,28] (2)
Qi = fi(ck)ﬂ; S [lmek S [1a28] (3)
(k) = 0,qir ¢ [LowjkaHZ-ghjk] (@)

1, gir, € [Lowjy, High,j]

28
VY Ej(k) > 14, f; = gji € [1,m],j € [L,n] (5)
k=1

By introducing the file-level vulnerability identification mechanism, the effi-
ciency of Optir-SBERT-F in actual vulnerability detection is greatly improved.
The overall design of this model is shown in Fig. 3.
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Fig. 3. The overall design of Optir-SBERT-F.

Binary File

4 Experimental Setup

4.1 Experimental Environment

The environment of this experiment is Ubuntu 20.04 system under Linux 64-
bit. The main configuration of the server is Intel Xeon Gold 6230R@104x 4 GHz
processor, 256 GB memory and RTX3090 graphics card.

4.2 The BinaryIR Dataset

The existing binary code similarity detection technologies can only be detected
for some specific data sets, which is divorced from the actual application scenar-
ios in the real world. Therefore, we built a more diversified dataset, BinaryIR,
and conduct training and testing Opti-SBERT on this dataset, so as to obtain
more realistic detection results.

BinaryIR is built based on the dataset BinKit [16], BinaryCorp [42], and our
collection of binary projects, IoT firmware, and vulnerability function library,
including 2,025 projects, 41,172 binary files, and 388,2046 binary functions. The
size of the binary files ranges from 14K to 27M. At the same time, we lift all
binary files to obtain their corresponding LLVM IR files, and optimized the
LLVM IR using four optimizations (00, O1, 02, and O3), all of which are
included in BinaryIR. The quantity statistics of specific train data and test
data are shown in Table 2.

The process of lifting binary files to the LLVM IR files is relatively smooth,
but errors may be reported during the optimization of the LLVM IR files, result-
ing in a failure to generate the optimized LLVM IR files. Therefore, the number
of optimized LLVM IR files is less than the number of the binary files. Table 3
shows the actual number of LLVM IR files and the optimized LLVM IR files.
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Table 2. The quantity statistics of train data and test data

DataSets #Projects | #Binaries | #Functions | #File size
BinaryIR Train | 1520 31879 2981536 14K-27M
BinaryIR Test | 505 9293 900510 156K-19M

Table 3. The quantity statistics of LLVM IR files and optimized LLVM IR files

DataSets | LLVM IR | Opted IR(O0) | Opted IR(O1) | Opted IR(O2) | Opted IR(O3)
Train 31879 27463 26943 27591 28038

Test 9293 7842 7506 7613 7837

Total 41172 35305 34449 35204 35875

4.3 Evaluation Metrics

In order to evaluate the performance of Optir-SBERT in cross-architecture
binary code similarity detection and vulnerability detection, a unified eval-
uation index needs to be established. Mark the function to be detected as
S = {s1,82,...,8;...,5,}. Mark the recall rate of the function as RecallQk.
The evaluation function is 7. Then, the formulas of calculating the recall rate
of the function can be expressed as:

0,z = False
T(z)={" 6
() {1,x = True (©)
Recali@k = — > T(Rank,, < k) (7)

1S1i=

In specific experiments, the evaluation index used by Optir-SBERT in cross-
architecture binary code similarity detection is Recall@1. The evaluation index
used for vulnerability detection is Recall@5.

5 Evaluation

Our evaluation aims to answer the following questions.

— Question 1: How does the optimization affect and contribute to Optir-
SBERT?

— Question 2: With the increase of the functions to be detected, how does the
detection accuracy of Optir-SBERT change?

— Question 3: The accuracy of Optir-SBERT in cross-architecture binary code
similarity detection?

— Question 4: How does the vulnerability detection effect of Optir-SBERT?

— Question 5: What are the advantages and disadvantages of Optir-SBERT-F
compared to Optir-SBERT?
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5.1 Binary Code Similarity Detection

The Contribution of Optimization to Optir-SBERT. To explore the con-
tribution of optimization to Optir-SBERT, an ablation experiment is conducted.
Firstly, a cross-architecture detection model Ir-SBERT based on LLVM IR is
designed. The input data of this model is LLVM IR, and other structures are
the same as Optir-SBERT. In order to explore the influence of different opti-
mization options on Optir-SBERT, four optimization methods (00, O1, 02,
03) are evaluated experimentally under different architectures. All experiments
carry out in this paper are based on BinaryIR dataset. In order to simulate
the application effect of Optir-SBERT in actual scenarios, a function pool is
designed in this experiment. The construction method of the function pool is as
follows: 10 binary files were randomly selected from data set BinaryIR, and 5
binary functions were randomly selected from each binary file to form a function
pool containing 50 binary functions. Optir-SBERT and Ir-SBERT are tested in
the constructed function pool. The results of the two experiments are shown in
Table 4.

Table 4. The contribution of optimization to Optir-SBERT

X86.32, | X86.32, | X86_64, X86_64, | ARM32, | ARMG64, | Average
ARM32 |[MIPS32 | ARM64 | MIPS32 MIPS32 | MIPS32

Ir-SBERT 0.9158 ]0.9352 |0.9071 0.9091 0.8755 |0.9077 0.9084
Optir-SBERT (00) {0.9301 0.9044 |0.9542 ]0.9454 ]0.9226 |0.9290 |0.9310
Optir-SBERT (01)|0.9507 |0.9560 |0.9640 |0.9270 |0.9531 0.9521 |0.9505
Optir-SBERT (02)|0.9525 |0.9607 |0.9676 |0.9464 0.9497 |0.9416 |0.9531
Optir-SBERT (03) |0.9249 |0.9511 0.9219 ]0.9335 0.9537 |0.9403 |0.9376

As can be seen from Table4, in the cross-architecture binary code similar-
ity detection, the average detection accuracy of Optir-SBERT under the four
optimization is higher than that of Ir-SBERT, indicating that the optimization
has a positive contribution to Optir-SBERT, and the contribution rate is up to
4.47%. Among the four optimization methods, O2 optimization option has the
best effect to obtain optimized LLVM IR, and the average accuracy of Optir-
SBERT obtained by optimized LLVM IR training based on this method can
reach 95.31%. The Optir-SBERT used in the following experiments are all based
on the O2 optimization option training.

With the increasing number of binary functions to be detected, the accuracy
of the existing binary code similarity detection techniques will decrease. Through
experiments, we detect the variation of the accuracy of Optir-SBERT under
different number of function pools, and compared it with the existing SOTA
large-scale detection tool jTrans [42]. The specific changes are shown in Fig. 4.
Let the number of binary functions in the function pool to be detected be @,
the horizontal coordinate be log19@, and the vertical coordinate be the detection
accuracy.
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Fig. 4. The variation of models detection accuracy under different number of binary
functions.

According to Fig.4, with the increasing number of binary functions to be
detected, the detection accuracy of the three models all declined, while the
decline of Ir-SBERT and Optir-SBERT is smaller. When the number of binary
functions to be detected reaches 10,000, the accuracy of jTrans decreases by
35.03%, while that of Ir-SBERT decreases by 15.96% and that of Optir-SBERT
decreases by 12.62%. It shows that our propose Optir-SBERT can still maintain
better performance in large-scale binary code similarity detection.

Performance of Optir-SBERT in Cross-Architecture Binary Code
Similarity Detection. In order to explore the performance of Optir-SBERT in
cross-architecture binary code similarity detection in real scenarios, the experi-
ment is carred out under any compilation architecture. The function pool con-
struction method designed in this experiment is as follows: 1000 binary files are
randomly selected from data set BinaryIR, and 10 binary functions are randomly
selected from each binary file to form a function pool P containing 10000 binary
functions. Meanwhile, in order to make the experimental evaluation results of
Optir-SBERT more convincing, we compare Optir-SBERT with Genius [10],
Gemini [46] and VulSeeker [12], the three SOTA cross-architecture detection
technologies. The experimental results are shown in Fig. 5.

As can be seen from Fig. 5, Optir-SBERT has the highest accuracy of 94.38%
for similarity detection of binary functions under any architecture, and its accu-
racy is much higher than that of the existing SOTA cross-architecture detection
technologies. The experiment results indicate that Optir-SBERT designed by
us is more practical in real scenarios. In addition, the detection accuracy of Ir-
SBERT is also high, which is 90.39%, second only to Optir-SBERT, indicating
that the structure performance of SBERT network is better. Among them, the
contribution of optimization to the improvement of Optir-SBERT accuracy is
3.99%. Genius and Gemini are excellent binary code similarity detection tools.
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Fig. 5. Comparison of cross-architecture binary code similarity detection accuracy for
models.

The reason for their low detection accuracy in this experiment may be that the
number of functions in the function pool is too large and the sources of binary
functions are more diverse.

5.2 Vulnerabilities Detection

Performance of Optir-SBERT in Real Vulnerability Detection. Vul-
nerability detection is one of the important research directions in the field of
computer security. In order to evaluate the actual performance of Optir-SBERT
in the task of vulnerability detection, we conduct this experiment.

Firstly, the vulnerability data set Busybox is collected in the experiment,
and 7 vulnerability functions are extracted from the vulnerability data set to
build the vulnerability function library. Secondly, the optimized LLVM IR cor-
responding to the vulnerability function is generated. After that, we mixed them
into the optimized LLVM IR generated by the normal binary functions. Then,
Optir-SBERT is used to match the vulnerability in the optimized LLVM IR. In
this experiment, 2000 binary functions are randomly selected from the function
pool P, and 7 vulnerability functions are mixed into them. What’s more, the
experimental evaluation index is Recall@5, and the experimental comparison
model is Gemini [46] and Ir-SBERT. The results of vulnerability matching are
shown in Fig. 6.

According to Fig.6, the accuracy of Optir-SBERT is significantly higher
than Gemini and Ir-SBERT in detecting vulnerability functions. For example,
for CVE-2021-42385, the detection accuracy of Optir-SBERT is 100%, while
that of Gemini is only 51%. In addition, the average vulnerability detection
accuracy of Optir-SBERT is 93.9% and that of Ir-SBERT is 86.9%, indicating
that the optimization improve the accuracy of Optir-SBERT by 7% in terms of
vulnerabilities.
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Fig. 6. Comparison of vulnerabilities detection results for models.

Comparison of Vulnerability Detection Effect Between Optir-SBERT
and Optir-SBERT-F. In the real vulnerability detection scenario, the model
often needs to detect binary files, which requires it to convert binary files into
detectable binary codes or assembly instructions. The input of Optir-SBERT is
optimized LLVM IR, which requires it to lift the binary file. However, lifting
will occupy a lot of time, which seriously affects the vulnerability detection
efficiency of Optir-SBERT. In addition, among a large number of binary files
to be detected, only a few binary files have vulnerable functions. Based on this
actual situation, we design Optir-SBERT-F.

Optir-SBERT-F is mainly applied to scenarios requiring rapid vulnerability
detection. Compared with Optir-SBERT, Optir-SBERT-F introduces a file-level
vulnerability identification mechanism, which improves the efficiency of vulner-
ability detection but sacrifices the F value of vulnerability detection.

The main performance changes of Optir-SBERT and Optir-SBERT-F are
evaluated experimentally. In the experimental setting, 10 to 15 normal binary
files and 1 to 5 vulnerable binary files are randomly selected to form a test
data set. Then, the vulnerability detection F value and detection time of Optir-
SBERT and Optir-SBERT-F are tested on this data set, and the average value
of multiple tests is taken. The experimental results are shown in Table 5.

Table5 shows that the average vulnerability detection F value of Optir-
SBERT is 91.6% and the average detection time is 390.2s. The average vul-
nerability detection F value of Optir-SBERT-F is 77.7%, 15.17% lower than
Optir-SBERT, and the average detection time is 213.2s, 45.36% lower than
Optir-SBERT. It can be seen that Optir-SBERT-F saves 45.36% time at the
expense of 15.17% F value, which greatly improves the efficiency of vulnerability
detection on the premise that the F value is not significantly reducing.
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Table 5. Comparison of vulnerability detection effect between Optir-SBERT and
Optir-SBERT-F

CVE- 2015-9261 | 2019-5747 | 2021-42377 | 2021-42385 | 2022-28391 | average
Optir-SBERT (F Value) 0.909 0.889 0.923 1 0.857 0.916
Optir-SBERT (Time-s) 337 273 446 339 556 390.2
Optir-SBERT-F (F Value) | 0.8 0.667 0.833 0.857 0.727 0.777
Optir-SBERT-F (Time-s) |179 157 213 226 291 213.2

6 Conclusion

In this paper, we propose Optir-SBERT, which is the first technology for cross-
architecture binary code similarity detection based on optimized LLVM IR, and
has strong robustness and scalability. Optir-SBERT is mainly designed based
on SBERT network structure, which can better understand and characterize the
semantic information of optimized LLVM IR, and its twin network structure is
more suitable for similarity detection. In addition, we built the dataset BinaryIR,
which has a more diverse set of data including binary projects, IoT firmware,
LLVM IR files, and four optimized (00, O1, 02, O3) LLVM IR files.

The detection accuracy of Optir-SBERT is more stable. When the number
of binary functions to be detected increases to 10,000, the detection accuracy
decreases by only 12.62%. In terms of binary code similarity detection, the detec-
tion accuracy of Optir-SBERT can reach 94.38% under any compilation architec-
ture, which is much higher than the existing SOTA cross-architecture detection
technologies, in which the contribution of optimization is 3.99%. In terms of
vulnerability detection, Optir-SBERT have an average vulnerability detection
accuracy of 93.9%, of which the optimization contributed 7%. In addition, in
order to detect binary file vulnerabilities more efficiently in real scenarios, we
construct Optir-SBERT-F by introducing file-level vulnerability identification
mechanism on the basis of Optir-SBERT. Optir-SBERT-F can save 45.36% of
the time compared with Optir-SBERT, and greatly improves the efficiency of
vulnerability detection without significantly reducing the F value.

However, the generation stage of the optimized LLVM IR files may make
mistakes, mainly because the LLVM IR file contains characters that cannot be
optimized, which has a certain impact on the universality of Optir-SBERT. At
the same time, the file-level vulnerability identification mechanism of Optir-
SBERT-F can be further improved to reduce the false positive rate and false
negative rate. In the next work, we will try to improve the optimization method of
LLVM IR files and optimize the file-level vulnerability identification mechanism,
so as to make the model more practical and efficient in real scenarios.
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