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Abstract. Searchable symmetric encryption (SSE) enables users to
efficiently search ciphertext in the cloud and ensures the security of
encrypted data. Recent works show that forward security is an important
property in dynamic SSE. Many forward secure searchable symmetric
encryption (FSSE) schemes supporting single-keyword search have been
proposed. Only a few SSE schemes can satisfy the forward security and
support conjunctive keyword search at the same time, which are realized
by adopting inefficient or complicated cryptography tools. Very recently,
Hu proposed a novel construction to achieve conjunctive-keyword search,
that is, using inner-product encryption (IPE) to design a conjunctive-
keyword FSSE scheme. However, IPE scheme is a conceptually complex
and low efficient scheme. In this paper, we use a more efficient crypto-
graphic tool, asymmetric scalar-product-preserving encryption (ASPE),
to design an efficient and secure conjunctive-keyword FSSE scheme. To
improve practicality, we design our scheme to support multi-user set-
ting. Our scheme achieves sub-linear efficiency, and can easily be used in
any single-keyword FSSE scheme to obtain a conjunctive-keyword FSSE
scheme supporting multi-user. Compared with the current conjunctive-
keyword FSSE scheme, our scheme has a better update and search
efficiency.

Keywords: Forward security + Conjunctive-keyword search -
Multi-user

1 Introduction

With the development of network technology, cloud computing technology has
been widely used by companies and individuals. Using cloud storage service,
users can outsource large amounts of data to the cloud. For data security, users
need to encrypt their data before uploading. Searchable symmetric encryption
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(SSE) [13] provides keyword search function while ensuring the security of cloud
data. In an SSE scheme, the user encrypts files and (ind, keywords) pairs, then
sends the encrypted data to the server; When the user wants to search the files
containing keyword w, he generates a search token using the secret key and sends
it to the server; After receiving the search token, it runs the match operation to
obtain the files containing the keyword w, and then sends those files to the user.
Finally, the user will decrypt the received data to get the files that he wants.
Dynamic searchable symmetric encryption (DSSE) is more practical than SSE.
It can support dynamic update operations. The user can add new files to the
server or delete an old file in the server.

Some basic leakages are inevitable for SSE schemes as they support keyword
search over encrypted data. Curtmola [4] proposed the definition of the leakage
of access pattern and search pattern. DSSE scheme leaks more information than
SSE scheme. In DSSE scheme, an adversary can inject files containing some spe-
cial keywords into the server’s database; Then the adversary can use old search
queries to search those injected files and then obtain some useful information
from the search result. This kind of attack is called file injection attack (FIA)
[19]. The FSSE schemes can well resist file injection attack. Because in a FSSE
scheme, old queries can not match the new file which not queried before. Bost
[1] proposed a new idea for constructing FSSE schemes. Only trapdoor per-
mutation is used to construct the FSSE scheme in Bost’s scheme. In order to
improve the practicability of FSSE scheme, some FSSE schemes [7,16] that sup-
port conjunctive-keyword search have been proposed. These schemes can search
files containing multiple keywords. Most of the existing SSE schemes that sup-
port boolean queries leak the result pattern information [3]. This leakage allows
the server to know which files contain part of the search keywords.

1.1 Our Contributions
The main contributions of this paper are as follows:

— We construct an efficient and secure FSSE scheme that supports conjunctive-
keyword query and multi-user. Compared with the best current conjunctive-
keyword FSSE scheme, our scheme has a better update and query efficiency.
Our scheme can hide the number of keywords in a search query.

— Our scheme proves the feasibility of ASPE in constructing conjunctive-
keyword FSSE scheme.

— We give the security analysis and detailed efficiency description of our scheme.
We also implement our scheme using Java programming language to test its
practicality.

1.2 Related Work

Song et al. [13] proposed the first SSE scheme, which searching over the cipher-
text instead of using the index table. So its search complexity is linear with the
number of documents. After that, in order to improve search efficiency, many
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schemes using an index table [2,3,5,8,9,15] have been proposed. Goh et al.
[5] proposed the first index-based SSE scheme. Schemes using index table will
greatly improve search efficiency. In addition, researchers designed some SSE
schemes with more properties, and hence, is more practical. Kamara et al. [9]
proposed a DSSE scheme that can achieve sub-linear search efficiency. To support
conjunctive-keyword search, Golle et al. [6] first proposed conjunctive-keyword
search scheme. But their scheme are not very efficient. It has linear complex-
ity in the whole number of documents. After that, Cash et al. [3] proposed
the first SSE scheme that can achieve sub-linear search efficiency and support
boolean queries. Lai [11] proposed a scheme that solves the Keyword-Pair Result
Pattern leakage of OXT and achieves almost the same efficiency as OXT. But
Lai’s scheme needs one more round communication in search protocol. Zhang
et al. [19] gave a formalized definition of a very strong attack, named file injec-
tion attack. This attack can easily recover the keyword of a query. Stefanov et
al. [15] first formalized the notion of forward security for SSE scheme. After
Bost [1] proposed a very creative way to design a practical FSSE scheme, many
practical FSSE schemes were successively proposed. Song et al. [14] improved
efficiency based on Bost’s scheme using pseudorandom permutation. After that,
Zhang et al. [20] proposed a more efficient way to construct FSSE scheme than
Song’s scheme [14]. According to Zhang’s idea, we can use only hash function to
construct a FSSE scheme. Recently, a few FSSE schemes support conjunctive-
keyword search [7,16] were proposed. But the cryptography tools they used are
not efficient enough.

1.3 Organization

The rest of this paper is organized as follows. In Sect. 2, we describe the system
model, threat model and design goals of our system. The notations and cryp-
tographic primitives used in this paper are introduced in Sect. 3. In Sect. 4, we
give the detailed structure of our scheme and describe how to deploy our scheme
in a real scenario. We analyze the security of our scheme and compare the com-
plexity with existing schemes and give the experimental result in Sect. 5 and 6,
respectively. Finally, we give a brief conclusion in Sect. 7.

2 Problem Statement

In this section, we will introduce the system model, threat model and design
goals of our system.

2.1 System Model

Figure 1 records an overview of our system model. There are three parties: server,
private key generator and user. User can be both data owner and data user. These
parties can be described as follows:
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Data Owner Data User

Fig. 1. System model

— Server: The server is a semi-honest provider of cloud storage services. It
stores encrypted data sent by data owner and responses search operation
honestly. But it will learn and try to get some plain text information

— PKG: PKG is a trusted center. It first generates system parameters, including
the public parameter pp and the master key msk. PKG then uses the system
parameters to generate private keys for each user. PKG will not leak his
master key to anyone.

— User: All users are authenticated. They can both be data owner and data
user. They can send their file to the server and search the files in the server.
Users can communicate with each other for data sharing.

How the System Works. First, PKG generates the system parameters pp and
msk and predefine the keyword space W. PKG then responds to the registration
request of the authenticated user and generates a key for him. After receiving the
key, the user generates a random number by himself and uses both the key from
PKG and the random number as his secret key. After getting the secret key, the
user can encrypt his data and then send the ciphertext to the server. When a
user wants to search his own data containing keywords Wegren = {w1, -+ ,w;},
he can use his secret key to generate a search token, and then sends the search
token to the server. After receiving the search token, the server runs match
operation using the token and return the result to the user. When a user U;
wants to search the data of another user Us, U; first sends a request to Us, Us
then share his secret key and a state st. with U;. U; can generate search token
using the secret key and state, and then search files in the server.

2.2 Threat Model

The server in our system is considered semi-honest, that is, it will perform every
operation honestly, but it will try to learn information about the ciphertext from
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each operation. The private key generator PKG is considered credible. It will not
leak any information about system parameters and any user’s secret key to other
parties. Only an authenticated person can register as a user in the system. And
each user will not leak his secret key to unauthenticated parties.

2.3 Design Goals
We design our system with the following goals:

— Forward Privacy: Newly added files would not cause previous queries to
leak information.

— Update and Search Efficiency: Our scheme is more efficient than other
existing conjunctive-keyword FSSE schemes both in update and search effi-
ciency.

— Scalability: The method we use to construct our system can be easily applied
to other single-keyword FSSE schemes.

3 Preliminaries

In this section, we present some notations and cryptographic primitives used in
this paper. Table1 is part of the notations we use in this paper.

Table 1. Notations and descriptions

Notation Description

A Security parameter

N The number of total keywords allowed by the system
Zp A finite field, where p is a big prime integer
G1,Gt Two cyclic groups with prime order p

pp The public parameter of PKG

msk The master key of PKG

w A predefined ordered keyword space

H; i-th hash function

F; i-th pseudorandom function

Fy A pseudorandom function with range Z,

[ -] Cardinality of set

T Two maps

st; The ith state

ind A document index

U; One user with identity id

T & X Uniformly sample an element from a set X

negl(X) The negligible function in the security parameter A
PRPV (key,v) | Randomly rearrange the vector’s elements

op The update operation, where op € {add, del}
Wsearch All keywords in a search query

Wind All keywords in a file ind
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3.1 Bilinear Maps

Definition 1. Let Gy and G; be two cyclic groups with the same prime order

p. Let g be a generator of group G1. e : Gy X Gy — Gy is a map from Gy to Gy.

e is a bilinear map if it has the following three properties:

1. Bilinearity: ¥g1, g2 € G1 and a,b € Z,,, we have e(g%, g5) = e(g1, 92)*°.

2. Non-degeneracy: If g is a generator of Gy, then e(g,g)/ # 1, where 1 is the
unity element of Gy.

3. Computability: Vg1, g2 € G1,e(g1,92) can be computed in polynomial time.

3.2 Dynamic Symmetric Searchable Encryption

We briefly introduce DSSE based on [1]. A database DB = (ind;, W;)2 | is a
tuple of index/keywords pairs with ind; € {0,1}, W; € {0,1}*, where D is
the number of documents in DB. W = Uil denote the total number of key-
words in database DB. Let N = ZiD:1 |W;| be the number of document /keyword
pairs. DB(w) is the set of the document containing keyword w. Dynamic search-
able encryption can be denoted by IT = (Setup, Search,Update). Among them,
Setup is an algorithm, Search and Update are two protocols between server and
client. IT can be described as follows:

— Setup(DB) is used to initialize and start a system. It takes as input a plaintext
database DB, and outputs (EDB, K,0). EDB is the encrypted database, K
is the secret key and o is client’s state.

— Search(EDB, K, q,0) is a protocol between the server and the user. The user
first uses his secret key K, state o and a search query ¢ = {wq, -+ ,w;} to
generate a search token, then he sends the token to the server. Server runs
the match algorithm which takes as input search token and its encrypted
database E DB, then sends back the search result to the client.

— Update(EDB, K,0,0p,in) = (Updatec(K,o,o0p,in), Updates(EDB)) is a
protocol between the user and the server. Updatec is run by the user. The
Updatec takes as input the key K, state o, operation op and input in parsed
as the index ind and a set of keywords W;,,4 and output a update token. The
Updateg is run by the server and takes as input EDB. The operation op is
taken from the set {add, del}, meaning the addition and deletion operations
of a document /keyword pair.

3.3 Security Definition

It is difficult to obtain efficiency when design SSE schemes achieving high secu-
rity. Therefore, when designing a SSE scheme, some information will be appropri-
ately allowed to leak to get higher efficiency. Let £ = {Lsetup; LUpdate; LSearch }
be a set of predefined leakage functions. We can call a SSE scheme is secure if
no more information is leaked than L. Let IT = (Setup, Update, Search) be a
dynamic searchable symmetric encryption scheme, A be an adversary, A be a
security parameter. We can define the security of DSSE scheme by these two
experiments [14]:
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~ Real{()\): The adversary A chooses database DB, then the experiment
runs Setup(DB) and returns EDB to A. A adaptively chooses and exe-
cutes a list of query {¢;}. If ¢; is a search query, then the experiment runs
Search(EDB, K, q;,0) and returns the result. If ¢; is an update query, the
experiment answers the query by running Update(EDB, K, 0, 0p, in). Finally,
the adversary A outputs a bit b € {0, 1}.

- Ideali s(A): The adversary A chooses a database DB, then the experiment
runs S(Lgerup(DB)) with the leakage Lserup(DB) and returns EDB to A.
Then the adversary adaptively chooses and executes a list of query {g;}. If
gi is a search query, then the experiment runs S(Lsearcn(g:)) with leakage
Lsearcn(gi) and returns the result. If ¢; is an update query, the experiment
runs S(Lypdate(gi)) with leakage Lypdate(¢;). Finally, the adversary A out-
puts a bit b € {0, 1}.

Definition 2. II is called L-adaptively-secure SSE scheme, if for any probabilis-
tic polynomial time (PPT) adversary A, there exists a PPT simulator S such
that:

Pr(Real{(\) = 1) — Pr(Ideal; s(\) = 1) < negl()\)

where negl(\) is a negligible function.

Definition 3 (Forward privacy [14]). A L-adaptively-secure SSE scheme IT is
forward secure if the update leakage function Lypgate can be written as

['Update(Qi) = (7'7 Opi, anz)

where q; = (ind;, w;,0p;) is an update query, op; is an update operation, and
ind; is a document index. This definition means that an update query leaks no
information about the update keyword.

3.4 Result Pattern Leakage

Result Pattern (RP) Leakage [11] leakage is a kind of leakage in SSE protocols,
i.e. the files matching one search token. In conjunctive-keyword setting, the ideal
RP leakage is the files matching all the keywords in one search operation, i.e. the
Whole Result Pattern (WRP). But most existing conjunctive-keyword search
SSE scheme leak more information than WRP. For example, if user wants to
search the files containing keywords w1, - - ,ws. In OXT, there are three types
of RP leakage:

— Single Keyword Result Pattern (SKRP), i.e. the server can know DB(w;)

— Keyword-Pair Result Pattern (KPRP), i.e. the server can know
DB(wl,wZ-),2 S ) S t

— Multiple Keyword Cross-Query Intersection Result Pattern(IP), i.e. the server
can know DB(w1,{w;}) where {w;} C {wa,- - ,w;}
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3.5 Asymmetric Scalar-Product-Preserving Encryption [17]

An ASPE scheme can be denoted by IT = {Setup, Encrypt, KeyGen, Decrypt}.
II can be described as follows:

— Setup(\). This algorithm takes as input secure parameter A and outputs the
secret key K.

— Encrypt(v, K). This algorithm takes as input the message v, a vector, and
the secret key K, and outputs the ciphertext c.

— KeyGen(g, K). This algorithm takes as input the query vector g and the
secret key K, and outputs the search key d.

— Decrypt(c, d). This algorithm takes as input the ciphertext ¢ and the search
key d and outputs the inner product of v and q.

We call IT is a ASPE scheme if and only if IT satisfies the following conditions:

1. v - q = Decrypt(c,d) for any message vector v and any query vector g
2. v; - vj # Decrypt(c;, ¢;) for any message vector v; and v;.

4 Our Scheme

In this section, we give the construction of our scheme. We design our scheme
based on [7] and [20] which are conjunctive-keyword FSSE scheme and verifiable
FSSE scheme supporting single-keyword search, respectively. We use a more
efficient cryptographic tool to integrate these two schemes and then construct
our more efficient conjunctive-keyword FSSE scheme.

4.1 Construction

Let Gy, G; be two cyclic groups with the same prime order p. g is a generator
of Gy. Let e : G; x G; — Gy be a bilinear map. Let N be the cardinality of
predefined ordered keyword space W, i.e. N = |W|. PRPV (k,v) is a pseudo-
random permutation. It can randomly reorder the elements of the vector v, and
its reordering rules are determined by k. We use the ASPE scheme proposed
in [17] to construct our scheme. We express op with a bit length, i.e. op €
{add,del} = {1,0}. The details of our scheme are shown in the Algorithm 1.
The scheme contains four parts: Setup, Derive, Update and Search. They can
be described as follows:

— Setup(1*). This algorithm is run by PKG to initialize and start the sys-
tem. First, PKG predefine an ordered keyword space W. With the cyclic
groups Gy, G; and bilinear map e, PKG first randomly samples (s, a) &
Z, as its master key msk. Then PKG generates the public parameter
pp = {N7pvgvglvHl;H27H37Fp7F1aF2} where HlaH3 : {031}* - {031}/\7
Hy : {0,1}* — {0,1}>*1 F @ {0,1}* x {0,1}* — {0,1}* and F, :
{0,1}* x {0,1}* — Z,. Finally, PKG publishes the public parameter pp,
and keeps the master key msk.
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— Derive(msk,U,q). This is a protocol between the user and the PKG. First, an
authenticated user U;4 sends a registration request to PKG. After receiving

the request, the PKG randomly generates two elements (z,y) & Z, and
computes k1 = g%, ko = ¢g¥, and then sends (k1,ks) to U;q. After receiving

the key (k1,k2), U;q randomly generates an integer k3 & Zyp. Finally, Ujq
keeps sk;q = (k1, ko, k3) as his secret key.

— Update(ind, (wt,, wt,, - -+ ,wy, ), skid, 5, T, op). This is a protocol between the
user and the server where ¥ is a map saved by the user to store user’s latest
local status, and T is a map saved by the server to store the encrypted
keyword/file pairs. When a user U;q wants to update (add or delete) a file
ind containing keywords (w,, w,, - - ,wy, ), he first generates the key ks and
then runs the ASPE.Setup(seed) to get a secret key k, for the ASPE scheme.
Next, the user needs to initialize a vector v (line 4 to 8 in update protocol)
where t; represents the position of the keyword wy, in the keyword space
W. Note that we set v[N + 1] = —1 and v[N + 2] = 1. Next, the user
randomly shuffles the elements of the vector v by running PRPV (ks,v) and
then encrypts the vector v’ by running ASPE.Encrypt(k,,v’). Then he can
generate a node for the chain corresponding to each keyword w; € Wj;,q4. For
each keyword w; € W;,q4, the user needs to compute t,,,e and u first. Note
that if st. = Z[w;] is L, we set e = Ha(ty||st1) @ (L ||op||ind), otherwise
we set e = Ha(ty]||ster1) @ (ste||op|lind). The symbol L is used to mark the
beginning of the current chain. After getting t¢,,e,u, the user generates a
key k, to shuffle the elements of ciphertext vector cv and then hides cv’
by doing cv’ @ mc. Finally, the user sends the update token u, e, mev to the
server. After receiving the update token, the server stores it into the encrypted
database T

— Search((wg, Awey, A+ - Awy, ), skiqg, 2, T). This is a protocol between the user
and the server. When a user U;; wants to search the documents containing
keywords Wseareh = (We,, Wty - -+ ,wy,, ), he first searches for the st. corre-
sponding to wy, in map 3. If there is no state st., i.e. st. =L, the user can sure
that there is no file containing the keyword wy, in the server. If st. #.1, the
user generates ks, kp, k, and a vector g like the update protocol. The differ-
ence is we set [N + 1] = m and [N + 2] = F,(ty, st.) where m = [Weqrenl|-
Then the user shuffles the elements of the vector g and generates a search key
by running ASPE.KeyGen(k,,q’). After shuffling the search key cq using k,,
the user sends the search token t,,, st.,cq’ to the server. After receiving the
search token, the server uses t,, and st. to traverse the encrypted keyword/file
pair chain corresponding to wy, . For each node in the chain (representing an
update operation), the server can get e and mecv. Then the server can get
(ste—1,0p,ind) from e where st._; is the previous state of keyword wy,. The
server determines whether the update is performing an add operation or a
delete operation through the op. If the current node is an add operation, the
server calculates the ciphertext vector cv’ and runs ASPE.Decrypt(cv’, cq’)
to get st.’ which is the inner product of v and q. If st.” = F,(t,, st.), then
the server can determine that current file ind contains all the keywords in
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Wearen and then puts this file into the result set R. If the current node is a
delete operation, the server checks whether the current file is included in the
result R, and deletes if it contains. Finally, the server sends the result set R
to the user.

Correctness. First, as long as k, is the same, we have the following equation:
ASPE.Decrypt(cv’,eq’) = ASPE.Decrypt(cv, cq). Because if we use the same
rules to shuffle the elements in two vectors, this does not change their inner
product. Second, in the search protocol, the server can determine the current
file ind contains all the keywords in Wieqren by ste’ = Fp(ty, st.). Because if the
file ind contains all the keywords in Weqren, then Weegren, C Wing. So there are
m elements in the same position in v and q equal to 1. So the inner product
of v and g is m + (—m) + F,(tw, stc) = Fp(tw, ste). If the file ind does not
contain all the keywords in Wgeqren, then there are less than m elements in
the same position in v and g equal to 1. So the inner product of v and q is
m’ 4+ (—m) + Fp(tw, stc) # Fp(tw, ste), where m’ < m.

4.2 How to Deploy

How to Support Multi-user. The basic idea we use to support multi-user
is based on [18] which design a lightweight secret sharing method to share the
secret key with another user. In our scheme, all keys can be generated by the key
ks. If a user U; wants to search his data stored in the cloud, he can generate the
key k! using his secret key sk;. With the k!, he can generate the search token.

In the multi-user setting, let U; and Us be two different users with secret
key ski = (g%, g%, k3) and sky = (g%2, g¥2, k3). If user Uy wants to search U;’s
documents containing keywords {wy,,wy,, -+ ,wy, } , he needs U;’s key k! and
the state st. = X[wy,]. For the key k!, Uy can submit a request to Uj, then

1
U; responds with (gf3,g’“é). Then Uy can calculate k!, because of the following
equation:

(e(g’ k%)/e(gh k%))ké = e(g7g)k;,(y1—ax1) = e(g7g)ké5 = k;
1 kL e —a 1,
(g™ ) felghg7) = elg, ) 40705) — e(g, g = I

For st., Uy can share it with Uy through a public channel as follows: After getting
the key k!, Uy generates a secret key of a symmetric encryption algorithm using
kl. Uy also can generate the same secret key using his own key k. Then Uz and
U; can communicate securely.

How to Compress Vector Dimension. The disadvantage of our scheme 1 is
that we need to predefined the keyword space W. This condition limits the prac-
ticality of our scheme. In addition, the efficiency of the ASPE scheme decreases
as the keyword space expands, i.e. the dimension expands. In Algorithm 1, there
are three points: the keyword space W can be sorted, the position of each key-
word can be determined, and each document contains few keywords. So using
a vector with dimension |W| to record all the keywords’ position in keywords
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Fig. 2. Vector compression algorithm

space is extremely wasteful, because most elements of this vector is set to 0.
We can save storage and computing resources by compressing this vector. The
compression method is shown in Fig. 2. All we need to do is select a vector with
a smaller dimension and then map the keywords to the elements of this vector.
This compressing algorithm is a probabilistic algorithm. If you can accept errors
(probably return a few extra files) with a small probability, you can use this
method to compress the vector dimensions without losing too much accuracy.

5 Security Analysis

Informally, the security of our scheme depends on the security of the hash
function, pseudorandom function and ASPE scheme. To support conjunctive-
keyword search, we add an extra ciphertext into the update token, and then the
server can do conjunctive-keyword search on the encrypted database. So as long
as this extra ciphertext does not leak any information about the keywords of the
newly added file, our scheme can guarantee the forward security. Let W;,q =
{we,, -+ ,wy, } be the keywords in a file ind, and Wyearen, = {we,, -+ ,wy,, } be
the keywords in a search query. For a search query ¢, the user always uses wy,
to get t,, and st.. We call this kind of keyword as stag. For a search query g,
let stag = Stag(q). Let Hist = {(DB,q;)}2,, where ¢; is an update query or
search query, D B; is a snapshot of the database D B. For a search query Wearch,
let Wy = {w;|w; € Weearch, w; € Winat. If the ASPE scheme in [17] is secure,
the leakage of our scheme can be described as follows:

1. Search Pattern:
sp(wy,) = {i|Stag(q;) = we,, q; € Hist}
2. Update History:
uh(wy, ) = {(i,0p,ind;)|q; is a search query, Stag(q;) = wy, }
3. Whole Result Pattern:

WRP(Wsearch) = {indi|Wsearch g Winqui 15 a update query}



434 Z. Liu et al.

We can get the following theorem:

Theorem 1 Let Hy, Hy, H3 be three secure hash functions, and F,F, be two
secure pseudorandom function. We define the leakage function £ = (Lsetup,
EsearchaEUpdate) as:

Esetup =1
‘Csearch(Wsearch> = (Sp(wt1)7Uh(wt1); WRP<Wsearch)>
Lirpdate (i, 0pi, Wing, , ind;) = (4, op;, ind;)

Then the scheme 1 is is a L-adaptively-secure dynamic SSE with forward privacy.

On conjunctive-keyword and single-user setting, our scheme has a similar struc-
ture to Hu’s scheme [7], which has proven to be L-adaptively-secure. So the secu-
rity of our scheme on the single-user setting is based on the security of ASPE
scheme. Detailed proof process proves that the scheme is indistinguishable from
a simulated scheme, i.e. the security definition described in Sect. 2.

Unlike the cryptography tool used in Hu’s scheme, the ASPE scheme is con-
ceptually simple and efficient, but it doesn’t have a high-security level. In fact,
ASPE is proved to be not a CPA-secure scheme [12]. But this does not affect the
forward security of our scheme. Because in update protocol, we masked cv’ with
me, and mc is associated with st.;1. Without the latest status st.y1, the server
can not get the correct ciphertext cv’. That guarantees the forward security
of our scheme. If the adversary breaks the ASPE scheme, he can only get the
vectors v’ and q’ in a old update and search query, where v’ and q’ are vectors
reordered by PRPV(-,-). So the adversary cannot obtain the plaintext of the
keywords Wi,q and Wiearen. But the RP leakage of this scheme will include the
SKRP, KPRP and IP leakage.

6 Efficiency Analysis and Performance Evaluation

In this section, we are going to compare the complexity of our scheme with the
enhanced scheme in [7] and the FOXT-B in [16], and code programs to test the
efficiency of our scheme.

6.1 Efficiency Comparison

The notations used in this subsection are shown in Table 2.
The Table 3 shows the comparison result of communication complexity. And
the Table 4 shows the comparison result of computational complexity.

6.2 Experiment Results

In this subsection, we use a set of data to test the efficiency of search and
update protocol in our scheme. We run the program on a personal computer
with Windows10 OS, Intel(R) Core(TM) i7-9750H CPU 2.60 GHz, and 4 GB of
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Table 2. Notations and description

Notation | Description

l

The number of keywords in one file, i.e. I = |Wipaq]

m

The number of keywords in one search query, i.e.
m = ‘Wsearch|

N

The size of the predefined keyword space, i.e. N = |W|

C

The average size of DB(w)

|Zy|

The bit size of the element of Z,

|G|

The bit size of the element of G,

The computation cost of a bilinear pairing operation

The computation cost of an exponentiation operation in
cyclic group G1 and G,

function

The computation cost of hash function and pseudorandom

A.S

The computation cost of ASPFE.Setup

AE

The computation cost of ASPE.Encrypt

AK

The computation cost of ASPE.KeyGen

A.D

The computation cost of ASPE.Decrypt

The computation cost of trapdoor permutation function

1.E

The computation cost of I PE.Encrypt

1.K

The computation cost of IPE.KeyGen

1.D

The computation cost of I PE.Decrypt

Table 3. Comparison of communication complexity

Scheme Update token Search token

Hu’s scheme | (N 4+ 1) - |G1] + 2X 200+ |Zp|) + (N + 1)|G1 |
FOXT-B 2A 4+ |Zp| + |Gy | 2A + Zp + c¢(m — 1)|G |
Our scheme |3X\ + 14 2(N 4 2) - |Zp| | 2X + 2(N + 2) - |Zy|

As we know, |G1| is much larger than Z,. According to the result
of this table, if N is not small, the size of update token in our
scheme is small than Hu’s schemes and large than FOXT-B, and
the size of search token in our scheme is small than Hu’s schemes
and FOXT-B.
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DDR4 RAM. We use the JPBC library for Java and choose the type A pairing
to implement the pairing function. Let A = 256 be the security parameter.
We choose SM3 as hash functions H; and let F;(key,data) = Hash(key||data).
According to the complexity analysis in Subsect.6.1, N, and ¢ are the main
factors affecting the efficiency of update and search protocol. So we test how the

efficiency change with these variables. The results are described as follows.
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Table 4. Comparison of computational complexity

Scheme Update.client Search.client Search.server
Hu’s scheme |[(4H + ) + I.E H+I1.K c¢(3H + 7+ 1.D)
FOXT-B I(6H+ 7+ E) H+c¢m-1)E c(H+m-E+m)
Our scheme 2P+ E+5l-H+ AS+AFE|2P+E+3H+ AK|c(4H + A.D)

According to the result of this table, our scheme is more efficient than FOXT-B
and Hu’s enhanced scheme. Because ASPE scheme is much more efficient than IPE
scheme, and we do not need to compute a lot of exponentiation operation in the cyclic
group. The efficiency comparison between ASPE and IPE are shown in the Table 5.

Table 5. The efficiency of IPE and ASPE

N | Client side in search | Server side in search | Client side in update
IL.K AK I.D A.D LE AE
5 0.8 ms | 0.0003 ms | 9.9 ms 0.00008 ms 2.6 ms | 0.00037 ms
10 1.2 ms | 0.0007 ms | 24.1 ms | 0.00016 ms 4.5 ms | 0.00081 ms
30 2.4 ms|0.0045 ms | 67.1 ms |0.00023 ms | 12.5 ms | 0.00514 ms
50 4.0 ms | 0.0117 ms | 110.2 ms | 0.00030 ms | 20.7 ms | 0.01343 ms
100 9.8 ms | 0.0446 ms | 217.8 ms | 0.00058 ms | 43.2 ms | 0.05144 ms
250 | 40.9 ms | 0.2624 ms | 540.9 ms | 0.00128 ms | 124.4 ms | 0.03192 ms
500 | 140.6 ms | 1.0726 ms | 1100 ms | 0.00229 ms | 310.5 ms | 1.86808 ms

750 | 303.7 ms | 2.3842 ms | 1600 ms | 0.00334 ms | 555.9 ms | 4.46054 ms
The testing result of IPE is come from paper [10]. This comparison is
reasonable because the operating environment in [10] is better than ours.

Figure 3 shows how the efficiency of the update protocol changes with the
variables [ and N. In these two subgraph, we let N = 100 for the left one and | =
10 for the right one, respectively. Note that the second curve is close to a straight
line, but it is not, because of the computation complexity of ASPE.Encrypt is
O(n?). This result satisfies the complexity analysis in the Table 4. Figure 4 shows
how the efficiency of the search protocol changes with the variables ¢ and N. In
these two subgraph, we let N = 100 for the left one and ¢ = 100 for the right
one, respectively. The second curve also is close to a straight line, but it is not,
because of the computation complexity of ASPE.KeyGen is O(n?). This result
also satisfies the complexity analysis in the Table 4.
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These test results prove that the efficiency of update protocol is linear with
[, and search protocol is linear with c. Both the efficiency of update and search
protocol is linear with N2. However, due to the fast running speed of ASPE,
if N grows not very large, the growth of NV has little effect on the efficiency of
update and search protocol.
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Algorithm 1. Conjunctive-keyword FSSE using ASPE Scheme

Setup(1*)

4:
5:
Update(ind, (we, , ey, - -

U W N

: (s,a) & Zy

g1=g"°

: msk = {s,a}

L pp = {N7ngvgl7HI,H27H37FP7F17F2}
: PKG keeps msk as master key
Derive(msk,U;q)

PKG:

2 (z,y) S Z,, where x, y satisfy y = ax +

s(mod p)

k‘l = gx, kz = gy

send k1, k2 to the user

Client:

ks < 7,

the user keeps skiq = (k1, k2, k3)

N wtl ), Skid, E, T)

20:
21:
22:
23:
24
25:
26:
27:

Client:

ks = (6(97 k2)/e(gl7 kl))ka

seed = Hi(ks)

ko = ASPE.Setup(seed)

v = 0 where v € ZII,\’+2

for i € {t1,~~~ 7tl7N+2} do
vfi] =1

end for

v[N+1]=-1

v’ = PRPV (ks,v)

: cv = ASPE.Encrypt(kq,v')
: for i e {tl,“' 7tl} do

tw = Fl(ks,wi)
ste = XN[w;]
if st. =1 then

st < {0, 1}

e = Haltullsts) & (L ||opllind)
else

Stet1 i {0, 1})\

€ = Hg(tw||8tc+1) @D
(stelopllind)

end if

E[wz] = Stc+1

u = Hs(tw||stes1)

kp = Fo(ks,w;)

cv’ = PRPV (kp, cv)

mc = Fp(stet1,tw)

mecv = cv’ @ me

send (u, e, mev) to the server

28:

29:

end for
Server:
Tu] = (e, mev)

Search((wy;, Awe, A~ ANwy,, ), skia, 2,T)

— =
— o ©

19:
20:
21:
22:
23:
24
25:
26:
27:
28:
29:
30:
31:
32:

33:
34:
35:
36:
37:
38:
39:

Client:

: ste = Blwy, |
: if st =1 then

return ¢
end if

: ks = (e(g, k2) /e(g, k1))*3

kP = FQ(kSawtl)

: seed = Hq(ks)

: ko = ASPE.Setup(seed)
: tw = Fl(ks,wtl)

: @ = 0 where g GZ?]*Q

: fori € {t1,-- ,tm} do
12:
13:
14:
15:
16:
17:
18:

qli =1
end for
q[N + 1] =m, g[N + 2] = Fp(tw, stc)
q' = PRPV (ks,q)
cq = ASPE.KeyGen(ka,q')
cq' = PRPV (kp,cq)
send (t., stc,cq’) to the server
Server:
initialize two empty set R, A
while st. #1 do
u = Hs(tw||ste)
(e, mev) = Tu]
(ste—1,0p,ind) = Ha(twl||ste) ® e
if op = del then
A= AU {ind}
else
if ind € A then
A= A\ {ind}
else
me = Fp(ste,tw)
cv’ = mev @ me
ste’'
ASPE.Decrypt(cv’, cq’)
if st. = Fp(tw, st.) then
R = RU {ind}
end if
end if
end if
end while
send R to the client
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Conclusion

In this paper, we analyze the feasibility of using the ASPE scheme to sup-
port multi-keyword search in FSSE scheme and construct a conjunctive-keyword
FSSE scheme supporting multi-user. We analyze the security and efficiency of
our scheme and how to deploy our scheme in the real scenario. Compared with
existing conjunctive-keyword FSSE scheme, our scheme is more efficient and
practical. For future work, we will try to design a more efficient, lower commu-
nication and storage overhead conjunctive-keyword FSSE scheme using Shamir
threshold scheme.
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