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Abstract. With the development and improvement in chip manufac-
turing and network communication, Internet of Things (IoT) have been
addressing more and more popularity around these days. Due to the fact
that the end devices in an IoT system can perform higher computational
tasks, there are more and more IoT applications requiring on-device
local training procedures. Hence, the concept of Knowledge Distillation
is introduced to solve the on-device machine learning problem–each end
device will receive a distilled light-weight student model from the com-
prehensive central teaching model. However, several security concerns
need to be resolved before KD being put into industrial environments,
including data integrity and robustness over external attacks. In this
paper, we propose an NFT assisted KD framework, aiming at leveraging
the blockchain features on data security to solve the intrinsic robustness
defects in a naive KD architecture. Our major contributions can be con-
cluded as following 1) the first NFT assisted KD framework (KD-NFT)
which initializes the chance of NFT usages in scientific fields; 2) providing
a two-dimension (vertical and horizontal) security over KD data vulner-
ability under attacks; and 3) a fail-over scheme when external poisoning
happened, to recovering KD-NFT training process back to last-best sta-
tus, by using NFT history full-traceable feature and providing automatic
system robustness.

Keywords: Knowledge Distillation · Federated Learning ·
Blockchain · NFT · Robustness · Poisoning attack

1 Introduction

As the concept of the Internet of Things (IoT) has gained popularity around
these days, more and more research and system implementations have become
realized with actual people’s daily usages. Based on which, one of the high-level
concept named Edge Computing has been brought to the front end, leverag-
ing the features of high computational performance and extremely low network
latency from modern IoT system [1,2].
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Moreover, to perform a comprehensive machine learning task throughout
an IoT system, the divide-and-conquer method has been taken into account
with an edge computing framework: a large task T could be evenly divided into
numbers of sub-tasks T1, T2, ..., Tn, n = 1, 2, 3..., and then assign each sub-task
to an end device to perform local training process, and finally a central server
collects the sub-training results from each end device, and aggregates them to
a comprehensive, global training result as the output from the IoT system [3].
The most famous framework adopts this idea is called Federated Learning [4].

However, a group of defects and weak-points can be identified to the above
discuss execution pattern: 1) for a typical machine learning task, a large amount
of training dataset is required [5], 2) the centralized architecture makes the
central server and end devices are weak to external attacks [6], and 3) the net-
work connectivity is massive between central server and end devices, which will
result in tremendous data transmitting latency and increase the chance being
attacked [7,8]. Several schemes for Federated Learning framework have been con-
ducted, such as applying GAN framework inside a traditional federated learning
framework, to reversely protect the system from attacking. However, the com-
putational and timely consumption is excessively expensive, and not possible to
directly impose to an IoT system [6].

Hence, researchers start to explore other ways to protect the Federated Learn-
ing, or similar IoT framework, and one of the choices is the Blockchain architec-
ture [9] (Fig. 1).

Fig. 1. Architecture of blockchain

The core mechanism for a blockchain network is the implementation of
ledger–a file that locates on every blockchain network node, recording the copies
of blockchain status in real-time and constantly synchronizing the value from
one ledger to another node’s ledger [10]. Therefore, theoretically it is impossible
for an attacker to change every blockchain nodes ledgers with the same poison-
ing data in the same time, then by the next sync period’s end, the blockchain
nodes will notice the mistakes in their ledgers recording, then triggering a block
reverting process to recover from the last confirmed ledger status [11].

Hence, instead of implementing a complicated and expensive adversary mech-
anism within an IoT system, the combination of blockchain and IoT concept will
be more promising to solve the robustness problem.
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To solve the problems in existing federated learning techniques in IoT sys-
tem usages, in this work, we propose a new edge computing framework that
using Knowledge Distillation (KD) concept in contrast to a traditional Feder-
ated Learning framework, which addressing the security features from blockchain
architecture and leveraging the KD features for edge computing at the same
time. Moreover, we focus on one of the blockchain implementations–Non-fungible
Token (NFT), as the security method that fixing the intrinsic KD security draw-
backs, majorly at the student model distribution processes.

The knowledge Distillation is a new architecture that solves the under-
performance issue for edge devices in an IoT system. Typically an IoT system’s
end device will not have sufficient computational power, which it not possible
to fully perform machine learning tasks locally. Hence, the major improvement
for KD is, instead of distributing the training data to each of the end device
in the IoT systems, the core point for KD is to derive student models from
the centralized teacher model, where the teacher model is to be trained in a
powerful centralized server with greater computational power [12,13]. However,
the student models distributing process from central server to end devices are
under external attacks–on receiving a maliciously modified student model, the
end devices will incorrectly perform and inject malfunctions to the IoT equip-
ment [14]. Hence, we leverage one of the blockchain implementations-NFT as the
method to secure the students distribution process, which secures the student
model integrity itself and provides fail-over techniques on attacks happening.

To prove our work, we conduct experiments over MNIST and CIFAR10
datasets showing that our proposed B-FL outperforms the state-of-the-art
research works. The contribution of this paper can be summarised as follows:

– We propose a framework that creatively combining NFT security features
with Knowledge Distillations (KD-NFT) to solve the security concerns.

– We provide a solution over teacher and student model attacks in a knowledge
distillation framework, securing and guaranteeing the end device performance
in central and local training processes.

– The KD-NFT supports for a fail-over mechanism when an attack happened
throughout models dispatching processes, to secure the end device adopting a
non-worse student model, which significantly improve the overall IoT system
performing accuracy.

– The experimental results prove that our propose KD-NFT model address
the robustness over both communication attacks and data poisoning attacks,
when comparing to a naive KD framework.

The rest of this paper is organized as follows. Section 2 introduces the related
works on recent blockchain federated learning, knowledge distillation approaches
and poisoning attack threats on machine learning. The proposed framework is
discussed in Sect. 3 and the experimental results are evaluated in 4. Section 5
gives the conclusion of the paper.
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2 Related Works

This section provides the background of blockchained federated learning
approaches and poisoning attacks on federated learning.

2.1 Blockchain and Non-Fungible Token (NFT)

The concept of Non-Fungible Token (NFT) is a high-level of blockchain applica-
tion, originated from Ethereum blockchain ecosystem from 2014 [15]. By lever-
aging the blockchain features as its baselines, an NFT extends the usability from
its counterpart–Fungible Token (FT), guaranteeing the uniqueness of the data
an NFT secured on blockchain environment [16,17]. In theory, there are not two
same NFTs across the world [18]. Programmably, the NFT complies with ERC-
721 and ERC-1155 standards–ERC-1155 allows dividend (a fraction) of an NFT
whereas the ERC-721 does not allows [19,20]; and FT is defined within standard
ERC-20.

2.2 Blockchained Federated Learning

To protect external attacks, there are numbers of works which implement their
blockchain assisted federated learning frameworks. The work [10] attach each
client device to a blockchain node to achieve sufficient distribution. However,
the time consumption is hard to accept. The work [21] proposed a BC-based
PPFL framework with five blockchain node, each time a client producing a local
training model, it will trigger the generation of a new blockchain block. The
work [22] proposed a hybrid chain named PermiDAG and the work [23] pro-
posed a blockchained federated learning conceptual framework to be used for
Industry 4.0.

However, none of the above work and framework shows their robustness over
data poisoning and external attacks.

2.3 Knowledge Distillation Security

Knowledge Distillation (KD) is the concept that addresses the model compress-
ing and cost-balancing over large machine learning model to run on the small
devices [24]. The goal is to use a comprehensive teacher model to generate a num-
ber of student models which are more light-weighted and retaining the most of
the teacher model’s features and effectiveness. However, there are a few identified
security concerns that need to be considered: 1) teacher model training process
can be attacked externally [25], which affects all following model distillation and
student training processes [26], and 2) when the teacher model distilled in cen-
tral server, there are risks that the student models are being poisoned along the
channel dispatching to individual end devices [27].
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2.4 Poisoning Attacks on Machine Learning

There are several identified poisoning schema to attack a machine learning frame-
work.

The work [8] applied the constrain-and-scale technique to change the data and
submit it to the server, which dramatically reduce the system overall effectiveness
because of the change in global model.

The work [5] aimed to launch the poisoning attack without invading any
clients in federated learning. Attackers act like the benign clients in the federated
learning and deploy a GAN to reconstruct the data from the shared global model,
and then flip the labels to initialize the poisoning attack.

The work [28] exploited the lack of transparency in federated learning and
control a small number of attackers to perform a model poisoning attack.

The work [29] proposed a distributed backdoor attack (DBA), which decom-
poses a global trigger pattern into different local patterns, then embeds the local
patterns into different adversarial parties.

All the works show the fact that attacks over the global model will result in
more severe result than the attacks happened to end devices/ clients.

3 Framework of KD-NFT

This section presents the inter-structure of the proposed KD-NFT framework
and unveils the inner connectivity regarding layers of the knowledge distillation
and web3 NFT architectures.

3.1 KD-NFT Framework

Fig. 2. The Architecture of KD-NFT

The Fig. 2 shows how the proposed framework looks like in general. There are two
major parts 1) data training and knowledge distillation infrastructure located
on the left part, and 2) blockchain and web3 NFT controllers are located on
the right. In this paper, we do not explore much on the complication of KD
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architecture, because we address more to leverage blockchain architecture to
secure KD’s data security and robustness over data poisoning.

For the model training and distillation part, we use a basic CNN model which
is compatible with model distiller. We split the teacher and student training
processes into a granularity of epochs–on hitting the number of training epoch,
the framework will trigger a blockchain activity, namely create a unique NFT
for the current training procedure before it goes under any potential external
attacks. Moreover, the framework will test on if the training processes produce
non-worse training result before creating the new NFT for each of them. The
basic algorithm is described in algorithm below (Fig. 3).

Fig. 3. The overall algorithm with NFT generating policies

The above algorithm provides an example that when the training threshold
to create a new NFT is set as 1 epoch. In the following sections, we provide
more info regarding the blockchain smart contract implementation and how the
system guarantees proposed robustness.

3.2 Web3 NFT Implementation

In this work, we choose the Etherum (Eth) blockchain environment as the decen-
tralized services provider. Although the Eth network would trigger latency issue
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at the current settings, its property in public trust-worth and worldwide accep-
tance are without any argument, when comparing to other implemented private
chains.

Fundamental logics are implemented in the smart contract (SC), which is
written in solidity and directly deployed on public Polygon Mumbai testnet
through Remix web IDE. After the success of the SC deployment, there will not
be another chance to make changes into the SC, because the Mumbai testnet
is one of the Etherum compatible networks and once SC deployed. The SC will
be confirmed and lodged by all Etherum EVMs (virtual machines that running
Etherum sync logics), where the SC state modification can only be performed
through secure web3 calling and in-SC function calling. To trigger a secure SC
function calling, it requires the wallet private key and the wallet has to pay for
a small amount of gas fee to make sure the transaction can be confirmed by the
blockchain.

Fig. 4. NFT data structure on smart contract

Each time the SC receiving a request to create a new NFT for the training
epoch, it will require the KD part to provide the current validated model accu-
racy, and only the non-worse model’s creation request would be accepted by the
blockchain, otherwise the SC will discard the requesting model. In the case of
starting the training process, the KD part will query on the blockchain to gain
the latest entities’ (either teacher model or student model) model valid id, then
the KD part will fetch the model specified by blockchain returned id to continue
next training epoch.

Above Fig. 4 illustrates how each NFT are structured on SC. The vertical
one specifies all attributes that required by teacher training process, and the
horizontal one is for students training processes. And finally we aggregate the
both attributes needs together to form up the general NFT data structure on SC.

3.3 Validation on KD-NFT’s Robustness

By understanding the basic framework settings and how the NFT interacting
with the training architecture, in this section we are going to discuss what kind
of robustness can KD-NFT provide to actual use cases.
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– Attacks to teacher training process There are two aspects that guaran-
tees the robustness over teacher model training process: 1) while the trainer
loading the stored previous best teacher model, it would first ask blockchain
the model id to specify. Hence, always the best model is loaded to contin-
uously train on.2) when the training epoch threshold is hit, the temporary
latest teacher model is going to be uploaded to the blockchain. Only the non-
worse teacher model is going to be accepted and the blockchain generates
the unique NFT for the current teacher model. Hence, the non-worse policy
in uploading and reloading procedures prevent the under attacking teacher
model to affect the blockchained model’s accuracy, and teacher model trainer
can always train on the best stored model by far.

Fig. 5. The Architecture of KD-NFT

– Attacks to student training process The non-worse policy for teacher
model training process can be totally adopted by the student training epochs.
The difference would lie in the student models need to specify their unique
student entity ids, to let blockchain distinguish a student model away from
other student models teacher models.

– Attacks to distilled teacher model and passing to end devices The
only pathway for an end device to receive a student model is from blockchain.
By providing the entity id to calling the SC function, the student model can
consequently downloaded. To activate the SC call function, wallet private key
is needed, which is secured by the framework owner and strong enough from
being hacked externally (Fig. 5).

Hence, the frameworks robustness is provided by the combination of the
three identified aspects, which has a very low probability to be attacked and fail
simultaneously.
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4 Experiment Evaluation

4.1 Experiment Preparation

To evaluate the proposed framework’s performance, we conduct our experi-
ments and corresponding evaluations on two of the benchmark image recognition
datasets MNIST and CIFAR10 datasets. All the experiments are running on a
single machine with multiple GPU attached (12× 3070 and 1× 1070ti). As com-
parison, we perform the similar evaluation as what has been done in work [30]
with the same CNN settings, shown in the Fig. 6.

Fig. 6. CNN experimental settings for Knowledge Distillation part

4.2 Accuracy

The work [30] conducted multiple attack schema, which were model dependent
and not easy to be replicated. Instead, we calculate for their averaged accuracy
over they proposed individual attacking scheme for comparison.

Table 1. Comparison of Accuracy Drops

Model MNIST MNIST.atk CIFAR10 CIFAR10.atk

KD-NFT 98.8 93.34 95.59 88.92

Model [30] 98.82 89.87 95.61 84.79

The experiments are both run for 500 epochs (400 teacher training epochs
and 100 student training epochs) and arbitrarily impose 200 number of different
attacks throughout the whole training process. Among all types of attacks, we
mimic the most common two types 1) data removal and 2) data replacing in
trained intermediate models. The Accuracy shown in the Table 1 are aggregated
and averaged at the end devices ends. The table of accuracy shows the fact that
over 500 number of all training epochs, our proposed model are resulted in better
training overall accuracy than the compared model [30]. However, the table does
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not show that the compared model are less of performance, because in their
work they identified five different types of attacks under the two types of attacks
that we mimic, and in this paper only the averaged value from their running
results are considered to be compared with ours. As a result, the running results
show that our proposed KD-NFT can produce a non-worse than results as its
competitors.

4.3 Robustness over Data Poisoning Attacks

Table 2. Comparison of Accuracy Drops in 500 training epochs

Attack number MNIST Diff CIFAR10 Diff

0 98.8 – 95.59 –

10(t) 98.01 +0.08 95.07 +0.05

10(s) 98.22 +0.29 95.31 + 0.29

10(t,s) 97.93 0 95.02 0

50(t) 97.24 +0.13 93.67 +0.16

50(s) 97.88 + 0.77 94.12 +0.61

50(t,s) 97.11 0 93.51 0

100(t) 95.92 +0.19 91.32 +0.65

100(s) 96.69 +0.96 92.13 +1.46

100(t,s) 95.73 0 90.67 0

200(t,s) 93.34 – 88.92 –

300(t,s) 91.07 – 86.98 –

Moreover, we conduct a set of experiments with different attacking schema
applied to our framework, over 500 teacher and student training epochs (400
teacher epochs and 100 student epochs). In the Table 2 first column, (t) repre-
sents for only attacking on teacher model and (s) represents for student models,
(t, s) represents both teacher and student models are under attacks. From the
running result, we can conclude following facts:

– The number of attacks negatively affects the framework’s overall accuracy.
However the results for 300 attacks out of 500 training epochs are still
acceptable over different datasets–above 0.91 accuracy for MNIST dataset
and nearly 0.87 for CIFAR10 dataset.

– Within the same number of attacks, teacher model’s attack affect more neg-
atively than student models attacks to the final running accuracy, which
indicates the guarantees on protection and robustness over teacher model
are of more importance than student models–one attack on teacher model is
equal to 3-4 attacks on student models in downgrading the overall framework
accuracy.
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5 Conclusion

This paper proposes a robust NFT secured Knowledge Distillation framework
(KD-NFT). It is the first framework that addresses the security features over
Non-Fungible Token into machine learning fields, and provides a solution in
recover the training procedure by leveraging the blockchain features. The exper-
iments show the proposed framework can produce decent effectiveness over both
model accuracy and robustness when attacks happened.
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