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Abstract. The acquisition of reliable spectrum data is a prerequisite
for spectrum sharing. However, current spectrum sensing faces serious
Spectrum Sensing Data Falsification (SSDF) attacks. To mitigate this
challenging issue, we propose a reward-based joint spectrum sensing
and channel allocation scheme, where secondary users are required to
submit estimated revenue values along with their sensing results to the
fusion center, the center then allocates channels based on the revenue
results. The channel allocation problem is formulated as an optimization
problem to maximize revenue, which is then solved using the Hungarian
algorithm. Simulation results show that the obtained revenue of the
secondary user with normal sensing is significantly higher than that of
when launching SSDF attacks, demonstrating the effectiveness of the
proposed scheme in mitigating SSDF attacks. Moreover, the proposed
scheme outperforms existing spectrum sensing and channel allocation
schemes when the number of trusted users is small.

Keywords: Credible Spectrum Sensing - Spectrum Access - SSDF
Attacks

1 Introduction

The new features and application scenarios brought by the sixth-generation
mobile communication technology (6G), such as augmented reality, virtual
reality, remote healthcare, autonomous driving, and intelligent manufacturing,
pose higher demands on network performance and spectrum resources [1]. Tt is
necessary to build networks with higher data rates, lower latency, and greater
connection density to ensure stable and efficient communications. As limited
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spectrum resources cannot meet the growing demand, it has become imperative
to adopt new technologies such as cognitive radio to alleviate the pressure on
spectrum resources.

By leasing idle spectrum bands owned by primary users (PUs) to secondary
users (SUs), spectrum utilization can be improved with dynamic spectrum
sharing [2,3]. Traditional dynamic spectrum sharing usually involves Observe,
Orient, Decide, and Access (OODA) [4]. The fusion center (FC) first collects
spectrum information sensed by SUs, performs data fusion, and then allocates
spectrum resources [5].

Notably, reliable and trustworthy spectrum situation information is crucial
for secure and efficient dynamic spectrum sharing. However, in traditional
spectrum sensing, malicious and lazy users may falsify spectrum sensing results
for their own benefit, resulting in decreased spectrum utilization and system
efficiency. To defend against SSDF attacks and obtain true spectrum information,
it is important to mitigate the impact of malicious and lazy users. In [6], the
authors utilized the inconsistency in historical data, while in [7] the authors
exploited the inconsistency between the location and the submitted sensing
results for identifying malicious users. In [8], SUs are assigned different trust
values based on sensing results, and trust scores are continually updated. SUs
engaged in malicious behavior experience a decrease in their trust value, which
makes them easier to detect. However, the computational complexity in these
approaches is high and often inefficient. The spectrum sensing and access operate
independently, failing to ensure entirely reliable spectrum sharing. Lazy users
detection was proposed in [9] and the computational complexity was reduced
by validating sensing behavior rather than sensing results, but this scheme may
disrupt normal communications with pilot injection and lack a proper method
to defend against malicious users.

Different from the aforementioned works, we propose a reward-based
spectrum sensing and allocation mechanism to defend against SSDF attacks.
This mechanism requires SUs to submit not only sensing results but also the
estimated revenue after sensing the channel, and only the users who conduct
normal sensing and true sensing results would be more likely to access the
spectrum and obtain the highest revenue, thus motivating SUs to obey the rules.
The scheme does not require a complex sensing data fusion process or pilot
emission that interferes with normal communications. Our main contributions
are summarized as follows:

— To defend against SSDF attacks from malicious and lazy users in spectrum
sensing, we proposed a reward-based spectrum allocation mechanism, where
SUs first conduct spectrum sensing, and then they are required to report
an expected revenue based on the sensing results to the FC for subsequent
spectrum allocation. In this way, the malicious or lazy users may not obtain
the expected values without reporting the true sensing results, which can
mitigate the SSDF attack to some extent.

— We model the channel allocation problem based on estimated revenue as
an optimization problem. The Hungarian algorithm is used to obtain the
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allocation strategy. Only the user who submits the primary user is absent
and has the largest estimated revenue may be allocated the channel.

— We conduct simulations to verify the effectiveness of the proposed scheme.
Simulation results show that the proposed mechanism can motivate rational
users to submit reliable sensing results. When the number of trusted users is
small, this scheme is able to maintain higher spectrum utilization as compared
to existing schemes.

The remainder of this paper is organized as follows. We introduce the system
model and SSDF attacks in Sect.2. The reward-based spectrum allocation
mechanism is shown in Sect.3. The simulation results and discusses the
performance are presented in Sect. 4. Finally, conclusions are given in Sect. 5.
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Fig. 1. System scenario.

2 System Model

We consider a spectrum sharing scenario with one PU and multiple SUs, as
shown in Fig. 1. All SUs in the network constitute the set: {SU;}(1 < i < N).
Specifically, the SUs are required to conduct spectrum sensing before accessing,
and the sensing results are required to be reported to the FC. Along with the
sensing results, they must submit estimated revenue, which represents their
reward when accessing spectrum. When SUs detect no primary user, they can
transmit at higher power to earn more revenue. Meanwhile, the FC imposes
access fees based on estimated revenue during channel allocation, where higher
estimates result in higher charges. There are lazy users who do not perform
sensing and malicious users who report false sensing results in the network. Our
model defends against attacks by analyzing the benefits of a user’s current action.
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2.1 Spectrum Sensing

Each time slot of spectrum sharing involves three phases: spectrum sensing, data
processing, and data transmission [10]. During spectrum sensing, the SUs sample
the PU’s signal at rate Fi.

For a single SU, the problem of detecting a PU is modeled as a binary
hypothesis test: Hy indicates absence of PU, while H; indicates presence. The
SU’s received signal can be modeled:

Cfu. H
v = {8, )

where z(n) represents the signal component with power Pg, and w(n) denotes
the zero-mean additive white Gaussian noise with power Py. SUs are assumed
to use the energy detection algorithm to construct the judgment statistic Y:

K
Y= Sl 2)

where K represents the number of samples per unit cycle. Utilizing the central
limit theorem, it can be demonstrated that for sufficiently large K, the detection
statistic for a detector closely approximates a normal distribution [11]:

Y~ N(Py,2PN?/K), Hy 3)
N(Ps + Py,2(Ps + Py)*/K), H;'

It can be concluded that the judgment statistic Y follows a normal distribution,
where the mean and variance are related to the signal power Pg and the noise
power Py.

The SUs discern the presence or absence of the PU by comparing their
judgment statistic Y with the detection threshold «y. At this point the expressions
for the detection probability Pp and the false alarm probability Pp are as
follows [12]:

(4)

PD:Pr{Y>7|H1}=Q< 7= (Ps + Py) )

V2/K (Ps + Pn)

Pr=Pr{Y > ~|Hy} = Q (\;%) : (5)

where @ (z) is complement distribution function for standard normal
distribution, Q(z) = f+oo exp (—t?/2)dt/V2r. By setting the false alarm

x
probability Pr to a constant value such as 0.01, a suitable threshold v can
be determined. Subsequently, the detection probability Pp can be derived based
on the Eq. (4) and (5). For a trusted user SUT, its sensing result of the j-th

spectrum channel S;{j (1<i<N,1<j<M)can be denoted:

ST, =

i,J

I, Y>)\
{O, Y <A (6)
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SUs use a set S; = {Si1,..,5,,--»Sim} (1 <i<N,1<j<M) to store its
sensing result for each channel.

2.2 SSDF Attacks

We improve the model to accommodate N SUs (comprising N7 trusted users, Ny
malicious users, and N3 lazy users), along with M PUs and one FC. Both lazy
and malicious users pose threats to the system. Lazy users are very frugal with
their sensing cost and refrain from sensing. They repeatedly claim PU absence
to opportunistically access channels. Malicious users intend to disrupt network
performance, conducting sensing but providing false results to interfere with
spectrum allocation.

Lazy users are denoted by SU¥, and malicious users are denoted by SUM.
Their sensing results for the j-th channel (Sf; and S) can be denoted:

L . .
SE=0,1<i<N,1<j<M) (7)
>
S%{(f’ VZAl<isN1<j< M) (8)

These false sensing results will be submitted to the FC for data fusion together
with normal sensing results, thus interfering with the FC’s judgment of the real
channel state.

3 Proposed Reward-Based Sensing and Allocation
Scheme

3.1 Estimated Revenue of SUs

As shown in Fig. 1, the SU is required to provide the user ID, channel status, and
estimated revenue to the FC post-spectrum sensing. This revenue estimation is
derived from sensing results and mainly depends on the SU’s transmission rate
in the channel. Assuming the transmit power of SU; is P;, the channel gain is g;,
and channel noise is Py, the estimated transmission SINR; ; and the estimated
channel capacity C; ; can be expressed as follows:

SNR; ; = Pilg;|*/Px, (9)

Ci,j = BlOg2 (]. + SNRLJ) s (10)

where B is the band of the channel. Assume that the probability of the PU signal
being absent is P, and the probability of it being present is P, =1 — Fy. R; ;
represents the estimated revenue of the SU, assuming the primary user is absent
and the SU accesses the spectrum. The estimated revenue of the trusted user
R;fr,j can be expressed as follows:
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where 7 is a constant parameter, and F; is the sensing cost of SU. The estimated
revenue for malicious user can be expressed as:

RY. =n(P\Pp + PyPr)C;; — F;. (12)

Lazy user does not perform sensing, and its estimated revenue is independent of
the detection probability and the false alarms probability. It can be expressed
as:

RiL’j = ’I]Ci’j. (13)

3.2 Spectrum Allocation

The FC allocates available channels to users based on their reported estimated
revenue and channel states.

SUs submit their estimated revenue vectors R; = [R; 1, ..., Ri j, ..., Ri i) (1 <
i < N,1 < j < M) to the fusion center. The fusion center selects accessible users
and assigns a selection vector x; = [T; 1, ..., Ti j, -, Tim] (1 <i<N,1<j<M)
to each SU. When z;; = 1, it signifies permission to access the j-th channel,
whereas x; ; = 0 denotes lack of permission. Each channel is assigned to a user
individually, with no sharing among SUs. Consequently, a user can only use one
channel at a time, ensuring that channels are allocated efficiently and without
overlap.

Fusion center needs to solve such an optimization problem [13]:

max
x

N
RiXiH.
i=1
s.t. Tij; € {07 1}
M
Z T4.5 S ].,Z = 1,2,...,N
j=1

J

(14)

s

Tg,5 S l,j = 1,2,...,M

=1

This is a classic combinatorial optimization problem under finite resources,
which describes channels and users matching problem. The problem is solved
by Algorithm 1. Once the fusion center assigns a channel, the SU is required
to pay an access fee naR;; before utilizing the channel for communications.
Considering that not all SUs are allocated channels, a disparity arises between
the user’s estimated revenue R;; and the actual revenue Reward; ;. Only the
user reporting the highest estimated gain is granted access, enabling them to
obtain actual revenue similar to the estimated revenue. n; and 7y represent the
ratios of user access benefits and access costs, respectively. For SUs, the actual
revenue is denoted as:

Rewardm = P().Ti,j (7]1 — 7]2) Ri,j — Plxi,anRi,j — Fl (15)

where F; denotes the user’s sensing cost, which correlates with the number of
cycle samples K. Since the lazy users do not sense, F; = 0.
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3.3 Review of Defenses

During malicious attacks, an idle report indicates the presence of the PU, while
a busy report indicates its absence. Because of the way it attacks, malicious
users report higher estimated revenue for busy channels. Consequently, the
busy channels are more likely to be assigned to malicious users, rendering them
unable to utilize the spectrum effectively and generate revenue. Moreover, the
mechanism imposes an access fee on users based on their reported estimated
revenue, even if they do not really utilize the channel, thereby imposing a high
cost on attacking the system. This attack becomes ineffective if malicious users
choose to report lower estimated revenue to evade costly access fee, because lower
estimated revenue prevents malicious users from accessing, naturally thwarting
attacks on the system.

Algorithm 1: Select Matrix Algorithm

Input: ID, R;, S;
Output: x, Reward,; ;
1 Verity ID;
Calculate the greatest total revenue: m}z}x Zf;l RixiH;
(A, TR) = Hungarian (R;);
= AxS;;
Charge access fee: n2 * x; ; * R; j;
Calculate actual revenue: Reward; ;;

(M)

(2B B )

As for lazy users, they persistently report the absence of the primary user
and high estimated revenue. While this strategy is risky, it does not significantly
disrupt the system. Lazy users can easily access channels when the primary user
is absent. Once spectrum resources become scarce, constantly reporting channel
idleness will only cause them to pay high access fee.

In conclusion, the proposed mechanism is well defended against SSDF attacks.
As this mechanism does not rely on the fusion of sensing results, attacks by
malicious and lazy users do not impact the benefits of other normal users.

4 Simulation Results

This section focuses on analyzing and confirming the feasibility and effectiveness
of the proposed scheme. We set the simulation parameters according to Table 1.

4.1 Analysis of Scheme Feasibility

Comparison of Users’ Revenue: To demonstrate the feasibility of the scheme,
we simulate the revenue of the same user as a trusted user, a malicious user,
and a lazy user, respectively. As shown in Fig.2, when the number of available
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Table 1. Simulation parameters

Simulation parameters Simulation presets
The number of channels M 10

The number of trusted users N1 |8

The number of malicious users Na|1

The number of lazy users N3 1

The number of cycle samples K |50

Receiving S/N ratio v 2dB
The probability of false alarm Pr 0.01
The rate of access revenue 71 3
The rate of access fee 72 0.8

5
—m— As trusted user —a—N
4- |—e— As malicious user
< —A— As lazy user "
§ 31 A/
>
N
5
~ 2 -
(]
=
=
[
2 17
=
=
20
| o/.
o
19 Y e Y C— >— ~
o—o—-‘—-"‘“—
-2 T T T T T T T T T T
0 2 1 6 8 10

Number of available channels / M

Fig. 2. Actual revenue of a user when it behaves as a trusted user, malicious user, and
lazy user, respectively.

channels is small, there are insufficient channels for allocation, and all types of
users gain low revenue due to sensing costs. With an increase in the number
of available channels, the revenue of trusted users gradually increases, while the
revenues of malicious and lazy users remain low. Simulation results show that the
proposed scheme prioritizes the spectrum demand of trusted users. Only when
the available channels already fully satisfy the demand of trusted users, malicious
and lazy users have the opportunity to access the channel and gain revenue. In
addition, when the environmental conditions become more severe (the number
of trusted users is 3, which means that malicious users are the majority of SUs),
the simulation results are shown in Fig. 3. Trusted users also gain higher revenue
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Fig. 3. Actual revenue of different users in severe environment (the number of trusted
users is only 3).
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Fig. 4. Actual revenue of different users at high and low sampling rates.

than malicious users. In conclusion, rational users will choose to be trusted users
to ensure their high revenue, which proves that the mechanism can effectively
motivate users to perform trusted behaviors and avoid being malicious.

The Effect of Sensing Cost: To demonstrate the impact of sensing cost on
actual revenue, we vary the number of cycle samples, which ranges from 30 to 65
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Fig.5. Comparison of spectrum utilization between the proposed scheme and the
scheme in [7].

for the 8 trusted users, while the cycle samples are kept at 50 for malicious and
lazy users. The simulation results are shown in Fig. 4. Users with high sampling
rates have higher revenue than low sampling rate users only when the number
of available channels is small. For the trusted users, a high sampling rate means
that the accuracy of the sensing results improves and they can make a correct
judgment of the current channel state. At the same time, the sensing cost will
increase. When the number of available channels is small, the high sampling
rate can help users avoid the loss caused by inaccurate sensing. Consequently,
the revenue is higher than the low sampling rate. When the number of available
channels is large, users with high sampling rates cannot have higher access rates,
and the problem of the high cost associated with a high sampling rate comes to
light. As a result, the actual revenue is lower than that of a low sampling rate.

4.2 Comparison of Spectrum Utilization

To demonstrate the effectiveness of the proposed scheme in increasing spectrum
utilization, we compare the performance of the proposed scheme with the
scheme in [7]. Spectrum utilization represents the percentage of spectrum that
is successfully accessed and normally used by trusted users. It reflects the
effectiveness of the mechanism in fully utilizing the spectrum. As shown in Fig. 5,
the simulation results show that both the proposed scheme and the scheme in
[7] are able to maintain a high spectrum utilization when the number of trusted
users is large. When the number of trusted users is small, the performance of
the scheme in [7] deteriorates drastically, and the proposed scheme has been
successful in maintaining a high spectrum utilization to some extent. It can be
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observed that when the number of available channels is larger than the number of
trusted users, the spectrum utilization of both schemes shows a decreasing trend.
When the number of available channels is larger, all the trusted users successfully
accessed the channel, but the malicious users are unable to allocate the available
channels due to the wrong reporting, and the total spectrum utilization decreases.
The proposed mechanism successfully ensures the priority of trusted users in
using the spectrum and performs well in the face of severe environments.

5 Conclusion

In this paper, we have proposed a reward-based spectrum sensing and allocation
mechanism to defend against SSDF attacks. The mechanism models the access
process as an optimization problem on the basis of the estimated revenue,
which is solved by the Hungarian algorithm. Simulation results demonstrate that
the proposed scheme is able to successfully motivate rational users to perform
trustworthy behaviors. In addition, the scheme is also able to maintain higher
spectrum utilization and higher stability in severe environments.
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