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Abstract. Intelligent Reflecting Surface (IRS) has been recognized as a
promising technology for future wireless communications. It can recon-
figure the radio signal propagation environment and improve the per-
formance of wireless networks. However, this attractive strength of the
IRS is grounded on a commonly perceived assumption that the IRS is
able to distinguish the incoming signals so that IRS can be controlled to
either improve or reduce the total received signal strength at a receiver.
The signal differentiation issue for IRS is overlooked in the literature. To
tackle this challenge, this paper proposes a solution that integrates an
Angle of Arrival (AoA) algorithm into IRS systems. First, we propose a
new idea that IRS can work as smart antenna by a hybrid architecture,
i.e., all elements are passive except for a few active sensing elements. The
active elements can collaboratively serve as a smart antenna. Second, the
MUSIC (MUltiple SIgnal Classification) AoA algorithm is applied to this
hybrid IRS architecture to classify the incoming signal directions due to
its advantages of simple implementation and high resolution. Last, exten-
sive simulations are conducted to evaluate the classification performance
of the proposed method under various scenarios. The simulation results
demonstrate the effectiveness and accuracy of our approach.

Keywords: Intelligent reflecting surface - Spectrum sensing - Angle of
arrival + MUSIC - Signal classification

1 Introduction

In the last decade, we have witnessed the rapid evolution of wireless communi-
cation which has become an essential part of our daily lives than ever before.
Academia, industries and governments are continually making every effort to
further enhance the performance of Fifth-Generation (5G) and Next Generation
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(NextG) wireless networks. Recently, Intelligent Reflecting Surface (IRS) as a
new emerging and promising technology has been investigated and adopted for
wireless communications due to its capability of reconfiguring wireless communi-
cation environment. IRS typically consists of a large number of low-cost passive
reflecting elements, which are able to reflect the incident wireless signal with
an adjustable phase shift. The reflected signals by IRS can be constructively or
destructively added at the receiver by jointly adjusting the phase shifts of all
reflecting elements [1-4]. Consequently, the desired signal will be enhanced or
the undesired signal (e.g., jamming signal) will be suppressed at the receiver.
In recent research of IRS-aided wireless communications, the majority works
focus on the optimization of the phase shift coefficient at the IRS taking some
constraints (e.g., total transmit power, the existence of eavesdroppers, etc.) into
consideration [5-8]. However, these works are based on a strong assumption that
the IRS knows the sources of its received signals. For instance, an IRS receives
an intended signal or a jamming signal along with some signals from unknown
sources. The IRS needs to strengthen the intended signal or mitigate the jam-
ming signal for the legitimate receiver by adjusting the phase shift dynamically.
This service essentially depends on the fact that the IRS distinctly knows the
sources of each signal in advance.

From the above mentioned, we conclude that it is imperative to develop a
new approach to help IRS to determine which signal is to be reflected in order
to enhance or suppress accordingly. In this paper, we address this problem and
propose a promising classification method based on incoming signal’s Angle of
Arrivals (AoA) for IRS-aided system. The new idea is to enable IRS as smart
antenna by proposing a hybrid IRS architecture, which consists of dominant
passive elements, and a small number of active sensing elements, so that it works
as a smart antenna array. Consequently, the active sensing elements enable the
IRS to detect the arrival angles of all incoming signals. Therefore, if the location
information of signal sources is known in advance, the IRS is able to determine
whether its received signals are from the known sources or not.

The contributions of this paper can be summarized as follows.

— We propose a new idea that enables IRS to work as a smart antenna in a
hybrid architecture where all the elements are passive except for a few active
sensing elements, which are linearly arranged. The small number of active
elements work collaboratively to act as a linear antenna array.

— The MUSIC (MUltiple SIgnal Classification) AoA algorithm is employed to
classify the signals from different sources since it has several advantages, e.g.,
higher resolution and less implementation cost. MUSIC algorithm plots a
spatial spectrum in which the peaks indicate the arrival angles from distinct
signal sources.

— Various simulations are conducted for evaluations and the results demon-
strate the MUSIC AoA algorithm effects in the most simulation scenarios.
The relation between the number of the active elements and the performance
is investigated. In addition, the detectable angle difference is discussed.
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The remainder of the paper is organized as follows. Section 2 briefly reviews
the recent deployments of the IRS in wireless communications and introduce
the AoA estimation. Section 3 proposes a new IRS architecture and formulate
the MUSIC AoA based signal classification approach. Simulations in different
scenarios are conducted to evaluate the classification performance in Sect. 4.

2 Related Works

2.1 Intelligent Reflecting Surface-Aided Wireless Communication

IRS has been proposed to reduce energy consumption and improve the perfor-
mance of wireless communications [4]. Basically, IRS is a planar surface which
is constructed by a large number of reconfigurable reflecting elements and is
controlled by a smart controller [9]. The IRS reflecting elements thus can change
the phases and/or amplitudes of the incident signals, thereby enhancing desired
signals or mitigating undesired signals. IRS is typically used to enhance secrecy
rate or Signal-to-Noise Ratio (SNR) of the communication system and hence
to protect the quality of wireless communications between legitimate users [7].
[1] presents an IRS-aided wireless communication system for security where an
Access Point (AP) sends confidential messages to a user in the presence of a
eavesdropper. To improve the secrecy rate of the communication system, an
optimization algorithm is proposed by jointly designing the AP’s transmit beam-
forming and the IRS’s reflect beamforming. In [5], IRS is used for mitigating
inter-cell interference in cellular communication system. They also analyze the
IRS placement optimization problem to make the most use of IRS. An IRS
assisted Guassian Multiple-Input Multiple-Output (MIMO) wiretap channel is
carefully considered in [10]. They propose an alternative joint optimization algo-
rithm to optimize the transmit covariance at transmitter and phase shift coef-
ficient at IRS to maximize the secrecy rate. In short, the majority of recent
IRS-related research focuses on optimizing the IRS with some constraints to
improve the overall performance of wireless communications. However, there is
an overlooked problem in the above deployments of the IRS. In a practical wire-
less signal propagation environment, the IRS may receive signals not only from
the desired transmitter but also from other unknown sources. The successful
implementation of the IRS thus depends on whether the IRS is able to identify
the source of the incoming signals.

2.2 Angle of Arrival Estimation

AoA estimation methods allow a device to identify the arrival angle of the inci-
dent signals by examining the differences in the received signal across the antenna
elements [11]. Spectrum sensing-based AoA methods, including Bartlett, MUSIC
and Capon methods, have been studied extensively [12-14]. In this paper, the
MUSIC AoA based sensing approach is selected to classify the sources of the
incoming signals, because MUSIC algorithm provides high precision measure-
ment and measures multiple signals simultaneously [15]. Furthermore, it can
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achieve real-time processing using high-speed processing technology. The MUSIC
algorithm works by conducting characteristic decomposition for the covariance
matrix associated with any array output data, resulting in a signal subspace
orthogonal to the noise subspace that corresponds to the signal components.
Then the two orthogonal subspaces are used to construct a spectrum function
to estimate the arrival angle of the incident signals.

3 System Model and Proposed Methodology
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Fig. 1. Illustration of an IRS-aided communication, including a legitimate transmitter
and user, and the unknown transmitters. IRS is deployed to improve the communication
performance between the legitimate transmitter and user.

3.1 System Model

As discussed previously, we propose to enable IRS to distinguish signals from dif-
ferent sources by measuring their arrival angles. To implement this, we adopt a
hybrid IRS architecture which is constructed by dominant passive reflecting ele-
ments along with a small number of active sensing elements. In particular, the
active elements have two functional modes: (i) spectrum sensing mode where
they work as a set of multiple connected adaptive array antennas (i.e., smart
antenna), and (ii) reflecting mode where they merely reflect the incoming signals
passively. Consider an IRS-aided wireless communication network, as depicted
in Fig. 1, including a legitimate transmitter, a legitimate user and the unknown
transmitters (e.g., malicious users or attackers). The IRS with the proposed
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architecture is deployed to improve the communication performance between
the legitimate transmitter and user. Specifically, the IRS receives the signal from
the legitimate transmitter (via LT-IRS link) and signal from the unknown trans-
mitters (via UT-IRS links). The IRS is required to identify the signal from the
legitimate transmitter and then reflect the signal to the legitimate user (via IRS-
LU link). We assume all the transmitters are equipped with omini-directional
antennas, while the IRS has M active sensing elements which comprise a smart
antenna array. The direction or angle information of the legitimate transmitter is
assumed available, which can be acquired by many methods. For instance, if the
location of the legitimate transmitter is denoted as (x1,y;) and the location of
the IRS is denoted as (2, y2). It is straightforward to calculate the actual angle

observed at the IRS is # = arctan “i’i:gi“ from the legitimate transmitter. In such
a communication system, an AoA based method can be applied to estimate the
angle of the incoming signals. Therefore, a decision whether the signal originates
from the legitimate transmitter or not can be made by comparing the estimated
and actual arrival angles. For instance, if the angle from the legitimate trans-
mitter to the IRS, denoted by 0;, is given in advance and the estimated angle
of an incoming signal is denoted by ;. We can determine the incoming signal is
from the legitimate transmitter when [0; — 6;| < A¢ holds, where A¢ indicates
the detectable angle difference and will be discussed in Sect. 4.

3.2 AoA Based Signal Classification

With the hybrid architecture described in Fig. 1, IRS is able to behave as smart
antenna, so that AoA based spectrum sensing approaches are feasible to estimate
the angles of incoming signals [14,16]. This subsection first briefly introduces
typical AoA technology, then MUSIC AoA is selected for signal classification
in our paper since it provides a higher resolution, less computation, and better
robustness.

Assume there are D signal sources from the legitimate transmitter and the
unknown transmitters to the IRS, and let s(t) = [s1(t), s2(t), ..., sp(t)] T repre-
sents the vector of source signal values from D sources at a discrete time t. At
this time, the active elements of the IRS are on the spectrum sensing mode and
we assume the M active sensing elements lays on the IRS linearly with equal
spacing, denoted by d. Such that the active elements construct a liner antenna
array with M identical elements. Each active sensing element receives signals
from all D sources along with the noise. At the ith(i =1,2,..., M) element, the
received signal thus can be expressed as

D
zi(t) =Y ain(t)se(t) + ni(t), (1)
k=1

where a;;(t) is the steering factor from the source k to the active element ¢ and
n;(t) represents the additive white Gaussian noise. We can rewrite this equation
into a compact matrix form as

x=As+n, (2)
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where x(t) = [z1(t), z2(t), ...,zar(t)] T is an M x 1 vector of the received signal
and additive noise. Here A = [a(6), ..., a(0)] is an M x D Vandermonde matrix
of steering vectors a(fy) = [1, e 72mAsin(Ox)/d p=i2n(M—1)Asin(0x)/d|T p js an
M x 1 vector of the channel noise.

Thus, the M x M array correlation matrix of x can be expressed as

R., = E[x - x!1] = E[(As +n)-(As+n)l| = ARGAY + 0215, (3)

where R represents the correlation matrix of the source signal vector s and afL
indicates the noise variance. Ip is a D x D identity matrix and H indicates the
operation of conjugate transpose.

The purpose of the AoA estimation is to construct a function that determines
the angles of the incoming signals using Pseudo spectrum, P(6). Several off-
the-shelf approaches are available to construct P(6). We select the MUSIC AoA
algorithm due to its advantages in higher resolution, less computation, and better
robustness.

Let u; be one of the eigenvector of R, corresponding to the eigenvalue o
where i = 1,2, ..., M. Then,

2
)

Rixu; = ARSSAHui + JZIDui = O'izui. (4)

Here M > D such that 02 > 02 > 0 for i = 1,2,...,D and o7 = o2 for

n

t=D+1,..., M. Thus, we conclude

(62 —02)u;, ifi=1,2,..,D

(2

ARSSAH: P (5)
0, ifi=D+1,....M.

We can split the M-dimensional vector space into two subspaces since ARg Al
has D positive real eigenvalues and (M — D) zero eigenvalues. The eigenvectors
corresponding to the positive eigenvalues span the signal subspace, Us. The
eigenvectors corresponding to the zero eigenvalues are orthogonal to the signal
space and span the null subspace, U,,. The MUSIC algorithm searches for all
arrival angles 6, and the spatial spectrum over the angle space is given by

1
Pyusic(8) = a |

Specially, the steering vector a(fy) is only in the signal space which results in
at(9)U,, = 0. From the Eq. 6, we can conclude that Pyrrs7c(6) shows a peak
when 6 = 6. It indicates that a peak should only appear at the angle from which
a signal originates. Therefore, finding the estimated arrival angle corresponds to
finding the peak in the spatial spectrum. That is, the angle of incoming signal
is estimated as

~

0 = arg max Pyrusre(6). (7)

Comparing the estimated arrival angle 0 with the angle of legitimate transmitter
known in advance, we can classify the signal sources and determine which signal
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is from the legitimate transmitter or the unknown transmitters. After the signal
classification, the active elements of the IRS will be on the reflecting mode and
collaborate with the passive elements to reflect the identified signal from the
legitimate transmitter to the legitimate user.

4 Numerical Results

This section evaluates the performance of the AoA based signal classification
method in two scenarios for IRS-aided wireless communications. The impact
of factors such as the number of active sensing elements on the IRS and the
angle of signal sources is investigated. The first scenario analyzes the relation-
ship between the classification accuracy and the number of active sensing ele-
ments in the MUSIC AoA algorithm. We consider that there are four signal
sources, including a legitimate transmitter and three unknown transmitters, in
an IRS-aided wireless communication system. The corresponding angles to the
IRS are 6; = —20°,0; = —10°,603 = 10°, and 64 = 20°, respectively. In addi-
tion, we conduct simulations for 5, 10 and 15 active sensing elements. Figure 2
shows the MUSIC AoA algorithm spectrum results. It shows four peaks (angles
of the source signals) exactly at 8; = —20°,6, = —10°,603 = 10°, and 64 = 20°.
This demonstrates the MUSIC AoA algorithm can classify the incoming signals
successfully with high accuracy. If we know the actual angle from the legitimate
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Fig. 2. Illustration of pseudo spectrum Paruysrc(f) with 5, 10 and 15 active sensing
elements on IRS for four signal sources (01 = —20°,0, = —10°, 605 = 10°).
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transmitter to the IRS is # = 10° in advance, the result suggests that the signal
from the legitimate transmitter is identified accurately. The IRS can reflect the
identified signal accordingly to the legitimate user. Specially, if the direction or
angle information of the three unknown transmitters is accessible, the signals
from them can also be recognized successfully which indicates the MUSIC AoA
algorithm can classify multiple signals simultaneously. Moreover, we can con-
clude the relation between the classification accuracy and the number of the
active sensing elements from the spectrum results. With more active sensing
elements, classification accuracy increases.
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Fig. 3. Illustration of pseudo spectrum Puyusrc(0) with 5 active sensing elements on
IRS for four signal sources with three angles sets.

In the second scenario, we explore the detectable angle difference A¢ for
the MUSIC AoA approach when the signal sources are close to each other.
The number of the active sensing elements on IRS is configured as M = 5.
Similar with the first scenario, four signal sources are considered. We conduct
simulations for three sets of angles, ije. (f; = 1°,6; = 2°,03 = 3°, 04 = 4°),
(61 = 1°,05 = 1.5°,03 = 2°, 04 = 2.5°) and (6; = 1°,05 = 1.25°, 65 = 1.5°,
04 = 1.75°). The angle differences of the three angles sets are 1°,0.5° and 0.25°,
respectively. Figure3 exhibits the results, from which it can be observed that
four peaks appear distinctly and indicates the angles of source signals accurately
for the first set. From the results for the second set, it shows that the MUSIC
AoA algorithm can still detect all signal sources in spite of the lower resolution.
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However, the four signals are detected as the same in the results of the last angles
set. The MUSIC AoA algorithm fails to detect the signal sources when the angles
become very closer. This failure may lead a threat to the legitimate user. For
instance, if a malicious attacker exists closely with the legitimate transmitter,
the IRS can not identify the signal sources and thus may reflect the attacking
signals to the legitimate user.

Overall, MUSIC AoA based signal classification method can detect and clas-
sify multiple signal sources effectively when the signal sources are separated
sufficiently far and we suggest the detectable angle difference A¢ = 1°.

5 Conclusions

In this paper, we have pointed out an overlooked issue of signal differentiation
using IRS in current research of IRS-aided wireless communications. In an IRS-
aided environment, the IRS should have the ability to identify the signal sources
so that it knows how to control phase shifts of reflecting elements correspond-
ingly. To tackle this challenge, we propose a new idea that enable IRS to perform
signal differentiation by adopting a hybrid IRS architecture, which consists of
dominant passive elements and a few of active sensing elements. These active
elements can serve as a linear antenna array. We then propose to utilize the
active sensing elements to help an IRS to classify the signals between the legiti-
mate transmitter and unknown transmitters leveraging an AoA based method.
The MUSIC algorithm was selected for the AoA estimation and the performance
was tested in two scenarios. The simulation results demonstrated that MUSIC
AoA based signal classification is effective in general, except when the angles of
sources are highly close to each other.
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