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Abstract. Integrated satellite-terrestrial edge computing networks have
emerged as a promising solution to enhance data processing capabilities
and connectivity in remote and underserved areas. However, the physical
layer security of computation offloading in such networks is increasingly
challenged by potential eavesdroppers. In this paper, we propose an inte-
grated sensing and communication (ISAC) empowered secure computa-
tion offloading in integrated satellite-terrestrial networks, in which the
satellite can utilize the ISAC signal to sense the malicious eavesdropper
with an uncertain location while offloading data with improved secrecy
rates. To investigate this problem, we formulate a joint optimization of
the transmit beamforming, the receive beamforming, the computation
offloading strategies and the associated allocations of the communication
and computing resources, with the objective of maximizing the minimum
sensing performance for all possible eavesdropper locations, while guar-
anteeing the secrecy offloading transmission rate. Despite the noncon-
vexity of the formulated problem, we propose an efficient algorithm to
obtain its solutions. Numerical results validate the performance advan-
tages of our ISAC empowered secure computation offloading in secrecy
and robustness.
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1 Introduction

With the rapid development of satellite communication and edge computing
technologies, integrated satellite-terrestrial networks have emerged as a promis-
ing solution to enhance data processing capabilities and provide seamless connec-
tivity, especially in remote and underserved areas [1]. These networks leverage
the unique advantages of low Earth orbit (LEO) satellites and terrestrial infras-
tructures to support a wide range of applications such as real time data analytics.
However, the proliferation of such networks also poses significant security chal-
lenges, especially in the case of computation offloading of privacy sensitive data
[2].

With the increased computation capacity of eavesdroppers, traditional secure
communications based on cryptographic techniques in the upper layers of the
protocol stack become increasingly unreliable. To this end, physical layer security
approaches have been proposed as the promising solution, particularly in inte-
grated satellite-terrestrial networks [3]. Numerous studies have demonstrated the
effectiveness of physical layer security in improving communication confidential-
ity and eavesdropping resistance. In [4], Liu et al. proposed an access authentica-
tion protocol in integrated satellite-terrestrial networks with user anonymity and
traceability. In [5], An et al. proposed to employ the source of green interference
to enhance secure transmission in integrated satellite-terrestrial networks. In [6],
Lin et al. investigated secrecy energy efficient hybrid beamforming schemes for
integrated satellite-terrestrial networks. Nevertheless, due to the unpredictable
locations of eavesdroppers, the above approaches are insufficient to address the
security challenges comprehensively. Thus, a more adaptable security solution is
necessitated.

Integrated sensing and communication (ISAC), which allows simultaneous
transmission and sensing on the same resource block, provides a promising
avenue for dynamically adapting to the presence of eavesdroppers and obtain-
ing their accurate information [7]. Due to its great potential, ISAC attracts wide
research interests for various wireless services [8-10]. In this paper, we propose an
ISAC empowered secure computation offloading in integrated satellite-terrestrial
networks. By deploying ISAC on the LEO satellite, it can simultaneously perform
data offloading and eavesdropper detection. The integration of sensing capabil-
ities allows the satellite to accurately locate potential eavesdroppers and adapt
its computation offloading strategies accordingly. Moreover, the use of dedicated
sensing signal not only aids in eavesdropper detection but also generates inten-
tional interference, which further protects the offloaded data from interception.
Our contributions can be summarized as follows.

— We propose an ISAC empowered secure computation offloading in the inte-
grated satellite-terrestrial network, in which the satellite can utilize the ISAC
signal to sense the malicious eavesdropper with an uncertain location while
offloading data with improved secrecy rates.

— We formulate a joint optimization problem with the objective of maximiz-
ing the minimum sensing performance for all possible eavesdropper locations,
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while guaranteeing the secrecy offloading transmission rate. We design the
surrogate functions and present a convex surrogate problem for this noncon-
vex problem, based on which we propose an efficient algorithm for solving
it.

— We present the numerical results to verify the performance superiority of
leveraging ISAC for secure computation offloading in integrated satellite-
terrestrial networks. The results demonstrate that our scheme outperforms
the benchmark schemes in both secrecy and robustness.

The remainder of this paper is organized as follows. Section2 depicts the
system model and problem formulation. Section 3 proposes an efficient algorithm
for solving the formulated problem. Section4 presents the numerical results.
Section 5 concludes this work and discusses the future directions.

2 System Model and Problem Formulation

P f LEO satellite Q adas Edge user

)

& Target (Eavesdropper) ' R Base station

g Edge server

< Secure ISAC beam

A

Uncertainty
interval

Fig. 1. Illustrative system model

As shown in Fig.1, we consider an ISAC empowered integrated satellite-
terrestrial edge computing network, which includes an LEO satellite with N
transmit antennas and N, receive antennas, a group of edge users (EUs) rep-
resented by M = {1,2,..., M}, and a group of base stations (BSs) with N,
receive antennas represented by AV = {1,2,..., N}. In this network, the LEO
satellite provides the computational task offloading services for the EUs (e.g.,
the unmanned surface vehicles), and it can further offload the workloads to the
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BSs for efficient processing. Furthermore, we consider the presence of a potential
malicious eavesdropper with an uncertain location that may intercept the data
offloaded by the LEO satellite. To achieve secure computation offloading, ISAC
is deployed on the LEO satellite to sense the location of the eavesdropper and
prevent information leakage while offloading to the BSs.

2.1 Signal Model

In this work, we consider that the EUs offload their entire task workloads
{Dt},,cm to the LEO satellite due to their limited computation capacities.

m

The transmitted signal of EU m is given by

where p,, denotes the transmit power for delivering the information symbol s,
with E{|s,»|?} = 1. The task workloads at the LEO satellite can be further
offloaded to a group of BSs via the ISAC signal. The transmitted ISAC signal
of the LEO satellite is given by

X = Z Up2n + Vo, (2)

neN

where u,, € CV¢*! denotes the transmit beamforming for BS n, and z, with
E{|2,]?} = 1 denotes the symbol for BS n. In Eq. (2), vo denotes the dedicated
sensing signal, which is exploited to enhance the sensing performance towards
the eavesdropper and serve as a jamming to the eavesdropper.

We consider that the uncertainty interval of the eavesdropper is ) € @ =
[0. — AB,0, + Af], and there exists I clutters under the angles of {6;}/_,. The
received signal at the LEO satellite consists of three parts, including the offload-
ing signal from M EUs, the sensing echo from the eavesdropper, and the clutter
interference from I clutters and noise. It can be expressed as

Yo = Z hm\/pmsm + HOaT(GO)afI(HO)X
—_—

meM sensing echo from the eavesdropper

signal from all EUs

I
+ Z riar(0;)al’ (0;)x + no,
i=1

clutter interference and noise

where h,, € CN»*1 denotes the channel from EU m to the LEO satellite. The
complex amplitudes {x;}i=o,1,.. 1 are primarily determined by the factors such
as the path loss and radar cross section. ng denotes the noise with variance 08. In
Eq. (3), a;(f) and a,(#) are the steering vectors of uniform linear array antenna
with half wavelength antenna spacing, and can be respectively defined as

1
VN

T . . T
ai(0) = [1,emint eim(Ne=bsine] T "
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1 o | o
a,(0) = \/_N_T [17 6J7rsm6, - eIm(Ne—1)sin@ |~ (5)
For the sake of clear notations, we further define A, = roa,(6y)al (6y) and

A=Y kia (0:)af (6,).
We use G,, € CN»*Ne t5 denote the channel from the LEO satellite to BS n.
Then, the received signal at BS n can be expressed as

Yn = Gnunzn + Z Gnujzj + ny, (6)
JEN j#n

2

where n,, denotes the noise with variance o;.

2.2 Computation Offloading Model

Based on Eq. (3), the offloading transmission rate from EU m to the LEO satellite
is given by
H H
PmC hmh Cm,
Ry = B"1 14— —m 7
m 082 ( + Czrmcm ) ’ ( )
where B* denotes the channel bandwidth between the EUs and LEO satellite,
and c,, € CM*1 denotes the LEO satellite’s receive beamforming for EU m’s
data. In Eq. (7), I';, denotes the total interference for receiving EU m’s data,
and it can be expressed as

Too= Y pihhf + (A+AL) xx" (AF+AT) + 031y, (8)
JEM,jF#m

According to the minimum variance distortionless response (MVDR) beamform-
ing problem, the optimal receiver c}, is given by

H H
* pmcmhm hmcm
Ch

=T h,,,¥m € M. (9)

= arg max
1
cHT e

*

¥ into Eq.(7), the offloading transmission rate RY can be

By substituting c
rewritten as

Ry,

We use B? to denote the channel bandwidth between the LEO satellite and

the BSs. Based on Eq. (6), the offloading transmission rate from the LEO satellite

to BS n is given by

= B"log, (1 + pmhf T, 'h,,) ,Vm e M. (10)

mTm

(1)

Re = Bllog, (1 4 4 Gttt G q")

aff Andn
where q,, € CN**1 denotes the receive beamforming of BS n. A,, is the inference

of BS n for receiving the offloaded workloads from the LEO satellite, and it can
be expressed as

An=G,| Y wul |Gl +G.vov'Gl +02. (12)
JEN j#n
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The optimal receiver q, is given by

q, = arg max A Gontlnty Gl _ A, Gl (13)
" anAnqn ugGgAglGnun

By substituting q into Eq.(11), the offloading transmission rate R% can be
rewritten as

R? = Blog, (1 +u/GIA,'G,u,) ,Vn e N, (14)

The latency for completing EU m’s workloads is determined by two parts,
including the latency (%5 for processing at the LEO satellite, and the latency (35
for processing at the BSs. We use d,,,, to denote the EU m’s workloads offloaded
from the LEO satellite to BS n. The latency for processing EU m’s workloads
at the LEO satellite is given by

LS — l;ffit N Vi (D' = Y onen dmn), (15)
m Om

where v, denotes the number of CPU cycles for processing one bit of DIt
and p,, denotes the processing rate of the LEO satellite for processing EU m’s
offloaded workloads. We use ¢, to denote the transmission duration from the
LEO satellite to BS n. The latency for processing EU m’s workloads at the BSs

is given by

Dtot Voo d
B35 = ty + — 16
m R;J‘;‘L + {/Lr]éa‘)s/({ + <7ILTL }7 ( )

where (,,, denotes the processing rate of BS n allocated for processing the
offloaded workloads from EU m.
The power consumption of the LEO satellite can be expressed as

Py = Z uu, +vilvo + Z €003, (17)
neN meM

where ¢y denotes the power consumption coefficient of the LEO satellite.

2.3 Sensing and Interception Model
With the sensing receive beamforming w, the output sensing SINR is given by

wi A xxHAllw

SINR(0) = rra— A+ e

(18)

Due to the presence of the potential malicious eavesdropper, the data offloaded
by the LEO satellite is at risk of leakage. We use ® to denote the estimated
channel from the LEO satellite to the eavesdropper. Considering the uncertainty
of target location, the bounded channel state information (CSI) error for @ is
given by

©=0+A0,A0 c Jg = {||AB||F < ¢} (19)
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The received SINR at the eavesdropper for intercepting the data offloaded from
the LEO satellite to BS n is expressed as

e |®Hun|2
Tn = .
" Y jen e 1O + O v 2 + 02

(20)

2.4 Coverage Model

Farthest point
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Fig. 2. Space geometric relationship

Different from the terrestrial edge computing networks, the communication
link between the EUs and the LEO satellite is available only if the EUs are
within the coverage area of the LEO satellite. Figure 2 shows the space geometric
relationship between the EUs and the LEO satellite. In Fig.2, h denotes the
distance between the terrestrial user and the LEO, # denotes the radius of the
earth, 0 denotes the elevation angle between the terrestrial user and the LEO
satellite, o denotes the geocentric angle of the LEO satellite coverage area. After
some math manipulations, o can be given by

a = arccos < ! 7 cosﬂ) - 5. (21)

T+

Then, the distance L from the LEO satellite to the farthest orbital point where
it can maintain the available communication link with terrestrial users can be
expressed as . R
L=2-(f+h) . (22)
Based on the above model, the available communication duration for computa-
tion offloading of EU m is given by
L
Ty = m7 (23)

Us

where vy denotes the speed of the LEO satellite.
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2.5 Problem Formulation

To guarantee the secure computation offloading (SCO) in integrated satellite-
terrestrial networks with the location uncertain malicious eavesdropper, the
objective of this paper is to maximize the minimum sensing SINR for all pos-
sible eavesdropper locations within &, while maintaining the secrecy offloading
transmission rate of the LEO satellite. To accomplish this objective, we jointly
optimize the transmit beamforming {u, }v, and vg, the sensing receive beam-
forming w, the offloading strategies {d,n, }vm,n of the LEO satellite for EUs’
workloads, the offloading durations {t,}v, from the LEO satellite to the BSs,
and the computation rate { o, }vm allocated by the LEO satellite as follows.

(SCO): max min SINR(6p)

subject to: max{l,LnS, ZELS} <Tp,,VYmeM, (24)
N < ALmA yn e NLAB € Jo, (25)
Re > RImin v € N, (26)
Ritn > ) dmp,Vn €N, (27)
meM
0< ) dn < Dt ¥m € M, (28)
neN
Py < P, (29)

variables: {un }Vn ,Vo,W, {dmn }an,n ) {tn }Vn ) and {@nL }VnL .

Constraint (24) guarantees that the overall latency in completing EU m’s work-
loads cannot exceed the maximum available communication duration T;,,. Con-
straint (25) represents the maximum tolerable leakage for the computation
offloading. Constraint (26) represents the minimum offloading transmission rate
required by the BSs. Constraint (29) provides an upper bound for the LEO satel-
lite’s power consumption. Notice that the secrecy offloading transmission rate
for BS n can be guaranteed by constraints (25) and (26), and it is bounded by
R —logy (1 4 ~5™).

3 Proposed Algorithms

It can be identified that Problem (SCO) is a strictly nonconvex optimization
problem due to the fractional objective function and the strong coupling of the
variables. Thus, it is very difficult to be solved directly. We next transform
Problem (SCO) into a tractable form.

After some math manipulations, constraint (24) can be transformed into the
following two inequalities.

tot
Dm

Vm (DRt =37 e dmn)
Tm -
g’f’?l

— R" <0,¥m e M, (30)
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tot
Dm
T _ t __ Um dmn
m n Cmn

By observing Problem (SCO) with constraints (30) and (31), we conclude that
given the other variables, the optimal solutions of the sensing receive beamform-
ing w* and the computation rate {o}, }v.m are respectively given by

— R <0,Ym e M,¥neN. (31)

w* = (AxxTAH 1+ 62Tx) " a,(0)), (32)
™ Dtot _ dmn
e R ()
T . Zm_
m R%l

It can be identified that constraints (30) and (31) are difference of convex forms.
To transform them into convex functions, we perform the first order Taylor
expansion of hZT'; 1h,,, for the 7-th iteration of the SCA, we obtain the lower
bound as

by Ty, > 20 2wy (077 ™y, — by (D7) ™ (T = T770) (077 ™ My,

(34)
where I'7 -1 denotes the solution obtained in the (7 — 1)th iteration and it can
be expressed as

I = (Ac+A)x '(x™ D7 (AT + AT+ ) pjhjh! 08Iy (35)
JEM, jF#M

Then, constraints (30) and (31) are replaced by the following two convex con-
straints

Dtot -
7 _ vm(PRt Y e n dmn) ~ i < 0,¥m e M, (36)
m om
Dtot -
m——— — Ry <0,Yme M,VneN, (37)
Tm B tn o VTZ’m:’:n
where ~
R = Blog, (14 pmf2). (38)
With Eq. (20), constraint (25) is transformed into
1
WK")HUM2 —o0. < Z |(")Huj|2 + |®HV0|2- (39)
o JEN G#n

By performing the first order Taylor expansion of the right hand side in Eq. (39),
for the 7th iteration of the SCA, we obtain the lower bound as

3107w, 1 Oy > WP £ 2Re{(©7v]) (O vo)} — 1@ v ?
JEN j#n (40)
+ Z (2Re{(®@"u]){(©"u;)} — [©"u]?),
JEN j#n
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where u], and v{ denote the solutions obtained in the (7 — 1)th iteration. Then,
constraint (25) can be replaced by the convex function as

1
—max @7, 2 =¥ — 02 <0,VnEN. (41)
In

Then, we address nonconvex constraint (26). By using Lagrangian dual trans-
form method, we introduce the auxiliary variables {\,}v, and rewrite RS in
Eq. (14) as

RI=BY(1 4+ X\,)u!GIE G u, + Bllog,(1 + \,) — B\, (42)

where E,, is given by
E, =G, u,u/GY 1 A,. (43)

It can be identified that R is a concave function of {A,}v, under the given
{w, }vn. The first derivative of RS regarding {\, }yn is given by

OR? Bi),
— = B GHE ! . 44

By using Sherman Morrison formula, Eq. (44) can be rewritten as

pd dy HOH A —1 HOHA -1
ORS, _ ~ Bu; GA Gruu, GA G,

OAn (1+ufGHAL G, u,)
B
+BWIGHA G, - — 5 45
_ BWIGHA'G,u, B\,

1+l GIA'Gu,)  (T+ M)
Let gfﬁ = 0, we can derive that the optimal solution of {\,}v, can be
expressed as

A =uGIAL G, (46)

Since Eq. (42) is still nonconvex, we further use multiple dimensional quadratic
transformation method to rewrite RY as

R =21/Ba(1 4+ A\,)Re{ulGEf,} — £7E, £, + Bllog,(1+ \,) — B\, (47)

where {f, }v,, € C¥*1 are the auxiliary vectors. By substituting Eq. (43) into
Eq. (47), we obtain

RY =21/BY(1+ A)Reful G} — £/ Gou, P = > £ Gy

JEN j#n (48)
—E7 G, vo? — o2||fu]|3 + B%logy (1 + A,) — B,
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According to the criterion of multiple dimensional quadratic transformation, the
optimal solution of {f, }v, is given by

£* = /Bl + \,)E,'G,u,. (49)

After the above operations, the nonconvex constraint (26) is equivalently trans-
formed into R _
R¢ > Rdmin yp c N, (50)

We next address the fractional form of the objective function. By introducing
the auxiliary variables {wg, }o,ce and using the quadratic transformation, the
objective function of Problem (SCO) can be equivalently rewritten as

max gni% 2w,/ [WH A x|? — wj wH (AcxxT AT + ofTn)w (51)
[IS]
The optimal solution of wy, can be updated by

VIwH A x|? (52)

wi(AxxH AT + o2In)w’

ko __
wHO =

To tackle the maz-min form of the objective function (51), we further introduce
an auxiliary variable p which satisfies

uggni% 2wp,\/ [WHAx[? — @ wH(Axx" Al + ofIn)w. (53)
s
Then, the objective function (51) can be equivalently transformed into

max [t (54)

with the following constraint

2wg, \/ [WHAx|? — wp W (AcxxT AT + ofIn)w > p, V0, € D. (55)

Constraint (55) is still nonconvex. Thus, we perform the first order Taylor expan-
sion of the first term of |[w A x|?, we obtain its lower bound as

|wiA x|? > £ 2Re{ (WA ,x7)T (WA x)} — |WwHA x7|2. (56)
Based on the following operations, the surrogate problem for Problem (SCO)
can be established as
(SCO-Sur): max pu
subject to: constraints (28), (29), (36), (37), (41), and (50),
— g W (AxxT AT + o3In)W + 20w, /PP > 11, V0 € D, (57)
RE™y > 3" dyn, V0 €N, (58)
meM
variables: {un}Vna Vo, W, {dmn}Vm,na {tn}Vna {)\n}Vna {fn}VTM {wf)g }V907
{om}vm, and p.
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It can be identified that Problem (SCO-Sur) is a strict convex optimization
problem, since the objective function is affine, and all constraints compose a
convex feasible region. Therefore, we cam obtain the solution of Problem (SCO)
by solving Problem (SCO-Sur) with CVX in an iterative manner. The details
for solving Problem (SCO) are shown as follows.

Algorithm 1 : To solve Problem (SCO).

1: Initialization: Initialize {dmn[0]}vm,n, {Un[0]}vn and vo[0]. Set k& = 0.

2: repeat

3: Setk=k+1.

Update w(k] according to Eq. (32).

Update {om[k]}vm according to Eq. (33).

Update {\,[k]}vn according to Eq. (46).

Update {f,[k]}vn according to Eq. (49).

Update {wg, [k]}ve, according to Eq. (52).

Solve Problem (SCO-Sur) with {w[k]}, {om[k]}vm, {dmn[k — 1] }vm.n, {un[k —

1 }vn, volk — 1], {A\n[E]}vn, {£n[k]}vn, and {we, [k] }ve, by using CVX and obtain

{dmn k] }vm,n, {0n[k]}vn, volk], and {t}vn.

10: until Convergence

11: Set {djnn = dmnlk]}vmn, {ui = unlkl}va, vo = volk], {05 = om[k]}vm, {7 =
tnlk]}vn and w* = wik].

12: OUtput: {d:nn}Vm,na {u;}Vny V87 {Q:n}Vnu {t:L}Vny wr.

4 Numerical Results

cy Rate (Mbps)

rage Secre

Averay

Power Capacity (dBW) Average Workloads (MB)

(a) Secrecy (b) Sensing performance (c) Robustness

Fig. 3. Performance advantages of our ISAC empowered secure computation offloading

We present numerical results to demonstrate the performance advantages of
our ISAC empowered secure computation offloading in the integrated satellite-
terrestrial network. We consider the tested scenario of M = 4 EUs and N = 2
BSs. We set N; = 10 transmit antennas and N, = 15 receive antennas. We
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assume that the communication link between the LEO satellite and the ter-
restrial transceiver is dominated by the line of sight component. The channels
between the satellite and terrestrial in this work are set according to [11]. More-
over, We set bandwidth B* = B? = 10 MHz, A0 = 5°, ¢g = 1 x 1028, and set
02 =02 = —80 dBm.

To verify the performance advantages of the ISAC empowered secure com-
putation offloading, we consider the following benchmarks for comparison.

— Communication signal only: In this benchmark scheme, we only use the com-
munication signal as the integrated signal (i.e., without the dedicated sensing
signal) for both sensing and offloading.

— Separate beamforming: In this benchmark scheme, we use the conventional
separate design of the communication signal and the sensing signal.

Figure 3 demonstrates the performance superiority of our proposed approach.
Figure 3(a) shows the average secrecy offloading rate of the LEO satellite with
different power capacities. It can be seen that the average secrecy rate is increas-
ing with respect to the value of the LEO satellite’s power capacity Fy"®*.
Figure 3(b) shows the minimum sensing performance within the eavesdropper’s
uncertain region under different average task workloads. It can be observed that
the minimum sensing performance is decreasing with respect to the workloads
due to the fact that the increased workloads result in more resources being allo-
cated for computation offloading. The results in Figs. 3(a) and 3(b) verify that
our proposed scheme outperforms the benchmark schemes in security. Figure 3(c)
shows the minimum sensing performance with different uncertain regions. The
red dashed line represents the case in which the satellite has perfect CSI about
the eavesdropper. In particular, the average performance loss of our proposed
scheme in the case of eavesdropper location uncertainty compared to the perfect
eavesdropper CSI is marked at the top of Fig.3(c). The results show that the
average loss does not exceed 5%, which verifies the robustness of our scheme.

5 Conclusions

In this paper, we have proposed an ISAC empowered secure computation offload-
ing in integrated satellite-terrestrial networks, in which the ISAC signal trans-
mitted by the LEO satellite can be used for sensing the potential eavesdropper
with an uncertain location while improving secrecy offloading transmission rates.
We have proposed a joint optimization of the transmit beamforming, the receive
beamforming, the computation offloading strategies and the associated alloca-
tions of communication and computing resources, with the aim of achieving
the robust security of the network. Despite the nonconvexity of the formulated
problem, we have proposed an efficient algorithm to obtain its solutions. In our
future work, we will investigate the integration of quantum cryptographic tech-
niques and covert communication methods within integrated satellite-terrestrial
networks to further enhance security against sophisticated eavesdroppers.
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