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Abstract. Cloud computing offers strong availability and lower cost,
while edge computing has lower delay. Deployment of applications by
placing microservices in containers in a cloud-edge collaborative envi-
ronment is adopted by more and more enterprise application providers.
For users, they care more about application response time and applica-
tion availability. For application providers, they also need to save deploy-
ment costs to the maximum extent. Therefore, the application deployment
in hybrid cloud-edge collaborative environment is a multi-objective opti-
mization problem. In this paper, a genetic algorithm named DP-GA based
on improved NSGA-IT has been proposed to solve the multi-objective NP-
hard problem. We balance the two objectives of minimizing deployment
cost and average response time under availability constraints. Using the
real dataset of Shanghai Telecom, the experimental results show that the
proposed DP-GA is superior to the existing methods, reducing average
response time by about 35% and saving deployment cost by about 15%.

Keywords: Composite application - Microservice deployment -
Availability - Genetic algorithm - Cloud-edge collaboration

1 Introduction

With the advent of the era of the Internet of Everything and the advent of the 5G
era, the data generated by network edge devices are growing rapidly. At this time,
the centralized processing in the cloud computing center will not be able to effi-
ciently process the data generated by edge devices. With the wide application of
edge computing, some problems are constantly exposed, such as more expensive
deployment costs and poor availability. Therefore, this paper discusses deploying
applications in the cloud-edge collaboration environment, taking advantage of
the two computing modes, cloud computing and edge computing.

The application deployed in this paper is based on the microservice archi-
tecture. In recent years, the microservice architecture has received extensive
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attentions. Through combining microservices to build composite applications,
it brings strong scalability and flexibility, which has become the deployment
method widely chosen by many application providers. In this paper, we encap-
sulate microservices through containers, and then deploy the containers in virtual
machines (VM) which are hosted by physical machines (PM). Both edge data
center and cloud data center can deploy microservices.

Based on traditional cloud computing, due to its large response delay, it is
urgent to shorten the application response time, especially for applications that
require timely response. At the same time, edge computing has relatively poor
availability and high deployment costs. Therefore, we combine the needs of both
application providers and users, and we mainly focus on the following issues:

(1) The availability of edge data centers closer to the city center is worse due to
electromagnetic interference in the city center and higher frequency of user
access. At the same time, compared with edge computing, cloud computing
often has higher availability due to centralized management.

(2) Because edge data center is often located in the urban area, its management
cost is relatively high, and cloud data center is often far away from the urban
area, centralized management cost is usually relatively low.

(3) If the microservice is deployed in an edge data center that is closer to the
city center, the closer it is to the user, the shorter the response time will
be, and the farther it is from the user center, the higher the response time.
In addition, the response time of the cloud computing center is often the
farthest from the user and has the highest application response time [3,11].

(4) When deploying microservices, we should consider whether the deployed
microservices encapsulated in containers exceed the maximum resource
capacity of virtual machines.

In response to the above problems, under the conditions of availability and
resource constraints, we study minimizing deployment cost and minimizing appli-
cation response time based on the microservice architecture. It is an NP-hard
problem. We propose a new algorithm named DP-GA based on the genetic algo-
rithm to realize the optimal application deployment in the hybrid cloud-edge
collaborative environment.

The main contributions of this paper are summarized as follows:

— First, we define the optimal application deployment problem in the cloud-
edge collaborative environment as a constrained multi-objective optimization
problem. The goal is to deploy composite applications under resource con-
straints and availability constraints, so as to minimize the response time and
deployment cost.

— Secondly, we propose a new method based on genetic algorithm to solve the
multi-objective application deployment problem for composite applications,
which is characterized by a specially designed population initialization method
to obtain a better initial population to achieve better experimental results.

— Finally, to evaluate the proposed method, we obtain multiple Shanghai edge
data centers and Western China Cloud Computing Center through clustering
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algorithm using the real Shanghai Telecom dataset to construct a cloud-edge
collaborative environment. We compared our method with several existing
algorithms by changing the number of microservices, and the availability
constraint coefficient. The experimental results show that our method out-
performs the existing methods.

The remainder of this paper is organized as follows. Section 2 discusses the
related work on microservice allocation in container-based edge clouds and exist-
ing microservice deployment in cloud-edge environments. Section 3 defines the
problem model. Section 4 introduces the improved algorithm DP-GA. Section 5
describes the experimental results and analysis. Section 6 summarizes the whole
paper and discusses future work.

2 Related Work

This section presents related work on container-based microservice allocation
and existing microservice deployment in cloud-edge environments. The main
challenges that need to be addressed in our problem are also highlighted.

In recent years, cloud computing is emerging as a hosting model for delivering
business applications. How to deploy application services with the best quality
of service becomes a key issue [10,13]. Several research efforts have investigated
the service deployment problem. For example, Wen et al. studied application
deployment on federated clouds to minimize deployment costs while meeting the
security and reliability requirements of deployment [13]. Shi et al. minimized the
product of deployment cost and response time of business applications through
an algorithm based on genetic algorithm [12], and there are also some multi-
objective studies such as network transmission time [4,6,8,9], load balancing
or energy consumption [1,4-6,8,9], availability [1,6] and other similar require-
ments [8]. However, most of these studies consider the problem of microservice
allocation in cloud environments. With the continuous development of the Inter-
net era and the arrival of the 5G era, Internet mobile devices and smart wear
are becoming more and more popular, and in some situation, cloud computing
can not satisfy the requirements of rapid application response without the assis-
tance of the edge computing. Focusing on cloud computing alone will not suffice.
The research in this paper is based on the deployment of microservices in the
cloud-edge collaborative environment.

The research on container-based microservice deployment of composite appli-
cations considers a wide range of goals. Most of the works apply multi-objective
optimization algorithms such as Ant Colony Algorithm (ACO) [6], NSGA-II [2],
Particle Swarm Optimization (PSO) [5] to solve the problem. However, since
these works are conventional multi-objective algorithms, in order to achieve bet-
ter results and deal with more complex multi-layer (microservice-container-VM-
PM) deployment problems, we intend to develop a new multi-objective algorithm
to solve microservice multi-instance deployment problem of multiply composite
applications in container-based cloud-edge collaborative environment.
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3 Problem Description

3.1 Resource Model

In this paper, we study the deployment of composite application in the cloud-
edge collaborative environment. The problem is that a set of composite appli-
cations CA = {cay, cas, ..., ca;, ..., cas }, where ca; represents the i-th composite
application, s represents the number of composite applications, and each applica-
tion consists of a set of microservices M S = {ms1, msa,...,msy, ..., ms, }, where
ms; represents the [-th microservice, and o represents the number of microser-
vices. Here, we assume that each microservice has two instances, and each
instance is mapped to the container C' = {c11, ¢12, €21, €22, -+, Ci1, C12, -y Col, Co2 }
where ¢;1, ¢;2 means that the two instances of the [-th microservice are mapped
to the corresponding two containers, and ¢;; is used to represent a specific con-
tainer, where j € {1, 2}. The memory capacity of each container is a(c;).

There is a set of virtual machine types U= {¢1,¥2,...,10q,...,¥+} used to allo-
cate containers, where 1, represents the g-th virtual machine type, and ¢ rep-
resents the total number of virtual machine types. For the type of virtual
machine selected by the cloud-edge data center to host the container, we use
VM = {vmq,vma,...,umyp,...,UMg, UMy41} to represent, where vm, denotes
the type of virtual machine selected when the p-th edge data center allocates
the container, x represents the total number of edge data centers, and vm,41q
represents when the virtual machine type selected when the cloud data center
needs to host containers. The capacity of each virtual machine is represented
by d(vm,). The cost corresponding to each virtual machine is represented by
VMF = {vmfi,vmfs,...,vmfy,...,vmfy,vmfyi1}, where vmf, represents the
cost of the p-th virtual machine.

We define DC = {dcy,dcs, ..., dcy, ..., dcg, deg41} to represent the cloud-edge
data center location set, where dc, represents the location of the p-th edge data
center, x represents the total number of edge data centers, dc,41 represents
the specified cloud data center location, and the corresponding capacity of PM
in this data center is represented by A(dc,). Depending on the location of the
data center, the availability is different. The availability of the cloud computing
center is determined by the SLA provided by the VM, and the edge data center
determines its availability by a given PM. For the convenience of calculation,
the failure rate of a set of edge data centers and cloud computing centers can be
defined as F = {f1, fo, .., fps s fu, fu+1}, where f, represents the failure rate
of the PM of the p-th edge data center, and f, 1 represents the failure rate of
VMs in the cloud data center. The set of user center locations is represented by
UC = {ucy,ucy, ..., uck, ..., uc, }, where ucy, represents the k-th user center in the
city, and r represents the total number of user centers.

3.2 Time Model

The total amount of work of the i-th composite application ca; is determined
T

as: tw; = Y 1, where r;; represents the request rate of the k-th user center of
k=1
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the application ca;. Each service instance is modeled as a M/M/1 queue, since
a service can be shared by multiple applications, service aggregation workloads
can be accessed through

wl = thi s.t. ms; € ca; (1)

For a VM instance with a processing capacity of ¢, according to Little’s law
[7], the average request time for a service ms; is

1
¢ — wl
Average latency between user center and the i-th application is

_ > iy Tik(Btik, + Etix,)
tU}i

(2)

st; =

ua; (3)
where Bt;; represents the delay from the k-th user center to the i-th application’s
starting service, Et;; represents the network delay from the i-th application’s
ending service to the k-th user center.

We assume that mst,;, represents the network latency between the service
mst, and its successor service msty, and ua;, msty, are usually determined by
several immutable factors in the communication network. So, ART; is calculated
by ART; = ua; + M S(ca;), where MS(ca;) refers to the response time of the
ca; in the workflow. We define two functions EST (Earliest Start Time) and
FT (Finish Time) for each service to calculate the application makespan. The
computing process begins with the starting service, and the M .S is the finish
time of the ending service.

EST(start;) =0
FT(ms;) = EST(ms;) + st
EST(ms;) = max {FT(msga) + mstq} (4)

msq, €Pre(ms;)

MS(ca;) = FT(end;)

So, the average response time T RT is expressed by:

TRT = 221

Z::l twl-

3.3 Cost Model

We define a binary variable ij to represent the location of the cloud-edge data
center where the container is deployed.

(6)

pPo— 1 if ¢ is placed on dc,
10 otherwise
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We define the cost of deploying the microservice ms; as
2 x+1
_ P
msf; = E 1 2y vmfpDy; (7)

So, the total cost of composite application deployment is calculated through

Cost = Z;l msfi (8)

3.4 Availability Constraints

The microservice ms; obtains the failure rate of the corresponding container
where it is deployed:

. 2 x+1 »
Deplgy) = {1 o 2T D) =0 )

else

Then, the availability of the corresponding microservice ms; can be defined

as
x+1

Msa; =1-— H Dep(fp) (10)
p=1
The availability of application ca; can be defined as

A = HMsal s.t. ms; € ca; (11)
1=1

The average availability for a set of composite applications is

S A
Availability = 2 A >a (12)
S
where @ is the minimum availability specified by the application provider, and
we use feasible solutions under availability constraints to satisfy the availability

constraints as reference solutions:
a = Amznzmum + k(Amawimum - Amznzmum) (13)

Among them, A, qzimum and Aminimum are the highest availability and the
lowest availability among various schemes deployed. k is the strictness coefficient
that controls availability, and k € [0, 1]. The larger the k, the more stringent the
availability specified by the application provider.

3.5 Resource Constraints

It is required that the total resources of all containers allocated to each created
virtual machine cannot exceed its capacity, and for each virtual machine type
vm,, selected in the cloud-edge data center, it must satisfies

o 2
Zz=1 ijl a(c;) Dy < vmy, (14)
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At the same time, it also needs to satisfy that the total capacity of the virtual
machines created by each PM does not exceed the corresponding PM’s capacity.
For the PM’s capacity A(dcp) of each cloud-edge data center, it must satisfies

vmy, < A(dey) (15)

3.6 Problem Definition

Here, a dual-objective optimization problem is defined to solve the optimal
deployment under the conditions of minimizing cost and delay, subject to avail-
ability constraints and resource constraints, as shown in Eq. (16).

min Cost = Y _;_, msf;

. _ Zle twiARTL'
min TRT = sitw7

i=1

s.t. Awvailability = % >a (16)

i1 25:1 O‘(Clj)ij < vmy
vmy, < A(dep)

4 Algorithm Implementation

This section proposes a microservice deployment method based on cloud-edge
collaboration. Firstly, the K-means clustering algorithm is used to cluster and
group the edge server coordinates, and the edge servers in the same cluster
are clustered to the same location, which can greatly reduce the search space.
Then, an improved multi-objective genetic algorithm DP-GA based on NSGA-II
is used to solve the microservice deployment to achieve a balance between dual
objectives under constraints.

4.1 Chromosome Coding

We use chromosomes to encode service deployment solutions, and use an array
of real integers to represent microservice placement strategies. Each chromosome
represents a deployment strategy. Each code on each chromosome represents the
location where each microservice is deployed, which carries the container where
the microservice is located and its corresponding VM.

4.2 Fitness Function and Constraints

The fitness function is used to judge the pros and cons of individuals, each
solution is represented by each individual, and all solutions constitute the overall
population. The fitness function in this paper includes two categories: TRT and
Cost. In addition to the fitness function, the constraints in this paper include
two aspects. The first is the availability constraint. Any deployment scheme must
meet the availability constraints. The closer to the city center, the higher the
cost, the shorter the response time, and the worse of the availability. Secondly,
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resource constraints must be met. The virtual machine hosted by each physical
machine must not exceed the capacity of the physical machine, and the resource
of the container hosted by the virtual machine must not exceed the available
resource of the virtual machine.

4.3 Population Initialization

The purpose of initialization is to create a set of different solutions. First, we
heuristically assign the containers containing microservices to a set of VMs with
random types (uniformly selected from the VM table) using First Fit (FF).
Then, use FF to assign the VM to the PM. The use of FF guarantees an efficient
solution as well as a unified VM /PM allocation problem.

In general, GAs randomly generate an initial population to ensure the diver-
sity of the population. In order to improve the solution quality and convergence
speed, this paper firstly uses the Differential Evolution Algorithm (DE) to deter-
mine a part of the population, and the rest of the population will be randomly
initialized. The differential evolution algorithm is an efficient global optimization
algorithm to prevent falling into a local optimum. By determining a part of the
population first through the differential optimization algorithm, the quality of
the evolutionary solution can be greatly improved.

4.4 Selection Operator

The improved genetic algorithm DP-GA selection operator in this paper adopts
the elite reserved tournament selection operator (etour). Through the replace-
ment sampling method, it is guaranteed that the optimal individual will be
selected to participate in the tournament. This method can retain the optimal
individual to the next generation of population until the matching pool is suffi-
cient.

4.5 Crossover Operator

The crossover operator adopts the simulated binary crossover (recbx), which
adopts the single-point crossover method. The selection of the crossover point
is random, and the selection range of the crossover point is from 1 to the num-
ber of genes on each chromosome. Small damage can better maintain excellent
individuals.

4.6 Mutation Operator

The mutation operator is to adopt two point swapping mutation (mutswap).
After determining the deployment location of the microservice, we also determine
the cost and response time of the microservice deployment. Since the composite
application deployment problem in this paper is modeled as having to the acyclic
graph (DAG) form, fully consider the dependence between services, the response
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time and deployment cost of different services are different when the containers
are deployed in different locations. It does not destroy excellent individuals,
reduces the probability of rapid convergence, and can continuously seek the
optimal two goals through mutation.

4.7 Algorithm Description

Our proposed DP-GA algorithm, as shown in Algorithm 1, follows the stan-
dard framework of NSGA-II, a multi-objective genetic algorithm. The algorithm
initializes the population through the differential evolution algorithm and the
random generation combination method, and the solution is represented as a
group of containers containing microservices corresponding to the location num-
ber of the VM where the VM is located. The pareto dominance relationship is
obtained by fast non-dominated sorting, and then the priority between individ-
uals is determined by calculating the crowding degree, so that the individuals
in the quasi-pareto solution can be extended to the entire pareto domain, and
evenly distributed to maintain the diversity of the population, the elite strat-
egy is introduced, the sampling space is expanded, the parent population and
the child population are merged to ensure that the excellent individuals can
be retained, and then iteratively iterates through the crossover and two-point
exchange mutation methods. This evolutionary process ends when a predeter-
mined number of generations or a satisfactory fitness value level is reached.

Algorithm 1. Genetic algorithm DP-GA based on NSGA-II.

Input: A set of microservices

Output: The allocation of microservices

1: Initialize a population P with individuals;

2: while Termination Condition is not meet do

3: for each individual do

4: evaluate the fitness values;

5: end for

6: while children number is less than the population size do

T apply binary elite tournament selection to select two parents;

8: apply simulated binary crossover over the selected parents;

9: apply two point swapping mutation on two children;

10: add the children into a new population U

11: end while

12: evaluate individuals from U

13: non-dominated sorting of P U U;

14: calculate crowding distance of P U U;

15: P «— select population size of individuals from P U U;
16: end while

17: return the Pareto front of solutions;
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5 Experimental Results and Analysis

In this paper, we study the deployment of applications in a cloud-edge collab-
oration environment based on availability and resource constraints, measuring
and evaluating average response time and deployment costs. We compare our
proposed algorithm with three other algorithms including differential evolution
algorithm (DE), ant colony algorithm (ACO), and particle swarm optimization
algorithm (PSO).

5.1 Dataset

The experiment is conducted using the real dataset of Shanghai Telecom, which
contains the locations of around 3,000 base stations. We cluster the base stations
through a K-means clustering algorithm to form 27 edge data centers. Together
with the Western China Cloud Computing Center, we obtain a total of 28 cloud-
edge data centers which are used as locations for microservice deployment. The
center of the 16 districts in Shanghai is taken as the location of user centers.
Here, it is assumed that the total number of visits in the whole Shanghai city is
100 times/second, according to the proportion of the population of each district,
we calculated the visit frequency of each user center, as shown in Table 1.

Table 1. User center visit frequency.

User centers User center visit frequency (times/s)
Huangpu District 2.7
Xuhui District 4.5
Changning District 2.8
Jingan District 3.9
Putuo District 4.9
Hongkou District 3
Yangpu District 5
Minhang District 10.7
Baoshan District 9
Jiading District 7.4
Pudong New Area | 22.8
Jinshan District 3.3
Songjiang District 7.7
Qingpu District 5.1
Fengxian District 4.6
Chongming District | 2.6

According to the location of each data center and the distance from the city
center, the cost of each virtual machine type and the failure rate of the physical
machine in each data center are determined. The closer to the city center, the
higher the virtual machine rental cost. Due to the interference of various signals
in the city center and the high frequency of user visits, the corresponding failure
rate is also higher. Here, the Western China Cloud Computing Center has the
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Table 2. Virtual machine price and failure rate.

Data center location

Virtual machine price ($/month)

Failure rate

1Core 1G | 2Core 2G | 2Core 4G

Huangpu District 12 23 45 0.047
Xuhui District 10.2 20.1 39.6 0.037
Changning District 11.5 22.7 43.9 0.043
Jingan District 10.6 20.8 40.2 0.039
Putuo District 7.9 15.8 30.9 0.02
Hongkou District 9.1 17.8 36.5 0.028
Yangpu District 9.7 19.2 37.7 0.032
Minhang District 8.7 17.2 33.9 0.025
Baoshan District 9.5 18.6 36.9 0.03
Jiading District 9.9 19.4 38.1 0.035
Pudong New Area 10.9 21.3 41.7 0.041
Jinshan District 7 13.8 26.5 0.01
Songjiang District 7.3 14.1 27.5 0.016
Qingpu District 8.3 16.2 32.1 0.022
Fengxian District 7.7 14.9 29.3 0.018
Chongming District 6.8 13.1 25.7 0.009
Western China Cloud 5.4 10.2 19.6 0.0000001

Computing Center
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lowest virtual machine rental cost, the lowest failure rate, and is the farthest
from the city. Table 2 shows the price of different virtual machine types and the
failure rate for the edge data centers in Shanghai and the Western China Cloud

Computing Center.

5.2 Simulation Settings and Parameter Settings

Table 3. Parameter value for GA.

Key parameter Value
Crossover probability 0.9
Mutation probability 0.1

The maximum number of iterations 100
Population proportion of differential evolution algorithm | 20%

The number of populations 500

Time delay of each microservice processing request [3ms, 6 ms]

In our experiment, we simulate three application and 10 microservices as shown
in Fig.1. We assume that each microservice can be loaded and run with the
virtual machine type of “1CorelG”, which is the minimum environment to run

a microservice.
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“ O<S 0

Fig. 1. Three applications with 10 microservices in our experiments.

Assuming that all requests are sent by user centers in Shanghai, and the total
number of requests is fixed. According to the population proportion of each user
center, the number of requests sent by each user center is calculated. Experiment
environment are described as follows: the operating system is Windows 11; CPU
is Intel Core i7-8700 with 3.2 GHz; the memory is 16 GB. The programming
language is Python, and NSGA-II is implemented using Python Geatpy package.
The values of the parameters for genetic algorithm we set are shown in Table 3.

5.3 Results and Analysis

Comparison of TRT and Cost Under Different Numbers of Microser-
vices. We take the application ca; as an example, and change the number of
deployed microservices. The minimum number of microservices is 3, the maxi-
mum number is 7, and the step size is 1. Each microservice is deployed in different
cloud-edge data centers, and the availability constraint is fixed at 92%. DP-GA
is compared with PSO, ACO and DE, in terms of the average response time and
deployment cost.

First of all, the comparison results of average response time are shown in
Fig. 2. It can be seen from this figure that no matter how many microservices
there are, the TRT obtained by DP-GA is the smallest and it is about 35% better
than other algorithms which shows that DP-GA is optimal. At the same time,
it shows that when the number of microservices reaches 7, the TRT is greatly
increased. The increase is due to the fact that when there are 7 microservices and
the constraint is 92%, the cloud computing center participates in the deployment
of microservices to increase the availability and reduce the failure rate.
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Fig. 2. Comparison of average response time with different numbers of microservices.
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Fig. 3. Comparison of deployment cost with different numbers of microservices.

Next, we compare the effects of four algorithms in deployment cost. The
results are shown in Fig.3. From the information in the figure, it can be seen
that DP-GA can always get the least cost among the four algorithms and save
about 15% in deployment costs.

Comparison of TRT and Cost Under Different Availability Control
Coefficient. We also take the application ca; as an example, deploy four
microservices, and each microservice has two instances. The availability of the
application can be greatly improved through multiple instances. Here, we control
the availability in different degrees. Under the same conditions, the deployment
schemes obtained by the four algorithms are compared to verify the effective-
ness of DP-GA. In order to maximize the application availability, the instances
of each microservice are also deployed in different cloud-edge data centers. For
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each user center in each deployment scheme, the shortest path with the least
time-consuming is selected when the user center requesting applications.

First, we compare average response time, and the experimental results are
shown in Fig.4. We can conclude from this figure that as the availability con-
straint continues to increase, the location where we deploy microservices will be
farther and farther away from the densely populated city center, and the TRT
at this time will continue to increase. The T'RT is always the smallest in the
deployment scheme given by DP-GA, and when k is 0.5, the T'RT is reduced by
about 30%.

Next, we compare the deployment cost of the four algorithms under different
availability control coefficient, as shown in Fig.5. Comparison results in the
figure shows that with the continuous improvement of availability constraints,
the deployment location is getting farther and farther away from the city center,

404 [—=—DP-GA
1 |—e—Pso
38 | —A—ACO
| |=»—DE
36
5 |
E
= 34
o J
ju
32
30
28
T T T T T
0.1 0.3 0.5 0.7 0.9

60

Cost ($)

50+

45

Fig. 5. Comparing deployment cost with different availability control coeflicient.
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and the cost at this time is constantly decreasing, when k is 0.5, the deployment
cost is saved by about 10%. It can be seen that DP-GA is better than other
algorithms.

6 Conclusion

In this paper, we studied the problem of optimal application deployment in
cloud-edge environments considering availability constraints. To address this
problem, we propose a novel genetic algorithm-based method to solve a multi-
objective optimization problem with two objectives, that is to minimize the
average response time and deployment cost. This method can allocate appropri-
ate virtual machines to microservices, and deploy microservices in appropriate
cloud-edge centers to achieve the goal. Based on the real dataset of Shanghai
Telecom, we have confirmed through a large number of experimental results that
the proposed multi-objective optimization algorithm DP-GA is superior to PSO,
ACO and DE.

However, the proposed model and method have certain limitations, and for
future work we will adjust and extend our method to adapt to more complex
problems. For example, we will further comprehensively consider issues such as
privacy, fault tolerance and reliability in the cloud-edge environment to cope
with more dynamic environments and more complex user needs.
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