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Abstract. In a traditional computer network, each device has its config-
uration. The Software Defined Network (SDN) architecture ensures that
every device in the network will become a dummy device, which must
connect to a controller before action can be taken on every packet that
the device receives. Each device does not require manual configuration
with the centralized configuration. The huge growth of internet traffic can
affect the server’s performance when handling requests of many clients.
The algorithms, such as Round Robin and Least Connection, influence
the load-balancing technology to divide the request to some servers. The
server’s performance increases after implementing load balancing with
the algorithm in testing. The comparative result of the Round Robin
and Least Connection algorithms shows that the Least Connection per-
forms better than the Round Robin algorithm. By using load balancing
in the SDN architecture, the increasing of the request capacity can be
handled by the server.

Keywords: SDN - load balancing * least connection - round robin -
Openflow

1 Introduction

The functionality of traditional intermediary network devices is the control and
data planes. The control plane is an entity that controls network packets from
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a source device until it reaches the destination device. The data plane sends
the packets using the path determined by the control plane. In a traditional
network, each intermediary device controls its control and data planes. In a
Software Defined Network (SDN), the control functions are located on a cen-
tralized controller. SDN refers to designing and managing network packets in
which each device’s control plane and data plane are separated [11]. The control
plane will be handled by one or more controller(s). The intermediary devices
will handle the data plane function that moves a packet from the inbound port
to the outbound port, according to the rules given by the controller. Rapid
technological developments support sustainable development goals. The Inter-
net of Things (IoT) is a technology that is commonly used to capture data
from sensors, store it and then analyze the data for specific needs. The IOT has
numerous applications such as in agriculture and aquaculture management, air
quality monitoring, water resources monitoring [7]. As more and more sensors
are being used, bigger data is generated by the sensors hence requiring increas-
ingly large storage resources over time. Big data is a technology for storing large
amounts of data, up to the terabyte scale. Several important aspects of big data
technology include scalability, reliability, and efficiency to support large amounts
of data [1,9,10]. The growth of internet users forces the server to process client
requests rapidly without dropping the requests, even if it is in large quanti-
ties. A technique to increase the capacity of the server is load balancing which
works by dividing client requests and forwarding it into a group of the same
functionality servers. After being processed by the server, the reply is sent back
to the clients without the clients knowing which server is responding to their
requests. Some algorithms for load balancing techniques include Round Robin,
Weighted Round Robin, Least Connection, and Resource Based. Some examples
of load balancing technology are Hadoop and Ceph which are distributed storage
systems that provide scalable, reliable, and fault-tolerant data storage that sup-
ports high-performance data transactions [8]. This research compares the Round
Robin and Least Connection algorithms regarding the load balancing implemen-
tation in the SDN Controller environment. The paper is structured as follows:
the first section reviews the research background, Sect. 2 describes the previous
research relevant to this research, Sect. 3 presents the research methodology, and
the experiment and conclusions are outlined in Sects. 4 and Sect. 5, respectively.

2 Related Works

Nugroho [2] conducted the performance test on both traditional network infras-
tructure and a network with SDN infrastructure. Two scenarios were used for the
test: the network with and without any generated traffic that loads from 20 Mbps
to 100 Mbps. Using Wireshark as a packet capture application and analyzer,
the researchers concluded that a network utilizing Software-Defined Networking
(SDN) exhibits significantly improved performance compared to a traditional
network in terms of reduced latency, decreased delay, increased throughput, and
lower packet loss. Pramono [3] implemented HAProxy and Nginx for load balanc-
ing servers using the Least Connection approach. Each server’s load balancing
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will be tested with the same parameter values. Using the Apache JMeter and
Apache Benchmark as stress test tools, the test shows a significant difference in
throughput (requests/minute) when the leastconn algorithm is used instead of
the Round Robin algorithm. Saumendu [5] explained that load balancing allo-
cates the workloads evenly to all the nodes with the purpose of improving the
entire system’s performance. Tasks come from various clients and are received
and distributed along the servers. Different load balancing algorithms measure
various testing metric parameters such as response time, throughput, optimiz-
ing resource utilization, ability to handle faulty conditions, migration time, and
scalability. Rana [4] discussed the challenges of SDN, namely reliability, scala-
bility, low-level interface, performance, and security. Reliability is essential for
SDN to validate network management and handle any system failures as it must
perform automatic fault detection and then, reroute the traffic to achieve relia-
bility. A feature of SDN is scalability which is the ability to handle the growth
of a system, network, or process during daily events. A low-level interface means
that the SDN translates a policy into a low-level configuration for the network
switches. The SDN framework must be able to translate and coordinate the
multiple asynchronous events at the switch. The performance and security of
SDN networks may be compromised due to the open interface which can intro-
duce new types of network attacks and degrade the overall performance of the
SDN. POX is a Python-based open-source SDN controller used to increase the
development and prototyping of network applications; a POX controller comes
with mininet. It has several scripts that can be developed further such as DHCP
service, layer2 and layer3 forwarding service, network discovery, and many more

[6].

3 Methodology

Figure 1 illustrates the overall research stages. To create the network simulation,
the infrastructure virtualization employed a Linux machine. Based on the frame-
work, the mininet and the SDN controller were used in the framework. The next
stage was the network topology where some nodes played roles as clients and
others as servers. The controller and the switches interconnecting the nodes were
created to manage all traffic in the network. After the configuration, the Round
Robin algorithm and the Least Connection were evaluated with the httperf soft-
ware that can measure the total requests handled (connection rate/second) and
total packet loss of each algorithm. The packet loss and throughput parameters
were used as the benchmark to determine the best approach.

4 Experiment

This section explains the implementation of the proposed model. The Hypervi-
sor Oracle Virtual Box was used to create the virtual machine. The operating
system was a precompiled Ubuntu Linux, including the SDN Controller and all
the required software. The research topology employed the load balancing of
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Fig. 1. Research Methodology

client requests to multiple servers, shown in Fig.2. There were 5 nodes as the
clients with the name Host1 until Host5, and 3 servers, namely: serverl, server2,
and server3, which handled the client requests. A set of switches (sl1-s4) also
established interconnections among these nodes. The node c0O was designated as
the controller responsible for managing all network traffic. In SDN, the switch
must support the Openflow protocol which is the protocol used to communicate
between the switch and the controller. As such, the network management can
be centralized in one controller. In this research, Openvswitch, an Openflow-
enabled virtual switch, was used. A virtual switch refers to the capability of
forwarding data packets between virtual machines. A virtual switch can forward
data packets from a virtual machine to the physical network. Openvswitch can be
programmed and controlled by Openflow and OpenvSwitch Database (OVSDB).
The SDN Controller utilized in this study is POX, an open-source and openflow-
based controller. POX runs in Command Line Interface (CLI), thus lacking any
graphical interface. Figure 3 shows the directory structure of the POX SDN Con-
troller. The directory comprises numerous Python scripts. Users might modify
or add controller features by modifying or adding the scripts in this directory.
These modified or added scripts can then be called when the user runs the
POX Controller. In this study, there are two algorithms implemented, specifi-
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Fig. 2. Research Topology

Jjoditanato@joditanato-VirtualBox: ~/pox/pox/misc Q

:~$ cd pox
C S 1s
LICENSE NOTICE README.md setup.cfg
: $ cd pox/forwarding/
g RS
hub.py 12_flowvisor.py 12_multi.py 12_nx_self_learning.py 13_learning.py

__init__.py 12_learning.py 12_nx.py 12_pairs.py topo_proactive.py
: Sied ..

S cd misc/
g S s
cbench.py __init__.py nat.py poxpdb.py
full_payload.py 1ip_loadbalancer.py of_tutorial.py
gephi_topo.py mac_blocker.py pidfile.py tweak.py
: $

Fig. 3. POX Directory Structure

cally Round Robin and Least Connection. The flowchart for each algorithm is
shown in Fig.4a, and Fig.4b. To test the implementation of the load balancing
algorithm, the virtual server is added to serve the client requests. When the
controller receives the data packet, it will forward the packet to several servers
with different IP addresses. The server which responds to the request is auto-
matically chosen by the controller using the load balancing algorithm. Figure5
depicts the ip of the virtual servers available and which server would respond to
the data packet forwarded by the controller. Each server will respond to each one
of the data packets sent to them. After testing the connectivity with the virtual
server is succeeded, mininet can also emulate the webserver so the load balanc-
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(a) Round Robin Algorithm (b) Least Connection Algorithm
Fig. 4. The Flowchart

Box: ~/poxSkrips 2 x

./pox.py forwarding.lc_controller
ey, et al

Fig. 5. Testing the Load Balancing Algorithm using Virtual Server

ing algorithm can be conducted. The command “python -m SimpleHTTPServer
80” emulates those webservers. The command instructs the host to run Python
script, which runs simple webserver and bind the service to port 80 (http). In the
Fig. 6a, shown the node serverl, which represents webserver listened on port 80.
Figure 6b shows Host1 trying to access the webserver from the Hostl interface
by using CURL command. To benchmark the algorithm and the SDN controller,
the httperf software was used to simulate an HT'TP request and record the total
requests, total responses, total errors, the total time needed to test the aver-
age/minimum/maximum time needed for the total request, requests sent per
second, and replies sent per second. The httperf showed the total requests han-
dled (connection rate/second) and total packet loss of each algorithm. As shown
in Fig. 2, there are three servers assigned to handle the requests from the clients.
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"Node: server1” X "Node: h1

(a) Mininet host running simple (b) Hostl try to access the web
webserver server using CURL

Fig. 6. Simple Webserver Implementation and Testing

Using the httperf, the experiment sent 100 requests, 200 requests, 300 requests,
400 requests, and 500 requests from clients node Host1l, Host2, Host3, Host4,
Host5. All requests addressed to the main server will be distributed to the back-
line servers, according to the algorithm used by the controller. Figure 7 shows the
experiment of sending 100 requests from Host1 clients resulting in a connection
rate of 44.6 connection/s and the clients received 78 replies, thus, the packet loss
rate is 22%. Figure 8 features the experiment of sending 500 requests from the
Host5 client to the main server in which the connection rate decreased to only
29.1 connection/s and the client received 471 packets replied hence the packet
loss rate is 5,8%. The testing results for the Round Robin Algorithm and the
Least Connection algorithm are shown in Table 1. Figure 9 shows the comparison
of throughput (in conn/s) between the Round Robin algorithm and the Least
Connection algorithm. The performance of the Round Robin algorithm decreases
in line with the increase in the requests. However, in the Least Connection algo-
rithm, the performance is stable with a range of 32.52 and 34.00 although the
requests are increasing. This means the Least Connection algorithm is better in
terms of throughput. Based on the parameter packet loss in the Round Robin
algorithm, its packet loss increases in line with the increase of the requests. Even
though the Least Connection algorithm experienced a packet loss increase like
the Round Robin algorithm, its packet loss has a lower percentage compared to
the Round Robin algorithm. The comparison of packet loss from both algorithms
is shown in Fig. 10. The algorithm’s ideal performance is the algorithm with the
lower percentage of packet loss.
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Table 1. Test Result
Request | Round Robin Least Connection
Avg. Conn/s | Avg. Packet Avg. Conn/s | Avg. Packet
Loss (%) Loss (%)

100 40.96 15.20 32.70 10.60

200 34.90 17.20 33.44 11.10

300 33.94 20.67 32.62 12.27

400 32.06 23.30 34.00 15.25

500 29.66 29.40 32.52 17.64

Throughput (conn/s)
40.96
45.00 34.9 33.94 34.00 32 52
32.70 3s.44 3262 32.06

30.00
15.00 I

0.00

B round robin B least connection
Fig. 9. Throughput Comparison
Packet Loss (%)
29.40
30.00 e 23.30 -
20.00 1520 = 15.25 '
10.60 1 10 12.27
10.00
0.00
100

W round robin

Fig. 10. Packet Loss Comparison

5 Conclusion

W least connection

The implementation of SDN offers several advantages to processing network
packets. Tracking each packet and which route is chosen to forward the packet
is possible. The benefits of using an SDN controller are that network manage-
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ment can be centralized compared to traditional network management. In terms
of increasing network server performance, the load balancing algorithm can be
used to improve the network performance, which forwards the requests coming
to the server pool. Load balancing distributes the load into several servers, thus,
improving the service’s reliability since the average throughput can be higher,
and the packet loss can be minimized. With the implementation of a load bal-
ancing algorithm in the SDN controller, the comparison shows that the least
connection algorithm is better than the Round Robin algorithm in terms of
throughput (conn/s) and average packet loss.
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