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Abstract. Recently, deep neural networks (DNN) are increasingly
deployed on mobile computing devices. Compared to the traditional
cloud-based DNN services, the on-device DNN provides immediate
responses without relying on network availability or bandwidth and can
boost security and privacy by preventing users’ data from transferring
over the untrusted communication channels or cloud servers. However,
deploying DNN models on the mobile devices introduces new attack vec-
tors on the models. Previous studies have shown that the DNN models
are prone to model stealing attacks in the cloud setting, by which the
attackers can steal the DNN models accurately. In this work, for the first
time, we study the model stealing attacks on the deep neural networks
running in the mobile devices, by interacting with mobile applications.
Our experimental results on various datasets confirm the feasibility of
stealing DNN models in mobile devices with high accuracy and small
overhead.
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1 Introduction

Deep neural networks (DNNs) have been pervasively used in various computer
vision tasks, such as objects detection, image classification, and face recogni-
tion. Due to the high business value of DNNs, model stealing attacks have been
conducted in recent years, in which an attacker attempts to duplicate a victim
machine learning/neural network model by querying the victim model and train-
ing a surrogate model to replicate the victim model’s functionality. Such a novel
attack has become a serious security threat to many machine learning services
today, as the machine learning models represent the business advantages of ser-
vice providers and training a model from scratch is costly and time-consuming.

Tramèr et al. [9] successfully stole machine learning models, including deci-
sion tree, support vector machine, and regression models, with an accuracy of
around 100%. A line of recent works has shown the feasibility of stealing more
complex yet powerful machine learning models like DNNs [3,8,10,13–15]. How-
ever, most existing model stealing attacks are conducted on public cloud services,
where the DNN models are run on the cloud servers [2,11].
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Nowadays, with the increasing computing power and the recent advance of
light-weighted neural networks, DNNs have been increasingly deployed on mobile
computing devices. By leveraging open-source deep learning frameworks (e.g.,
TensorFlow Lite and PyTorch Mobile), the developers can smoothly integrate
well-trained DNN models with mobile applications under minimal effort. Com-
pared with the cloud-based DNN services, this type of on-device DNN can pro-
vide immediate responses without relying on network availability or bandwidth,
and boost security and privacy as users’ data do not need to be transferred
over untrusted communication channels or cloud servers. The question is, are
the model stealing attacks feasible on the on-device DNN? Mobile devices today
suffer from malware attacks. By performing various attacks like phishing or social
engineering, the malware may get installed in a victim’s mobile device. Thanks
to the built-in isolation of the mobile applications (e.g., the Android application
sandbox), the malware cannot directly have access to the DNN model of a victim
mobile application (even if the malware can obtain a higher system privilege,
gaining access to the DNN model, the model may have been stored encrypted).
However, by interacting with the mobile application, the malware may conduct
a model stealing attack similar to that in a cloud setting.

In this work, we aim to confirm the feasibility of the model stealing attacks
on mobile devices. This task is non-trivial as the mobile devices are equipped
with much less memory and computational power compared to the cloud servers
and the malware which performs the model stealing attacks should minimize its
consumption of computation and memory to avoid being noticed by the device’s
owner. We have proposed a model stealing approach for mobile devices by per-
forming interactions with the victim’s mobile applications running DNN models
(i.e., the victim models). We have conducted the model stealing experiments
based on several popular machine learning applications and datasets under one
of the following two practical assumptions: 1) the attackers have access to the
training data, and 2) the attackers do not have access to the training data but
can use some public datasets. Our experimental results confirm that the model
stealing attacks are feasible on mobile devices with high accuracy (i.e., the accu-
racy obtained by the attackers is close to that of their victim models) and high
efficiency (i.e., the computational cost on the mobile devices is small). Our major
contributions are summarized below:

– We have proposed a model stealing approach on mobile devices by interacting
with a victim’s mobile device.

– We have successfully extracted a stolen model with an accuracy similar to
that of the victim model.

– We have investigated several system metrics of mobile devices during con-
ducting the model stealing attacks to verify the feasibility of model stealing
in mobile devices.

– We have conducted a rigorous evaluation of model stealing attacks on several
machine learning applications and datasets under two practical assumptions.
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2 Related Work

CNN networks can be easily stolen or replicated using several different factors
which include creating a synthetic dataset and training a model with this syn-
thetic dataset which gives an almost equal performance with the victim model
as stated in [1]. They can obtain good accuracy using cloud-based APIs and
performing evaluation using facial expression, object, and crosswalk classifica-
tion datasets. The experiments conducted by them show that model stealing
can be performed using cloud-based APIs by querying a target network. Several
other methods such as ES attacks were proposed for model stealing the models
without any data hurdles as shown in [10]. These attacks train the models using
several iterations and obtain a copy of the victim model. Several image datasets
were used and the models built were stolen with some less accuracy rate com-
pared to the victim models’ accuracy. Tramèr et al. [9] showed an extraction
of some of the models like logistic regression, decision trees, and other models.
These models are demonstrated against online services as BigML and Amazon
machine learning. Their results show how the machine learning models should
be deployed securely and the countermeasures of new model extraction.

Cloud-based model stealing was performed in [15] using DNN models by
reducing the number of queries required to steal the target model. The accuracy
achieved in their work was also good enough to prove that model stealing is
successfully performed. A data-free model stealing attack which is called MAZE
was proposed in [4] which does not require any type of data for model stealing.
It uses some generative models and creates some synthetic data which helps
for stealing the models. Their method depends on zeroth-order gradient esti-
mation to perform optimization and finally gives a stolen model with a high
accuracy. The proposed method was able to give better accuracy which pro-
vides a normalized clone accuracy. Hyperparameters which are very crucial in
building a machine learning model can also be stolen as stated in [12]. Those
hyperparameters store confidential information of the model and they were able
to successfully extract the hyperparameters for different machine models which
include ridge regression, support vector machine, logistic regression and neural
network models. Orekondy in [13] stated that a lot of machine learning models
were deployed on several platforms. They proposed a model stealing function-
ality of black box model which is known as Knockoff Nets. They validated the
model stealing using several datasets with the help of image analysis APIs which
provided some good model stealing results. Exploratory based machine learning
attack was proposed in [7] on several deep learning models to infer them as a
black box and the results obtained after extraction are quite similar to that of
the victim model.

Kariyappa in [5] proposed a methodology called “adaptive misinformation”
to avoid model stealing. They have conducted experiments by performing several
queries on the target model and generated a dataset that can be used for training
the stolen model. A good defense mechanism was shown by comparing several
other existing defenses in terms of security and accuracy of the models. Matthew
Jagielski in [14] proposed some extraction attacks which can steal some remotely
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Fig. 1. The workflow of the proposed model stealing approach on mobile devices.

deployed models where they used billions of images to perform model stealing
and the performance of the stolen model is evaluated in terms of accuracy and
fidelity.

3 A Model Stealing Approach on Mobile Devices

In this section, we propose a model stealing approach for mobile devices, by
which the mobile malware can steal the DNN model deployed on a victim mobile
application. We prepare for a well-trained DNN model as a victim model, convert
it to tflite format, and deploy it on a mobile device. The proposed model stealing
attack consists of three main steps: (1) generating synthetic data, (2) interacting
with the victim mobile device and getting predictions on the synthetic from the
victim model, and (3) transferring the knowledge to the stolen DNN model by
training it on the synthetic data and obtained predictions. The workflow of our
model stealing is illustrated in Fig. 1. We then train a stolen DNN model based
on the synthetic data and obtained predictions using CopyCat [1].

3.1 Generating Synthetic Datasets

We have considered two threat models in generating synthetic datasets. In the
first threat model, we assume that the attack has access to the victim model’s
training data or its data distribution, namely problem domain (PD). Therefore,
the attacker can extract the synthetic data from the original dataset on which
the victim model is trained. In the second threat model, we consider a more
practical scenario, where the attacker has no knowledge of the victim model’s
training data and only has access to public datasets, namely non-problem domain
(NPD). There is no overlap between PD and NPD. Moreover, the data generated
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in the NPD dataset belong to different categories from the problem domain.
We will discuss the details of NPD datasets in Sect. 4. Note that we store the
synthetic data in the mobile device and generate labels in a separate file by
running interactions using the data records from the dataset.

3.2 Interacting with Mobile Devices

Second, the attacker interacts with mobile devices by querying the synthetic data
and aims to get the predictions on synthetic data from the victim model. Given
the constrained computational capabilities on the mobile device, the attacker
controls the number of interactions using different numbers of samples from
the dataset rather than the entire dataset. By interacting with the DNN model
deployed on the mobile device, the attacker obtains the corresponding predictions
and stores them in a different folder from the synthetic data.

3.3 Training the Stolen Model

The attacker uses the synthetic data and predictions from the mobile device
to train a stolen model. We follow the models stealing approach proposed in
CopyCat CNN [1] We assume that the attacker does not know about the target
model’s neural network architecture, but the different neural networks do not
affect the effectiveness in transferring the knowledge to a different model, which
has been shown in many recent works. Therefore, the attacker can set up a widely
used model and train it on the synthetic data and obtained predictions. More-
over, previous works have shown that using pre-trained models would be a very
good start for performing model stealing, which saves the attacker much time
in training the DNN models. In addition, a large number of pre-trained mod-
els are publicly available nowadays, which can be well utilized by the attacker.
Specifically, the attacker can first update the output layer to match the required
machine learning tasks (e.g., in the image classification task, the output dimen-
sion is changed to the number of classes). Then the attacker can freeze some
parameters of the pre-trained models and train the rest of them on the synthetic
data to fit the problem domain.

4 Experimental Methodology

This section shows the creation of copycat models from the target network mod-
els and a proper comparison is made with the victim model’s performance which
is evaluated using the test data. In this work, we have worked on several dif-
ferent models on different types of datasets which include MNIST, CIFAR-10
and ImageNet. All the copycat models which include the model created using
the PD dataset, NPD are evaluated using the different datasets e.g., MNIST,
CIFAR-10, and ImageNet. These are the most widely used datasets for image
classification and the copycat models are evaluated in three real-world problems.
The models that we have used include LeNet-5, ResNet-18, and MobileNetV2
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models. All these models were able to give good accuracies after generating the
copycat models. The reason why we have chosen these datasets where the sizes
of the images were different and this made us to justify that the interactions can
be performed using Android applications for different sizes of images.

4.1 Test Dataset and Standard Methods

In all the experiments, we used the same test dataset for evaluating all the stan-
dard and copycat models’ performance. The standard methods include finding
the performance of the victim model, i.e., the model trained on the original
dataset and evaluated on the remaining amount of the data. There is also an
alternate standard method where we can also take some less amount of data
from the same problem domain with the original labels and perform evaluations
using the test data. So, here we have only chosen the victim model accuracy for
performing comparisons. The test data and the standard method are described
below:

Test Dataset. For all the copycat and the victim models, some part of the
dataset which does not belongs to the training dataset is divided as the test
data set. All these stolen models were also evaluated using this test dataset and
the performance is compared between all the models. Attackers have no access
to this data.

Model Trained with Original Domain. This model acts as the victim model
trained on the original dataset and is not accessible by anyone. In our experi-
ments, we have evaluated whether this model can be stolen from mobile devices
by performing interactions across the devices. Here we have considered three
trained models. The LeNet-5 model is trained on the MNIST dataset, ResNet-
18 trained on the CIFAR-10 dataset, and the MobileNetV2 model trained on
the ImageNet dataset. All these models are trained and evaluated on the test-
ing data and finally converted to TensorFlow lite format which can be easily
deployed on mobile devices. The model cannot be accessed by everyone and the
attacker can only generate the output labels using these models.

4.2 Copycat Attacks

We have conducted the attacks one of the following: 1) the model trained with
the images from the same problem domain but stolen predictions, and 2) the
model with non-problem domain images which are completely different from that
of the original images and the labels are generated using the target model.

Model Trained From the Same Problem Domain and Stolen Predic-
tions. In this case, the images are from the same problem domain and labels
are stolen using the victim model. The images are completely different from that
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of the images used for training the victim model. We have considered training
the model on three different datasets. At first, the MNIST handwritten images
were used and here we have considered a total of 10,000 images. Several queries
were performed with different sizes starting from 250 to 5,000 and evaluated the
performance of the stolen model with these different sizes. Finally, the number
of interactions which gave better performance is selected and performed these
interactions using the mobile application. Using this we can test the performance
of the Android application and can state whether the attacker can perform these
interactions and steal the model. Similarly, we have also conducted experiments
using the CIFAR-10 dataset by considering 10,000 images and passing several
queries. Finally, for the ImageNet dataset since the dataset is very huge, we are
able to collect 100,000 images and performed up to 100,000 queries. We finally
evaluated the performance using 10,000 samples and like that of MNIST, we
deployed the model on a mobile application and evaluated the performance of
the application.

Model Trained from Non-problem Domain and Stolen Predictions.
Compared to PD, this NPD possess images which are completely different from
the problem domain. These images possess some labels which are not consid-
ered, and the new labels are generated using the victim model which are called
stolen predictions. We have considered training the model on three different
datasets. At first, the MNIST Fashion and KMNIST images were used and here
we have considered a total of 50,000 images. Several queries were performed
with different sizes starting from 250 to 50,000 and evaluated the performance
of the stolen model with these different sizes. Finally, the number of interactions
which gave better performance is selected and performed these interactions using
the mobile application. Using this we can test the performance of the Android
application and can state whether the attacker can perform these interactions
and steal the model. Similarly, we have also conducted experiments using the
CIFAR-100 dataset by considering 50,000 images and passing several queries.
Finally, for the ImageNet dataset since the dataset is very huge, we have chosen
Stanford car dataset and ISIC skin cancer images. We are able to collect 100,000
images and performed queries up to 100,000. We finally evaluated the perfor-
mance using 10,000 samples and like that of MNIST, we deployed the model on
mobile application and evaluated the performance of the application. Here the
stolen predictions are different from the originals, which shows some different
distributions of classes for each type.

5 Experimental Results

We have performed model stealing attacks in mobile devices, by stealing copy-
cat CNN models using a few different datasets. Using the adversarial robustness
toolbox, we generate a class for the random data and use this dataset for training
the duplicate model [1,6]. For each dataset we have performed several experi-
ments and the copycat models are evaluated under PD and NPD conditions.
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Here in all these cases, the stolen predictions are used. The labels are obtained
by running interactions on mobile devices where we have deployed our victim
models. The data stolen using the victim model deployed in our mobile device is
used as the final data for performing stealing. The models are evaluated, and the
performance of each model is compared with the victim model’s performance for
each dataset.

5.1 General Setup

The MNIST and CIFAR-10 datasets were directly loaded from TensorFlow and
pre-processed. We obtained the ImageNet from its official website. We trained
the LeNet-5 and ResNet-18 model but we used MobileNetV2 pretrained model
for the ImageNet dataset. Some image augmentation techniques were also used.
All the models which we trained use SGD as the optimizer. For each model we
have used different epoch numbers, i.e., 5 for MNIST, 50 for CIFAR-10, and
ImageNet datasets. We have built an Android application using Android studio
and we ran the application successfully on Samsung S10 plus device with the
latest Android 11 OS, 8 GB memory, and 128 GB internal storage. The applica-
tion has TensorFlow lite models deployed in it. Interactions with the Android
application were performed on the mobile device and, we accessed the CPU and
memory usage when running the interactions. To train the copycat model, we
used an Intel(R) Core(TM) i7-3770 3.40 GHz with 32GiB of RAM and NVIDIA
GeForce GTX 1070 with 8GiB of memory, managed with Ubuntu 18.04.5 LTS
(GNU/Linux 4.15.0-118-generic x86-64) with NVIDIA CUDA Framework 11.0
and cuDNN 10.2.

Table 1. Accuracy for the stolen models vs. victim model

Dataset Model architecture Accuracy

Victim model PD NPD

MNIST LeNet-5 97–98% 95% 93–94%

CIFAR-10 ResNet-18 92% 90–91% 80–81%

ImageNet MobileNetV2 71.3% 81.2% 73.5%

5.2 Attacks on the MNIST Dataset

The MNIST handwritten image dataset is widely used for image classification
and the images here are of 28×28 pixels. The total classes here are 10 and the
dataset comprises of 60000 images. The model which we have used here is the
LeNet-5 CNN model and is trained on 50,000 samples. The victim model is
evaluated using the remaining 10,000 samples. For performing model stealing,
under PD we have used these 10,000 test images for performing training and
evaluation. Coming to NPD, we have used MNIST fashion and KMNIST images
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for generating synthetic dataset,s and the labels are stolen using the victim
model. The final evaluation is done using the above-mentioned 10,000 images
from the original test dataset. The results obtained are shown below: Here PD
stands for the images collected from the same dataset. NPD stands for non-
problem domain data collected from different sources (MNIST fashion images
and KMNIST images). These duplicate images and the original dataset images
were collected using the original trained model by running interactions on mobile
devices. In all the cases except PD a total of 50,000 images were collected and
used for training the model. Different numbers of queries were performed which
are of different lengths. These range from 250–50,000 for the NPD case and 250–
5000 for PD case were submitted to the victim classifier which is deployed on a
mobile device to steal it. In all cases, the more the number of queries, the more
accuracy is. For PD we do not need more samples since the dataset is from the
original domain itself but with stolen predictions.

Fig. 2. CPU and memory usage after performing interactions in PD (MNIST).

Fig. 3. CPU and memory usage after performing interactions in NPD (MNIST).

Finally, the copycat model’s accuracy for PD dataset is about 95% which is
very close to that of the victim models’ accuracy which is 97–98% (Table 1). The
accuracy of NPD model is between 93–94% which is somewhat low compared to
the victim model (Table 1).
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Figure 2 and 3 show the performance of the mobile device after running inter-
actions. For the problem domain, running 5000 interactions took a short time to
generate the labels. The CPU utilization rate was around 10–11% and the mem-
ory occupied was around 72–73 MB. Similarly, the best number of interactions
for NPD was 50000 which took around 80 s to run interactions. The CPU utiliza-
tion rate was around 12–13% and the memory occupied was around 76–77 MB.
The CPU utilization rate and memory consumed show that model stealing is
feasible using the MNIST dataset.

5.3 Attacks on the CIFAR-10 Dataset

The CIFAR-10 dataset is also used for image classification and the images here
are of 32×32 pixels. The total classes here are 10 and the entire dataset com-
prises of 60,000 images. The model which we have used here is ResNet-18 CNN
model and is trained on 50,000 samples. The victim model is evaluated using
the remaining 10,000 samples. For performing model stealing, under PD we have
used these 10,000 test images for performing training and evaluation. Coming
to NPD, we have used the images from the CIFAR-100 dataset for generating
synthetic dataset and the labels are stolen using the victim model. The final eval-
uation is conducted using the above-mentioned 10,000 images from the original
test dataset.

Fig. 4. CPU and memory usage after performing interactions in PD (CIFAR-10).

PD stands for the images collected from the same dataset. NPD stands
for non-problem domain data collected from different sources (the CIFAR-100
dataset). These duplicate images and the original dataset images were collected
using the original trained model by running interactions on mobile devices. In
all the cases except PD, a total of 50,000 images were collected and used for
training the model. Different numbers of queries were performed which are of
different lengths. These range from 250–50,000 for the NPD and 250–5000 for
PD case were submitted to the victim classifier on mobile device to steal it. For
PD we do not need more samples since the dataset is from the original domain
itself but with stolen predictions. Finally, Table 1 shows the copycat model’s
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Fig. 5. CPU and memory usage after performing interactions in NPD (CIFAR-10).

accuracy for the PD dataset is about 90–91% which is very close to that of the
victim models’ accuracy which is 92%. The accuracy of the NPD model is very
low which is 80–81% (Table 1).

Figure 4 and 5 show the performance of the mobile devices after running the
interactions. For the problem domain, running 5,000 interactions took very less
time i.e., 5 min to generate the labels compared to NPD. The CPU utilization
rate was around 13–14% and the memory occupied was around 124–125 MB.
Similarly, the best number of interactions for NPD was 50,000 which took around
20 min to run interactions. The CPU utilization rate was around 14% and the
memory occupied was around 176 MB. The CPU utilization rate and memory
consumed show that model stealing is feasible on the CIFAR dataset.

5.4 Attacks on the ImageNet Dataset

The ImageNet dataset is the most popularly used image dataset and several
pretrained models are present which are trained on this dataset. This dataset
is very huge and comprises of 1.2 million training samples and evaluated using
100,000 test samples. The pretrained models on this dataset are widely used in
several other image classification problems by performing transfer learning. In
our experiment, we have chosen a pretrained MobileNetV2 model for image clas-
sification and the images here are of 224×224 pixels. The total number of classes
here are 1,000 which consists of several different categories. The model which
we have used here is the MobileNetV2 model and is trained on 1.2 million sam-
ples. The victim model is evaluated using 100,000 samples. For performing model
stealing, under PD we have used 100,000 test images for performing training and
evaluation. Coming to NPD, we have used Stanford car dataset and ISIC skin
cancer images for generating synthetic dataset,s and the predictions are stolen
using the victim model. The final evaluation is done using 10,000 images from
the original test dataset which are not used for training the copycat model.

In all the cases a total of 100,000 images were collected and used for training
the model. Different numbers of queries were performed which are of different
lengths. These range from 250–100,000 for the PD and NPD case were submitted
to the victim model on a mobile device to steal it. Since the ImageNet dataset
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is more complicated, compared with the MNIST and CIFAR-10 datasets, more
data samples and queries were conducted to provide better accuracy. Finally, the
copycat model’s accuracy for PD dataset is about 81.2% which is higher than
that of the victim models’ accuracy which is 71.3% (Table 1). The accuracy of
NPD model is about 73.5% (Table 1).

Fig. 6. CPU and memory usage after performing interactions in PD (ImageNet).

Fig. 7. CPU and memory usage after performing interactions in NPD (ImageNet).

Figure 6 and 7 show the performance of the mobile device after running the
interactions. For the problem domain, running 100,000 interactions took 35–40
to generate the labels. The CPU utilization rate was around 14–15% and the
memory occupied was around 131–132 MB. Similarly, the best number of inter-
actions for NPD was also the same i.e., 100,000 which took around 80–90 to
run interactions. The CPU utilization rate was around 15–16% and the mem-
ory occupied was around 100–105 MB. The CPU utilization rate and memory
consumed show that model stealing is feasible using the ImageNet dataset.
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6 Discussion

Conducting the Model Stealing Attacks in Practice. To conduct a model
stealing attack, the malware can contact a remote server (e.g., a command-and-
control server) to generate a synthetic dataset. The synthetic dataset can then be
downloaded locally in the victim’s mobile device for the interactions later. The
final synthetic dataset (after labels are generated by interacting with the victim
model, they will be incorporated into the synthetic dataset) will be sent to the
remote server to train the copycat model. Therefore, the major computation in
the victim device is interacting with the model to generate the labels, which is
not very expensive as shown in our experiments.

Automating the Interactions with Any Mobile Applications. To make
the model stealing attacks more practical, the malware should be able to interact
with any victim mobile applications. Automating this process itself is a chal-
lenging problem considering the heterogeneity of interactions in different mobile
applications. In our experiments, the interaction was specific for a self-built
application (with a self-crafted DNN model). We will investigate this problem
in our future work.

7 Conclusion

Nowadays, deep neural networks have been increasingly deployed on mobile com-
puting devices. In this paper, we have identified the privacy risks of deep neural
network models on mobile devices by performing model stealing attacks. We
demonstrated the feasibility of model stealing attacks on mobile devices in terms
of stolen models’ prediction performance and model stealing efficiency. We have
conducted experiments on several popular machine learning applications and
datasets. Our experimental results have shown that the accuracies of stolen
models are very close to that of the victim models. Moreover, we have shown
that although interactions are required in model devices for model stealing, the
computational cost of stealing models on mobile computing devices is small. We
hope our work could shed light on future research on protecting on-device deep
neural networks.
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