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Abstract. Virus detection software is widely used for servers, systems, and
devices that seek to maintain security and reliability. Although these programs
provide an excellent safety level, the traditional defense methods fail to detect
new Malware. The more advanced approach relies on predicting malicious behav-
ior with dynamic analysis of the process executed. This paper presents a new
method for detecting malware using machine learning algorithms applied to data
obtained from the Cuckoo sandbox. The Cuckoo sandbox isolates the file being
analyzed, providing detailed dynamic analysis reports. The machine learning algo-
rithms were compared and the most important features were identified. The results
were obtained using six popular classifiers, including SVM, Random Forest, and
LightGBM, and the XGBOOST algorithm had the highest accuracy, at an average
of 97%. However, the research on machine learning-based malware analysis is
limited in terms of computational complexity and detection accuracy.
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1 Introduction

Malware with particular types is one of the most common viruses studied in the last
years in dynamic or static environments using various processing algorithms [1]. The
detection of viruses such as Malware, spyware, or other complex tasks for a person or
device to deal with in dynamic or static environments because the nature of these viruses
is difficult to understand easily [2]. The continuous growth of Malware generates various
information and security threats [3, 4].

A malware virus is a malicious program that some users create on our devices to
obtain personal information, destroy programs on the devices, or obtain financial gain
[5]. Many types of malware files exist, such as dynamic-link libraries (DLLs), executable
files, or assembly-level instructions [6]. Therefore, it is essential to discover this type
of virus, it can detect some types through the set of powers that it requires or through
the behavior that it follows, but the method of detecting new types of viruses using this
method may not be safe and accurate to a large extent, so the implementation of these
applications. A dynamic environment in different operating systems, such as the cloud
environment and the virtual machine (for example, VMware, sandbox), enables us to
understand the nature of these programs and our ability to quickly and accurately detect
them and identify malicious programs from them [7, §].

Android, being one of the most widely used mobile operating systems in the world,
has become a target for malware attacks due to its open-source code and the ability
to install third-party applications without central control. Researchers and developers
have been working on various security solutions, including static analysis, dynamic
analysis, artificial intelligence, and data science to improve cybersecurity. Advancements
in these fields have greatly improved the ability to predict malicious activities by using
analytical models based on data. The goal of this research is to extract features for
building prediction models using both static and dynamic analysis techniques.

Machine learning algorithms are widely used in detecting malicious programs, and
they have proven accurate and high- speed results. In this paper, machine learning algo-
rithms were used, and six of the most powerful classifiers were chosen to implement and
build the system on them: Support vector machine (SVM), Random Forest, LightGBM,
Decision Tree, k-nearest neighbors (KNN), and Extreme Gradient Boosting (XGBoost).
Where the data set is entered on these algorithms and a particular model is built for each
one to reach the highest Accuracy and results, the comparison between them and the
most influential features are also determined.

This paper’s reminder is organized as follows: Sect. 2 presents the previous related
work on malware detection. Section 3 describes the proposed methodology used.
Section 4 discusses the data analysis and experimental results. The conclusion of this
paper is explained in Sect. 5.

2 Literature Review

Many researchers in previous work study virus detection in a dynamic environment using
machine learning algorithms. This paper focuses on malware detection in a dynamic
environment using machine learning algorithms.
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Poudyal et al. in [6] used machine learning algorithms to detect malware from assem-
bly level instructions and dynamic link libraries (DLLs) and determine if the sample is
a ransomware virus. The dataset used in this study consisted of 302 samples of mal-
ware from various sources including Virus Total, Virus Share, and the open-source
malware repository, the zoo. The algorithms used were Bayesian Network (BN), Logis-
tic Regression, and Sequential Minimal Optimization with Linear Kernel (SMO with
LK), SMO with Poly kernel (PK), J48, Random Forest (RF), AdaboostM 1 with J48, and
AdaboostM 1 with RF. Seven evaluation metrics were used to assess the algorithms: True
positive rate (TPR), false positive rate (FPR), precision, recall, f-measure, and accuracy.
The results showed that AdaboostM1 with RF had the highest accuracy for assembly
level instructions (ASI) and DLLs at 97.8916% and 90.8012% respectively. For both
assembly level instructions and DLLs, Random Forest (RF) had the best accuracy of
97.9532%.

Niveditha et al. in [9] proposed a framework where dynamic and static malware
detection techniques are efficiently combined to classify and identify Malware at day
zero with High Accuracy. The framework was tested and estimated on a sample of large
data files from 0.1 million files, including clean files, to 0.03. It contains a variety of
malware families in 0.13 million malicious binary files. Results showed that SVM had
the best Accuracy of 93.03% for detecting Malware and benign species using 10x cross-
validation. The proposed framework was intended to resolve issues and concerns about
identifying zero-day Malware early.

Rabadi et al. in [10] proposed a new method for detecting and classifying malware
using API-based dynamic feature extraction. This approach analyzes API calls and
their arguments using machine learning algorithms. Two methods were designed for
this purpose: the first method treats the complete list of arguments for each API call
as a single feature, while the second method treats each argument for each API call
separately as a single feature. To test its accuracy, they used datasets of 7,774 benign
samples and 7,105 malicious samples of ten different types of malware. The results
showed that their classification module had an accuracy of 98.0253%, and the malware
detection module had an accuracy of more than 99.8992%, outperforming many existing
API-based malware detection techniques.

Singh et al. in [11] conducted an analysis of seven techniques that use API calls for
malware detection. They developed and evaluated the effectiveness of basic parameters
of simple and advanced classification algorithms to improve the binary classification
of binary files into benign or malicious programs. Dynamic API calls were used in
the training of classifiers. Machine learning (ML) parameter tuning was performed to
improve the accuracy of binary classification of binary files into malware or benign. Basic
parameters such as k-value, kernel function, tree depth, loss function, partition criteria,
learning rate, and number of capabilities were evaluated using API calls. They then
evaluated the tuned machine learning algorithms using 6,434 benign and 8,634 malware
samples. The results showed that Random Forest produced the highest accuracy of 99.1%
in binary classification.

Kumaretal. in[12] used a methodology involving the combination of Fuzzy AHP and
Fuzzy TOPSIS technology to assess the impact of different malware analysis techniques
on a web application perspective. This study used different versions of the University’s
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web application to assess the impact of many current malware analysis technologies.
The study shows that reverse engineering is the most effective method for analyzing
complex Malware. Zhang et al. in [13] presented machine learning algorithms to detect
the particular type of malware virus from eight ransomware families (cryptolocker,
cryptowall, Cryrar, locky, petya, reveton, teslacrypt, and wannacry). There are 1787
ransomware samples that the authors used to detect if the sample is ransomware or
not. After collecting the dataset, they extracted the features using Term Frequency-
Inverse document frequency (TF-IDF) and n-gram. Naive Bayes, Decision Tree, random
forest, K-Nearest Neighbor, and Gradient Boosting Decision Tree are machine learning
algorithms. The results shown that the random forest gave the best Accuracy of 91.43%
when using the value of n-gram is 3.

Singh et al. in [14] applied machine learning algorithms to detect one of the most
famous viruses (Malware) in the dynamic analysis environment, called Cuckoo sand-
box. They collected datasets about Malware from VirusShare (8524 malware samples)
and VirusTotal (7239 malware samples) Malware dataset. The K-Nearest Neighbor,
Naive Bayes, Support Vector Machine, Decision Tree, random forest, Gradient Boosting,
and AdaBoost. Are machine learning algorithms. They have shown that the AdaBoost
obtained the best accuracy value of 0.9863 compared with the others.

Alzaylaee et al. in [15] proposed machine learning algorithms to detect Malware in
the Android operating system. The dataset was collected from 2,444 Android applica-
tions; half of it is malware samples and 49 families of the Android malware genome
project. The authors used machine learning algorithms are Support Vector Machine,
Naive Bayes, Simple Logistic, Multilayer Perceptron, Partial Decision Trees, Random
Forest, and J48 Decision Tree. They have shown that the RF achieved the best results in
detecting malware from Malware from Android applications, around 0.931.

Kilgallon et al. in [16] proposed two techniques to predict the required time in mal-
ware detection in the sandbox and to classify the sample if it is Malware or not. The
authors used machine learning algorithms in the first problem while using a novel app-
roach in the second. The dataset used is about 3,320 malware samples for two problems.
The classification algorithms applied in their experiments are Decision Tree, Random
Forest, Support Vector Machine, Neural Network, and K-nearest Neighbors. The results
in the classification problem show that the Neural Network gave the best Accuracy with
92.18%. While the Accuracy of prediction required time problem is equal to 90%.

Kumar et al. in [17] proposed a machine learning model to detect the malware threat
in a cloud environment called a clustering model. They collected malware files (1344
files) and cleaning files (1436 files) from VirusShare and VirusTotal sites. The malware
files contain many malware types like rootkit, adware, spyware, virus, Trojan, worm,
backdoor, and hijacker. While the cleaning files contain PDF, PHP, and other clean files.
The clustering model obtained the 95.7% as an accuracy values in detection process,
where the number of clusters is 18 and the threshold value is 150. Other related machine
learning methods can be found in [18-25]. Table 1 shows the summarization of these
works.
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Table 1. Related work
Ref | Year | Algorithm used Dataset used Dataset size Results
[12] | 2017 | Support Vector Android 2,444 applications | The true positive
Machine, Naive application rate of Random
Bayes, Simple Forest gave =
Logistic, 0.931
Multilayer
Perceptron, Partial
Decision Trees
[13] | 2017 | Decision Tree, Malware 3,320 samples Accuracy of Neural
Random Forest, detection dataset Network in
Support Vector classification
Machine, Neural problem =
Network, and 92.18%. While in
K-nearest the accuracy of
Neighbors prediction required
time = 90%
[15] | 2019 | Proposed own They used four | 1- 1.2k and 0.3k | Accuracy = 0.94
network approach | malware samples
datasets: 2- 24k apps
1- Malgenome 3- 22k apps
and Contagio 4- 1.2k benign
2- VirusShare apps
site
3- Playdrone
4- Google Play
store
[16] | 2019 |+ Random Forest | They used three | 300 benign files Accuracy of
 Logistic datasets: benign, | 1000 ransomware | Random Forest =
Regression ransomware, and | samples 99.53%
* Naive Bayes malware files 900 malware
* Stochastic samples

Gradient Descent
* K-Nearest
Neighbors
* Support Vector
Machine

(continued)
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Table 1. (continued)
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Ref | Year | Algorithm used Dataset used Dataset size Results
[17] | 2019 | Logistic regression | They used benign | 800 benign files Accuracy of
Decision Tree and malware files | and 2200 malware | Gradient Classifier
Random Forest files = 94.64%
Bagging Classifier
AdaBoost
Classifier
Tree Classifier
Gradient Classifier
[5] |2019 | BN, Logistic Malware dataset | 302 samples Accuracy of
Regression, SMO | from virus AdaboostM1 with
with LK, SMO resources RF =97.8916%,
with PK, J48, RF, 90.8012% in ASI,
AdaboostM1 with DLLs, respectively
J48, and Accuracy of RF =
AdaboostM1 with 97.9532% in both
RF ASI, DLLs datasets
[14] | 2020 | Clustering model | Malware dataset | 2780 sample files | Accuracy = 95.7%
from VirusShare
and VirusTotal
sites
[10] | 2020 | Naive Bayes, Ransomware 1787 samples Accuracy of
Decision Tree, dataset Random forest =
random forest, 91.43%
K-Nearest
Neighbor, and
Gradient Boosting
Decision Tree
[11] 12020 | K-Nearest Two sores 8524 and 7239 AdaBoost obtained
Neighbor, Naive dataset: samples the best accuracy
Bayes, Support VirusShare and value of 0.9863
Vector Machine, VirusTotal

Decision Tree,
random forest,
Gradient Boosting,
and AdaBoost

3 The Proposed Method

This paper proposes a method for detecting Malware that relies on machine learning algo-
rithms. Figure 1 illustrates the overall process for our proposed method. After cleaning
and manipulating the data, a discovery model is constructed using six machine learning
algorithms to classify unknown binary samples into Malware or benign files. Then a set
of evaluation procedures is used to determine and compare each model’s Accuracy.
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Figure 1 shows the system architecture of the proposed methodology used in this
paper. The following section explains the components of the system architecture.

Dataset Analysis

. Support
Decision Random LightGBM Vactor

XGBoost
Trees Forest Machi

Evaluation Metrics

Accuracy Precision Recall F-measure

Fig. 1. System Architecture

3.1 Description of Churn Dataset

The dataset used was extracted by Urcuqui and Christian. And Navarro and Andres.
(2016), where the data was obtained by creating a binary vector of the permissions used
for each application analyzed (1 = used, 0 = unused). The malware/benign samples
were then divided by “type”. 1 malware and O non-malware. The authors note that an
essential topic of work is building a good variety of Malware.

Data extracted from the Android Genome Project (MalGenome), an active dataset
from 2012 through the end of 2015, this batch of Malware has a size of 1,260 apps,
aggregated into a total of 49 families. A batch of pcap files from the integrated Droid-
Collector project was used by 4705 benign and 7846 malicious applications. A particular
script processed all files to extract the features, and this analysis aims to know the possi-
bility of distinguishing between Malware and benign applications using network traffic
(Table 2).

3.2 Data Analysis

One critical stage is data cleaning and processing, and we searched for existing data to
find 7845 missing data in duration, avg_local_pkt_rate, and avg_remote_pkt_rate. The
ideal solution in a situation like this is to delete these features. Since most of the data
we have is digital, it was essential to extract the statistical analysis of these features to
understand the data deeply, and we concluded that the best network features are:

e (R1): TCP packets refer to the number of packets sent and received during TCP
communication.
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Table 2. Features of dataset

Type Features
Categorical Features name

Type
Numerical Features dist_port_tcp

external_ips

vulume_bytes

udp_packets

tcp_urg_packet

source_app_packets

remote_app_packets

source_app_bytes

remote_app_bytes

duracion

avg_local_pkt_rate

avg_remote_pkt_rate

source_app_packets.1

dns_query_times

tcp_packets

(R2): Different TCP packets represent the total number of packets that are different
from TCP.

(R3): External IP denotes the number of external addresses that the application
attempted to communicate with.

(R4): Volume of bytes refers to the number of bytes sent from the application to
external sites.

(R5): UDP packets, represent the total number of packets transmitted via UDP during
communication.

(R6): Packets of the source application, refer to the number of packets sent from the
application to a remote server.

(R7): Remote application packages, indicate the number of packages received from
external sources.

(R8): Bytes of the application source, represent the volume (in bytes) of communica-
tion between the application and the server.

(R9): Bytes of the application remote, refer to the volume (in bytes) of data sent from
the server to the emulator.

(R10): DNS queries, refer to the number of DNS requests.
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3.3 Machine Learning Methods

Extreme Gradient Boosting (XGBoost) is one of the most powerful and effective grading
algorithms in the last few years and is the one that will be used to predict the class label.
XGBoost performance was tested and compared with various popular classification
techniques.

e First: The data set is used in two parts. The first part will be used for tuning, while the
second will train and test the developed models. Stratified sampling is used because
the data set is not balanced, and they must have the same share of category labels in
both segment samples.

e Second: XGBoost parameters are set. This step helps greatly improve the classifier’s
performance and maximize it over the rest of the experiments. The second part of the
dataset is used to test and test the algorithm with a 10-fold validation technique. In
this way, nine folds are used to train the pattern, and 1fold is used to test the pattern.
This process is repeated 10 times. Then the results are averaged.

e Third: XGBoost was trained using redundant sample data and tested on non-exhaustive
test data.

e Fourth: XGBoost performance is evaluated using standard rating scales: Accuracy,
recall, and F1.

o Fifthly, other classifiers such as Decision Trees (DT), Random Forest, Light GBM, and
Support Vector Machine (SVM) are used, and compare their results with XGBOOST.

3.4 Evaluation Measure

To evaluate XGBoost, selectors, and classifiers in Label Prediction, the performance
criteria for Accuracy, recall, precision, and F-measure are used. Binary performance
evaluation criteria are calculated based on the confusion matrix. The false positive and
positive current states are referred to as FP and TP, while the false negative and true
negative states are abbreviated as FN and TN, as shown in Table 3.

Table 3. Confusion matrix of class label

Production Class

0 1
0 TP FP
<
1 FN FP

ctual Class
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The precision is the percentage of correctly predicted student labels. It is computed
using the following equation
P

Precision = ——
TP + FP

Recall expresses the percentage of the correctly predicted student label. It is
calculated using the equation.

TP

Recall = ——
TP + FN

Accuracy represents the percentage of the sum of correct predictions. The following
equation gives it:
In this stage, the prediction model is built and tested with the following steps:
TP +TN
TP + FP + TN + FN

Accuracy =

Neither recall nor Accuracy alone can describe a classifier’s efficiency because good
performance according to one of these indicators does not necessarily mean good perfor-
mance according to the other. For this reason, the F- measure, a common combination
of these two measures, is used as one metric to evaluate classifier performance. This
measure is defined as the harmonic mean of recall and Accuracy and is calculated using
the following equation.

2 % Precision * Recall

F — meadure = —
Precision % Recall

4 Experiments and Results

Our proposed method detects malware applications and distinguishes them from benign
ones. We conducted several experiments to show the efficacy and Accuracy of the
classifiers used.

The six algorithms chosen in this paper are representative and widely used for binary
classification. However, in this research, we aim to classify Malware and good ware into
two categories (0 and 1). We chose the following six algorithms for our experiments:

Random Forest (RF) is an ensemble learning technique that can be used for regres-
sion, classification, and feature importance analysis. It produces results by combining
the outputs of multiple decision trees that are created through training processes.

K-Nearest Neighbors (KNN) is a machine learning algorithm that can be used for
both classification and regression. It utilizes a pattern recognition approach to classify
an element by determining the class of the K closest elements in the training dataset.

Support Vector Machine (SVM) is a widely used supervised learning model for
pattern recognition and data analysis. It generates a non-probabilistic binary linear
classification model that classifies new data based on which class it belongs to.

LightGBM is a scalable and efficient tree-based learning framework. It has been
utilized for various reasons, including faster training speed, higher performance, lower
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memory usage, improved accuracy, support for parallel and GPU-based learning, and
the ability to process large-scale data.

The results showed a clear advantage for XGBOOTS compared to the rest of the
classifications used, which achieved an accuracy of 96.6%, followed by LightGBM with
an accuracy of 93.3%, and was the least accurate for Random Forest, achieving only
72.25% (Table 4).

Table 4. Model accuracy

Model Accuracy

XGBoost 96.697310
LightGBM 93.309499
KNN 87.742996
Decision Tree 87.420192
SVM 75.188203
Random Forest 72.259148

Since the data was not balanced, we worked to increase the model’s Accuracy by
working to control the data balance. SMOTE was used to obtain balanced data and thus
better Accuracy. The Accuracy of XGBOOTS has reached 99%, and the Accuracy of
the rest of the classifiers has also increased, except for SVM, where it was not affected,
and the results of its Accuracy as it appeared in the first experiment remained 75.1%
(Table 5).

Table S. The accuracy results after SMOTE

Model Accuracy

XGBoost 99.061967
LightGBM 93.348493
KNN 89.906080
Decision Tree 89.226396
Random Forest 77.948591
SVM 75.642610

5 Conclusion

Malware detection is one of the critical topics that the world cares about today. The great
advances in machine learning and artificial intelligence have accelerated and greatly
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advanced malware detection. The types of malicious programs and applications are
detected in two ways, static and dynamic. In this research, a set of machine learning
algorithms are applied to data extracted from applications that have been implemented
and features extracted from them in a virtual work environment, and six classifiers were
used: DT, random forest, LightGBM, KNN, SVM, and XGBOOST were applied. The
highest Accuracy for XGBOOST was 97%, followed by LightGBM at 93.309499%, then
KNN at 87.742996%, and the lowest was Random Forest at 72.259148%. To increase
the Accuracy of the classifier, the data was converted into balanced data because it was
not unbalanced, and it was re-model to increase the Accuracy of the data.
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