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Abstract. With the development of mobile multimedia communication,
the frequency of a few protocols and special communication protocols
increases rapidly, and the probability of network attack events is fright-
ening. This has caused people financial losses and psychological panic.
At present, the commonly used protocol recognition tools use a single
and targeted method, which has a lot of limitations. Based on the exist-
ing algorithms, this paper presents a new protocol feature extraction
method, which greatly improves the efficiency of feature extraction. In
this paper, the idea of Apriori algorithm is improved, and the feature
string is searched under the idea of composite features of CFI algorithm.
Combining the advantages of previous algorithms, a more efficient OFS
(Optimal Feature Strings) algorithm is proposed, which can perform bet-
ter when facing the feature extraction problem of bit stream protocol.
Then it compares with the existing algorithms, tests the superiority of
the new algorithm in running time, and further illustrates the accuracy
and correctness of the algorithm.

Keywords: Protocol recognition · Feature extraction · Composite
feature · Communication security

1 Introduction

With the rapid development of China’s social economy, China’s science and tech-
nology level has been improved as a whole. As the product of information society,
mobile multimedia communication technology is widely used in all walks of life.
By using the advantages and values of mobile multimedia communication tech-
nology, it has made great contributions to the rapid development of social infor-
mation in China [1]. As multimedia communication technology involves many
fields, such as service, military, finance and administration, it plays an important
role in modern social production activities. Therefore, this paper analyzes the
specific application and development trend of multimedia communication tech-
nology [2,3], so as to improve the role of multimedia communication technology
in promoting the development of modernization and make it more in line with
the needs of social development goals.
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As the most widely used modern technology in the field of science and tech-
nology, multimedia communication technology occupies an important develop-
ment position [4]. Due to the rapid development of multimedia communication
technology, it directly affects the development and openness of modern soci-
ety. Therefore, strengthening the application of multimedia communication tech-
nology and making clear the development trend of multimedia communication
technology are conducive to promoting the rapid development of science and
technology society in China. Multimedia communication technology is mainly
through the media to process the information and data, and display the data in
the form of files, audio or pictures. It is an effective method to realize the rapid
dissemination of information and interactive processing [5].

In recent years, a variety of network security incidents have frequently
appeared in the public’s vision [6,7]. The endless malicious network attacks have
brought a lot of economic losses and psychological panic to the people. Network
security has a great impact on the people, enterprises and countries. At this time,
reasonable and effective network security supervision is of great significance. In
order to better regulate network security, it is necessary to identify and analyze
the unknown protocols in the network [9].

The three basic elements of the protocol are semantics, syntax and timing
[10]. The inference of protocol message format and the determination of its field
content belong to the content of protocol syntax analysis. The analysis and
extraction of protocol syntax is the basis of protocol analysis and identification.
It needs to analyze the control statement of protocol message, and extract the
semantics of protocol based on data mining and sequence ratio method. The
purpose of protocol syntax rule inference is to build a logical model of protocol
syntax, focusing on the inherent logical relationship between protocol messages
[11]. How the protocol interacts must follow certain syntax rules.

By analyzing the role of network protocol specification in the field of network
supervision, we can obtain the network traffic information in the target network
[12]. By classifying the traffic generated by these protocols, the network usage can
be identified, the network expansion plan can be formulated, and the bandwidth
of specific protocols can be controlled. Protocol analysis can help analyze network
vulnerabilities, or provide useful information for firewalls and intrusion detection
and defense systems, so as to discover and prevent previously unknown attacks.

With the rapid development of computer network and communication tech-
nology, the rise of various network services based on data transmission has
enriched people’s life. At the same time, the network security issues related
to privacy and sensitive data have been paid more and more attention. Usually,
security protocols run in a very complex development environment [13]. In order
to reveal each vulnerability of communication protocol accurately and effectively
through formal analysis and reasoning of security protocol model, it is necessary
to cover every detail in modeling [14]. However, this is difficult to achieve, and
when the security vulnerability is not considered in the model, it is difficult to
improve the protocol.
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Bitstream protocol format analyzer works at the bottom of network environ-
ment. By analyzing and processing the bitstream protocol data captured in the
vehicle, the content of these data can be analyzed in real time, and then the
protocol format can be analyzed [15]. Further ensure the safety of vehicles and
the privacy of passengers. The current network protocol analysis method is to
analyze a large number of protocol frames, and the data frame itself is relatively
complex, and the algorithm will run for a long time [16]. How to optimize the
algorithm is a research direction that needs to be studied continuously.

The rest of this paper is arranged as follows. The first part introduces the
development of unknown protocols in network security [17,18]. The second part
introduces the related work we have done in unknown protocol parsing. The third
part is about the Basic knowledge reserve. In the fourth part, we propose a new
protocol format analysis algorithm. In the fifth part, we analyze the performance
of the new algorithm from several aspects and compare it with other algorithms.
Finally, let’s summarize our work.

2 Related Work

In the aspect of protocol feature extraction, pattern recognition and data min-
ing have some applications. For example, Wang Xufang based on the existing
BM algorithm and analyzed the common pattern matching algorithm [19]. Data
mining, such as unsupervised, supervised and semi supervised learning methods
to study. The algorithm used in this paper is optimized by the main idea of
association rule mining algorithm in data mining.

Protocol informatics project published by Beddoe, referred to as PI project
[20], is used for protocol reverse analysis, but its idea is also applicable to pro-
tocol identification. In bioinformatics, it is necessary to search for specific genes
that produce proteins from DNA [21]. Similar to this, many network applica-
tions will identify certain protocols through some specific domains. Therefore, PI
project introduces sequence alignment algorithm to match these similar fields.
The purpose of sequence alignment algorithm is to find a way of permutation,
combination or insertion to make the two sequences most similar after split-
ting and reorganizing the sequence [22]. That is, the two string sequences are
arranged up and down, cut off or insert spaces in some positions, and then com-
pare their string matching on each block in turn, so as to find out an arrangement
method that makes the two sequences most similar. Similarly, for many proto-
cols, there are some similar signature codes or feature fields [23]. Therefore, many
researchers use this feature to match these feature fields in the way similar to
pattern matching, so as to judge and identify a certain protocol. Good results
have been achieved in some specific protocols [30]. This method belongs to the
customized feature extraction method, but there may be some missing reports,
because there may be a special case, that is, some packets using the protocol do
not have the feature field, and if the protocol has update iteration, it is necessary
to re study the protocol extraction features.

In addition to the above methods for extracting special fields, there are
also methods for feature extraction using flow statistics. For example, Andrew
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Moore [24] extracted 248 features for network flows, including packet level and
flow-i Even, TCP protocol acknowledgement number and sequence number and
some flag bits, but in order to calculate all these characteristics, a lot of com-
puting resources are needed, and there will be some invalid features, which are
not helpful for classification. Therefore, Nguyen [25] screened these features to a
certain extent, and selected 20 distinguishing features, which greatly improved
the computational efficiency.

For example, Chen Liang [26] and others have proposed a feature extraction
method based on Chi square statistics, which optimizes feature extraction by
introducing chi square statistics in statistical theory. By analyzing the difference
between the target protocol traffic and the total traffic or other traffic, the valid-
ity of the feature is defined, and the optimal feature is selected, and then the
eDonkey protocol is used to optimize the feature extraction. Experiments are
carried out on the protocol, and good results are achieved in the recognition of
the protocol, but this is a customized feature extraction method.

Chu Huilin [27] and others used the ReliefF algorithm to filter the irrelevant
features in the traffic characteristics to obtain the optimal feature subset, and
then combined with genetic algorithm and support vector machine to optimize
the model parameters of support vector machine, so as to achieve better classifi-
cation effect. In addition, Ma Yongli et al. [28] used correlation feature selection
and genetic search methods to filter out some useless features from all traffic
attribute features, so as to obtain a new feature subset. All features of the sub-
set are relatively representative traffic attribute features, so better classification
effect can be obtained. However, these two methods are not universal enough,
and each protocol needs to be analyzed separately.

Yang Feihu [29] optimized ReliefF algorithm and combined ReliefF algo-
rithm with mutual information method. Firstly, the ReliefF algorithm is used to
remove some classification independent features, and then the mutual informa-
tion method is used to remove redundant features. According to the classifica-
tion results, the threshold is adjusted and iterated. Finally, through a number
of comparative experiments, it is proved that the optimized algorithm achieves
better results in classification accuracy and feature dimension reduction effect.
However, because of the idea of wrapper, the time complexity of the algorithm
becomes higher.

In 2016, Guan Lei et al. [31] introduced big data analysis technology into the
field of network security situation awareness, and proposed a multi-functional
security situation assessment platform. The platform provides many functions
that need to be used in the situation assessment process, which has a good refer-
ence significance for the design and implementation of the subsequent situation
assessment platform.

In 2016, Zhang Shuwen [32] and others proposed a hierarchical network secu-
rity situation awareness model based on information fusion. The model uses D-S
evidence theory for data fusion, and evaluates situation parameters through
neural network technology. Finally, experiments show that the model can solve
the problem of strong subjectivity in parameter setting in the field of situation
awareness.
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In 2018, zjfan et al. [33] focused on network security situation prediction, and
proposed a prediction method based on spatio-temporal analysis. The method
predicted the network security situation from two dimensions of time and space.
Finally, experiments show that this method can more accurately predict the
change trend of future network security compared with other state aware pre-
diction algorithms.

3 Protocol Feature Extraction Algorithm

3.1 Algorithm Flow

Algorithm Related Definitions. In order to better illustrate the algorithm,
some concepts are introduced here.

Definition 1 minimum support: A user-defined reasonable threshold used to
measure the size of support, which represents the minimum statistical signifi-
cance of the data, and can be expressed as Min Sup .

Definition 2 frequent substring: Suppose there are M data frame messages
with the length of L1 bit sequence. If there is a substring β with length of
L2(L1 � L2), if β appears in K data frames, the probability of β occurrence
is p(K/M). If the probability of a string occurrence is greater than or equal to
Min Sup, then it is called frequent substring [3].

Seq = {β|P (β) � Min Sup} (1)

Define 3 minimum frequent substring length: A user-defined value. The
length of a frequent substring must meet the minimum frequent substring length.
Otherwise, it will be filtered. The value is expressed as Min Len.

Definition 4 protocol features: If a certain frequent substring β appears
frequently at a certain or multiple positions in the protocol data frame, it is con-
sidered that the frequent substring may be the protocol feature of the protocol,
expressed as Fi [3].

Algorithm Data Initialization. The algorithm data is initialized in five steps:

(1) Input support threshold Min Sup, traverse the data set, find out the data
with the longest length in the data set, and record the length as Max len;

(2) Use a one-dimensional vector, localV ector, and use Max len initializes it,
and all elements in it are initialized to 0 by default;

(3) Go through all the data frames of the data set, and record whether the
element of each position of each data is ‘0’. If it is ‘0’, then add one to the
location of the localV ector. For example, if the data[i] in the i-th position is
equal to ‘0’, then the localV ector[i] plus one;

(4) Traverse the vector localV ector once and calculate the support of each posi-
tion. If the support of a position sup � Min Sup or sup � 1 − Min Sup
(assumingMin Sup > 0.5), it means that the position may exist in a feature
string, otherwise, the position cannot exist in a feature string.
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After calculating the support of each location, two important definitions need
to be introduced:

Define 5 bad characters: If a location is not supported within the range
described in step (4), the location is considered a bad character and is represented
as Ci.

Define 6 ideal strings: A substring that appears between two adjacent bad
characters in the localV ector and is represented as Pi.

For Definition 6, it is clear that a data frame collection has only one bad
character C1, then the substring from 0 to C1 of the localV ector (containing 0
characters but not C1) is considered an ideal string. Similarly, a substring from
C1 to the end of the localV ector (containing the end character but not the C1
character) is also an ideal string. You can pass the minimum frequent substring
length Min Len partially filters the ideal string.

(5) At this point, through the location of the localV ector and bad characters,
it is easy to get all the ideal strings, and record all the ideal strings in a set
prunSet.

Data Reprocessing. After data preprocessing in the previous step, a prunSet
has been obtained that contains all possible locations where the signature string
may appear. However, since the data in the prunSet is calculated from the
frequency at each location, such data must contain a large amount of redundant
data. That is, the calculation of each location can get a range, but the range
is too large, which is not friendly for subsequent specific operations to find the
feature string. The reason for this is not difficult to find. Obviously, because
the frequency statistics for each location ignore the continuous attributes of the
string, the result is a wide range. It is not difficult to imagine that reprocessing
using the continuous properties of a string is a good way. See the following steps
for specific operation.

(1) Traverses through each data Str in the prunSet, creating a one-dimensional
vector localV ector with the length of Str and setting it to 0.

(2) Traverse the dataset dataSet to intercept strings of data of the same length
and location as Str. Depending on the minimum frequent substring length
Min Len of Definition 3 make a slice and determine. If they are equal, the
localV ector[i] plus one for the slicing position i. If not, do not operate.

The updated prunSet can then be obtained by referring to the third, fourth,
and fifth steps of the preprocessing operation. At this point, the data processing
operation has been completed.

3.2 Algorithm Flow

The algorithm is described in Table 1. The flow chart of the algorithm is shown
in Fig. 1.
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Fig. 1. Flow chart of OFS algorithm.

Table 1. Description of OFS algorithm.

Input The ideal string set of data preprocessing is prunSet; the data
frame set is dataSet; the minimum support Min Sup;

Output Frequent itemset featureMap

1 Judge whether prunSet is empty;

2 If it is empty, the algorithm ends; otherwise, the prunSet is
reprocessed;

3 Judge whether the prunSet is empty. If it is, the algorithm ends.
Otherwise, traverse the prunSet

4 Traverse each piece of data in the prunSet in the data frame set
dataSet;

5 From each data frame in the dataSet, the strings with the same
position and length as the data are intercepted and compared. If
any substring matches successfully, it will be added to
singleMap;

6 Whether the dataSet traversal is finished. If not, return to step 4.
Otherwise, the data in singleMap will be removed and included;

7 Add the data in singleMap to featureMap;

8 Judge whether the traversal of prunSet is finished. If not, return
to step 3. Otherwise, filter the support of featureMap;

9 De duplicate featureMap;

10 At the end, the featureMap is output as the final frequent
itemset;
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From Table 1, it can be seen that after data processing, OFS algorithm is
simpler, but its efficiency is not low. This is because, after data preprocessing,
the initial ideal string is obtained, and the minimum frequent substring length is
used when data is processed, which is often accompanied by a continuous nature,
so this operation can further narrow the ideal string from preprocessing, and it
often excludes a large amount of useless information. This makes the subsequent
operation very efficient. In contrast, data preprocessing only uses fixed locations,
and the ideal string computed does not utilize the continuity property, so the
ideal string obtained has a large range and contains a lot of useless information.
However, both data preprocessing and data reprocessing are indispensable, and
it is these two key operations that greatly improve the efficiency of the algorithm.

Get Itemset Procedure. As you can see from the process, prunSet store all the
ideal set of strings, so the process of getting frequent substrings is naturally also
from the ideal set. Assuming that an ideal string is “010000100010010101#20”
and the string intercepted from a data set in the data frame collection dataSet is
“01000010101#20”, you can see that the two strings are only different at 29 posi-
tions. Then, from this data, you can get two substrings of “010000100#20” and
“10010101#30”. At this time, you put them into singleMap, and then intercept
and compare all data frames of dataSet, the ideal set of substrings can be obtained.
A singleMap of all ideal strings can be obtained by acquiring all ideal strings.

Remove Inclusion Operation. After getting the itemset of the ideal string,
you get a singleMap belonging to the ideal string. The singleMap needs to be
stripped of inclusions at this point, considering three scenarios.

After Inclusion: In an ideal string, the following two substrings appear:
“0001001011#302”, “01001011#304”. Obviously, the substring at position 304
is a true suffix of the substring at position 302, which is called After inclusion.

Pre Inclusion: In an ideal string, there are two substrings as follows: “1111
111110100#361”, “11111111101#361”. Obviously, the latter is a true prefix of
the former, then this case is called pre inclusion.

Mutual Inclusion: In an ideal string, the following two substrings appear:
“0100010010#156”, “0001001010#158”. Obviously, if a true prefix of the latter
is a true suffix of the former, the case is called mutual inclusion.

After inclusion will lead to the number of substring statistics error, result-
ing in frequent substring missing. Because they are counted individually in the
singleMap. In an extreme case, “0001001011” appears in the first 50% of the
data frame set dataset, while “01001011” appears in the last 50% of the data
frame set. If MinSup is 0.7, then both substrings cannot be used as frequent sub-
strings. However, the string “01001011#304” is obviously a characteristic string,
because it actually appears in 100% of the data. Therefore, when dealing with
such cases, it is necessary to add the number of times of the string “0001001011”
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in the singleMap to the string “01001011#304”, so that the statistics are com-
plete. Similarly, for post inclusion, you need to add the number of times a longer
substring has in the singleMap to another substring. For mutual inclusion, we
need to add location information to the mutual inclusion part of two strings
to form a new substring, and add the times of both in singleMap to the new
substring. Before processing these three situations, the singleMap is copied to
a tmp SingleMap. Whether the number of times is increased or the new string
is added, the singleMap needs to be updated after processing.

Get Frequent Substring. After all the ideal strings in the prunSet get item
set and remove inclusion operations, each substring and corresponding times in
the singleMap of each ideal string will be added to the featureMap.

After that, the support of each substring in the featureMap is calculated,
and all the substrings with support less than Min sup are deleted.

At this time, it is possible that the substrings in the featureMap are dupli-
cated due to the inclusion conditions mentioned above. For example, in an
extreme case, if the supports of strings “1111111110100” and “11111111101”
are greater than the minimum support, then both of them will not be removed.
But obviously, the same position of the string, only need to leave a longer. So at
this time, delete the short string. It can be seen that when it is not necessary to
remove the inclusion as mentioned above, the judgment is divided into several
situations. The processing method is relatively simple. You only need to judge
whether there is a substring included in another substring. If so, you just need
to delete the shorter string, such as “0001001011#302” , and “01001011#304” ,
and just delete “01001011#304”.

At this point, the final frequent itemset of the data frame set dataset has
been obtained.

However, the generation of association rules still follows the analysis method
of association rules of Apriori algorithm.

3.3 Algorithm Evaluation

Evaluating an algorithm needs to be judged from many perspectives. The most
common means are to calculate the time and space complexity of the algorithm.

Time Complexity. Suppose the data frame collection dataSet has n data
frames and the average length of the data frame is m. Then first iterate through
the dataSet to initialize the vector localV ector with O(mn) time complexity.
The ideal set of strings, prunSet, is obtained through the localV ector with
O(m) time complexity. Then all the ideal strings in the prunSet add up to no
more than m, and each ideal string in the prunSet is compared with the dataset
to get a substring, which has an O(mn) time complexity. Overall, the final time
complexity of the algorithm is O(mn). This also demonstrates the superiority of
the new algorithm.
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Spatial Complexity. All operations are localV ectors based on the initial data
preprocessing, so all subsequent operations will no longer exceed the localV ector,
so the spatial complexity of the algorithm is O(m).

4 Experimental Results and Analysis

The details of seven sets of data frame sets are introduced. Seven sets of data
frames are different protocol files. Among them, DNS protocol file size is 9384 kb,
HTTP protocol file size is 43642 kb, HTTP2 protocol file size is 46337 kb, ICMP
Protocol file size is 750 kb, ICMP2 protocol file size is 6071 kb, OICQ protocol
file size is 20119 kb, SSDP protocol file size is 6839 kb. The detailed data set is
shown in Table 2. The specific size and running time of the two algorithms are
detailed in Table 3 (the data in the table are arranged in ascending order of file
size). The seven groups of data are protocol data intercepted from Wireshark.
The running time of the two algorithms comes from the execution time of the
console program.

Table 2. Protocol data set.

Protocol type Total number of Total data

data frames (Pieces) frame size (KB)

ARP-like protocol 30000 2639

DNS-like protocol 113000 9384

HTTP-like protocol 230000 43642

HTTP2-like protocol 238000 46337

ICMP-like protocol 10000 750

ICMP2-like protocol 31000 6071

OICQ-like protocol 267000 20119

SSDP-like protocol 108000 6839

TCP-like protocol 30000 2595

UDP-like protocol 30000 2565

Train Set 240000 20834

Table 3. Running time comparison of CFI algorithm and OFS algorithm

File size (KB) 750 6071 6839 9384 20119 43642 46337

CFI time (s) 9.2 160.2 2198.4 77.0 391.7 508.9 583.5

OFS time(s) 0.4 1.3 0.5 1.7 3.8 16.6 18.2

In Table 3, due to space constraints, only one decimal place is reserved accord-
ing to the rounding principle. We can see the superiority of OFS algorithm. In
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the SSDP protocol file, the CFI algorithm duration is 2198.4 S. Considering the
overall situation, the running time data of SSDP is regarded as a bad data. Then
we can draw a broken line diagram of the two algorithms, and we can see the
difference between them more clearly, as shown in Fig. 2.

Fig. 2. Broken line comparison between CFI algorithm and OFS algorithm.

In the broken line comparison diagram in Figs. 4 and 5, it can be clearly seen
that the running time of OFS algorithm is only 34.9 s even if the http2 protocol
frame set with the largest dataset has 46337 kb data, which fully illustrates the
advantages of OFS algorithm.

After feature extraction of the input data, the extracted feature string will
be saved. The result of the feature string is shown in Fig. 3.

Fig. 3. Display of feature extraction results.
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From the Fig. 3, we can clearly see the result of protocol features. The left
side of the protocol features is the feature string, and the right side is the feature
string position. The picture shows that the method can achieve good results.

The OFS algorithm is embedded into the unknown protocol syntax reverse
analysis system, and different similarity is output according to different support
degrees. The results are shown in Fig. 4. When six protocols are selected, ICMP
is the result when the support degree is 0.60, ICMP2 is the result when the
support degree is 0.65, ICMP3 is the result when the support degree is 0.70, and
ICMP4 is the result when the support degree is 0.75. It can be seen from the
figure that with the increase of support, the similarity increases gradually.

Fig. 4. Comparison of the results of different supports.

Fig. 5. Protocol accuracy comparison figure.
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The Fig. 5 above shows the comparison of protocol accuracy. From the figure,
we can see that although the running time of ofs is greatly reduced, its accu-
racy rate is basically not affected, which is equivalent to that of CFI algorithm.
Therefore, it has certain advantages to apply the algorithm to the identification
of unknown protocols.

Fig. 6. Protocol accuracy comparison.

Fig. 7. Protocol F1-measure comparison.

Figures 6 and 7 are the experimental charts of accuracy and F1 value com-
parison of OFS algorithm with FP-growth algorithm and Relim algorithm. From
the accuracy comparison chart of Fig. 6, it can be seen that the accuracy of OFS
algorithm is more stable than other algorithms. From the F1 value comparison
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chart of Fig. 7, it can be seen that the performance evaluation of OFS algo-
rithm is slightly higher than FP-growth algorithm and relim algorithm, about
5% higher than FP-growth algorithm.

5 Conclusion

In this paper, the bitstream data frame set is taken as the research object. The
main work is to extract the feature string from the data frame set, and put the
feature string into the database. If there is a new data frame, the data frame will
be compared with the features in the library, and finally the protocol of the data
frame can be identified. In this paper, the Apriori algorithm is improved, and
the CFI algorithm is used to find the feature string. Combining the advantages
of the previous algorithms, a more efficient OFS algorithm is proposed, which
has better performance in the face of feature extraction of bitstream protocol.
In this paper, based on OFS algorithm, the frequent itemsets of the data frame
set are extracted more efficiently, and the strong association rules of the items
in the frequent substring itemsets are analyzed by the Apriori algorithm, and
the frequent substrings with low recognition degree are removed, and the more
representative frequent subsequence sets are stored in the agreement feature
database. Experimental results show that OFS has a good effect on protocol
reverse analysis, and greatly speeds up the efficiency of the algorithm based on
the original CFI algorithm.
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