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Abstract. The world population is aging at a rapid pace. According to the WHO
(World Health Organization), from 2015 to 2050, the proportion of elderly people
will practically double, from 12 to 22%, representing 2.1 billion people. From the
individual’s point of view, aging brings a series of challenges, mainly related to
health conditions. Although, seniors can experience opposing health profiles. With
advancing age, cognitive functions tend to degrade, and conditions that affect the
physical and mental health of the elderly are disabilities or deficiencies that affect
Activities of Daily Living (ADL). The difficulty of carrying out these activities
within the domestic context prevents the individual from living independently
in their home. Abnormal behaviors in these activities may represent a decline
in health status and the need for intervention by family members or caregivers.
This work proposes the identification of anomalies in the ADL of the elderly in
the domestic context through Machine Learning algorithms using the Novelty
Detection method. The focus is on using available ADL data to create a baseline
of behavior and using new data to classify them as normal or abnormal daily. The
results obtained using the E-Health Monitoring database, using different Novelty
Detection algorithms, have an accuracy of 91% and an F1-Score of 90%.
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1 Introduction

The world population is aging at a rapid pace. According to the WHO, from 2015 to
2050. The proportion of people over 60 will practically double, from 12% to 22% of the
population, representing 2.1 billion people. The number of people over 80 is expected
to triple and reach 526 million [24].

From the individual’s point of view, aging brings a series of challenges, mainly
related to health conditions. Although seniors can experience opposite health profiles,
several conditions are common at this stage of life [25]. The most common are chronic
diseases affecting 80% of the elderly, such as hypertension, heart disease, heart fail-
ure, ischemic heart disease/coronary diabetes, chronic obstructive pulmonary disease,
depression, Alzheimer’s disease, and dementia [26].

Other conditions that affect the physical and mental health of the elderly are disabil-
ities or impairments, which affect activities of daily living (ADL) [9]. It is estimated
that more than 56% of the elderly suffer from moderate to severe disability, representing
more than 256 million people [27]. The difficulty of carrying out these activities within
the domestic context and which prevent the individual from living independently in their
own home are minimized through Ambient Assisted Living (AAL) technologies.

AAL technologies aim to develop personal health and remote monitoring systems
[8]. Thus, monitoring the ADL is essential to identify abnormalities in activities [2,
11]. It is because significant changes in the elderly’s routine can represent a decline in
physical or mental health. This detection allows family members and caregivers to be
aware of the need for intervention [19]. The recognition of ADL is done by Human
Activity Recognition (HAR) techniques [1, 14]. Recognizing these activities in a period
defines a pattern of typical behavior, and, from this pattern, abnormalities can be detected
[3,22,23].

In this context, the Novelty Detection technique can be used to identify abnormalities
in ADL. Novelty Detection is a Machine Learning technique for the classification task.
It is used when the target class is well characterized in the training data, and the data of
the other class has few samples or is not well defined. This technique is also known as
a class classification, and its use is related to identifying rare events and anomalies in
[18]. Among the novelty detection algorithms are One-Class Support Vector Machine
(OC-SVM) [12] and Local Outlier Factor (LOF) [5]. These algorithms were selected for
this experiment because they are used in similar works.

OC-SVM is a powerful machine learning algorithm that can be used to build a model
from only available normal data to learn its normal behavior. OC-SVM classifies any
deviation from this normal behavior as anomalous [5, 36]. OC-SVM is very sensitive to
the initial values of its hyperparameters [32, 33, 37] and this affects its generalization
performance.

LOF is a density-based technique, that can be considered as a classical local out-
lier detection algorithm, widely used in network intrusion detection and processing of
classification benchmark data [5, 38].

The main objective of this work is to identify ADL abnormalities in the elderly using
the Novelty Detection technique. Where available, ADL data represent the individual’s
normal behavior, and subsequent data are analyzed to identify abnormal behaviors. This
means predicting whether the newly observed data is within the pattern learned by the
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model, normal class, or is out of this pattern, characterizing an abnormality or, in the
context of Novelty Detection, a novelty [18].

Although the focus and objective of the research carried out and the results obtained
have no focus and relationship with the treatment of patient data privacy, we based our
work on different works [6, 13, 15, 16, 34, 35]. These works present research and useful
contributions to data privacy management in different concepts and scenarios.

The rest of the article is structured as follows: Sect. 2 shows the related works, Sect. 3
presents the methodology, Sect. 4 the results found, and Sect. 5 concludes the article.

2 Related Work

Through the search in the literature, four related works were identified. They all present
the use of Machine Learning in conjunction with several algorithms for detecting anoma-
lies in Activities of Daily Living. Also, one to three databases are used for analysis in
conjunction with the algorithms.

Yahaya, Lofti, and Mahmud [23] used an ensemble of one-class support vector
machine, isolation forest, robust covariance estimator and local outlier factor is utilized
for the anomaly detection achieving an accuracy of 98%. Bozdog et al. [4] used five
algorithms and two databases, one generated synthetically. The results were based on
three quantities, each with an algorithm obtaining a better result.

Erfanmanesh, Tahayori, and Visconti [7] use four algorithms to detect and predict
user actions and one to detect anomalies. The AdaBoost learning algorithm had the best
performance and was used for detecting the anomalies and modeling normal/abnormal
behavior. In conjunction with only one database, it obtained an accuracy of 100% and
an approximate recall value of 83% in detecting abnormalities.

Finally, Fouquet, Faraut, and Lesage [10] use only one algorithm and database. The
results were determined based on three scenarios: the inhabitant is in good health, lacks
appetite, and has a urinary tract infection.

3 Methodology

The proposed workflow to identify ADL abnormalities is shown in Fig. 1. The steps
presented in Fig. 1, are described below. The initial set of daily ADL data, which rep-
resents the baseline behavior of the elderly, is used to train the model. This model uses
the following daily data to identify deviant daily routines that constitute an abnormality.
The result for each new day observed is considered normal (1) or abnormal (—1).

This work has secondary objectives: (i) to identify the predictive attribute
that presents the best model generalization analyzing activities’ duration and dura-
tion/frequency attributes. (ii) identify the minimum number of weeks to obtain an accu-
racy above 85%; (iii) identify and select among the OC-SVM and LOF algorithms the
one with the best performance; (iv) select the predictive parameter, training weeks, and
the algorithm for the proposed anomaly identification model.
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Among the ADL databases found in the literature [20, 21, 28-31], the eHealth
Monitoring Open Data Project [28] was selected. This presents monitoring the elderly’s
ADL activity in the domestic context, where 21 activities are observed in one year. Each
observation includes the day of the observation, the activity, and the start and end times.
Activities include Eating, Laundry, Sleep, making coffee, Watching TV, and Cell Use,
among others. On this basis, the monitoringP1HRversion dataset was selected. It contains
14297 records and presents the monitoring of the elderly’s ADL on the one dependency
profile of SMAF (Functional Autonomy Measurement System). This profile corresponds
to an autonomous individual with some level of supervision and helps needed [17].

@ Initial data training

Building of behavior Testing new
@ models from data training data (days)

Applying machine learning models
over new data to novelty detection

Is the day
abnormal?

@ Return -1 Return 1
(Abnormal day) (Normal day)

Fig. 1. Workflow to identify ADL abnormalities.

The development and pre-processing of data were done using the Python 3.10.7
programming language, using the Machine Learning library Scikit Learn 1.1.2.

3.1 Pre-processing

To use the E-Health monitoringP1HRversion dataset, it was necessary two steps to pre-
processing data. Table 1 shows the dataset partially in raw format. In the first stage, the
data were organized into a CSV file, presenting the same information as the original file,
adding the duration of each activity (Table 2).
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Table 1. Original dataset [28]

day_begin | day_end | begin_time | end_time | begin_time_seconds | end_time_seconds | activity_name | activity_number
1 1 08:03:32 | 08:22:40 | 29012 30160 Washing 3
(take shower)
1 1 08:23:46 | 08:26:53 | 30226 30413 Hair dray 5
1 1 08:28:50 | 08:38:39 | 30530 31119 Change 2
clothes
1 1 08:40:37 | 08:50:24 | 31237 31824 Toileting 7
1 1 08:52:12 | 08:55:38 | 31932 32138 Washing 4
hand/face
Table 2. Pre-processing First Stage
day |activity_number | activity_name | duration frequency | duration/frequency
1 1 Eating 73.450000 2 36.725000
1 2 Change clothes | 21.983333 3 7.327778
1 3 Washing (take | 19.133333 1 19.133333
shower)
1 4 Washing 49.516667 10 4951667
hand/face
1 5 Hair dray 3.116667 1 3.116667

The second pre-processing stage included the creation of two distinct datasets using
pivoting the dataset resulting from the second pre-processing stage. Both use activities as
predictive attributes (columns), the first using the duration attribute as content (Table 3)
and the second duration/frequency (Table 4). In both, the day of the task was kept.
The creation of these two datasets is necessary for the generalization evaluation of
the duration and duration/frequency predictive attributes. Nine activities were selected
arbitrarily for this work to facilitate experiments and analysis. The selected activities
were Change clothes, Eating, Make hot food, Sleep, Take M., Toileting, Take shower,
Washing hand/face, Watching TV.
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Table 3. Pre-processing result with the Duration predictive attribute

Activities
day |Change |Eating |Make |Sleep | Take | Toileting | Take Washing | Watching
clothes hot M shower | hand/face | TV
food
1 21.98 73.45 | 44.73 |415.65 |2.80 |47.33 19.13 | 49.52 172.77
2 20.70 123.48 | 78.50 | 786.10 |2.50 |32.28 19.28 4432 94.65
3 25.22 64.08 | 102.88 | 726.72 |2.10 |46.67 12.65 [39.32 184.33
4 15.98 116.83 | 97.00 | 620.42 |3.07 |40.02 10.87 | 47.70 206.72
5 15.78 133.78 | 97.05 | 734.07 |3.42 |23.82 11.08 | 17.77 181.07
Table 4. Pre-processing result with the Duration/Frequency predictive attribute
Activities
day |Change |Eating |Make |Sleep |Take | Toileting | Take Washing | Watching
clothes hot M shower | hand/face TV
food
1 7.33 36.73 |44.73 |207.83 |2.80 |7.89 19.13 | 4.96 86.38
2 6.90 41.16 |39.25 |262.03 |2.50 |8.07 19.28 [4.43 47.33
3 8.41 32.04 |51.44 24224 |2.10 |6.67 12.65 |4.91 36.87
4 7.99 38.94 |48.50 |206.81 |3.07 |8.00 10.87 |4.34 68.91
5 7.89 4459 |48.53 |244.69 (342 |7.94 11.08 |4.44 36.21

3.2 Machine Learning for Novelty Detection

The novelty detection step predicts whether a given day is normal or abnormal. The
OC-SVM and LOF algorithms were applied to the datasets resulting from the last pre-
processing step. In both datasets, the data were separated into training, validation, and
testing. For training data, the first 20 weeks of observations were selected. For validation
data, the next eight weeks were determined. The same validation data were used for the
training data, adding abnormalities. This addition obeyed the following rules: in the first
4 weeks, 1to 9 activities were selected, in 50% of the data an increase from 20% to 200%
was applied, and in the remaining 50% a decrease from 20% to 200%. Both the selection
of activities and the changes in values were done randomly. In the remaining 4 weeks,
no changes were applied to the data, maintaining the proportion of 50% between days
with and without abnormalities. In this process, negative values were imputed, replacing
them with zero. It is important to say that expansion and decreased values follow a
normal error distribution Fig. 2 shows the graph of fluctuations applied to the dataset
that uses the predictive attribute duration. Similarly, Fig. 3 shows the dataset that uses
the duration/frequency predictive attribute.
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Fig. 3. Validation and test data with predictive attribute: duration/frequency.
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Before applying the OC-SVM and LOF algorithms to the data, normalization was
applied to the training, validation, and test data. Training data were used to adjust the
normalization model.

4 Results

The performance of the LOF and OC-SVM algorithms can be seen in the graph presented
in Fig. 4. Itis observed that the LOF showed better results in using the predictive attribute
duration and the attribute duration/frequency, reaching 100% accuracy and F1-score.
While OC-SVM achieved 84% accuracy and 86% F1-score. However, it is observed
that the predictive attribute duration/frequency presented better generalization using
LOF, while the attribute duration was in OC-SVM. Regarding the number of weeks for
training, the LOF showed accuracy above 80% from the 2nd week and the OC-SVM
only from the 9th week. Another issue is that the OC-SVM presented a more unstable
behavior in the generalization than the LOF. The values of the metrics can be seen in
Table 5.

1.0 1.004
0.95+
0.94 _/_/\/—/—
0.90+
:
£ 089 3 0.854
Q ?
Q =
© [
Algorithm  Attribute 0.804 Algorithm  Attribute
0.7 = LOF duration/frequency = | OF duration/frequency
== LOF duration = LOF duration
OC-SVM duration/frequency 0.7549 0C-SVM duration/frequency
0.6 OC-sVM duration OC-SVM duration
0.704
T T T T T T T T T T T T T T T T
25 5.0 75 100 125 150 175 20.0 2.5 5.0 75 100 125 150 175 200
weeks weeks

LOF and OC-SVM algorithms performance

Fig. 4. Performance of the LOF and OC-SVM algorithms.

Considering the results presented in the previous section, the following were selected
for the proposed model: the LOF algorithm, for having demonstrated a better perfor-
mance than the OC-SVM,; set the predictive attribute duration/frequency, for achieving
a better generalization of the model; and two weeks for the minimum number of train-
ing data. Table 6 presents the metrics achieved by the model. The proposed model
achieved 98% accuracy and F1-score, using two weeks of ADL data for training, using
the duration/frequency predictive attribute.
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Table 5. Performance of the LOF and OC-SVM algorithms by predictive attributes.

LOF OC-SVM

duration duration/frequency duration duration/frequency
accuracy |Flscore |accuracy |Flscore accuracy | Flscore |accuracy |Flscore
0.857 0.833 0.976 0.976 0.631 0.73 0.571 0.7
0.857 0.833 0.976 0.976 0.702 0.771 0.702 0.771
0.869 0.849 0.976 0.976 0.75 0.8 0.702 0.771
0.893 0.88 0.988 0.988 0.762 0.808 0.75 0.8
0.893 0.88 0.988 0.988 0.786 0.824 0.75 0.8
0.893 0.88 1 1 0.798 0.828 0.762 0.808
0.905 0.895 1 1 0.786 0.82 0.774 0.816
0.893 0.88 1 1 0.798 0.828 0.798 0.832
0.905 0.895 1 1 0.798 0.825 0.786 0.824
0.905 0.895 1 1 0.81 0.833 0.786 0.824
0.905 0.895 1 1 0.833 0.854 0.81 0.84
0.917 0.909 1 1 0.833 0.854 0.798 0.832
0.917 0.909 0.988 0.988 0.833 0.854 0.798 0.832
0.917 0.909 1 1 0.833 0.854 0.81 0.84
0.917 0.909 1 1 0.833 0.854 0.81 0.84
0.917 0.909 1 1 0.821 0.845 0.845 0.866
0.917 0.909 1 1 0.821 0.845 0.833 0.857
0.917 0.909 1 1 0.833 0.854 0.833 0.857
0.917 0.909 1 1 0.845 0.863 0.821 0.848

Table 6. Proposed method performance for the evaluated metrics.

True True False False Accuracy | Precision |Recall |Fl-score
Positive | Negative | Positive | Negative
40 42 2 0 0.976 0.952 1 0.976

5 Conclusion

This work proposed a model to identify abnormalities in the Activities of Daily Living
of the Elderly using the Novelty Detection method. And it had as sub-objectives: to
evaluate the LOF and OC-SVM algorithms; identify the predictive attribute with the best
generalization, considering the duration and duration/frequency attributes; determine the
minimum number of training weeks to obtain an accuracy greater than or equal to 85%;
and select the best configuration for the proposed model based on the results.
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The E-Heath database was used to train the model. The first 20 weeks were used as
training data and the subsequent 8 weeks for validation and test data. In addition, over
50% of the test data, 1 to 9 activities were selected, adding variations from 20 to 200%
for plus and minus, maintaining the 50% ratio between data with and without variances.

The novelty detection algorithms OC-SVM and LOF were used and evaluated in the
detection of anomalies. As a result, the LOF performed better, with an F1-score accuracy
of 97% from the second week onwards and 100% from the seventh week onwards. The
OC-SVM presented its highest accuracy and F1-Score in the twentieth week, respectively
84% and 86%. However, OC-SVM presented better generalization with the use of the
duration predictive attribute, and the LOF with the duration/frequency attribute.

Considering the results presented, the following were selected for the predictive
model: the LOF algorithm, for achieving a better performance in relation to the OC-
SVM; the predictive attribute duration/frequency, for presenting a greater generalization
with the LOF; and two weeks for model training data. The proposed model achieved an
accuracy and F1-Score of 98%.
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