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Abstract. SDN controller in the SDN (Software Defined Network) environment
needs to know the topology of the whole network under its control to ensure suc-
cessful delivery and routing of packets to their respective destinations and paths.
SDN Controller uses OFDP to learn the topology, for which it uses a variant of
LLDP packets used in the legacy network. The current implementations of OFDP
in popular SDN controllers suffer mainly two categories of attacks, namely Topol-
ogy Poisoning by LLDP packet injection and Topology Poisoning by LLDP packet
relay. Several solutions have been proposed to deal with these two categories of
attacks. Our study found that, while most of these proposed solutions successfully
prevented the LLDP packet injection-based attack, none could defend the relay-
based attack with promising accuracy. In this paper, we have proposed a solution,
namely Topology Validator, along with its implementation as a module of Flood-
Light SDN controller, which, apart from preventing LLDP injection-based attack,
was also able to detect and thwart the LLDP relay-based attack successfully.
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1 Introduction

SDN is a novel networking paradigm that has gained momentum during the last decade.
It decouples the data plane and control plane against the standard networking concept,
where the control plane and data plane are tightly coupled and present on each device.
SDN makes the network programmable allowing it to be more dynamic, cost-effective
and controllable. While it has added many features, being an evolving concept, it is also
open to several explored and unexplored vulnerabilities. Many of such attacks have been
discovered by multiple researchers [11, 14, 15, 17, 18, 21, 25] distributed across control
plane, data plane and applications connected to the SDN eco-system via different APIs.
Further countermeasures corresponding to each discovered attack has been proposed by
researchers [1, 12, 13, 21] with various degree of success.

In this paper, we have explored an attack related to how topology is learned and main-
tained in the SDN environment. We further have proposed a countermeasure, namely
Topology Validator, against the relay-based ghost link creation attack that not just defends
against the attack completely but also requires minimal overhead compared to prior
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solutions for this type of attack. In this work, we have assumed that only hosts can be
compromised, switches and controller remain immune.

This paper further is organized as below. Section 2 is about the background of the
topic, where we have briefed about SDN (Software Defined Network) and methods used
for learning topology in SDN. Section 3 explores topology poisoning attacks and their
experimental verifications. Section 4 discusses some of the previously proposed state-
of-art works. Section 5 details our proposed solution, experimental observations and
related works. Section 6 discusses the result and analyze different parameters that may
be affecting our solution adaptation. Section 7 concludes this paper.

2 Background

SDN is a novel networking paradigm that has gained momentum during the last decade.
It decouples the data plane and control plane against the standard networking concept,
where the control plane and data plane are tightly coupled and present on each device.
SDN makes the network programmable allowing it to be more dynamic, cost-effective
and controllable. While it has added many features, being an evolving concept, it is also
open to several explored and unexplored vulnerabilities. Many of such attacks have been
discovered by multiple researchers [11, 14, 15, 17, 18, 21, 25] distributed across control
plane, data plane and applications connected to the SDN eco-system via different APIs.
Further countermeasures corresponding to each discovered attack has been proposed by
researchers [1, 12, 13, 21] with various degree of success.

In this paper, we have explored an attack related to how topology is learned and main-
tained in the SDN environment. We further have proposed a countermeasure, namely
Topology Validator, to the said attack that not just defends against the attack but also
requires minimal overhead compared with prior solutions for this category of attacks. In
this work, we have assumed that only hosts can be compromised, switches and controller
remained immune.

2.1 Software Defined Network

Software Defined Network is a growing architecture that is dynamic, programmable,
cost-effective and versatile, making it perfect for the high data transfer capacity net-
working. The thought behind SDN is to isolate the control plane and the data plane of
the networking devices. The primary distinction between SDN and traditional systems
is that in the conventional systems, the data plane and the control plane are integrated
inside the networking devices, i.e. each networking device has its controlling functions
and switching functions. As packets enter the networking device, the networking device
itself decides the further activity. However, in the case of SDN, the control plane is
logically centralized. The control plane contains controllers that offer guidance to the
data plane about how to act whenever a packet arrives. The data plane is included only
in forwarding devices where they simply forward the arrived packet as per the flow rules
present in the forwarding table.
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2.2 Topology Learning in SDN

SDN networks have their intelligence put inside the SDN Controller, which keeps the
network functional by commanding switches to route/forward packets to their respective
destinations. To function appropriately, SDN controllers need to learn a lot of information
from the network. One such important piece of information is the network’s topology.
Contrary to a legacy network where each switch requires to learn the topology, SDN
requires only the controller to know the complete topology of the network. Though
the process of learning the topology under both forms of networking is different, SDN
OFDP (OpenFlow Discovery Protocol) also uses LLDP (Link Layer Discovery Protocol)
packets to learn the topology. The SDN controller for each connected switch generates
number of LLDP packets equal to the number of active ports on that switch and sends
these to the switches via the controller-switch links at regular intervals. The information
about the number of active ports and other details of the switch are learned by the
controller at the time the switch registers with the controller and keeps it updated by its
host tracking service.

2.2.1 LLDP Packet Format

Figure 1 describes the standard LLDP packet format, while Fig. 2 is an LLDP packet
capture from our experimental setup. Apart from common fields such as Preamble,
Destination MAC address, Source MAC address, Ethernet type (which describes the
link-layer protocol, here 0x88cc) and Frame checksum, it contains four compulsory
TLV (Type-Length-Values)s and variable numbers of optional TLVs. DPID and Port ID
TLVs are set with Data-Path-ID and port number of the switch respectively, for which
the SDN controller has generated that particular LLDP packet.

DPID of| PORTID ‘ Time to : Frame
ional
Preamble Dst Src | EthType switch | Switch e Opt End Check
\')

MAC MAC | Ox88CC TV T TV TV TV Seq.

Fig. 1. LLDP packet format

This further generalizes to the fact that all LLDP packets sent to a specific switch
will have the same DPID TLV but different PORT ID TLV corresponding to each port.
TTL (Time-To-Live) TLV decides the lifespan of the LLDP packet, after which it will
be discarded.

In Fig. 2, the captured LLDP packet has four optional TLVs put in for multiple
purposes; the last optional TLV, however, will be of our interest which has been discussed
in Sect. 4. From the DPID and Port ID TLVs, it can be learned that this LLDP packet
was sent to port number 2 of the switch with DPID - 00:00:00:00:00:02.
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» Frame 1: 77 bytes on wire (616 bits), 77 bytes captured
» Linux cooked capture
v Link Layer Discovery Protocol
v Chassis Subtype = MAC address, Id: 00:00:00:00:00:02
0000 001. .... .... = TLV Type: Chassis Id (1)
e+ ...0 0000 0111 = TLV Length: 7
Chassis Id Subtype: MAC address (4)
Chassis Id: 00:00:00_00:00:02 (00:00:00:00:00:02)
Port Subtype = Port component, Id: 0002
Time To Live = 120 sec
Stanford University, OpenFlow Group - Unknown (0)
Unknown TLV
Unknown TLV
Stanford University, OpenFlow Group - Unknown (1)
End of LLDPDU

vV VvVvVVvVvwVYyyw

Fig. 2. Wireshark capture of LLDP packet

2.2.2 Link Discovery Service (LDS)

LDS is accomplished by OFDP (OpenFlow Discovery Protocol), which uses LLDP
packets to learn the network’s topology and keeps it updated as and when new links are
added, existing links fail or are removed. LDS in the SDN controller can do so by sending
LLDP packets to switches corresponding to each active port on respective switches at
regular interval. Intervals after which LLDP packets are sent may be SDN controller
dependent. However, in our experimental setup where we had used FloodLight [7, 8]
SDN controller, it sends LLDP packets at an interval of 15 s which can be seen in Fig. 3
which is a capture of the FloodLight console output.

.LinkDiscoveryManager:Scheduled-1] Sending LLDP packets out of all the enabled ports
.LinkDiscoveryManager:Scheduled-2] Sending LLDP packets out of all the enabled ports
.LinkDiscoveryManager:Scheduled-2] Sending LLDP packets out of all the enabled ports
.LinkDiscoveryManager:Scheduled-3] Sending LLDP packets out of all the enabled ports
.LinkDiscoveryManager:Scheduled-0] Sending LLDP packets out of all the enabled ports

i
i
i
i
i
i.LinkDiscoveryManager:Scheduled-3] Sending LLDP packets out of all the enabled ports

Fig. 3. FloodLight console output LLDP frequency

As illustrated in Fig. 4, let’s consider a topology with one controller, two switches
and two hosts connected to each switch making the total number of active ports three on
each switch. SDN controller will send three (corresponding to each active port on each
switch) LLDP packets to each switch embedded inside individual OFPT PACKET OUT
messages. Switch extracts out the LLDP packets and forwards them to their respective
destination ports. Ports connecting hosts will ignore these LLDP packets. However, ports
connecting to other switches will make the LLDP packet marked for that particular port
forwarded to other connected switches; in Fig. 4, the LLDP packet sent to switch S1
and port number 3 (S1,3) will reach the switch S2 on port number 1 (S2,1). On arrival
at S2, these packets are embedded inside an OFPT PACKET IN message and forwarded
to the controller. We found some authors [30] attributed this action of switch S2 to some
pre-set rule inside the switch Flow Table or some firmware. However, our observation
differed from that.
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SDN Controller

Port ID = 2, DPID of s2)

[TopiD=s1 | ocf OPiD:as1
PortlD=3 Jswitch s1 Fonnee Switch 52
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(1) (3)
Packet-Out @ Packet-In
(containing LLDP] \°~° wammg LLDP and ingress

»
2 3
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OPID = 51 (2)
PortID=1 LLDP advertisement

Fig. 4. Working of link discovery service

We could not see any specific flow rules for handling LLDP packet in particular, ref.
Fig. 5, instead they got forwarded to the controller following the primary/default rule
(which exists in the flow table of all switches all the time, Fig. 5), which says when a
switch does not find a match for some arrived packet; it forwards it to the controller after
embedding it inside an OFPT PACKET IN message.

mininet> dpctl dump-flows

cookie=0x0, duration=81258.874s, table=0, n_packets=61
, n_bytes=481648, priority=0 actions=CONTROLLER:65535

cookie=0x0, duration=81258.889s, table=0, n_packets=61
44, n_bytes=481391, priority=0 actions=CONTROLLER:65535

Fig. 5. Flow tables of S1 and S2 with LLDP traffic only

Once this forwarded packet arrives at the controller, the controller can learn that the
LLDP packet it has sent to (S1,3) is being received at (S2,1) confirms a unidirectional
link between S1 and S2 via port number 3 and 1, respectively. Similarly, the LLDP
packet sent by the controller to Switch S2 on port number 1 will be received via (S1,3),
confirming another unidirectional link between (S2,1) and (S1,3). As both unidirectional
links will be processed in one round, this will result in the discovery of the bi-directional
link between S1 and S2. Accordingly, the controller will update the overall topology of
the network.

3 Topology Poisoning Attacks in SDN

Poisoning the system’s topology isn’t altogether new in SDN. A compromised host or a
compromised switch can start poisoning the topology. Our paper mainly focuses on the
attack started by a compromised host.
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3.1 Topology Poisoning by Fake LLDP Packet Injection

Assumption 1: Tokeep it simple, let us assume that all LLDP packets sent by a controller
all the time have all Optional TLVs same (This assumption is not very much leveraged,
as we have found an old version of FloodLight, the controller under our study doing
the same). We further assume that any one host on any of switches, say hl (connected
on port number 1) on S1, is under an attacker’s control, using which attacker can inject
some packet to the switch.

Controller

Injected LLDP pkt
(DPID=S3,PID=2)
& IngressInfo
(s1,1)

v
N et N
Open Flow : * Open Flow
.. Frowcol : Protocl .,
Open Flow Open Flow Open Flow
Switch 1 Switch 2 Switch 3
™ |2 1 1 C
~o
Inject LLDP T~
Packet with .
DPID=S3,
PID=2 Vi
Attacker HostH2 HostH3

Host H1

Fig. 6. Ghost link creation by fake LLDP packet

On receiving a genuine LLDP packet, this compromised host injects an LLDP packet
with DPID switch S3 and port number 2. When this injected LLDP packet reaches switch
S1, unaware of any malicious activity in the network, switch S1 will treat this packet as
if it is coming from some switch connected on port 1 of switch S1 and will forward it to
the controller after embedding it inside PACKET IN message with source information as
(S1,1). This will lead the controller to assume that there exists a link between (S3,2) &
(S1,1) and update the overall topology of the network accordingly. Post this topology
update, when a host on S3 will try to communicate with a host on S1, the controller will
route it through just discovered non-existent link resulting in communication failure.

Assumption 2: Restricting Assumption 1 to cases from all optional TLVs same in all
round for all switches, to at least one Optional TLV unique in each round but same for
all switches, will not make any difference on the ease of attack and attacker will be able
to create a fake link without any new cost.

Assumption 3: On further restricting our Assumption 2 to have at least one unique
Optional TLV corresponding to each switch will force the attacker to change its strategy.
It will be no longer the same easy task using this approach to create a fake link as it
was earlier. For creating a fake link between S3 and S1 under this updated assumption
with the compromised host on (S1,1), the attacker on (S1,1) will need to learn the unique
Optional TLV sent to S3, and then only it can inject an LLDP packet with learned unique
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optional TLV to succeed in creating the fake link. The attacker may learn it by going
through the controller’s source code if it is open-source or listening to the traffic and
making a guess about it (unless it is some random value each time). It is evident that
the latest added restriction will rule out the possibility of an attack of nature discussed
in this subsection to a larger extent; however, this will not rule out the kind of attack we
have discussed in Subsect. 3.2.

We were able to execute the attack under the first assumption by deploying a C
executable on host h1. Executable actively listened for the LLDP packet multicast and
injects it to S1 after making changes as illustrated in the Fig. 6. With this setup, we were

not just able to create the fake link for once, but maintain it in a controlled manner also.
The same setup as able to execute the attack under second assumption as well.

3.2 Topology Poisoning by LLDP Packet Relay

The first assumption for the attack under this category remains the same as what we had
after adding the second restriction (all rounds of topology discovery will have at least one
optional TLV unique to each switch in every round) to our basic assumption (only hosts
can be compromised, switches and controllers remain immune). We further assume that
we have at least one host compromised on each switch between which attacker wishes
to create the fake link. In our example topology illustrated in Fig. 7, we assume hosts
on (S1,1) and (S3,2) are under attacker control.

Controller

Relayed LLDP pkt Packet Out
(DPID=$3,PID=2) = Lalf[; Pkt
& Ingress Info = DPID=S3,
(51,1) - PID=2
OD‘EAFO\\".-.' : -""'Openrcw
...+ Protocol protocol .,
Open Flow Open Flow Open Flow
Switch 1 Switch 2 Switch 3
~_ |2 1] o 1 ~
2 -
e il -
Relayed LLDPT e e e Hink
Pkt from H3
Attac Host H2 tacker

H3 Relays LLDP Packet

Host H3

Fig. 7. Ghost link creation by LLDP packet relay

For the execution of the attack, on receiving LLDP packet from the controller, com-
promised host on (S3,2) uses already existing connectivity between S1 and S3 to relay
received LLDP packet to (S1,1). A host connected to (S1,1) on receiving this relayed
packet, injects it to the switch S1, which will get forwarded to the controller (as this
will not match any of existing flow-table rules), making the controller assume that there
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exists a unidirectional link from (S3,1) to (S1,1). This unidirectional link can easily
be converted to bidirectional by making the host on (S1,1) to relay the received LLDP
packet to host at (S3,2) and host on (S3,2) later injecting it to S3.

We must note here that, restricting our first assumption even to the extent that the
LLDP packet corresponding to each port has some unique Optional TLV, this type of
attack cannot be prevented.

We were able to execute this attack even with the latest version of FloodLight. SDN
controller under our experimental setup. We installed a C program executable on both
compromised hosts; each of these C programs had two threads. One thread was used for
listening for LLDP packets, while the other one for creating a UDP server. First thread on
each compromised host, when receives an LLDP packet relays it to UDP server running
on another compromised host. The second thread used for running the UDP server on
receipt of relayed LLDP packet was injecting it to the network via the switch they were
connected to. In this case, as well we were just not able to create the fake link but were
able to maintain it as well.

4 Existing Solutions and Analysis

In this section, we give a concise review of applicable state-of-the-art endeavours that
are accomplished for the relief of topology poisoning attacks in SDN. Mostly, these
methodologies depend on the consideration of hash or static functions.

1. Adding Unique TLV (Type Length Value) to each LLDP packet: This solution we
found in the SDN controller Floodlight V2.3 implemented. This method can defend
the attack cases where an adversary fabricates the LLDP packet to be injected. It
fails to counter relay-based attacks.

2. S. Hong, L. Xu, H. Wang, G. Gu [33] proposes a solution to the link fabrication
attack, which distinguishes the reason for LLDP packet-based attacks as a failure in
identifying the origin and ensuring the integrity of the LLDP packet. It additionally
states that no host should inject LLDP packet to the switch, i.e. it stops injection of
LLDP packet from the port to which a host is connected. Moreover, to prevent the
Link fabrication attack, the authors added one HMAC to the LLDP packet through
one extra TLV (Type Length Value).

Defense proposed by Hong et al. [33] relies heavily on the categorization of
the port as switch-port or host-port. However, there is no promising way to find
the same has been described in their work. Any assumption like the amount of
traffic flowing through a switch-port is higher when compared with host-port, to
do the port categorization may not work in situations where intra-switch traffic
on a switch is higher than inter-switch traffic and will result in a high number of
false-positive and negative cases. Labelling of hosts based on pre-condition and
post-condition validation too will not be an effective solution when multiple virtual
hosts are connected to the same physical port in bridge mode.

3. Skowyra et al. [12] discovered and demonstrated two topology attacks called port
amnesia and port probing in Topoguard proposed by Hong et al. They later proposed
and implemented Topoguard+, a modified version of Topoguard after fixing the
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cause for attacks they discovered. A module named Link Latency Inspector (LLI)
was used to differentiate between genuine and fake switch links. Eduard Marin et al.
[1], in their work, discovered two attacks involving TopoGuard and TopoGuard+.
In the first, they were able to remove a genuine link, while in the second, a fake
link was established, taking advantage of the way LLI works. They proposed that
overloading a genuine switch link by overloading two involved switches will end
in LLI computing a latency which can cause a genuine link removed. Shrivastava
et al. were able to successfully create fake link even in the presence of Topoguard+
by increasing the overall latency of the network such that it becomes comparable to
that of the out-of-band link that the attacker is using to relay the packets to create
fake links.

4. SPHINX [31] utilizes a form of flow graphs, which is created by PACKET-IN
and FEATURES-REPLY messages. Flow graphs are utilized to approve all the
updates done in networks and the given requirements. To prevent Link fabrication
attack, SPHINX utilizes static switchport binding. Hence it doesn’t support the SDN
Dynamic evolution.

5. SPV proposed by Alimohammadifar et al. [7] attempted to detect link fabrication
attack by sending probing packets indistinguishable from standard packets. While
most of the work assumed the switch be trusted, this work claimed to work even
with few switches compromised.

Authors in their work itself have acknowledged that SPV will not work when the
compromised relay host is forwarding all packets using out-of-band channels. Their
solution worked with an assumption that the attacker is using low bandwidth out-of-
band channel for relaying packet, which we consider a very impractical consideration
as the attacker may use one of the already existing links to relay the packets.

6. OFDP [8], unlike the previous methods here, the HMAC TLV (Type Length Value),
which is being added, provides both authentication and integrity. The HMAC is
nothing but a hash function that is appended in every LLDP packets. Here the key
which is generated for LLDP packets is dynamic, i.e. a key value is calculated for
every LLDP packets. Hence it prevents LLDP Replay attacks.

Although It is better than previous TLV based methods, it utilizes more resources
as it calculates HMAC for every LLDP packets; further, it adds no defense against
relay-based attacks.

5 Proposed Solution and Implementation

In this section, we provide the details of our proposed solution, which we found not just
prevents topology learning based attack more robustly but also with minimum overhead
compared to existing solutions.

Before we go into further details, we define here the two terminologies link and
switch-port (or port). Link represents the presence of physical connectivity on a particular
switch-port to an end-user device/host or some other switch. Port is an administratively
controllable entity utilizing the software. It may seem that the status of a link and the
status of a port is tightly coupled in both directions, i.e. according to the status of a port
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as UP or DOWN, the corresponding link will be UP or DOWN or vice-versa; in real they
are not. Table 1 describes the relation between port status and link status. When the link
status is down, the port status will be down implicitly. However, if the link is UP, a switch
port can be kept administratively UP or DOWN. The administrative controllability of a
port plays a vital role in our proposed solution.

Table 1. Port and link status relation

Port status Link status Effective port status Effective link status
Up Up UpP UPpP

Up DOWN DOWN DOWN

DOWN UP DOWN DOWN

DOWN DOWN DOWN DOWN

5.1 Motivation

The real challenge in mitigating LLDP based topology poisoning attacks is identifying
if the end device connected to a particular switch-port is an end-user device/host or some
other switch. Had there been an accurate way of distinguishing between a switch and
end-user device/host, LLDP based topology poisoning attack could have been thwarted
easily by simply dropping any LLDP packet coming from any device but switches,
as switches are the only device which are supposed to forward the LLDP packets. As
discussed in Sect. 4, some efforts were made in this direction using Machine Learning
techniques, but they were not accurate enough. Without handling false positive and false
negative cases, it may end up collapsing the whole network topology. Other heuristics-
based approaches such as traffic on a switch-port to switch-port link should, in general,
be higher compared to traffic on switch-port and host link, will not have promising
accuracy either as there can be genuine cases where intra-switch communication has
more traffic than inter-switch communication. Distinguishing between a switch and a
host based on MAC Address will equally be a bad idea, as it is effortless for an attacker to
tamper the MAC address of a compromised host to present itself as some switch. Hence
our prime focus is to develop a way to decide if the device connected on a switch-port
is another switch or some end-user device/host with no false-positive or false-negative
cases.

Figure 8(a) describes the cases when all links are good, Fig. 8(b) when a link between
one switch and a host goes down, and Fig. 8(c) when a link between two switches goes
down. Link down activity in Fig. 8(b) will cause the Host 1 and connecting port on switch
S1 to go down as well. While there will be no reporting by the Host H1, the involved
switch, i.e. S1, will report this new status change to the controller. Similarly, the Link
down, as shown in Fig. 8(c), will make both the involved switch-ports at respective
switches status change to DOWN owing to link failure, and the same will be reported
by both the switched to the controller.
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Fig. 8. (a) Topology under normal scenario. (b) Switch to host link failure. (¢) Switch to switch
link failure

We can summarize the above observation as Switch Port status change are reported
by switches and recorded by the controller, while port status change at hosts are not
reported. This observation can further be used to identify if the other device connected
on a switch port is a host or some other switch by the controller.

5.2 Experimental Observations

Experimental topology used for recording the observation was as illustrated in Fig. 10.

1. When a link between an OF-Switch and End-Host is brought DOWN: As part of
this experiment, we brought down the link between OF-Switch S1 and Host hl in
our experimental topology. This link down action triggered the switch to send two
OFPT PORT STATUS messages corresponding to the switch-port on which host hl
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was connected, the first one with OFPC PORT DOWN and OFPPS LINK DOWN of
config and state descriptors respectively set to 0, while second OFPT PORT STATUS
message has both flags set to 1. The first OFPT PORT STATUS message represents
the state of the switch-port before the link down event, while the second represents
the current state of the switch-port, i.e. after the link down event was recorded.

2. When a link between an OF-Switch and End-Host is brought UP: As part of this
experiment, we restored the link we had brought down in step 1 above. This resulted
in the switch sending another OFPT PORT STATUS message for the involved switch-
port where it has config descriptor in which other element values including OFPC
PORT DOWN reset to 0, while state descriptor has all its elements value reset to 0
except OFPPS LIVE set to 1.

3. When alink between two OF-Switch is brought DOWN: As part of this experiment,
we brought down the link between OF-Switch-1 and OF-Switch-2 established using
ports (S1,3) and (S2,1), respectively. This action triggered both the involved switches
to send OFPT PORT STATUS message corresponding to each involved port on
respective switches with values for flags OFPC PORT DOWN and OFPPS LINK
DOWN of config and state descriptors respectively set to 1. Before sending the
updated values post-event, each switch first sends OFPT PORT STATUS messages
with flags of OFPC PORT DOWN and OFPPS LINK DOWN of config and state
descriptors respectively set to 0.

4. When a link between two OF-Switch is brought UP: As part of this experiment,
we restored the link that we brought down in step 3 above. This triggered both the
involved switches to send OFPT PORT STATUS messages to the controller for their
corresponding ports with flags OFPC PORT DOWN and OFPPS LINK DOWN
values set to 0 and OFPPS LIVE set to 1.

With experimental verification, we can conclude that if a link that connects a switch-
port to a host goes down, the controller receives one OFPT PORT STATUS message
with flags OFPC PORT DOWN and OFPPS LINK DOWN set to 1. While a link that
connects one switch-port to another switch-port goes down, the controller receives two
OFPT PORT STATUS message with flags OFPC PORT DOWN and OFPPS LINK
DOWN set to 1, one OFPT PORT STATUS message corresponding to each involved
switch. Similarly, when a link is restored for each involved switch-port, the controller
receives an OFPT PORT STATUS message with OFPPS LIVE set to 1.

5.3 Algorithm
Algorithm 1 describes the steps involved in validating the topology.

Lemma 1. Algorithm 1, if it detects a new link, always ensure that it is not a ghost link.

Proof: Suppose the algorithm considers a ghost link as the genuine one. To validate its
consideration, it will make any of the involved ports on the link connecting switches
administratively down. As per the algorithm and assumption, it should result in only one
PORT DOWN message. However, in actual it will result in two PORT DOWN messages,
making our initial consideration incorrect.
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Algorithm 1: Topology Validator Algorithm

while a new link discovered do
Get the details of switches and ports involved;
Controller sends ofp port config to any of participating switch with OFPPC
PORT DOWN set to 1;
if ofp port state with OFPP PORT DOWN set to 1 is generated by both
involved ports then
Discovered Link is a genuine one;
Else
Discovered Link is an attack attempt;
end
end

Lemma 2. Algorithm I ensures a genuine link is never declared a ghost link.

Proof: We assume that the algorithm considers a newly discovered genuine link a ghost
link. For validation as per the stated algorithm, any of the involved ports on link connect-
ing switches will be made down administratively. As this has been considered a ghost
link, it should result in only one PORT DOWN message. However, it will result in two
PORT DOWN message making our assumption incorrect.

5.4 Implementation

Figure 9 describes the port presentation of ports in the SDN environment as per the latest
implemented specification of OpenFlow protocol V1.3.0. From the list of descriptors in
Fig. 9, config and state are the ones we are interested in.

The config descriptor as defined above records the administrative setting of the
port. OFPPC PORT DOWN field tells about the administrative status of the port, which
takes a binary value, where O represents the port being administratively DOWN while
1 represents the port as administratively UP. Further specification demands this field to
be set/reset by the controller, and the switch should not change it. However, if some
external interface or activity causes a change of this field value, the switch must convey
this change to the controller using the OFPT PORT STATUS message.

The state descriptor as defined above records the physical link state of the port. OFPP
LINK DOWN value is set to 1 when a physical link is present and reset to 0 when there
is no physical link present. This descriptor’s value cannot be changed by the controller.
The switch sends an OFPT PORT STATUS message to update the controller if there is
any change in the physical state of the port. Our proposed solution exploits the above
two discussed descriptors for thwarting topology poisoning attack, described in Sect. 1
(Table 2).
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Fig. 9. Switch port representation in SDN

Table 2. Config and state descriptor

Config Descriptor State Descriptor

enum ofp_port _config { enum ofp_port state {
OFPPC _PORT DOWN=1<<0, OFPPS_LINK_DOWN =1 <<0,
OFPPC_ NO RECV=1<<2, OFPPS BLOCKED=1<<1,
OFPPC_NO FWD=1<<5, OFPPS LIVE=1<<2,
OFPPC_NO PACKET IN =1 <<| };

6

1

Case 1: The Normal Scenario: We assume that the initial topology is depicted in Fig. 10,
and a new link between (S1,3) and (S2,1) is being made live by connecting a physical
wire. This activity will trigger two OFPT PORT STATUS messages from each of switches
sl and s2 for the ports (S1,3) and (S2,1). Following algorithm 1, a controller will make
any of the randomly chosen switch port, say (S2,1) administratively DOWN by sending
aport down message. As per Table 1, this will cause the link between (S1,3) and (s2,1) to
down, and it should follow events as in experiment no 4, and the controller will receive
one port status change message for each involved port on both switches. This will confirm
to the controller that the newly discovered link is a genuine one and will make the port
(52,1) from administratively DOWN to UP which will re-enable the link between (S1,3)
and (S2,1). As the newly discovered link has been verified between two switches, it can
now be incorporated in the topology, and topology routing may be updated accordingly.

We achieved this scenario under our experimental setup by first disabling the link
between switches S1 & S2 and enabling them again. Enabling action of the link between
two switches can be considered equivalent to connecting the two switched with a physical
wire.
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Fig. 10. Experimental topology

Case 2: The Attack scenario: We assume that in one round of LLDP discovery message
sent and received. On analysis, it discovered a link between (S1,2) and (S3,2), and this
link is an attack attempt by compromised hosts at (S1,2) and (S3,2) where host at (S1,2)
relaying the copy of LLDP packet received by it to host (S3,2) by using the existing
link (out-of-band) that connects switches S1 and S3 as depicted in Fig. 10. On discovery
of the new link, going by the algorithm, the controller will turn any of the ports (S1,2)
and (S3,2) chosen at random, say (S3,2) administratively DOWN by sending port down
message to the switch S3. On receipt of this message going by the Table 1 link between
host h3 and (S3,2) will go down too, which will make switch S3 send one status change
message to the controller corresponding to (S3,2). However, turning DOWN will have
no effect on the link between (S1,2) and host h2; hence no activity will be recorded
by the controller against switch S1. Had this newly discovered link been a genuine
one, failure of the link would have triggered status messages from switch S1. As the
controller did not receive two status messages from both allegedly involved switches,
it will ignore the newly discovered link, and no update will be made to the existing
topology of the network. Moreover, the port connecting to the link may administratively
be turned down depending upon the network’s policy to avoid further poisoning attack
by these machines.

This case under our experimental setup was achieved in the same fashion it was
used for verifying relay-based topology poisoning attack as mentioned in Sect. 3.2.
We implemented our proposed solution as a separate module of floodlight. We did not
change the normal functioning of the topology manager; instead, we confirmed if we
can detect the attack attempt. Table 3 captures floodlight console output, where activities
corresponding to our implementation can be seen.
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Table 3. Floodlight console output

01.240 INFO [n.f.l.i.LinkDiscoveryManager] Sending LLDP packets out of all the enabled
ports

13.605 INFO [n.f.l.i.LinkDiscoveryManager] Interswitch link removed: Link
[sr¢=00:00:00:00:00:00:00:02 outPort=1, dst=00:00:00:00:00:00:00:01, inPort=1, laten-
cy=2]

13.605 INFO [n.f.li.LinkDiscoveryManager]| Interswitch link removed: Link
[sr¢=00:00:00:00:00:00:00:01 outPort=1, dst=00:00:00:00:00:00:00:02, inPort=1, laten-
cy=2]

13.925 INFO [n.f.t.TopologyManager] Recomputing topology due to: link-discovery-
updates

16.243 INFO [n.fl.i.LinkDiscoveryManager] Sending LLDP packets out of all the enabled
ports

31.434 INFO [n.f.t. TopologyManager] Recomputing topology due to: link-discovery-
updates

31.503 INFO [TopologyValidator] Discovered a new link [sr¢=00:00:00:00:00:00:00:01
outPort=1, dst=00:00:00:00:00:00:00:02, inPort=1, latency=2]

31.620 INFO [TopologyValidator] About to issue Administrative Down to
[src=00:00:00:00:00:00:00:01 outPort=1]

31.987 INFO [TopologyValidator] Port down recorded from [src=00:00:00:00:00:00:00:01
outPort=1]

32.105 INFO [TopologyValidator] Waiting for port down from
[src=00:00:00:00:00:00:00:02 outPort=1]

32.995 INFO [TopologyValidator] Port Down recorded from [src=00:00:00:00:00:00:00:02
outPort=1]

33.204 INFO [TopologyValidator] Validation Success

33.379 INFO [TopologyValidator] About to issue Administrative UP to
[src=00:00:00:00:00:00:00:01 outPort=1]

33.834 INFO [TopologyValidator] Port UP event recorded for
[src=00:00:00:00:00:00:00:01 outPort=1]

34.367 INFO [TopologyValidator]| Port UP event recorded for
[src=00:00:00:00:00:00:00:02 outPort=2]

01.254 INFO [n.fl.i.LinkDiscoveryManager] Sending LLDP packets out of all the enabled
ports

01.447 INFO [n.f.t. TopologyManager] Recomputing topology due to: link-discovery-
updates

16.257 INFO [n.f.Li.LinkDiscoveryManager| Sending LLDP packets out of all the enabled
ports
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6 Result and Analysis

Our solution was able to mitigate the LLDP relay-based topology poisoning attack with
minimal overhead. However, we evaluated it further on the parameters of time taken to
update the topology and its effect on the availability of the network. As the update is not
being made to the topology immediately after discovering an LLDP packet sent/receive
round, in the non-attack scenario, it will take more time than the typical scenario.

Effect on Availability: As the link discovered will be new, it will in no way affect the
availability of existing topology, as all the administrative port DOWN/UP activity will
be restricted to the port involved in forming a new link. Hence our solution will not have
any impact on the existing topology without incorporating a new link.

Delay in the Incorporation of New Link: New link validity check will consume some
time. We measured the time lag between the intercept of the new link and final validation
by the java (programming language used in Floodlight) logging feature. Figure 11 depicts
the time consumed over ten experimental attempts. Mean time delay was found to be
3301.9 ms. The average time elapsed can be considered acceptable, considering the fact
that the LLDP round runs every 15 s.

Comparison with Existing Solutions: A parametric comparison is not possible with
existing works, as different authors have proposed solutions using different approaches.
It is the end result, i.e. if the proposed solution could prevent topology poisoning attack
with no false positive and false negative cases, is the only measuring criteria. We have
discussed it in Sect. 4 to conclude that all of the already proposed state-of-art works fail
to prevent topology poisoning by relay-based attacks on some of all cases. However, we
have found our solution preventing topology learning based poisoning attacks with no
false-positive or false-negative cases.
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Fig. 11. Validation time consumption plot
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7 Conclusion

This paper presented a novel defense method against relay-based poisoning attack in
the the SDN environment. The described solution was able to defend the relay-based
topology poisoning attack with no false positive or false negative cases. We also were able
to keep the overhead minimal as it does not require any additional headers added to the
standard LLDP packets, all that it takes is an average of 3301 ms delay in incorporating
new topology changes.
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