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Abstract. This paper proposes a privacy preserving thieves identifi-
cation scheme for prepaid Smart Grid systems. Prepaid systems allow
consumers to buy credentials from an operation center before consump-
tion. According to the credentials, consumers can use the corresponding
amount of electricity. Based on the dynamic k-times anonymous authen-
tication protocol, the scheme can achieve thieves identification and pri-
vacy preservation at the same time without the involvement of a trusted
authority in the system. Finally, we point out the path of our future
work.
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1 Introduction

With the development of public awareness of environmental conservation, more
and more renewable energy come to use. However, the renewable energy sources
are so volatile that the power companies have to employ the Information and
Communication Technologies (ICT) to balance the power production and con-
sumption. The power company aggregates the power usage reports from con-
sumers to calculate the amount of power consumption. The usage reporting
device at each customer site is called as smart meter. The operation center and
smart meters form the Smart Grid. The invention of Smart Grids is a great
plus to the electricity industry. This mechanism can be exploited to improve
energy efficiency and infrastructure reliability. However, trustless data, which
does not represent the real consumption, may damage the electricity grid infras-
tructure [1]. At the same time, the billing information is generated by the usage
data. Greedy thieves are not willing to send the trustworthy data and pay for
their consumption. Hence, it is a serious challenge to resist fake data and detect
power thieves in Smart Grids. On the other hand, privacy is another key require-
ment in Smart Grids. The usage data from the consumer should not result in
finding consumers’ usage information, which could lead to disclosure of the con-
sumer’s living habits or production outputs, and further causes personalized
advertisements or intelligence leakage [2].

To solve the security and privacy preservation challenges, power request
model was proposed for prepaid card system. The prepaid smart card system
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allows consumers buy credentials from the power company in advance. When the
consumer needs power in the existing privacy preserving prepaid card system,
he just sends the usage plan with his transformed credentials to the operation
center. The operation center will send the power back according to the number
of credentials [3]. However, credentials may be collision due to large data base.
Moreover, the scheme [3] cannot identify thieves.

Taking the requirements of privacy preservation and thieves identification
into account, in this paper, we construct a secure and privacy preserving thieves
identification scheme in Smart Grids. There are two important virtues: (1) the
scheme resists credential collisions; (2) energy thieves can be identified in the
prepaid system.

The rest of this paper is organized as follows. Section2 discusses related
work in the prepaid system domain. Section 3 elaborates and explains necessary
system models. In Sect. 4, we describe our proposed scheme. Finally, the paper
is concluded in Sect. 5.

2 Related Work

To solve the security and privacy preservation challenges, power request models
for smart grid systems have been proposed [3]. In such models, consumers receive
tokens signed with blind signatures from the power provider and authenticate
themselves using blinded tokens. The tokens represent a corresponding denomi-
nation of energy cost. Consequently, the power provider knows the total amount
of customer energy costs but do not know the details of the usage information.
However, this scheme cannot identify power thieves. Dimitriou et al. [4] added a
proof to the blind signature. According to the proof, reused tokens from the same
consumer can be identified. However, the tokens are generated by the consumers,
and token collisions are inevitable. Zhao et al. [5] employed a fully homomorphic
encryption algorithm to aggregate smart meters’ usage data. Based on the homo-
morphism of the ciphers, consumers’ billing can be calculated without knowing
the plaintexts. However, current fully homomorphic encryption algorithms are
less efficient. Xue et al. [6] improved the Paillier encryption algorithm. The expo-
nent on the cipher is also additive homomorphism. Therefore, it can also achieve
dynamic billing management with less computational cost. Li et al. [7] divided
the usage data into multiple parts according to their denominations. In their
study, each smart meter holds a corresponding number of key pairs with respect
to the divided sets. Therefore, smart meters belonging to different sets should
pay their corresponding billings.

Smart Grids cannot ensure improvement in infrastructure reliability with-
out trustworthy information. At the same time, consumers do not wish their
energy usage data to be exposed to the operation center. However, existing
thieves identification approaches cannot make use of a trade-off between privacy
and security. According to prepaid card systems, this paper proposes a privacy-
preserving thieves identification scheme without any trusted authority. In this
scheme, a thief can be traced if sending a used credential.
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3 The Framework

In this section, the assumed network and security requirements in the scheme
are described.

3.1 Network Model

Nowadays, in order to improve energy efficiency and infrastructure reliability, a
prepaid system is proposed [3]. In the scheme, the system model mainly con-
sists of two entities: the operation center (OC) and the smart meter (SM). The
number of smart meters is large enough for each smart meter to cloak its usage
behavior. As depicted in Fig. 1, firstly, SMs join the Smart Grid and obtain their
commitments from the OC. Secondly, each SM buys credentials from the OC.
Thirdly, a SM sends blinded commitments and credentials in an anonymized
form when it needs to purchase electricity.
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Fig. 1. Network model.

3.2 Security Requirements

The privacy-preserving thieves identification scheme is expected to exhibit the
following properties:

1. Privacy Preservation: Curious eavesdroppers cannot obtain consumers’
usage profiles from the usage reports from smart meters.

2. Unlinkability: The adversary cannot link different usage reports from the
same smart meter.

3. Authentication: The operation center ensures that the usage reports are
from legitimate smart meters in the Smart Grid.

4. Traceability: Energy thieves can be traced if they attempt to send used
credentials.
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4 Owur Proposed Approach

In this section, a privacy-preserving thieves identification scheme is proposed
based on the dynamic k-times anonymous authentication scheme.

4.1 Setup

In the privacy-preserving thieves identification scheme, a concrete region is man-
aged by a single operation center. The operation center runs the setup algorithm
on input of the security size k to obtain a group public key and a secret key as
follows:

1. Let p be a prime number of size k, G1, G2 and G be three cyclic groups of
prime order p. Suppose P, and P, are generators of G; and G, respectively,
and e is a bilinear map. On input of k, the bilinear pairing instance generator
returns a tuple (p, G1, Ga, Gr, Z;, e, P1, Py).

2. Then, the operation center chooses collision-resistant hash functions HZ; :
{0,1}* — Z% and Hg: : {0,1}* — (G1,Gy), two elements V,Q € Gy and
Y € Zy, and computes Ppup = 7P.

3. Finally, the operation center retains its secret key -, publishes its public
key (P1, P2, V,Q, Pyup), and builds an empty authentication log LOG that
records the used credentials.

4.2 Joining

The joining protocol is carried out between the operation center and a smart
meter. Each household or company is equipped with a smart meter in the Smart
Grid system. A secure public key signature scheme, including a signing algo-
rithm sig and a verification algorithm ver, is selected for a smart meter. In
this protocol, the smart meter must reveal its unique identity ID; to the oper-
ation center as follows. Firstly, the smart meter generates a secure parame-
ter x; € Z,, computes a request C; = z;P; and generates a signature o =
sig(C;||ID;). The smart meter sends the signature o with the request C; and
identity ID; to the operation center. Upon the receipt, the operation center
computes a hash value f; = Hz. (ID;), grants the request S; = ﬁ(Cj +Q)
and replies S;. Upon receipt, the smart meter confirms that the equation
e(S;, fiP>» + Poub) = e(xjP1 + Q, P») holds. Finally, the smart meter retains
its secret key x; and publishes its public key (C}, S;).

4.3 Power Purchasing

The power-purchasing protocol is carried out between the operation center and
a smart meter. Using this protocol, the smart meters buy credentials from the
operation center and are granted the right to obtain electricity.

Periodically, the operation center publishes the bound number k£ > 0 and
calculates the set of public credentials {(t;,%;) = Hgz(i,ny) | 1 < i < k},
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where nz denotes the timestamp. The public credential (t;,#;) is called the ith
credential base of the operation center. If ¢ smart meters want to buy k units of
electricity, represented by k credentials, the smart meters send their identities
to the operation center. The operation center calculates {f; = Hz:(ID;) [ 1 <

j<gq}and W = Z?Zl(*y—i— f;)V and V; = ﬁW for the jth smart meter. The

operation center publishes {(¢;,%;) | 1 <i < k} and sends V; to the smart meter
ID;. The smart meter operates a counter j;, which is initially set to zero.

4.4 Power Requesting

The power-requesting protocol is run by the operation center and a smart meter
to prove knowledge of a smart meter’s key =; and an identity hash value f;. The
smart meter transforms its commitment and credentials, and sends them back
to the operation center. Therefore, the operation center cannot locate the source
of the public parameters even though the credentials generated by itself.

1. Firstly, the smart meter analyzes the usage data and estimates the amount
of energy m. The smart meter increases the counter number by m.

2. If p; > k, the smart meter will jump to the power-purchasing algorithm;
otherwise, the smart meter sets p; = p; + m, chooses m credentials denoted
as (t1,11), ..., (tm,tm), and outputs m hash values {c; = Hz: (tilltillnr) | 1 <
i < m}, where ny denotes the timestamp.

3. After that, the smart meter computes the credentials {(I; = z;t;, fi = fiti+
cizjt;) | 1 <i < m}, and generates a proof using the following non-interactive
zero-knowledge proof:

S5\ e85, f3Pa + Pow) = el Pr + Q. P)
7|+ elVi fiPet Fon) = e(W, P2)
ng (Fz :x]-ti,l“i = fjti-f-ib'jciti)
The smart meter proves its credentials by sending the proof and transformed
credential to the operation center. Please refer to [8] for the proof.

4. After receiving the proof and credential, the operation center checks the valid-
ity of the timestamp. If it is valid, the operation center compares the credential
(I3, I ;) with all corresponding credentials in LOG, and checks if it is differ-
ent to the credentials in LOG. Finally, the operation center verifies that the
proof does prove knowledge of its identity information.

4.5 Identification

If the operation center validates the signature o and discovers that a received
credential has already been used, it will run the identification algorithm. Suppose
there are two credentials (I, ny) and (I}, nf), where I; = I'] and ny # n/p. The
operation center can confirm that a credential has been used more than once.
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Then, the operation center computes ¢ = Hz: (ti||ti|nT), ¢ = Hz (t;]|:]|n) and
8= %, searches for the ID; which satisfies 8 = Hz: (ID;)t;.

The public keys {(t;,#;) | 1 < i < k} are produced by a collision-resistant
function, making the transformed credentials {(I5,I3) | 1 <4 < k} also resistant
to collisions. Therefore, malicious smart meters cannot deny their misbehavior.

5 Conclusion

Energy theft occurs frequently in Smart Grids due to its large amount of con-
sumers. In order to defend against energy theft under prepaid smart grid sys-
tems, this paper proposes a scheme to achieve identification of thieves without
a trusted party. Only an operation center and smart meters are required in the
scheme. The operation center checks the smart meters’ commitments and corre-
sponding credentials. Therefore, the credentials are resistant to collisions. Great
computational capacity is required for operation centers. For the future work, we
will study possible ways and improve k-times anonymous authentication scheme
to reduce the computational cost during power request procedures.
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