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Abstract. Currently, iBeacon systems have been increasingly established in pub-
lic areas to position people and assist users in indoor for location navigation.
People receive the services through the Bluetooth Low Energy (BLE) installed
on their mobile phones. However, the positioning and navigation functions of
iBeacon system may be compromised when faced with cyberattacks issued by
hackers. In other words, its security needs to be further considered and enhanced.
This study takes the iBeacon system built in Taipei Main Station, the major trans-
portation hub with daily traffic of at least 300 thousand passengers, as an example
for exploring its potential attacks and further studying on the defense technologies
under the assistance of AI techniques and human participation. Our experiments
demonstrate that the prior information security planning of a iBeacon system and
the rolling coding encryption on its issued messages in Taipei Main Station, are
the best defense methods.

Keywords: cyberattacks · BLE · information security · rolling encryption ·
hybrid AI-based · iBeacon systems

1 Introduction

In general, Beacon is a small data transmitter developed for low-power applications of
Bluetooth (4.0 and above). It is suitable for being applied to indoor positioning, which
solves the problem in that GPS of a mobile phone is unable to receive satellite signals
indoors due to obstruction by the building. More importantly, people consider that Bea-
con systems are the new generation solutions [1] as it meets the accuracy requirements of
indoor positioning at a lower power consumption compared to those outdoor positioning
systems.

Gradually, applications of iBeacon and BLE Beacon have been increasingly popular
on mobile devices since a majority of these devices are with built-in Bluetooth protocol.
The potential applications include shoppingmall navigation [2] and vehiclemanagement
and identification [3]. The higher expansion of iBeacon and BLE Beacon applications
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often lead to higher risks to these applications. At present, the security issues faced
in the use of Beacon include spoofing, piggybacking and privacy concerns, etc. [4].
Also, indoor positioning requests high positioning accuracy and signal availability and
accessibility.

As there are rare iBeacon security research involving information security, this study
will therefore focus on the information security features of iBeacon and introduce the
possible attacks by hackers and their defense approaches.

2 Related Work

2.1 Safety Promotion of iBeacon

Bai et al. [5] proposed an iBeacon base station containing a Bluetooth 4.0 module and
an emergency evacuation system to accurately locate users whose mobile phones are
now connected to this base station for receiving Bluetooth services, thus able to guide
them for evacuation from their current locations when a disaster occurs. Chen & Liu [6]
designed a system to guide the evacuation of indoor people, and track the items left by
people during the evacuation through the sensor network composed of iBeacon nodes.

Recently, the world’s first indoor navigation and evacuation frameworkwith iBeacon
IoT positioning has been released to the markets [7]. It can calculate the shortest path
from the emergency exits to shorten the time for personnel evacuation so as to safely
navigate the user groups to outdoor.

2.2 Information Security Challenges in iBeacon

BLE is a part of Bluetooth 4.0 which is different from the conventional Bluetooth
protocols and can be applied to various wearable devices, such as Beacon [8]. How-
ever, compared with other BLE technologies, Beacon can be widely applied to various
areas/domains due to its low cost and accurate object location identifications. Campos-
Cruz et al. [9] analyzed potential threats faced in the practical operation of wireless
Beacon systems, and proposed a lightweight cryptography-based security protocol for
establishing shared keys. Na et al. [10] revealed the feasibility of attacking iBeacon
services via WiFi devices.

3 Research Design

Taipei City is the largest political and economic center in Taiwan, and Taipei Main
Station, also the transportation hub for foreign travelers entering and leaving Taipei
City. In 2019, the daily passenger traffic of Taipei Main Station consists of 86,000 via
high-speed rail, 122,000 via Taiwan Railway, and 319,000 via MRT.

Due to the design of pedestrian passing routes and signs in Taipei Main Station have
been increased day by day, the Taipei City Government launched the APP “Taipei Navi”
in 2018, which connects tomore than 4,000 iBeacons deployed across the station to solve
issues such as passenger positioning, wayfinding and commuting. This study therefore
adopts Taipei Main Station as the subject in exploring iBeacon security issues.
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3.1 iBeacon System Design Architecture

The design architecture of the iBeacon system in this study is shown in Fig. 1. First,
the Beacon plaintexts (e.g., a restaurant promotion advertisement) are encrypted by
invoking AES algorithm and then transmitted to mobile phones via the BLE protocol
through broadcast before encrypted plaintext is transmitted to the server of this iBeacon
system for decryption. After that, mobile-phone users may therefore receive the content
of plaintext from the server and decide whether to dine at the restaurant or not. Users
wishing to have their needs at one of the promoted restaurants may be guided to this
restaurant using the indoor navigation function of App Taipei Navi.

Fig. 1. System diagram of our iBeacon system.

3.2 Positioning Algorithms

The Stage 1, Initial, refers to determining the initial point of a mobile phone. Each
Beacon computes its distance to the mobile phone according to the strength of the radio
wave and then the Beacon system employs the triangulation method to determine the
position of the mobile phone. The strengths are presented in log scale.

The coordinate positioning equations are as follows:

x0 =
∑n

i=1 xiWi
∑n

i=1Wi
n = 3 (1)

y0 =
∑n

i=1 yiWi
∑n

i=1Wi
n = 3 (2)

Following the completion of the initial point positioning, it is discovered that instant
computation of current location of users is difficult since the Beacon positioning system
may only compute the relative position between each Beacon and the mobile phone,
while the radio waves require average based on stable readings.

For better user experience, this system refers to Kok et al. [11] in Stage 2 by acceler-
ation computations run by accelerators. In this study, an algorithm is applied to integrate
the acceleration from the user’s phone position into a velocity which will receive sec-
ond integration to transform the velocity to a displacement so that a position with the
movement direction can be determined according to the gyroscope angle.
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Stage 3 concerns data regression. The results gained from stage 2 “Estimate” esti-
mates over user’s position once every 30 s. The results are compared with the Initial
Points identified in Stage 1. In addition, the Beacon value shall prevail when the error
exceeds 15 m since the errors of the accelerometer are accumulated. For specific Bea-
cons, such as the ones near an escalator, Regression will be executed immediately upon
numerical strength excess over 70 dB since the user will soon move to another floor
when riding the escalator and they will be at near proximity to Beacons as they come
near to the floor. At such moment, the Beacon radio wave strength goes extremely high,
and a rapid regression, also known as quick regression, is required.

3.3 Hybrid-AI-Based Positioning Algorithm

In the real field, mobile phones will continuously receive values from more than one
Beacon. To solve this problem, this system applies a Hybrid AI-based scheme to our
positioning algorithm.

In Stage 1, the Hybrid AI-based positioning algorithm will set the location of the
mobile phone to a “N× N” square, and the brightness will be proportional to the signal
strengths received, hence forming a graph.

In Stage 2, there are 6,500 groups of 80 × 80 squares in the railway station. In
this study, strength values are stored per second, and the average strengths every seven
seconds as one cycle are mapped into this graph, which will be submitted to TensorFlow
immediately [12]; CNN in TensorFlow is then applied for point identification.

In Stage 3: The Hybrid AI-based positioning algorithm will transform the position
of a user’s mobile phone to a radio wave strength graph. The positions of the Beacons
with the strongest wave signal are identified as the user’s current position.

3.4 Possible Attacks

Recording and Use. From technical viewpoint, any mobile phone which has BLE pro-
tocol can receive and decode the message from the iBeacon system, meaning any mobile
applicationwhich can obtain the Beacon broadcasts is able to position this mobile phone.
Therefore, hackers may use such channel to leak the positioning information. That is, a
hacker may walk in the field holding a smartphone to fetch field Beacon codes (ID). Any
attacker may enter the field open to the public to obtain data without any beforehand
permission.

Impersonation Attack. Beacon broadcasts messages usually are not encrypted, an
attacker can detect and replicate the Beacon codes. An attacker can hack a Beacon first
and then attack the users who are connected to this Beacon. He/she may even replicate
a faked Beacon at another field using the same ID when possible, causing the APP to
distribute wrong information in the wrong place.

Obfuscation Attack. Hackers put multiple Beacons at the same location. Since appli-
cations mostly rely on Beacon to determine their position, when multiple faked Beacons
and Beacons under the original system are placed in the same position, the situation
may cause serious interference or delay in the transmission, and affect the integrity and
correctness of the data.
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Recording and Limited Reproduction. The three types of attacks above can be pre-
vented via rolling coding. However, rolling coding can also be attacked by means of
limited reproduction, hackers can record a set of several codes at most for time concerns.

4 Beacon System Defense Methods

This study proposes four methods to defense those attacks mentioned above.

4.1 Data Encryption/Decryption

This method involves simple steps by encrypting Beacon messages and decrypting them
by the receiver; however, such method is meaningless in the security of the system, since
all the attacks above may still work as long as the issued messages remain unchanged.

4.2 Rolling Coding

This Rolling coding can be divided into two models, i.e., unpredictable and predictable.
Unpredictable model means that the code will not be repeated at all; predictable code
refers to the code produced following some rules.

The classic descriptive equation of rolling coding is

f(t) = f(t+ 1) (3)

Unpredictable Rolling Coding. In the unpredictable model,

f(t+ 1) = g(t, random) (4)

For example, assuming that the Beacon number is expressed by Code t, and “random”
refers to a certain random variable which is a random number for enhancing system
security. This series of code can be described as

f(t+ 1) = g(code, random) (5)

For example, f(t+ 1)= (000,632), and after 10 min f(t+ 1)= (000,787). The variation
from (000,632) to (000,787) shows no regularity.

Let g = AES, then

f(t+ 1) = AES(code, random) (6)

The parameter random of the encrypted variable code may not be applied to predict
the next code result even AES is cracked.

Predictable Rolling Coding Method. In the predictable model, f(t + 1) in Eq. (3) is
the code existing regularity. Generally, the change is once every 10 min, and the count
is incremented by 1, i.e., t + 1. For example, assuming that the coding position is the
date, i.e., t, plus 1, and today is the 5th day of the month, t = 5, f(t + 1) = f (6). The
purpose is to reduce the risk of the code being accessed and hacked. It also increases the
security of the system.
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Basically, predictable rolling coding is added with the predictable mark of Origin=
O(code, index, random), i.e., index. For Origin=O(code, index, random) in the original
text, the random can be omitted. For example, Eddystone uses PDU Count/Time as an
index [13] in Beacon. Line Beacon not only has a timestamp in the plaintext, but also
adopts the SHA256 encryption function to encrypt messages. The key length of SHA256
encryption function is 256-bits. It is hard for hackers to crack this function [14].

The advantage of using the predictable rolling coding method is to distinguish
whether a message is false or not through timestamps. However, these parameters must
be stored in the Flash ROM, and the number of Flash accesses is limited, excessively
frequent accesses will damage the hardware [12]. The system owner must carefully
consider flash’s life time and limit the number of changes.

In the meantime, the watchdog/battery replacement may cause the timestamp to
be zero in practical management. When detecting impersonation attack or obfuscation
attack, the server must detect whether the constraint T-T’ > �T or not. The system
administrator shall be warned for further processing. Basically, personnel inspections
and active monitoring by App are probable solutions.

App Active Monitoring. The APP “Taipei Navi” has accumulated more than 100,000
downloads since its release. Themessages received by users using the App from iBeacon
will be aggregated into the server at the back end of iBeacon. As shown in Fig. 2, we can
compare timestamps for checking to see whether the iBeacon is under a replay attack
and then the location of the attacked iBeacon can be identified.

Fig. 2. Confusion matrix.

5 Conclusion and Future Studies

iBeacon is widely used to this date and available for any mobile device that supports
BLE; nevertheless, how to protect its security? This study only explores the mainstream
iBeacon defenses and attacks due to length constraints of this article. In the future, we
will further study the feasibility of other AI-based technologies applications to iBeacon
information security protection; furthermore, security personnel on patrol in the station is
an intuitive strategy. Therefore, wewill also understand the defensemethod for personnel
inspection in our future study.
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