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Abstract. Blockchain technology has shown great potential in the
Internet of Vehicles (IoV) in solving the problems of data sharing and
information traceability. Understanding the relationship between the IoV
communication architecture and the blockchain can facilitate design-
ing dedicated blockchain enabled IoV systems. In this paper, a two-
layer wireless blockchain network architecture based on Dedicated Short
Range Communication (DSRC) is proposed. Then the M/G/1 queuing
model is used to analyze the delivery process of the transaction under the
unsaturated condition, and the Markov model is established to analyze
the unicast service process. Finally, the verification process of the block
in the Tangle consensus network is deduced. The simulation results show
that the network load, channel conditions, queuing and backoff service
processes in the wireless environment have a significant impact on the
delay and throughput of the blockchain network, which further proves
that the wireless environment is the main reason for limiting the perfor-
mance of the Tangle blockchain network.

Keywords: Blockchain · IoV · DSRC · M/G/1

1 Introduction

The rapid development of Internet of Vehicles (IoV) technology has brought a
richer driving experience to the drivers. However, in order to improve the user

Q. Liu—The work is supported by the National Natural Science Foundation of China
(61671096), Chongqing Natural Fund Key Project (No. cstc2019jcyj-zdxmX0008),
Chongqing Science and Technology Innovation Leading Talent Support Program
(CSTCCXLJRC201908), Science and Technology Research Program of Chongqing
Municipal Education Commission (Grant No. KJZD-K201900605), and State Grid Cor-
poration of China Technology Project (No. 5418-201971184A-0-0-00).

c© ICST Institute for Computer Sciences, Social Informatics and Telecommunications Engineering 2021

Published by Springer Nature Switzerland AG 2021. All Rights Reserved

H. Gao et al. (Eds.): ChinaCom 2020, LNICST 352, pp. 112–126, 2021.

https://doi.org/10.1007/978-3-030-67720-6_8

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-67720-6_8&domain=pdf
https://doi.org/10.1007/978-3-030-67720-6_8


Performance Analysis of Blockchain-Based Internet of Vehicles 113

experience, smart car equipment vendors as the service subjects need to col-
lect various data to analyze user requirements, which brings about the problems
of data storage, data transmission and privacy leakage. Besides, the traditional
IoV architecture relies on centralized data management and needs to face single
points of failure and data leakage risks. With the generation of cryptocurrency
Bitcoin [1], blockchain technology is proposed as a revolutionary technology to
build a distributed and tamper-resistant digital ledger. In the case of removing
the third-party institutions, the users who do not trust each other can conduct
transactions through the blockchain. The key technologies of blockchain mainly
include digital encryption, time stamp server, consensus mechanism, smart con-
tract and incentive mechanism, etc., which can be applied to the fields of cryp-
tocurrency, Internet of Things (IoT), smart city, energy transaction [2,3], etc.

In the IoV, on the one hand, the blockchain consensus mechanism is used to
store and verify data, so that the data cannot be tampered with. On the other
hand, smart contracts can be used to code complex logical ideas in the IoV,
which can improve system execution efficiency.

However, the current application of blockchain in the IoV still faces many
challenges. First, extending the blockchain to the IoV need to consider consider-
ation of a suitable consensus mechanism. The traditional consensus mechanism
based on Proof of Work (PoW) requires huge computing power, which is not
friendly to the IoV nodes with low storage and computing capabilities. In order
to solve the problems of limited storage space and computing power, currently,
a blockchain consistency mechanism Tangle based on a Directed Acyclic Graph
(DAG) algorithm has been widely studied [4]. It supports micro-transactions and
has high throughput characteristics, and can be well adapted to the IoT environ-
ment. In addition, how to reduce the impact of mobility on network performance
is also a challenge when applying blockchain to the IoV.

Nowadays, researchers have done a lot of work on the related issues. In [5],
the author analyzed how the blockchain was extended to the IoV and presented
a model of the outward transmission of vehicle blockchain data, but the analysis
of the blockchain network is defective. In [6], the author established an analy-
sis model of the IoV system based on blockchain. Based on the system model
and performance analysis, the author designed an algorithm to determine the
optimal full function node deployment for blockchain system under the criterion
of maximizing transaction throughput. In [7], the author analyzed the security
performance of a wireless blockchain network with malicious interference, and
discussed the probability of successful block transmission. In [8], the author
used three key indicators to study how mobility affects the performance of the
blockchain system in the IoV. The model assumed that the consensus of the
blockchain was carried out on moving vehicles. In [9], the author theoretically
analyzed the impact of the 802.11 transmission protocol on the performance of
the blockchain system, and proposed a random model to analyse the probability
of a successful double-spending attack. And in [10], it analyzed why the Tangle
blockchain is more suitable for IoT systems than PoW and Proof of Stake (PoS),
and discussed the potential problems and challenges of Tangle in the IoT.
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Most of the above work consider placing the consensus layer on the fixed
IoT nodes, but ignore the mobility of the IoV nodes which will undoubtedly
bring about delay fluctuations and reliability problems to the consensus of the
blockchain network. Besides, the existing work has not analyzed the performance
of the blockchain network on the more mature Dedicated Short Range Commu-
nication (DSRC) architecture. Therefore, based on the above work, this article
proposes to extend the Tangle blockchain into the IoV. The main contributions
are as follows:

– Research the extension of blockchain technology to the IoV under the DSRC
architecture, propose a two-layer wireless architecture to avoid the impact
of mobility on the blockchain network, and analyzes the blockchain trans-
action delivery model based on Carrier Sense Multiple Access (CSMA/CA)
mechanism.

– We theoretically studied the delay and throughput performance of extending
the Tangle blockchain to the IoV. First, we established the M/G/1 queu-
ing model to analyze the delivery process of the transaction, and obtained
the average transaction delivery delay and the average number of retransmis-
sions; Then we deduced the block verification process in the Tangle consensus
network. Considering the network load, node distribution and channel con-
ditions, the confirmation delay of the transaction from being issued to be
verified and the network throughput are obtained.

The rest of this paper is structured as follows. Section 2 introduces prepare
knowledge and discusses the system model; Sect. 3 theoretically analyzes the
performance of blockchain network in IoV systems, including the wireless trans-
mission model and the blockchain verification process; Sect. 4 presents the eval-
uation of the proposed model; Finally, Sect. 5 concludes this paper.

2 Preliminaries and System Model

2.1 DAG Based Tangle Blockchain

The Tangle blockchain has been proved to be a very potential distributed net-
work solution. According to reference [4], we know that Tangle uses DAG data
structure to store blocks in the network, and each block unit in DAG only con-
tains one transaction. A new transaction entering the Tangle needs to be pack-
aged into block and verifies the two blocks at the end of the DAG. Each block
has its own weight and cumulative weight. The cumulative weight is the sum of
the own weights of all other blocks that directly and indirectly verify the block.
The execution process of the consensus algorithm is the growth process of the
cumulative weight, which is related to the load of the network. The block verifica-
tion delay refers to the time when the cumulative weight reaches the verification
threshold.



Performance Analysis of Blockchain-Based Internet of Vehicles 115

2.2 System Model

For the IoV network with random distribution and mobility characteristics, if
the blockchain consensus layer is placed at the bottom mobile node, this will
bring huge challenges to the reliability and delay of the blockchain network,
e.g., double-spending attacks are caused by communication delays. In order to
reduce the impact of the vehicle mobility on the blockchain network, this paper
proposes a two-layer network model with consensus layer moving up. In the
model, vehicles as light nodes are only responsible for delivering transactions
to the blockchain network, and the fixed Road-Side Unit (RSU) is consensus
node, running the blockchain consensus algorithm. In this paper, it assumes
that the number of light nodes is subject to 2βLs Poisson distribution [11]. β is
the unit mileage density of the node in the IoV, the unit is vehicle/m; Ls is the
carrier sensing coverage area of the all node, which is determined by the wireless
transmission protocol. There are n nodes within the carrier sensing coverage area
of the consensus node, which can be expressed as

P (n,Ls) = e−2βLs
(2βLs)

n

n!
(1)

Light nodes communicate with neighboring light nodes and consensus nodes
through 802.11p wireless transmission protocol. When a light node delivers a
transaction to a consensus node, it first needs to compete with other light nodes
within its own carrier sensing coverage area, and obtain the right to use the
channel through the CSMA/CA mechanism. Only when the nodes meet the two
prerequisites that the channel is idle and the backoff counter is 0 can participate
in the channel competition. The above process can be modeled as a queuing
process, which will be discussed in detail in the next section. The consensus
node sends the received blockchain block to other consensus nodes through a
wired channel to complete the consensus.

To illustrate the system model of the proposed framework, the detail steps
in the Fig. 1 are as follows.

RSU RSU
RSURSU

AP

AP AP

AP

AP

Blockchain

Fig. 1. System model
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1) Light nodes classify the data transactions collected by their respective sen-
sors, which can be divided into one-way transactions id|type|pk|sig and two-
way transactions id|type|pk.1|sig.1|pk.2|sig.2 according to the logic type. The
content includes transaction id, transaction business type, transaction infor-
mation, and signatures of the publisher and recipient. It is assumed that
the number of transaction arrivals of each light node follows the Poisson
distribution with the parameter λ.

2) The delivery process of blockchain transactions is divided into two stages.
The first stage is that light nodes send the transaction to consensus nodes
through one-hop unicast. In this process, multiple transactions are first
queued in the MAC layer, and monitor the channel to obtain communi-
cation resources. Since it is a process of queuing to be served, this paper
models it as an M/G/1 queuing system [12]. Therefore, the probability of k
transactions reaching the queuing system in time t is

P (k, t) =
(λt)k

k!
e−λt (2)

In this paper, the wireless transmission environment is non-ideal, wireless
signals are susceptible to various interference sources, such as buildings and
communication distances, and the data packet errors can be caused by chan-
nel fading. Therefore, we discusses the channel fading by introducing the
packet transmission error probability, and its calculation formula is

Pe = 1 − (1 − Pber)H+L (3)

where Pber is the error probability and H + L is the size of the data packet.
3) The second stage is that the consensus node packs the transaction into

the block, then verifies, records, and finally forwards them through the
wired communication. According to the network traffic entering the con-
sensus node, which is related to the first stage, the verification process can
be divided into low load and high load.

Our analysis framework can be extended to other scenarios with mobility and
resource constraints, i.e., the Unmanned Aerial Vehicle (UAV) IoT environment.
Note that the focus of this paper is on the uplink transmission from the light
node to the consensus node, mainly to analyze the confirmation delay of the
transaction being successfully verified. Downlink performance analysis can be
done in a similar way.

3 Problem Analysis

To study the performance of the network when extending the blockchain to the
IoV, we will focus on the system delay. The transaction confirmation delay Ts
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represents the time from when the transaction is issued to being verified, which
can be expressed as

Ts = Tw + Tv (4)

Tw = Tq + Tst (5)

Tw represents the time delay for the transaction to be delivered to the
blockchain network. The queuing time Tq is the duration when the transac-
tion reaches the MAC layer cache queue and it enters the CSMA/CA backoff
process. The service time Tst is the time from entering the CSMA/CA backoff
process to successful transmission after queuing, which is determined by wireless
environment factors. Tv represents the block verification delay after the trans-
action enters the blockchain network, that is, the delay when the cumulative
weight reaches the verification threshold. Through the Tangle white paper [4],
we know that the block verification delay is greatly affected by the transaction
load, so it is necessary to study the delivery efficiency and consensus mecha-
nism of transactions in a wireless environment. This section will first analyze
the delivery process of transactions in a wireless environment, and then analyze
the block verification process.

3.1 Probability Analysis of Transaction Delivery Process

Considering that the delivery of a transaction in a wireless environment is a
process of queuing and waiting for service, this paper models it as an M/G/1
queuing model. The transaction generated by the light node of the blockchain
first reaches the MAC layer cache queue, and then the light node obtains the
right to use the channel through the CSMA/CA back-off mechanism to send the
transaction. The back-off process is the service process of the queuing system.

When the light node has a transaction that needs to be uploaded to the
blockchain network, it is first necessary to detect whether the wireless channel
is idle according to the back-off mechanism. The back-off counter decreases by
1 when it detects that the wireless channel is idle in each slot time σ, otherwise
it stays suspended. When the counter reduces to 0, the transaction is sent. If a
collision occurs while sending the transaction, the next back-off stage is entered.
In this paper, we assume that each back-off stage has the same back-off window
and allow the transaction to be retransmitted until the receiver successfully
receives it. Because the actual environment is an unsaturated network, the queue
may enter the idle period after sending the transaction. Based on the above
analysis, we model the backoff behavior of a light node as a Markov process [13].

Since the transaction arrival rate of light nodes obeys the Poisson distribution
with the parameter λ, it can be known that the probability that no transaction
arrives in the cache queue is

Pidle = 1 − exp(−λh) (6)

Where h is the average slot time length, which will be analyzed later. Within
the carrier sensing range of the sending node, the probability that at least one
node sends a transaction is
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Ptr = 1 −
∞∑

k=0

(1 − τ)k
e−2βLs (2βLs)

k

k!

= 1 − e−2βLsτ
(7)

where τ represents the probability of a node sending a transaction at a slot time.
Define Pm as the probability that the transaction sent by the light node will

fail due to the collision and error at any slot time, i.e., the probability of entering
the next back-off stage. It can be expressed as

Pm = PPe + P (1 − Pe) + (1 − P )Pe (8)

where P = 1 − e−(2βLs−1)τ is the probability that the back-off counter reaches
0 and the channel is detected busy again.

According to the above analysis, we can write the probability expression of
a light node sending a transaction in a generic (i.e., randomly chosen) slot time
as

τ =
[
W0(1 + Pm) + (1 − 2Ptr)

2(1 − Ptr)
+

1 − ρ

1 − Pidle

]−1

(9)

where ρ is the service intensity of the queuing system, which will be analyzed
later. Considering (9) is a complicated process, we choose to use an iterative
algorithm to solve it. The specific implementation of the algorithm is introduced
in the next section.

Therefore, according to (6)–(9), the average length of a slot time can be
expressed as

h = (1 − Ptr)σ + PtrPm(Tc[i] + Te[i]) + Ptr(1 − Pm)Ts[i] (10)

where Tc[i] and Te[i] represent the delay of collision and transmission error in
unicast, respectively, and the successful transmission delay is Ts[i]. These can be
expressed as

⎧
⎨

⎩

Ts[i] = Te[i] = TRTS + TSIFS + Tδ + TCTS + TSIFS + Tδ

+TSIFS + T (H + L) + Tδ + TACK + TAIFS[i] + Tδ

Tc[i] = TRTS + TAIFS[i] + Tδ

(11)

where Tδ represents the data propagation delay.
In 802.11p, the Enhanced Distributed Channel Access (EDCA) mechanism

is adopted, and Arbitration Inter-frame Spacing (AIFS) is used instead of Dis-
tributed Inter-frame Spacing (DIFS). For different priorities of transactions,
the calculation formula of AIFS is as follows

AIFS[i] = AIFSN(AC[i]) ∗ σ + SIFS (12)

Among them, AIFSN is mainly for distinguishing the grade of the transaction,
AC[i] represents the type of the transaction, SIFS is the interval between short
frames.
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The average number of retransmissions in the back-off mechanism is an
important indicator for analyzing the transaction delivery efficiency of light
nodes. Define Pn as the probability that the transaction is successfully sent
after n back-off stages. Since each back-off process is independent of each other,
Pn can be expressed as

⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

P0 = 1 − Pm

P1 = (1 − P0)P0

P2 = (1 − P0)(1 − P1)P0

......

Pn =
n−1∏

i=0

(1 − Pi)P0

(13)

Finally, the average number of retransmissions caused by collision and error
in the process of back-off service can be obtained

Nw =
∞∑

n=0

nPn (14)

3.2 Daley Analysis of Transaction Delivery Process

On the basis of the probability analysis in the previous section, in order to
obtain the average delay of the delivery process in this section, we first need
to obtain the service time distribution of the MAC layer. In this paper, we
use the Probability Generating Function (PGF) to approximate service time
distribution [14]. Denote qi as the steady state probability that the transaction
service time is iσ. Let Q(z) be the PGF of qi, which is

Q(z) =
∑

i=0

qiz
i (15)

Due to the simplicity of the symbols in the z transform domain and the one-
to-one correspondence between Q(z) and qi, we discusses how to calculate Q(z)
instead of qi alone, so Q(z) can be expressed as

Q(z) = [PHc(z) + (Pm − P )He(z)]�Nw� 1
W0

W0−1∑

k=0

Hk
b (z) + (1 − Pm)

Hs(z)
�Nw�∑

i=0

{[PHc(z) + (Pm − P )He(z)]i 1
W0

W0−1∑

k=0

Hk
b (z)}

(16)

�Nw� refers to the rounding operation for the number of retransmissions;
Hc(z) = zTc refers to the time distribution transfer function that causes the
transmission failure due to the collision during the transmission process of the
transaction; Hs(z) = zTs refers to the time distribution transfer function that
makes the transaction transmitted successfully; He(z) = zTe = zTs refers to the
time distribution transfer function that causes the transmission failure of the
transaction due to the channel error code; Hb(z) is the transfer function of the
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time distribution occupied by the back-off process of the competitive channel.
In the scenario conditions of this paper, it can be represented as

Hb(z) = (1 − Ptr)zσ + PtrPmzTc+Te + Ptr(1 − Pm)zTs (17)

By differentiating the above (17), we can get the expression and variance
formula of the average service time expressed as non-saturated system as follows.

⎧
⎨

⎩

E[Tst] =
∑

i=0

qiiσ = dQ(z)
dz

∣
∣
∣
z=1

V ar[Tst] = d2Q(z)
dz2

∣
∣
∣
z=1

(18)

From the Pollaczek-Khintchine (P-K) expression, the average queuing time
of the sending node can be obtained in the unsaturated case.

E[Tq] = ρ +
ρ2 + λ2Q

′′
(z)

∣
∣
∣
z=1

2(1 − ρ)
(19)

To derive the average service time distribution, probability τ must be deter-
mined. However, the calculation of τ depends on the service parameter ρ = λ

μ ,
where μ is the service rate of the queuing system. Hence, we apply an iterative
algorithm to calculate τ and ρ. The iteration steps are shown in Algorithm 1.

Algorithm 1. Time delay double iteration algorithm
1: Initialization: Assume that in the case where the load is saturated with ρ = 1, i.e.,

there are always transaction packets arriving in the queue, the idle state in the
Markov model at this time will be removed.

2: repeat
3: Through formulas (6)–(19), the value of τ, Ptr, h, Pidle, Pm, Nw can be obtained

by the first-level iterative algorithm.
4: Bring the value iterated in 3 into the PGF function of the service time to obtain

the average service time E[Tst], the service rate μ = m
E[Tst]

, and the average

queue time E[Tq] of the queue, where m is the maximum number of transactions
in a wireless transmission.

5: until Update ρ′ = λ
μ
, if |ρ′ − ρ| < ε, ε is a predefined minimum error value, output

ρ = ρ′, and the iteration is completed; otherwise, bring ρ = ρ′ into step 2 and
repeat the iterative algorithm.

3.3 Daley and Throughput Analysis of Block Verification Process

Through the analysis of the above two subsections, the average number of
retransmissions and the average delivery delay of the transaction delivery pro-
cess have been obtained. Based on this, this section will study the verification
process of transactions in the blockchain network, and analyze the verification
delay Tst and network throughput.
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After completing the queuing and back-off process in the wireless environ-
ment, the transaction reaches the consensus node firstly, and then is packaged
into blocks. Define Nc is the number of all consensus nodes. And then, the con-
sensus node broadcasts blocks to the blockchain network through a wired channel
to complete the consensus, and that all blocks in the queue can be broadcast
at once. From the above analysis, it can be concluded that the throughput of
the wireless environment is the average block arrival rate λ′ of consensus nodes
in the blockchain. Since the consensus nodes are independent of each other,
we assume that the block enters the blockchain network satisfying the Poisson
distribution, and the assumption will be more reasonable when the number of
consensus nodes increases [15].

In the Tangle network, unlike PoW, blocks will not enter the waiting ver-
ification pool, but is directly added to the DAG structure of each consensus
node. The cumulative weight is the symbol of block verification. Let W (t) be
the expected value of the cumulative weight of the block at time t, and L(t) be
the number of tips of the unverified block. The blockchain network update time
is D, so the number of tips in the system after a broadcast is

L(t) = 2Ncλ
′D =

{
4βLsλNcD, ρ < 1
4βLsNcmD

E[Tst]h
, ρ ≥ 1 (20)

Since the block arrival rate will affect the block verification delay in the
Tangle blockchain network [16]. For this reason, We will discuss the block verifi-
cation process in saturated and unsaturated wireless environments, respectively.
According to the block arrival rate, the cumulative weight verification of the
block is divided into low frequency Wunsat

l (t) and high frequency Wunsat
h (t), as

shown in Fig. 2. The verification of low frequency is a linear process with param-
eter λ′

lω, and the verification of high frequency is first an exponential process,
and then a linear process with parameter λ′

hω.

Fig. 2. The cumulative weight growth process of Tangle
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Therefore, the cumulative weight under unsaturated wireless environment
can be expressed as

⎧
⎨

⎩

Wunsat
l (t) = ωλ′

lNc

Wunsat
h (t) =

{
2exp(0.352 t

D ), t < Ta

2exp(0.352Ta

D ) + ωλ′
lNc(t − Ta), t ≥ Ta

(21)

The critical point of the adaptation period and the linear period is (Ta,W (Ta)),
where Ta = D

0.352 ln(2λ′
lNcD) represents the end of the adaptation period. If the

cumulative weight value of each block reaches W , it is deemed to be success-
fully verified. Thus the block verification delay under the unsaturated wireless
environment can be expressed as

Tunsat
v =

{
W

ωNcλ′
l
, λ′

lNcD ≤ 1
D

0.352 ln(2λ′
lNcD) + W−W (Ta)

ωNcλ′
l

, λ′
lNcD > 1

(22)

Similarly, in a saturated situation, due to the high block arrival rate, the
blockchain network will directly enter the high frequency stage, i.e., the cumu-
lative weight of the block will go through the exponential growth adaptation
period and linearity at the speed λ′

hω growth period. Therefore, the cumulative
weight under the saturated wireless environment can be expressed as

W sat
h (t) = 2exp(0.352

Ta

D
) + ωλ′

hNc(t − Ta) (23)

where Ta = D
0.352 ln(2λ′

hNcD) represents the end time of the adaptation period
at high frequency, and the block verification delay T sat

v under the saturated
wireless environment can be obtained.

T sat
v =

D

0.352
ln(2λ′

hNcD) +
W − W (Ta)

ωNcλ′
h

(24)

For the entire network, the ρ < 1 state means that the network is unsaturated,
the throughput continues to increase linearly; due to the limitation of channel
capacity and delivery efficiency in wireless environment, ρ ≥ 1 indicates the
network reaches saturation state and its throughput tends to be stable.

TPSdag =
{

2βLsλNc, ρ < 1
2βLsNcm

E[Tst]
, ρ ≥ 1 (25)

4 Simulation Results

To verify the model proposed in this paper, it is modeled and simulated in
MATLAB according to the actual environmental requirements and the 802.11p
protocol standard. The system parameters are set as follows: the number of con-
sensus nodes is Nc = 10; the communication coverage Ls = 100 m is controlled
by the transmission protocol; the data transmission rate in the wireless channel
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is 12 Mbps; and the maximum number of transactions for one wireless transmis-
sion is set as m = 32, the data packet size E[H + L] is 1024. In the blockchain
network, the weight of each block is set as ω = 3, and the verification threshold
is assumed to be W = 800. In this paper, in order to evaluate the performance
of the IoV network based on the Tangle blockchain, the influence of parameters,
such as the distribution of light nodes, transaction load, and channel attenuation,
which are analyzed respectively.
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This article uses a three-dimensional graph to analyze the delivery process of
blockchain transactions from light nodes to consensus nodes under the combined
effect of the arrival rate λ and node distribution β. As shown in Fig. 3, when λ
is fixed, as β increases, the average number of retransmissions increases rapidly.
In the same way, after fixing β, the amplitude of Nw also increases with the
increase of λ. But it can be clearly seen that β has a greater impact on the
average number of retransmissions than λ. This is because λ increases the arrival
probability of transactions in the queue and indirectly leads to collision when
sending transactions. However, β directly leads to collision by increasing the
distribution density of competing nodes. This result is also matched with our
previous analysis in (7)–(8). The average number of retransmissions Nw is an
important indicator that the wireless environment affects the performance of
the blockchain network. As analyzed in (13)–(16), when Nw increases, it means
that the average service time Tst for transaction delivery becomes larger, and
the delivery efficiency decreases, which eventually leads to the block arrival rate
of the blockchain network becomes lower in (20).

Figure 4 shows the trend of network queuing delay, service delay and block
verification delay with the transaction arrival rate when the light node distribu-
tion is 0.01 and 0.15. As shown in the figure, when λ increases to about 25 and
37, the transaction queuing delay Tq increases suddenly, which means that the
network is saturated with load. This result is matched with our previous anal-
ysis in (19), because the probability of the arrival of transactions in the queue
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increases with λ, which exceeds the maximum service intensity μ of the queuing
system, so new transactions need to be queued to be served. In addition, since
λ will indirectly lead to collisions when the transaction is sent, it can also be
seen that the service delay Tst has a certain increase. Meanwhile, we can also see
that β = 0.05 enters the load saturation stage later than β = 0.15. Additionally,
the figure also shows the trend of block verification delay Tv. According to (14)–
(16), when the load is low, the cumulative weight of each block increases slowly,
and the block verification delay is large. In contrast, with the increase of λ, the
accumulative weight growth rate becomes larger, and thus the block verification
delay becomes smaller. Finally, when the network enters the load saturation, the
verification delay will stabilize.
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In Fig. 5, we can get the trend of the confirmation delay Ts of different priority
transactions. According to (10)–(12), due to the EDCA mechanism of 802.11p,
transactions with higher real-time requirements are assigned a higher transmis-
sion priority, thereby reducing their service time in the queuing system. From
the verification in the figure, the confirmation delay of real-time transactions
is lower than that of non-real-time transactions, and it enters the load satu-
ration state later. At the same time, it can be clearly seen in the figure that
the confirmation delay of the transaction undergoes a process of falling firstly
and then rising, which is caused by the consensus mechanism and the wireless
environment, which have been explained in Fig. 4.

In Fig. 6, when the transaction arrival rate is low, the wireless network does
not reach the saturated load and the probability of retransmission caused by
collision is small, so the delivery efficiency of light node transactions is higher.
At this time, the throughput growth rate of β = 0.15 is higher than that of
β = 0.05. As the transaction arrival rate increases, in the case of β = 0.15, the
practical situation is different from the expect situation in [17], and the through-
put performance of the network will eventually stabilize after λ reaches 25. When
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the maximum value is reached, the throughput will drop to a certain extent due
to E[Tst], which verifies the analysis in (25). Meanwhile, when the network load
is saturated, a larger node distribution density is more likely to collision during
transaction delivery, resulting in lower throughput than a blockchain network
with a lower node density.

5 Conclusion

In this paper, we studies the performance of the IoV based on the Tangle
blockchain, and analyzes how the wireless environment affects the transaction
delivery process and consensus process in the Tangle blockchain, which takes
into account of the more mature wireless transmission protocol standard DSRC.
The simulation results prove: 1) The confirmation delay of the transaction has
undergone two stages. In the first stage, the blockchain consensus mechanism
leads to a higher confirmation delay, and as the network traffic increases, the
confirmation delay decreases. In the second stage, the limitation of the wireless
environment causes the confirmation delay to increase; 2) The throughput of
the Tangle blockchain network cannot rise infinitely. In fact, as the node dis-
tribution density and network load continue to increase, the delivery efficiency
of transactions decreases. The throughput of the network eventually stabilizes.
The model proposed in this paper shows that it is feasible to extend the Tan-
gle blockchain to the IoV under the DSRC architecture, but its performance is
affected by its own consensus mechanism and wireless environmental factors. In
the future work, as the IoV standard gradually matures, it will consider studying
the blockchain network under the 5G communication architecture. At the same
time, the blockchain under the heterogeneous network is also worth studying in
the future.
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