
A Formal Verification
of Configuration-Based Mutation

Techniques for Moving Target Defense

Muhammad Abdul Basit Ur Rahim1(B), Ehab Al-Shaer2, and Qi Duan3

1 Montana Technological University, Butte, MT 59701, USA
mabdulbasiturrahi@mtech.edu

2 INI/CyLab, Carnegie Mellon University, Pittsburgh, PA 15213, USA
ehab@cmu.edu

3 University of North Carolina, Charlotte, NC, USA 28213
qduan@uncc.edu

Abstract. Static system configuration provides a significant advantage
for the adversaries to discover the assets and vulnerabilities in the system
and launch attacks. Configuration-based moving target defense (MTD)
reverses the cyber warfare asymmetry for the defenders’ advantage by
mutating certain configuration parameters proactively in order to dis-
rupt attacks planning or increase the attack cost significantly.

A key challenge in developing MTD techniques is guaranteeing design
correctness and operational integrity. Due to the dynamic, asynchronous,
and distributed nature of moving target defense, various mutation actions
can be executed in an interleaved manner causing failures in the defense
mechanism itself or negative interference in the cyber operations. There-
fore, it is important to verify the correctness and operational integrity,
of moving target techniques to identify the design errors or inappropri-
ate run-time behavior that might jeopardize the effectiveness of MTD or
cyber operations. To the best of our knowledge, there is no work aim-
ing for the formal verification of the design correctness and integrity of
moving target defense techniques.

In this paper, we present a methodology for formal verification of
configuration based moving target defense. We model the system behav-
iors with system modeling language (SysML) and formalize the MTD
technique using du-ration calculus (DC). The formal model satisfies the
constraints and de-sign correctness properties. We use the random host
mutation (RHM) as a case study of the MTD system that randomly
mutates the IP addresses to make end-hosts untraceable by scanners.
We validate the design correctness of RHM using model checking over
various configuration-based mutation parameters.
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1 Introduction

Moving target defense allows the cyber systems to proactively defend against a
wide-scale vector of sophisticated attacks by dynamically changing the system
parameters and defense strategies in a timely and economical fashion. It can pro-
vide robust defense by deceiving attackers from reaching their goals, disrupting
their plans via changing adversarial behaviors and deterring them through pro-
hibitively increasing the cost for attacks. MTD is distributed by nature since the
processes or actions in MTD are executed in an interleaved manner. It is impor-
tant to verify the design correctness and integrity otherwise the design error can
lead to failure or inconsistencies. The verification of the MTD technique should
be performed in an earlier design phase to prevent system failures.

The successful implementation of MTD techniques over numerous mutable
and configurable parameters is challenging. Even with the correct design, the
system must be correctly configured before performing the simulation and val-
idation. Due to the dynamic nature of MTD, the configurable parameters are
dependent on one another. The change in the value of one parameter affects the
other parameters. If the parameters are not configured correctly then MTD does
not remain conflict-free or system integrity will disrupt. Moreover, MTD design
must satisfy the mutation constraints and design properties which make sure
that the system is randomized, conflict-free, live and progressive. The reachabil-
ity, liveness, deadlock-freeness, and fairness are the properties that ensure the
design correctness.

In the context of software or hardware, formal verification is the act of proving
or disproving the correctness of the underlying system with respect to a certain
formal specification [20]. In this work, we present a formal specification and ver-
ification methodology to ensure the design correctness and operational integrity
of configuration-based MTD techniques. For this purpose, we have simulated and
verified the MTD technique, random host mutation (RHM), against the design
correctness properties over numerous configurable and mutable parameters. We
have designed a generalized model of RHM that ensures the scalability of veri-
fication of RHM. Our simulation and verification ensure the design correctness
and robustness of RHM.

In this paper, the functionality of individual entities of RHM is graphically
presented. The system behaviors and basic functionality are modeled using sys-
tem modeling language (SysML). The graphical model is helpful to understand
the MTD technique. For detailed requirement specification, we use duration cal-
culus which is an interval logic for the specification of a real-time system. DC
covers dimensions that are required for specifications and verification for embed-
ded and real-time systems [19]. DC is useful to specify the real-time events and
actions such as the one used in the time-based mutation of MTD. Moreover,
the DC specifications and constraints are also provable. The RHM is a real-
time system as it handles the real-time events which need a real-time response.
Therefore, DC best suits for formal requirement specification of RHM.

We use model checking tool for simulation and verification of MTD tech-
niques. Model checking tools formally specify a system and help to find the
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unknown or inappropriate behavior of a system [23]. We have used UPPAAL for
modeling and verification of MTD techniques. UPPAAL is a model checking tool
for verification of real-time systems [23,25]. The constraints and properties are
specified in temporal format and validated against the formal model to ensure
the design correctness.

The rest of the paper is organized as follows. Section 2 briefly describes
the preliminaries. Section 3 defines the RHM protocol. Section 4 presents the
RHM verification. Section 5 describes the RHM components modeling and Sect. 6
presents the MTD verification. We present the survey of related work in Sect. 7.
Section 8 concludes the methodology.

2 Preliminaries

In this section, we have discussed the preliminary concepts required to under-
stand the methodology.

2.1 System Modeling Language

The System modeling language (SysML) is a graphical modeling language which
is an extension of a unified modeling language (UML). SysML consists of three
types of diagrams which are behavioral diagram, structural diagram, and require-
ment diagram. The state machine diagram is a behavioral diagram of SysML
that we use to describe the functionality of entities associated with RHM. The
SMD describes the states of a model and the transitions between the states. The
rectangle and arrow represent the state and transition respectively. The transi-
tions are labeled with a guard to enable or disable the transition. The transition
executes if the guard is evaluated as true. We have modeled all components of
RHM using SMD. SysML covers all modeling aspects require for modeling of
MTD. The protocol, triggers, actions, constraints, and parameters can be spec-
ified using SysML.

2.2 Duration Calculus

Duration calculus is an interval logic that describes the real-time behavior of
dynamic systems. It establishes a formal approach to specify and validate time
duration of states in real-time system [13]. DC is also used to specify an inter-
val temporal logic and specify the functionality of the real-time system at the
abstraction, concrete and low level.

The duration calculus is designed for specifying and reasoning about embed-
ded and real-time systems [16]. DC is widely practiced and numerous extensions
of DC has been proposed for specification and verification of real-time systems
[4,17,19,29,30]. The DC expressively specifies the embedded and real-time sys-
tems. There are three important dimensions (reasoning about data, communi-
cation, and real-time aspects) which are required for verification of embedded
hardware and software systems. All these dimensions can be expressed by DC
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[19] and these dimensions are required for model checking. Numerous prominent
approaches are available that perform verification of temporal specifications by
translating the problem into an automata-theoretic setting [13,19].

DC has a subset which is known as DC-implementable which we have used to
describe the detailed RHM model. The DC formal model covers all aspects for
modeling of MTD. The MTD protocol, constraints, and parameters are specified
using a DC-based formal model. Moreover, the DC formal model is a detailed
model as compare to SysML. Even the scenarios for changing the values of
parameters can be specified Using DC. The most important reason for using DC
is that the DC constraints are mathematically provable.

Table 1 presents some symbols for specification of duration calculus. The ceil-
ings �� is used to specify the state. The right arrow is used for transition. The
symbol ε with a right arrow indicates the transition with delay. The right arrow
with number zero indicates the control is initially in that state. The appendix
describes the DC implementables along-with its use for RHM [6,13]: DC imple-
mentables describe the type of transition among the states, and sets the invari-
ants to make the system stable.

Table 1. Some symbols of duration calculus

Symbol Description

�x� region,

−→ followed-by,

−→0 followed-by-initially,
ε−→ delay transition,
≤ε−−→ upto,
ε−→0 followed-by-initially,

; chop

3 RHM Protocol

The RHM architecture consists of hosts, moving target gateways (MTG), domain
name server (DNS), switch and moving target controller (MTC). The MTG is
responsible for all interactions of MT hosts with other entities. While the MTC
is brain of RHM protocol which mutates vIP addresses of MT hosts frequently
and updates the MTGs with new vIP. There are two types of hosts: mutable and
non-mutable hosts. The IP address of the mutable host mutates frequently by
MTC to save the MT host from the scanner. The mutable host is also called as
MT host. Whereas, the non-MT host is a host whose IP does not mutate. The
MTG contains the translation table which contains virtual IP (vIP) and real IP
(rIP) addresses of all MT hosts. It hides the addresses of MT hosts from rest
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of the entities. While the domain name server (DNS) contains (rIP) addresses
of all hosts. The DNS directly interacts with MTG and the MT host interacts
with DNS through MTG.

Figure 1 illustrates the RHM protocol [22]. We have extended our earlier
research and the RHM protocol [3,22]. Initially, the source MT host only knows
the name of destination MT host, therefore, source host requests DNS, through
source MTG, for the address of destination MT host to start the communica-
tion (step 1). The DNS receives the name of destination MT host and responds
with rIP address of destination MT host (step 2). The source MTG intercepts
DNS response and translates the rIP address to vIP address, rewrites the DNS
response, and forwards to source MT host (step 3). The MT host sends a packet
to source MTG to forward it to destination MT host (step 4). The source MTG
translates the destination MT host vIP address to rIP address, rewrites the
packet, and forwards the packet to the switch with rIP addresses of the sender
and receiver (step 5). The switch forwards the packet to destination MTG along-
with rIP address of source and destination MT hosts(step 6). At the end, desti-
nation MTG translates the rIP address of sender to vIP address, forwards the
packet to destination MT host using rIP, and shares the senders’ vIP address
(step 7). The MT host sends back the packet in the same way however MT hosts
can only see the vIP address of each other instead of rIP address. In both cases,
the MTGs translate the rIP to vIP.

Host 2

Host 1

MTG of Dest. 
Host

Router

DNS MTC

5. <src: r1, dst:r2>

6. <src: r1, dst:r2>

7. <src: v1,  dst:r2>
8. <src: r2, dst:v1>

9. <src: r2,   dst:r1>

10. <src: r2,  dst:r1>

11. <src: v2,  dst:r1>

2.<name2,r2>
4.<src: r1
dst:v2>3.<name2, v2>

Update 
table

MTG of Source 
Host

Switch

MTG of Dest. 
Host

Des na on 
MT Host

MTC

Source 
MT Host 

DNS
1.<name2,?>

Fig. 1. RHM protocol
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4 Verification Methodology

Figure 2 presents the process for specification, modeling, and validation of RHM.
The SysML model is used for graphical presentation. We have modeled the
behavior of RHM using SMD to present the basic functionality of MTD. The
DC is used for formal specification of RHM. The DC formal model contains
more details as compared to a SysML model. The DC implementables are used
to describe the protocols, mutation function, and mutation and configuration
parameters. The user-defined properties are specified using DC constraints. The
constraints are specified as temporal properties in model checking tools.

The mapping among SysML, DC, and UPPAAL is done under the proposed
mapping rules by researchers in [6,13,24]. Basit Ur Rahim et al. [6] proposed
mapping rules from SysML to DC, however, the same rules are also applicable
from SysML to DC. We have used the UPPAAL model checking tool for valida-
tion of design and the mutation configuration parameter. The model is analysed
against the temporal properties which are specified in the form of timed compu-
tational tree logic (ECTL) properties. If the property does not hold then model
checker shows the counter-example. Then the user can revise the model accord-
ingly.

DC 
Implementables

SysML
(Detailed 
graphical 
model)

Temporal 
Proper es

Model 
Checker

Fig. 2. Verification methodology

5 RHM Components Modeling

The MTG and MTC are graphically modeled using state machine diagram of
SysML. The graphical models are simplified for a better understanding of RHM.
The simplified RHM model is formally specified using DC which is a detailed
formal model as compared to the graphical model. Due to page limits, we have
only provided DC specification for MTG and MTC. The modeling and simulation
of generalized RHM using UPPAAL model checker are quite interesting because
the instance of each component interacts with the instance of other components.
In this way, the generalized model has made easier the verification of different
sizes of networks.
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Fig. 3. State machine diagram for MTG

5.1 Moving Target Gateway

The MTG performs an important role for implementation of RHM. MTG is
connected with the host, DNS, switch, and MTC. It hides the (rIP) addresses of
MT hosts by performing address translation. Figure 3 illustrates the basic func-
tionality of MTG for better understanding of protocol. It describes the input of
MTG along-with three different address translations. In Fig. 3, the state Receive
Packet is an initial state. The DNS request, DNS response, packet in, packet
out, and MTC packets are inputs of MTG. The MTG updates the translation
table (TT) on receiving MTC packet which is vIP address of MT host. MTG per-
forms translation on receiving these inputs: DNS response, packet in, and packet
out. After translation, the MTG rewrites the packet and forwards to respective
entities. Table 2 presents all inputs, the performed address translation, and cor-
respondence with respective entities.

Table 2 is the detailed DC-based formal specification of MTG. It is the
detailed formal model as compared to SMD presented in Fig. 3. On receiving
inputs, all step-by-step actions shown in 3 are specified using DC implementa-
bles. The implementable Init-1 presents the initial state which is RP (receive
packet). Initially, all invariants are set to false as shown by implementables from
Init-2 to Init-8. Most of the invariants are self-explanatory. The invariant DReq
and DRes are input that represent the DNS request and DNS response respec-
tively. The invariant MTC PKT is also an input to MTG which is received from
MTC to update the translation table. The invariant MTH is set to true when a
communicating host belongs to MT host and invariant TT is set to true when
the host is available in the translation table. By Seq-1, there are five possible
transitions from initial state Receive Packet (RP). Syn-1 states the input for all
possible transition from RP state. By Seq-2, Stab-1, and Seq-3, the MT host
requests for address of destination MT host. The request is intercepted by MTG
and then forwarded to DNS. Figure 3 also illustrates the MT host request with
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Table 2. Implementables specifying the MTG

Init − 1 : �� ∨ �RP �; true,

Init − 2 : �� ∨ �¬DReq�; true,

Init − 3 : �� ∨ �¬DRes�; true,

Init − 4 : �� ∨ �¬Pkt out�; true,

Init − 5 : �� ∨ �¬Pkt in�; true,

Init − 6 : �� ∨ �¬MTC Pkt�; true,

Init − 7 : �� ∨ �¬MTH�; true,

Init − 8 : �� ∨ �¬TT �; true.

Seq − 1 : �RP � −→ �RP ∨ Frw to DNS ∨ Translate ∨Drop ∨ Update table�,
Seq − 2 : �RP � −→ �Frw to DNS�,
Seq − 3 : �Frw to DNS� −→ �RP �,
Seq − 4 : �RP � −→ �TransDNS�,
Seq − 5 : �TransDNS� −→ �Rewrite DNS Response�,
Seq − 6 : �Rewrite DNS Response� −→ �Frw to host�,
Seq − 7 : �Frw to host� −→ �RP �,
Seq − 8 : �RP � −→ �TransOut�,
Seq − 9 : �TransOut� −→ �Rewrite Packet�,
Seq − 10 : �Rewrite Packet� −→ �Frw to Switch�,
Seq − 11 : �Frw to Switch� −→ �RP �,
Seq − 12 : �RP � −→ �Frw to Switch�,
Seq − 13 : �Frw to Switch� −→ �RP �,
Seq − 14 : �RP � −→ �Drop�,
Seq − 15 : �Drop� −→ �RP �,
Seq − 16 : �RP � −→ �TransIn�,
Seq − 17 : �TransIn� −→ �Frw to host�,
Seq − 18 : �RP � −→ �Update table�,
Seq − 19 : �Update table� −→ �RP �,
Syn − 1 : �RP ∨ DReq ∨ DRes ∨ Pkt in ∨ Pkt out ∨ MTC Pkt� −→ �¬RP �,
Syn − 2 : �TransDNS ∧ rIP to vIP ()� −→ �¬TransDNS�,
Syn − 3 : �TransIn ∧ rIP to vIP () −→ �¬TransIn�,
Syn − 4 : �TransOut ∧ vIP to rIP () −→ �¬TransOut�,
Stab − 1 : �¬RP�; �RP ∧ (DReq)� −→ �Frw to DNS�,
Stab − 2 : �¬RP�; �RP ∧ (DRes)� −→ �TransDNS�,
Stab − 3 : �¬RP�; �RP ∧ (Pkt out)� −→ �TransOut�,
Stab − 4 : �¬RP�; �RP ∧ (Pkt out)&(vIP /∈ MTH)� −→ �Frw to Switch�,
Stab − 5 : �¬RP�; �RP ∧ (Pkt out&vIP /∈ TT )� −→ �Drop�,
Stab − 6 : �¬RP�; �RP ∧ (Pkt in)� −→ �TransIn�,
Stab − 7 : �¬RP�; �RP ∧ (MTC Pkt)� −→ �Update Table�

an input DNS Req. Seq-4, Stab-2, and Syn-2 show that the DNS response is
intercepted by MTG and then translate the rIP to vIP. The Seq-5 and Seq-6
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lead to rewrite the DNS response and forward to host. By Seq-8, Stab-3, and
Syn-4, the host requests for packet out and then MTG translates the destina-
tion MT host vIP to rIP. With Seq-9, Seq-10, and Seq-11, the MTG rewrite the
packet, forwards to switch, and comes back to the initial state. Seq-12, Seq-13,
and Stab-4 show that if the address does not belong to MT host then forwards
the packet to switch without translation. Seq-14, Stab-5, and Seq-15 describe
that if the address of destination MT host is not in the translation table (TT)
then the will be drooped. Seq-16, Stab-6, Syn-3, and Seq-17 belong to the packet
in. When a packet is received, the MTG translates the rIP address to vIP (Syn-
3). Then MTG forwards the packet to MT host. Seq-18, Stab-7, and Seq-19
represent the updating the translation table on MTC response.

After DC specification, MTG is simulated and verified using UPPAAL.
Figure 2 is the implementation of MTG using UPPAAL.

5.2 Moving Target Controller

MTC frequently mutates the vIP addresses of all MT hosts. Figure 4 is the SMD
that illustrates the basic functionality of MTC. The Check time state checks
the time and starts mutation if time is above the threshold time value. The
Select New vIP state performs the mutation. The MTC satisfies the constraints
while selecting new vIP. The mutation function makes sure that all N number
of hosts get new and randomvIP, no host get the same vIP consecutively, and
no two MT hosts of same subnet will have the same vIP. Once mutation process
is completed at Select New vIP state, the MTC clock is reset and an MTC
packet is sent to MTG to update the translation table. The mutation process
also takes care of liveness and fairness properties that mutation will start after a
certain interval and every host will have new vIP. Figure 4 represents the timed
automaton of MTC where threshold time for mutation is set to 25-time units.
It randomly selects an address from a given range.

Check_ me

Broadcast_to_MTG

Select_New_vIP

Non-repeat
&& conflict-free

!(Non-repeat
&& conflict-free)

Time >=threshold 

Fig. 4. State machine diagram for MTC

Table 3 presents the DC specification for MTC. The implementable Init-1
describes the initial state of MTC which is MTC Ready state. By Seq-1 and
Prog-1, MTC checks the time, if the time is above the threshold time which
is 25 time units then it changes the vIP address. Seq-1 and Stab-1 describe
the mutation which iterates till all the MT hosts get new vIP. Stab-1 makes
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sure that new vIP is no-repeating and conflict-free. The function vIP() in Stab-
1 is responsible for mutation. It randomly selects an address and mutates if
constraints are satisfied. By Seq-2 and Syn-2, when mutation process completes,
the MTC broadcasts the vIP to MTG. In a normal system, MTC interval is an
important factor and it affects the reachability of the system. We have verified
the RHM over various MTC intervals which are up to 100 time units.

Table 3. Implementables specifying the MTC

Init − 1 : �� ∨ �MTC Ready�; true,

Seq − 1 : �Check time� −→ �Select New vIP �,
Seq − 2 : �Select New vIP � −→ �Broadcast to MTG�,
Seq − 3 : �Broadcast to MTG� −→ �Check time�,
P rog − 1 : �Check time� 25−−→ �¬Check time�,
Stab − 1 : �¬Select New vIP �; �Select New vIP

∧(n < N ∧¬repeat∧¬conflict∧vIP ())� −→ �Select New vIP �,
Syn − 2 : �Select New vIP ∧ n = N� −→ �¬Select New vIP �,

The Eq. (1) is the DC constraint over MTC which specifies that initially
MTC is in MTC Ready state, all hosts must initialized with new vIP after every
25 time units. This constraint does hold by supported implemetables Prog-1,
Stab-1 and Syn-2 respectively. The DC constraints are also mapped to temporal
properties of model checking tool.

|= MTC ⇒
⎛
⎝

( Ready� ⇒ ∫
M < ε)

∧(�Check time� ⇒ l ≥ 25 + ε)
∧(�Select New vIP � ⇒ ∫

(vIP ∧ n < N) + ε)

⎞
⎠ (1)

6 MTD Verification

The main contribution of this research is formal specification of MTD and veri-
fying the different scenarios. We have formally specified all the entities of RHM
protocol and verified it against the constraints. The DC is helpful in speci-
fying the protocol and the constraints. Moreover, the RHM is evaluated over
the configuration-based mutation parameters. We have simulated numerous sce-
narios for verification of RHM. The RHM has proven the robustness during
simulation and verification.

6.1 Evaluation Methodology

We have simulated and verified the RHM over networks of various sizes. The
DNS entry, routing entry, translation table, size of the network, size of a subnet,
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and number of MTG are the important parameters that need to be correctly
configured. Moreover, a mutable parameter is used to assign the random and
non-repeating vIP address to all MT hosts. The configuration process makes
sure that the network is correctly designed and configured before simulation and
implementation. It makes sure that every entity gets an equal opportunity to
interact with the respective components. These parameters need to be configured
before the simulation and implementation start. In RHM, the MTC interval and,
DNS delay are also important parameters that can affect the functionality of
RHM. For the implementation of RHM in UPPAAL, the configuration process
executes first and the rest of the processes execute accordingly. The configuration
parameters must be correctly configured in start otherwise it will disrupt the
systemś operation. We have created a configuration component in UPPAAL to
configure the parameters. In this process, we have defined and configured the
parameters for DNS entry, MTG entry, router entry. The mutation interval, and
DNS delay, and MTG delay are initialized. The number of MT hosts and MTGs
and the size of a subnet are also assigned in the configuration process.

Ready Configure

n<N
vIP()

conf_Subnet, 
conf_DNS_table, 

conf_Routing_table, 
conf_Trans_table, 

conf_Start

n==N
conf, Mutate

Fig. 5. State machine diagram for Configuration

Figure 5 is the SMD and presenting the configuration process. The Ready
state is the initial state whereas the Configure state performs the configuration.
The configuration process configures several tables that belong to MTG, DNS,
and Switch which contain information about hosts and their respective MTGs.
The invariant conf Start represents the configuration process is started. Initially,
this boolean invariant is set to false. The invariant conf Subnet belongs to initial-
ization of MT hosts to their respective subnet. The invariants conf DNS table,
conf Routing table, and conf Trans table represent the initialization of DNS,
routing, and translation tables respectively. Moreover, all the hosts are initial-
ized with random vIP using function vIP(). A loop transition with Configure
state executes till all N number of MT hosts are initialized with vIP. When the
configuration process completes the invariant Conf and Mutate are set to true
where the invariant Mutate activates the MTC for initiation of mutation pro-
cess and conf represents the completion of configuration process. In UPPAAL,
the Configure state is set to committed where the time does not elapse during
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configuration. Moreover, all tables are initialized using user-defined functions
conf TT(), cong routing table(), cong DNS(), conf subnet(), conf availability(),
and vIP() respectively.

6.2 Properties Verification

The RHM design must satisfy the correctness properties. For this purpose, we
have verified the reachability, liveness, and deadlock-freeness of RHM design.
Our results prove the correctness, effectiveness, and reliability of RHM. We have
found that the RHM satisfies all the correctness properties and ensures the
correctness over various configuration parameters.

The RHM design is verified using ECTL temporal properties. The Reachabil-
ity describes that every good state is reachable and every bad state is unreach-
able. The liveness describes that system is progressing to achieve a specific goal.
Deadlock-freeness ensures that the system is not stopped and it is always in
progressing state. The system is in deadlock state when it stops in a state and
does not progress to other states [28]. Equal distribution of resources is known
as fairness [28].

Table 4. Verification properties

Property Temporal property Result

Reachability A[] not (mtg.drop) Satisfied

MTG should not drop the packet

Liveness A[] mtc.Mutate && n < N

&& not(conflict && repeat)

Satisfied

After certain interval, MTC should

mutate vIP that should be conflict-free

and non-repeatative

Deadlock-freeness A[] not deadlock Satisfied

Deadlock can prevent MTG from

mutation

Fairness A[] mtc.Broadcast && n==N Satisfied

New vIP for every MT host should be

broadcast to MTG

The mutation function vIP() of MTC randomly selects the vIP from an
address range. The RHM satisfies the constraints that no two hosts will have
the same vIP otherwise the packet will be delivered to the wrong destination
or incorrect sender information will be shared with the receiver. It also satisfies
the second constraint that no host will have the same vIP consecutively. The
selection of random vIP from a long address range makes scanning difficult for
an attacker. Moreover, if the mutation process is faster then even it can be more
difficult for the scanner however it can affect the reachability. The system does
not stop working and remains live.
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The UPPAAL model checking tool verifies the time-based model against the
temporal properties and results as satisfied or not-satisfied. The UPPAAL model
is the detailed model as compared to MTD specification and SysML model.
Table 4 presents the verification properties. The operator ([ ]) is used with tem-
poral properties makes sure that the property is satisfied for all states on all
paths.

6.3 Evaluation

While designing and implementing RHM model, we have considered different
scenarios. First, the MTG keeps the older vIP address which is known as old win-
dow. When MTC mutates the vIP address, the MTG saves viPs of old window.
If the MTG has already obtained the vIP address, meanwhile, MTC mutates
the vIP address then MTG forwards the packet to older vIP address. Saving
the older vIP address is also interesting that what will be the size of window.
We have simulated this scenario and consider the size of window is one. If the
address matches to updated or older vIP address then packet will be forwarded
to respective address otherwise packet will be dropped. Second, we have also con-
sidered another scenario that MTG does not save older vIP address then MTG
forwards packets to new vIP address only. In this case, MTG should not drop
the packets. If MT host has old vIP address then MTG ask to obtain the new
vIP address. In this case, if IP mutation is very frequent then it will not affect
the reachability and also makes the MT host untraceable. The results presented
in this section belong the second scenario.
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Fig. 6. Reachability analysis over MTC intervals

The analysis figures are based on numerous parameters over various sizes of
subnet and networks. Figure 6 describes the reachability analysis of RHM over
various mutation intervals of MTC. It shows the execution time of reachability
property which is in milliseconds. Figure 6 is based on mutation intervals. For
this simulation, the mutation intervals is 25 time units. The size of the subnet



74 M. A. B. U. Rahim et al.

is set to ten. The RHM still satisfies the reachability. The RHM protocol sat-
isfies the reachability property that every packet is delivered to its destination
host and there is no packet loss even we all these parameters. The maximum
time consumed is 6700 ms for a network size of two hundred hosts. The time
consumption is very low which makes verification of RHM scalable. We have
also analyzed the memory usage for properties verification. We have observed
that the UPPAAL model checker uses up to 1.4 GB memory for verification of a
network with 200 hosts and 100 MTGs. Figure 7 presents the memory analysis
of reachability property over MTC intervals.
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Fig. 7. Memory analysis of reachability property over MTC interval
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Fig. 8. Liveness analysis over MTC interval

Figure 8 presents the analysis of liveness property over MTC intervals. We
have used the same parameters values as shown in Fig. 6. Although, the execution
time is different, however, the trend of time consuming is almost same. The
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maximum time consumed is 6800 milliseconds for network of 200 hosts and
20 MTGs. Figure 9 shows the memory analysis of liveness property over MTC
intervals. The parameters for 9 are same as shown in Fig. 7. The maximum
memory consumed is 1.23 GB for a network of 200 hosts with 10 MTGs. The
trend of memory consumption in both figures (Fig. 7 and Fig. 9 ) is almost same.
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Fig. 9. Memory analysis of liveness property over MTC interval

We have also applied the methodology for formal specification and analysis
of random routing mutation (RRM) which is a technique of MTD. In RRM, the
router changes the routing path frequently. UPPAAL is useful for the selection
of random and un-deterministic routing paths. We use UPPAAL for modeling,
simulation, and verification of RRM. The design properties used for verification
of RHM are used for validation of RRM.

7 Related Work

In this literature review we have evaluated few techniques for specification and
verification. Pedroza et al. [21] propose a SysML profile for designing of an
embedded system and perform verification for safety and security of commu-
nication links. Perroza uses UPPAAL and ProVerif toolkits for verification of
embedded system. Shen et al. [27], Fang et al. [14], and Lugou et al. [18] graphi-
cally model the security protocols using unified modeling language (UML), con-
vert it to Spi calculus to perform verification using Profier. Dadeau et al. [9]
propose a set of mutation operators for HLPSL models that aim at introducing
leaks in the security protocols. The model is analyzed by a tool AVISPA that
produce counter-example traces leading to the leaks. Fu et al. [15] propose Secu-
rity Objectives to Protocol Security Testing, to generate the test cases on-the-fly.
He propose the algorithm for the protocol verification. However, the verification
of randomized and dynamic system is really challenging especially when size of
the network is too large. The researchers of all these proposals use the SysML
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as a foundation for modeling of their case studies. Then different tools are used
to perform the validation of static systems.

Duration Calculus is a specification language for embedded and real-time
systems. Basit Ur Rahim et al. [6] and Olderburg [13] use the DC for specifi-
cation and perform verification using UPPAAL model checker. Schwammberger
[26] extended DC and named it as multi-lane spatial logic. The researcher used
UPPAAL for verification of traffic control system. The UPPAAL is a model
checking tool for modeling, validation and verification of real-time systems [25].
UPPAAL models the system as network of timed automata and performs analy-
sis of the system. UPPAAL is most appropriate for systems that can be modeled
as a collection of non-deterministic processes with finite control structure and
real-valued clocks [25]. The processes communicate through channels or shared
variables [8]. UPPAAL is suitable for applications that include communication
protocols and real-time controllers, in particular, those where timing aspects are
critical [25]. Basit Ur Rahim et al. [6,7,23,24] has performed verification of vari-
ous dynamic real-time systems using UPPAAL which helped to find design error
in an earlier design phase. Sidra Sultana et al [28] verified the dynamic traffic
light system using UPPAAL. As the RHM [3] is a dynamic and randomized,
therefore, UPPAAL is suitable to model the framework to validate its correct-
ness, efficiency and reliability.

The notion of mutable networks as a frequently randomized changing of net-
work addresses and responses was initially proposed in [1]. The idea was later
extended as part of the MUTE network which implemented the moving target
through random address hopping and random fingerprinting [2]. Randomiza-
tion is a common technique for security. Examples of information randomiza-
tion include instruction set randomization [5,10], memory address randomization
[11], and compiler-generated software diversity [12].

8 Conclusions

In this paper, we present a verification methodology for the correctness and
integrity of MTD techniques. We have formalized, modeled, and verified the
techniques of MTD over numerous configuration-based mutation parameters.
As a case study, we have simulated a class of MTD for conformance of proce-
dures and performed an analysis to ensure the design correctness. The RHM
model is validated against reachability, liveness, fairness, and deadlock-freeness
properties. The properties ensure that the mutation process does not affect
the MTD technique. The mutation process is also evaluated over non-repeating
and conflict-free constraints. The mutation process ensures that every MT host
address mutates over a certain interval. The results present that dynamic and
randomized RHM is correct, effective, and reliable. The verification of RHM does
not utilize enough resources that make verification more scalable. The verifica-
tion of RHM has consumed up to 1.4 GB memory and 6700 ms for verification of
TCTL properties for a network with (up to) 200 MT hosts, 100 MTGs, and 40
MT hosts over a subnet. We have designed the generalized model of RHM that
also helps to design, simulate, and verify a scalable network.
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Appendix: DC Implementable with Definition

DC
implementables

Pattern Description

Initialisation �� −→
�x�; true,

Each control automaton is either empty or in initial
state

Sequence �x� −→ �x ∨
x1 ∨x2 ∨ ..∨xn�

if the control automaton is in state x it subsequently
stays in x or moves to one of the state x1, ..., xn. e.g.
all transition among the states of a component are
specified using sequence implementable

Progress �x� ε−→ �¬x� The control automaton stays for ε seconds in state x,
it leaves this state and progresses accordingly. e.g.
This will be used to define the computational overhead
of mutation

Synchronization �x ∧ α� ε−→ �¬x� The control automaton stays for ε second in state x
with condition α being true. The time unit ε is a clock
that can be either discrete or continuous type. e.g.
This will be used to allow the transition iff the
mutation criterion is satisfied

Bounded
Stability

�¬x�; �x ∧
α� ≤ε−−→ �x ∨
x1 ∨x2 ∨ ..∨xn�

When the control automaton changes its state to x
with the condition α being true and the time does not
exceed ε seconds, it stays in x or it moves to one of

states x1, ..., xn. e.g. Mutate vIP after a certain time
interval

Unbounded
Stability

�¬x�; �x ∧
α� −→ �x∨x1 ∨
x2 ∨ .. ∨ xn�

when the control automaton changes its state to x
with the condition α being true, it stays in x or it
moves to one of states x1, ..., xn. e.g. Select new vIP
till all MT hosts get a new vIP

Bounded Initial
Stability

�x ∧ α� ≤ε−−→0

�x ∨ x1 ∨ x2 ∨
.. ∨ xn�

When the control automaton initially is in state x
with the condition α being true and the time does not
exceed ε seconds, it stays in x or it moves to one of
states x1, .., xn. e.g. Set values of all parameters in
initial phase before mutation starts

Unbounded
Initial Stability

�x ∧ α� −→0

�x ∨ x1 ∨ x2 ∨
.. ∨ xn�

When the control automaton initially is in phase x
with the condition α being true, it stays in x or it
moves to one of states x1, .., xn. e.g. Initialise the
configuration parameters in initial phase
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