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Abstract. Multi-agent reinforcement learning solves optimization prob-
lems in sequential decision-making and enables controlling spatially dis-
tributed actuators. We consider a cooperative setting where agents can
exchange information via a central controller, e.g. a cloud-based service.
In real world applications however, communication channels are often
error-prone and agents may become disconnected and can neither send
its observation nor receive observations from other agents. We formal-
ize this problem as a subclass of decentralized Markov decision processes
and discuss the complexity of the problem. We then propose several solu-
tion concepts that involve breaking down the complexity by considering
only a subset of failure scenarios, learning independent policies for each
failure scenario, reconstructing missing information and learning policies
that incorporate the state uncertainty in the training process.

Keywords: MARL - Dec-MDP + Dec-POMDP - Communication
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1 Introduction

Many real world control problems involve operating spatially distributed actu-
ators by use of a potentially faulty communication network, e.g. a power grid,
a water drainage network or a traffic light control system [1,2]. Reinforcement
learning has been used extensively in recent years to solve optimization problems
in sequential decision-making [3] by learning a policy that maps the system state
to control actions, but using these algorithms in a distributed scenario requires
perfect communication channels. This is caused by the fact that they learn poli-
cies that do not account for being incapable of action per se, as it becomes the
case when a central controller running the policy loses connection to one or more
of the actuators. Modeling our task as a multi-agent system overcomes this issue
by separating available state information and accessible control actions to enable
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generation of multiple policies that can be deployed locally where actuators are
located, thus mitigating the need of a continuous communication stream.

In this paper we will focus on the cooperative multi-agent reinforcement
learning (MARL) setting [5], where we want to optimize all agents against some
common goal, since we are specifically interested in the problem that is posed
by coordinating these agents across distant locations to solve a global objective.
A lot of work has been done that incorporate the exchange of information as
part of the learned policy, i.e. agents can decide what information they want
to send to other agents and also to which of these. This concept is known as
learning to communicate and is typically motivated by a limited communication
bandwidth, latency or a restricted network topology (e.g. agents can only talk
to adjacent agents). This might be the case in sensor networks or autonomous
cars, for example. In the following we want to focus on scenarios where a central
controller is present and no limits in communication bandwidth or latency exist.
Agents may become disconnected to the central controller, however. We think
that this type of information structure applies to a lot of applications, since we
often encounter settings where agents have access to the internet via a cellular
network and can communicate to a cloud-based service. The central controller
in this case is very resilient against failure, but the communication channels to
the agents that drive the actuators are not.

2 Preliminaries

A Markov decision process (MDP) is a discrete time decision framework for the
single agent setting and is defined as a tuple (S, 4,7, R,~), where S is the set
of all states, A is the set of all action that the agent can take. Being in state
s € S, the agent selects an action a € A and transitions to next state s’ with
probability 7 (s'|s,a). R: § x A x S — R is the reward function that acts as
feedback for the agent, providing the optimization quantity for a given transition
(s,a,s").v €10,1) is the discount factor. The goal of the agent is to maximize the
expected discounted reward E[>";° 7" R(s¢, ar, s¢4+1)] over encountered trajecto-
ries by learning a policy 7: § — A that maps from states to actions. Depending
on the environment, the optimal policy might however be a stochastic one, i.e.
m is more generally defined as 7: S — A(A), and the agent may select its action
by a ~ 7(.|s).

Stochastic games are an extension to MDPs that capture the interaction of
multiple agents with the environment in that they extend MDPs with a set of n
agents denoted by A. Every agent ¢ € N has its own action space A; and gets
reward R;. We will from now on denote the joint action space as A = X;enrA;.
In the cooperative setting considered in this work, R; = R, holds for all ¢, j € N.

To model the uncertainty of an agent’s limited view of the environment,
we define the set of joint observations as {2 = X;carf2;, as well as an obser-
vation function O: A x & — A(£2) that indicates the probability O(ola,s’) of
the agents observing a joint observation o after taking joint action @ and tran-
sition to state s’. Each agent can only see its corresponding part of the joint



Towards Distributed Control Under Deficient Communication with MARL 505

observation. This leads us to the well known framework of decentralized par-
tially observable Markov decision processes (Dec-POMDPs) [6], which capture
the aforementioned structures as a tuple (M, S, A, 7, R, 2,0, 7). Regarding the
observation function, different information structures have been identified [7]
that describe the amount of information that an agent gets from its observation.
If there exists a mapping from each observation that uniquely identifies the full
state, then we can reduce the problem to a single agent decision problem by
learning a joint policy that maps to the joint action space. During execution,
each agent will select its action according to that policy. Another important
class of observation functions are those where the composition of all observa-
tions can uniquely identify the system state. This class is referred to as jointly
fully observable and the corresponding framework is denoted as a decentralized
Markov decision process (Dec-MDP), which are a subclass of Dec-POMDPs.
For n > 3 they are NEXP-complete in the worst case however, as it is the case
for Dec-POMDPs for n > 2 [8]. A slightly stronger assumption than the joint
full observability is a decomposable state S = (Sy, ..., S,) whereat each agent
observes its local state S; [10,11]. Even though an agent may not observe the
full state information during execution time, we will assume that the full state,
observations and actions of all agents are known during training, known as the
centralized-training-decentralized-execution scheme [5].

Note that during execution, an observation itself does not provide enough
information to decide on an action without losing optimality [6], since the Markov
property is no longer valid for partial observations. Therefore, policies have to
be build on action-observation histories, which in practice is often realized by
use of a recurrent architecture [5,9].

3 Problem Formulation

To address the issue of deficient communication channels, we formalize the prob-
lem as a subclass of Dec-MDPs, represented by a tuple (N, Sg, M, A, Tg, T,
R,02,0,v). N is the set of n agents, S = Sg x M is the set of states with
Sg = X;enS; being the set of environment states consisting of local states for
each agent i € N. M = {0, 1}" is the set of mask states that specify for each
agent if it is connected to the central controller, with I representing that the
agent is connected and can send its local state S; and receive states of other
agents that are connected and 0 representing that the agent is disconnected and
can only observe its local state. We denote 0 = (0, ..., 0) for the case that every
agent is disconnected and 1 = (1, ..., 1) if all agents are connected. Moreover, we
define the relation < on M with (my,...,ms,...,my,) < (mh,...,m},...,m})
if mjy =1 = mj =1 for all i € N meaning that a mask state m is less or
equally available than m’ if all agents that are connected in m are also connected
in m’ (Fig. 1).

A = X;enA; is the set of joint actions and R: Sg x A X Sg — R is the
reward function for a common goal for all agents. 7: S x A — A(S) is the
transition probability function, which can be factorized into two components
Tg: S x A— A(Sg) and Tpy: S x A — A(M) so that
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Fig. 1. Example of the proposed information structure. Three agents can exchange local
states via a central controller. In the displayed situation, agent 1 and 2 are connected
and see the states of each other, agent 3 is disconnected and observes local information
only. Mask state is (1, 1, 0).

T((SlEﬂ m/)|(sE7 m)7 CL) = TE(S§5|SE, a)TM(mIKSEv m)v a)' (1)

In other words, we assume that the environment state is not affected by
the availability mask, but the mask state may be affected by the environment
state. The process that determines whether an agent is connected to the cen-
tral controller therefore does not change the actual state of system, but the
communication channels may be influenced by the environment state.

2 = X;en{2; is the set of joint observations. Each observation consists of the
local state component, as well as the local state components of all other agents
that are connected to the central controller, i.e.

2i = S U(Si x (Xjen\(ip (S5 U{D})))- (2)

@ acts as a placeholder for the local state of an agent that is disconnected
from the central controller. Note that we need the left union in Eq.2 to distin-
guish between the case of an agent being disconnected and the case in which all
other but that one agent is disconnected. Other than in the general case of a Dec-
MDP, we assume the observation function to be deterministic and only depen-
dent on the state. We thus write O: S — {2 and define O(s) = (O1(s), ..., O0x(s))
with O;: § — (2; being defined as

Oi(((815- 3855+ 38n), (M1, cymyy ooy my)))

s ifm; =0
(85, (51 @M1, .oy Sic1 @Mi—1, Sit1 @ Mig1,...,5, ®My)) else.
3)
®@: M x{0,1} - M U{Q} is the masking operator defined as m ® 0 = @
and m ® 1 = m for any set M and m € M.
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3.1 Generalizations

In the previous section we assumed the probability function for the availability
mask 7j; to be dependent on the system state which is jointly fully observable.
It might however be the case that the transition probabilities for the mask is not
solely dependent on the system state, but also on some additional information
that is not available to the agents. This is the case when probabilities change
e.g. due to network congestion which is independent of the dynamics we want
to control. Additionally, the definition of the mask transition as in Eq. 1 might
violate the Markov assumption, since given the history of masks the probabil-
ities might be different than given only the current mask (e.g. when an agent
stays unavailable for at least two time steps). Alternatively, we can define the
state as S = Sg X Sy, with Sy; representing the communication state that is
not observable by the agents. In that case the problem becomes a subclass of
Dec-POMDPs. The same is true if the central controller has some additional
information, since agents can’t observe such in case of the mask state being
0 or when the observation function does not just reflect the local state, but
is truly partially observable and has the general stochastic form known from
Dec-POMDPs.

3.2 On the Complexity

When augmenting the state vector with additional | M| = 2™ failure scenarios, it
can easily be seen that this drastically increases the complexity of the problem
compared to the standard single agent decision problem that acts on complete
information but also compared to the general case of a Dec-MDP in which agents
only observe their local states. The size of the state space is now exponential in
the number of agents, which is also true for their observation spaces. This implies
that excessive amounts of collected data is needed during training because the
number of samples required to get a good estimate of the expected reward also
grows exponentially. This becomes even worse when the probability of discon-
nection is low, since the agent will only experience a failure state very rarely.
Sparse exploration leads to a high variance in the reward signal and therefore to
poor decisions. The action space is however not affected, due to the fact that the
agents can always take the same actions, regardless of their connection status.

4 Solution Concepts

In this section we will discuss approaches to overcome issues with the proposed
information structure, namely exponential state and observation space sizes, high
variance for unlikely failure scenarios and varying input sizes for policies.

4.1 Subset of Failure Scenarios

In order to tackle the problem of exponential state and observation space sizes,
a simple solution is to only account for a subset of failure scenarios Gy C M.
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In case of a failure m that is not in that set, we choose some m’ € G o4 for which
m’ <'m holds and ignore some available information. Even though this leads to
a suboptimal solution, we can reduce the number of training data needed, since
we assumed the environment transition probabilities 7z not be affected by the
communication state, i.e. we can control Sg regardless of M. If more than one
element of G o is possible for m’, we want to choose the element that is “closest”
to m. For m) < mi, we choose mj, since we can make potentially better decisions
the more information we include in the process. For m} € m/}, however, we might
want to select the mask that has more agents available, or randomly select one
if the number of connected agents is equal. The minimal set G4 is {0}, since
we can reduce every failure to that. When failures are very unlikely, it might for
example make sense to train on {0,1}, so we can act optimal most of the time
and have some emergency strategy that applies to all the cases in which at least
one agent has no connection to the central controller. When the probability for
different agents to be unavailable is known a priori and does not depend on the
environment state, optimization regarding G, are possible, in that we include
failure scenarios that are encountered most often. Otherwise, we can adapt G g
during training based on the frequency of experienced mask states. This might
however prevent convergence of policies and further theoretical investigation is
needed.

4.2 Independent Policies

When learning on an environment that exhibits low probabilities for certain fail-
ure scenarios or even for all other settings than 1, decision under such mask
states might be poor due to the lack of experience. Instead, we can explicitly
train these scenarios by restricting access to state information despite the actual
connection state. While this reduces variance, it will lead to a pessimistic pol-
icy that overvalues communication failures. Reinforcement learning algorithms
estimate the expected reward by drawing samples of state trajectories by inter-
acting with the environment. Unfortunately, this process becomes biased when
occurrences of mask states are altered. Alternatively, we can train multiple inde-
pendent policies for each of the considered mask states and apply the action of
the corresponding policy during execution. This however presumes a low rate in
change of the mask state since the policies assume that the information structure
they were trained on does not change at all. Frequent changes in the connection
state will therefore degrade the overall performance. Nonetheless, it allows us
to sample as much training data for a given mask state as needed to converge
without affecting other policies. This idea has been implemented in [2], though
restricted to the case of Goq = {0,1}, and showed being a robust backup for
communication failures.

Note that an agent that is disconnected does not know the actual mask state
and therefore can’t decide which policy to apply. It hence must use the same
policy whenever it is disconnected, so every agent needs to have only one policy
for that case which will lead to a bias for these policies anyway, though it is
assumed to be much smaller than using the same policy for all mask states
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given that the probability for mask states during training does not reflect the
occurrences of mask states during execution. Disconnected agents may also use
some fixed rule based policy if they are disconnected. Another advantage of
this approach is that policies have fixed input sizes which simplifies the use of
artificial neural networks, which are commonly used in reinforcement learning
to realize the policy [3].

4.3 Reconstruction

Another approach is to learn policies that act on complete information only.
After convergence, fixing the policies enables the reduction of the underlying
decision process to a Markov chain, since action probabilities do not change and
can be seen as a part of transition function. This allows us to learn one or more
prediction models by feeding back the reconstruction loss of the whole state
given the partial state and the history of previous state information, e.g. by use
of a recurrent neural network. During execution, we impute missing values by
use of the prediction model and feed the complete state to the learned policy.
Combinations with learning only on a subset of mask states are also possible
in that we can fall back to one of the closest elements m’ € G with m < m/
by imputing missing parts of m/, given actual mask state m. Fallback in both
directions are also possible, e.g. we can ignore information if the encountered
mask state has only little more information than some mask state we trained on
and impute values if only little information is missing.

A disadvantage of this approach is the fact that the longer a connection is bro-
ken, the more the performance is likely to degrade based on the assumption that
the divergence between the predicted state and the actual state becomes greater
the longer a communication failure persists. Policies cannot distinguish between
missing information that has been imputed and a state component that was actu-
ally received by the central controller, since the prediction model has been trained
after convergence of the policy. This state aliasing then may lead bad decisions.
To overcome this issue, we can instead include the uncertainty induced by miss-
ing observations in the training process. Agents may for example maintain a belief
over other agents’ states, e.g. they learn the probability distribution of the state
of other agents given the available information. This can then be used as an input
to the policy, similar to work that has been done in [1].

5 Conclusion

In this paper we gave a formal definition of a communication structure that is
posed by a central controller exchanging information with agents using error-
prone communication channels in a spatially distributed control problem. We
identified the problem to be a subclass of Dec-MDPs or Dec-POMDPs, depen-
dent on whether the central controller has additional information that agents
cannot observe locally and whether communication failures depend on some
non-observable process. We discussed the complexity of the problem and argued
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that the problem is even harder to solve than a multi-agent system with fixed
observation spaces due to the fact that observation space sizes in the proposed
formalism are exponential in the number of agents. In addition to that we iden-
tified further problems that may arise when using reinforcement learning algo-
rithms to solve the problem, namely the high variance in the reward signal when
the probabilities for communication failures are low and the varying input sizes
for policies. Several solution concepts have been proposed that involve breaking
down the complexity by considering only a subset of failure scenarios, learning
independent policies for each failure scenario, reconstructing missing informa-
tion and learning policies that incorporate the state uncertainty in the training
process. Nevertheless, investigation of other information structures than those
incorporating a central controller is needed. There is a lack of theoretical foun-
dation for multi-agent systems that include the possibility of communication
failures. We hope that this paper will motivate further research in this direction.
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