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Abstract. We consider the communication between a transmitter (user)
and a receiver in the presence of a jammer where the jammer, in contrast
to the user, has access to local information about jamming fading gain
(reflecting distance of the jammer to the receiver) and jamming cost
(reflecting its technical characteristics). The problem is modeled as a
Bayesian game. Signal-to-interference-plus-noise ratio (SINR) is consid-
ered as user’s communication utility. Nash equilibrium as well as Stack-
elberg equilibrium are derived in closed form and compared.
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1 Introduction

Due to the shared and open-access nature of the wireless medium, wireless net-
works are vulnerable to jamming attacks. Non-cooperative game theory is nat-
ural tools to study such jamming problems [11] due to such problems involve
multiple agents (say, a user and a jammer) and each of them has own objective.
A key characteristic of wireless access networks is that the agents might not have
complete information regarding the other agents’ identity, channel characteris-
tics, or location [15]. Typically, in literature, uncertainty on one parameter is
considered. For example, in [3,5,6,9], uncertainty about rival’s type was investi-
gated. In [12], uncertainty on fading channel gains was considered in the context
of single carrier communications with non-hostile interference caused by self-
ish users, while, in [2,10], with hostile interference caused by an adversary. In
[16], uncertainty about the jammer’s location was examined within a frequency-
division multiple access (FDMA) communication scenario.

In [13], it was suggested to consider combined uncertainty about several
parameters, namely, fading gains and transmission cost. Due to that, in [13], the
agents do not have access to local information it did not lead to an increase in
the number of strategies compared with the complete information scenarios.

In this paper, we fill the gap in the literature on the case when one of the
agent, namely, the user, does not have access to combined local information
about the gain of the jammer’s channel (reflecting the distance from the jam-
mer to the receiver) and the jamming cost (reflecting technical characteristics
of the jammer). While the jammer has access to such local information. This
corresponds the most dangerous scenarios of the user’s communication with the
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receiver. We consider SINR as user’s communication utility. This work is a com-
plementary work to [10], where throughput was considered as user’s communi-
cation utility and the user has incomplete information only about one network
parameter, namely, the jammer’s channel gain.

2 Communication Model

In this paper we consider a single carrier communication between a transmitter
(user) and a receiver in the presence of a jammer, who intends to degrade the
user’s communication by generating interference. The channel is assumed to be
flat fading. As examples of studying single carrier communication, see, for exam-
ple, [1,4,7,8,10,13,14,17-20]. We assume that the user does not have access to
local information about the jammer’s channel gain (reflecting its distance to the
receiver) and jamming power cost (reflecting technical characteristics of the jam-
mer). While the jammer has access to such local information. Namely, the user
knows that the jammer’s channel gain can be g; with a priori probability a; where
i € N2 {l,...,n} and Y/, o; = 1, and the (normalized) jamming power
cost can be C; with a priori probability 8;, for j € M £ {1,...,m}, where
Z;.":l B; = 1. The strategy for the user is its transmission power P, with P > 0.
We say that the jammer is of type-(7,j) if its channel gain and the jamming
cost are g; and Cj;, respectively. The strategy for the (i,j)-type jammer is its
jamming power J’i,j7 with Jiﬂ' > 0. Letl J = (J171, ey ']l,ma ey Jn,h ey Jmm)
Each type jammer as well as the user have complete knowledge about all possi-
ble network parameters. But, in contrast to the jammer, the user does not know
what type of the jammer occurs. We consider SINR as the user’s communication
utility. Let the payoff to the user is the difference between the expected SINR
and transmission power cost, while the payoff to the (i, j)-type jammer is the
negative of sum of the SINR and jamming power cost:

wPJ)= > aifhP/(0* +gidi;) — CpP, (1)
(4,5) EN X M
vy (P Jij) = —hP/(0* + giJi ;) — Cyjdij, (i,5) € N x M, (2)

where Cp is (normalized) transmission power cost and o? is the background
noise.

The user and each type jammer want to maximize their own payoffs. Thus,
we look for Nash equilibrium (NE) [11]. Recall that (P, J) is an NE if and only
if

'UU(Pv‘I)SUU(Pa‘I)av}SZOv 3)
UJJ'J‘(P, JNZ"J‘) < Uj,i’j(P, Ji’j), Vji)j >0 and (’L,j) eN x M. (4)

Denote this game by I'y. Note that, in game I'y there is at least one NE since
vy (P, J) is linear in P and vy, ;(P,J; ;) is concave in J; ; [12].

1 'We use bold face font to denote vectors.
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In the following sections we derive the NE in closed form via solving the best
response equations. By (3) and (4), (P,J) is an NE if and only if P is the best
response to J, while J; ; is the best response to P for each (3, j), i.e., they are
solution of the following best response equations:

P =BRy(J) £ argmax vy (P, J), (5)
P>0
Jij = BRy,;(P) £ argmaxvy, (P, J; ), (i,7) € N x M. (6)
J,;’]’ZO

2.1 Auxiliary Notations and Results

Let us introduce auxiliary notations and results employed in the next section to
derive in closed form. First let us split the set N'x M into subsets S,.,r =1, ..., R
with equal C ;/g;. Specifically, let

N x M =UL,S, with Cj;/g; = C;5/g;,Y(i,§) € Sy and (i,§) €S, (7)
Thus, Cy;/9: # C;5/g; for any (i, j) € S, and (i,7) € S7 with 7 # . Let
Yr = Z aiﬂj' (8)
(,5)€Sr
Motivated by (7), we can introduce the following notation:
C, £ Cy;/g: for any (i, j) € S,. (9)

Without loss of generality we can assume that the sets S, are arranged in increas-

ing order by C,, i.e.,

Ci<Cy<...<Cg, (10)
and let Cy £ 0 and 6R+1 £ .
Let
P.20'C,/hforr=0,...,R+1. (11)
Thus, by (10), we have that
0=P <P <Py<...<Pp<Pri = (12)

By (12), for each P > 0 there is an unique integer r(P) € {0, ..., R} such that
P.py < P < Prpys1- (13)
Thus, we can introduce the following notation:
F(P) £ Fy(p)(P) with P,(py < P < Pypy41, (14)
where
T — &
F,(P) 2 ;%\/hCi/PJr gi;lm. (15)

In the following proposition auxiliary properties of F'(P) are given.
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Proposition 1. (a) F(P) is continuous and decreasing from F(0) = h/o? to
zero as P T oco.
(b) Let h/o* > Cp. Then there is an unique . such that

XT£V+1<CP§XriVa (16)
where
A(Z’Y?\/C/C + Z 71)7 - 7"'7R (17)
1=r+1

and Xpy1 2 0.
(¢) The following equation has the unique positive root

F(P) = Cp. (18)

Moreover, this root P is equal to Py, where

>/
i=1

Py =h = (19)
Cp—(hjo®) Y
i=rN41
Proof: (a) Note that, by (11), h/0? = 1/hC,./ P, for any r. This and (14) imply
that F(P) is continuous. Also, F(P) is decreasing in P as sum of decreasing
functions (15). Moreover, by (15), F(0) = h/o?, and F(P) = Y% | ~4,1/hC,/P

for Pp < P, and (a) follows.

By (11) and (15), we have that x, = F(P,) for r = 1,..., R. This jointly
with (a) imply that x,. is strictly decreasing from y; = h/0? to xgs1 = 0, and
(b) follows.

By (a) and (b), Eq. (18) has the unique positive root. Moreover, by (b), this
root belongs to [P.~, Py 1]. Then, substituting (15) into (18) via straightfor-
ward calculation we obtain that this root is given by (19). |

2.2 Equilibrium Strategies
In this section we derive equilibrium strategies in closed form.

Theorem 1. In game I'y, the jammer’s equilibrium strategy J is unique, while
user equilibrium strategy is unique except of a particular case (b), where a con-
tinuum of user’s equilibrium strategies arise. Specifically,

(a) if
h/o* < Cp (20)
then
P=0and J=0={J;; =0:(i,j) € N x M}; (21)
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(b) if
h/o* = Cp (22)
then
J =0 and P is any such such that P < Py; (23)
(c) if
h/o* > Cp (24)

then P = Py is uniquely given by (19) and J; ; = BR; ;(P), where

5 (VolPICs; = 0*). P> o'Cusftha), o0

Ji)‘:BR ,iq'P =
j 7,i,j (P) {07 P <0Cy;/(hg:).

Proof: By (2), the payoff of (i, j)-type jammer coincides with jammer’s payoff
in power control game with complete information [19]. This remark and [19,
Lemma 1] imply that the best response of (i, j)-type jammer is given by (25).

Since vy (P.J) is linear in P, P is the best response to a fixed J if and only
if the following relation holds:

0, > @iBih/(0® +gidis) < Cp,
(i,7)EN XM
p — ) is any, Z a;B;h/ (0 + giJij) = Cp, (26)
(4,§) EN XM
0, Z Oéiﬁjh/(0'2 + giJi,j) > Cp.
(i,5)EN XM

Thus, to find NE we have to solve the best response equations (25) and (26).
Two cases arise to consider separately: (I) P =0 and (II) P > 0.

(I) Let P = 0. Then, by (25), J = 0. Substituting P = 0 and J = 0 into (26)
implies h/o? < Cp. Thus, if h/o? < Cp, then, (a) follows.

(IT) Let P > 0. Two cases arise to consider: (II-a) J = 0 and (II-b) J # 0.

(IT-a) Let J = 0. Then, by (26), h/o? = Cp. Substituting J =0 and P > 0
into (25) imply that P < 0*C;/(hg;) for any i and j. Thus, by (9) and (12),
P < 0%Cy/h = Py, and (b) follows.

(Il-b) Let J # 0 and P > 0. Then, by (26), h/o? > Cp. Thus, by (26),
we have that > oy a;Bih/(0? + giJ; ;) = Cp. Substituting (25) into this
equation implies (19), and (c¢) follows from Proposition 1. [ |

3 Stackelberg Game

In this section we consider Stackelberg game (SG) [11] scenario, where the user is
leader while each type jammer is follower. Thus, each type jammer implements
the best response strategy, and the user, knowing such jammer’s behaviour,
maximizes its payoff given as follows:

¥(P) 2 vy (P,BR;(P)). (27)
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Then (P,BR;(P)) is Stackelberg equilibrium (SE), where P = argmaxp¥(P).
Denote this SG by Is.
By (11), (12) and (25), the payoff to the user ¥(P) can be present as follows:

U(P) = g/r(p)(P) — CpP for P.py < P < Pupyy1, (28)
where

Z%\/hop+— Z Vi (29)

i=r+1

3.1 Auxiliary Notations and Results

In this section we introduce auxiliary notations and present auxiliary properties
of user’s payoff (27).

Proposition 2. (a) ¥(P) is continuous for P > 0 such that ¥(0) = 0 and
limpToo W(P) = —0OQ.
(b) Derivative of ¥ (P) with respect to P is given as follows:

;L]‘[;(p) = &(P)— Cp for P € R,\P, (30)

where P & {Py,...,Pg} and

E(P) £ & py(P) for Popy < P < Prpyia (31)
and £_1(P) £ .

R
N P ()
+
(C) 57( )<§T‘ 1( )

(d) £(P) is strictly decreasing in Ry and continuous everywhere except on the
finite set P.
(e) W(P) = (h/o* — Cp)P for P < P;.

with

Proof: Note that, by (11), we have that \/hC,.P, = C,0? = hP,/c? This
R
and (29) imply that ¥(P) is continuous. By (29), ¥(P) = > (v;/2)1/Cih/P —

(2

i—1
CpP for P > Pg, and (a) follows. (b) follow from (28) and (29).
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By (11) and (32), we have that

h 1 [Coh | hy,

&1 () = & (Pr) =7 -2 9 P = 992

>0,

and (c) follows. (d) follows from (30) and (31). (e) follows from (28) and (29). B
Let us introduce the following auxiliary notations:

R
26.(P T=U2 Z\/i”’fz % |, (33)

1=r+1

- gr( T+1 (Z C ,yz + Z ’yl> ’ (34)

T+1 2 i=r+1

where r = 0,..., R. Also, let X £ o and Xp £0.

Proposition 3. There is an unique v> € {0,..., R} such that one of the fol-
lowing two relations holds:

Xrs <CP <X o ;s (35)
KTS <(Cp< yrf (36)

Proof: The result follows from (12), (33) and (34) and Proposition 2(c) and
(d). ]

3.2 Stackelberg Equilibrium Strategies

In the following theorem we prove the uniqueness of SE and also present SE in
closed form.

Theorem 2. In game I's there is SE (Ps, BRy(Ps)). Moreover, jammer equi-
librium strategy is unique, while user’s equilibrium strategy is unique except of
a particular case (a), where a continuum of user’s equilibrium strategies arise.
Specifically,

(a) if
Cp = h/o? (37)

then there is a continuum of user’s equilibrium strategies. Specifically, any
strateqy Ps such that Ps < Py is equilibrium strategy, while the jammer’s
equilibrium strategy is unique and it is J = 0;
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(b) if (37) does not hold then user’s equilibrium strategy is unique and it is given
in closed form as follows:

Ps, if (35) holds,
TS 2
i\ Ci
Ps=1 2 | (38)
7 7 ,if (36) holds,
Cr—(hfo®) 3
1=rS+1

where 5 is given by Proposition 3.

Proof: First note that, by (27) and Proposition 2, there is at least one SE.

To derive SE two cases arise to consider: (a) h/o? < Cp and (b) h/o? > Cp.

(a) Let h/o? < Cp. By (33) and (34), this condition is equivalent to ¥, <
Cp<oo= X_,» Thus, (35) holds for 7% = 0. Also, by Proposition 2(f) and (32),
&(P) < Cp for P = 0. Thus, by Proposition 2(d), ¥(P) gets the maximum the
the unique point P = 0 = Py, and (38) holds.

(a) Let h/o? > Cp. Then, by Proposition 2, we have that there is the unique
Pg such that W(P) is increasing for P < Pg and it is decreasing for P > Ps.
Thus, such P = Pg, is the unique equilibrium strategy. Then, two cases arise to
consider: (b-i) (35) holds and (b-ii) (36) holds.

(b-i) Let (35) hold. Then Ps = P,s, and (38) follows.

(b-ii) Let (36) hold. Then &,.s(P) is continuous and strictly decreasing in
[P,,f, Prf_;'_l] from &,.s (P,«f) > Cptoé,s (Pr§+1) < Cp Thus, equation £(P) = Cp
has the unique root in [P,s, P,s 1], and straightforward calculation implies that
this root is given by (38). ]

4 Discussion of the Results

Let us illustrate the obtained results by an example of a specific network where
n=m=202=1h=1, (g91,92) = (0.5,1), C; = (0.5,1), and a = 8 =
(1/3,2/3). Then N' x M = U3_,S,., where S; = {(2,1)},S2 = {(1,1),(2,2)} and
S3 = {(1,2)}. Figurel illustrates that an increase in user’s transmission cost
leads to a decrease in user’s NE and SE strategies, and a decrease in its payoff
in SG. In NG, due to linear structure of user’s payoff on the user’s strategy, its
equilibrium payoff is equal to zero. Moreover, user’s SE strategy is smaller as
compared to its NE strategy, and this also follows from (19) and (38). This leads
to that jammer’s SE strategy is smaller as compared to its NE strategy (see,
(25)). Flat segments in agents SE strategies reflect higher sensitiveness of the
the NE strategies to varying the network parameters, as compared to the SE
strategies (see, also (19) and (38)).
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Fig. 1. (a) User’s strategy, (b) user’s payoff, (c) jammer’s strategies and (d) jammer’s
payoffs.

5 Conclusions

The communication between an user and a receiver in the presence of a jammer,
where the jammer, in contrast to the user, has access to local information about
jamming fading gain and jamming cost, has been modeled by a Bayesian game
in Nash game and Stackelberg game frameworks. The equilibrium are derived
in closed form and compared. Higher sensitiveness of the the Nash equilibrium
strategies to varying the network parameters, as compared to the Stackelberg
equilibrium strategies has been proven and illustrated.
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